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AboutVyapin Office 365 Management Suite

Vyapin Office 365 Management Suite is an Office 365 Management and Reporting solution that
addresses the critical functions of auditing, reporting and managing Office 365 objects.

Vyapin Office 365 Management Suite contains separate modules for Exchalige Reports,
SharePoint Online Reports, Audit and Compliance Reports and Office 365 Manager.

Exchange Online Reportsodule provides powerful reports on Mailbox, Mail Items, Mail Users, Public
Folders, Contacts, Groups, License and other related infawsmaf Exchange Online users. It also
provides a series of reports called Dashboard Summary which shows all the information about activity
and usage of Mailboxes, Groups, Public folders etc.

Mail Analytics Reports provides powerful reports on Mail Volua| Size, Attachment Based reports,
Conversation and Provisioning Summary.

SharePoint Online Reporimodule provides powerful reports on Configuration, Security and Inventory
of your Site Collections, Lists and Libraries.

Audit and Compliance Reportaodule carries a variety of buiibh reports and charts about File and

Folder events, Sharing and Access Request activities, Site Administration, Exchange Mailbox Events, User
Administration, Group Administration and Role Administration. You can also eysitym queries on

activity events and generate custom reports unigue to your organization.

Office 365 ManageModule helps you to assign or remove Office 365 license assignments right from
your desktop. You can alssanagemailbox permissions such as FAdicess, Send As and Send on
behalf. Migrate all mailbox permissions from-premises to Office 365 angerforma complete Security
Audit of all your Office 365 users.

Office 365 Migration planningnodule provides you a complete checklist / inventory which helps you to
migrate OnPremises AD active directory objects to Office 365 by providing you a detailed information
on the AD Obijects. It also helps you at the time of migration by suggesting evhtbthAD object is
necessary to migrate, which will help you to conserve time and storage while migrating the AD objects
from Server.



System Requirements

Disk space & Memory:
2 GB RAM and minimum of 75 MB of free disk space
Operating System (Only 6Hit operating system is supported):
Supported Windows client platform:

1 Windows 10

! Windows 8.1

1 Windows 8

1 Windows 7
Supported Windows server platform:

1 Windows Server 2016

Windows Server 2012

1 Windows Server 2012 R2

1 Windows Server 2008

1 Windows Server 2008 R2
Database:

The application by default creates its owpplication databaséor data storage. However, you also
have the option to store data in SQL server as given below:

1 Microsoft SQL Server 2016
1 Microsoft )L Server 2012
1 Microsoft SQL Server 2008

Software:
Office 365 Migration Planning module:
Remote Server Administration Tools (RSAT):

Refer the followindVlicrosoft articleto download, install and enable RSAT in the Windows Operating
Systems.



https://support.microsoft.com/en-in/help/2693643/remote-server-administration-tools-rsat-for-windows-operating-systems

Separate download links will be available for each client Operating System. No need to install separate
package for server operatirgystems. Just enabling the feature from Windows Features is enough.

Other Modules (Office 365 Reports ar@ffice 365 Manager):

1 Microsoft Online Services SHmASsistant



https://www.microsoft.com/en-us/download/details.aspx?id=41950

How to purchaséhe software

You can purchase Vyapin Office 365 Management Suite online from our website
https://www.vyapin.com/. Please contact our Saldgpartment atsales@vyapin.corfor sales and
price related queries-or any technical queries, please contact our technical department at
support@vyapin.com



https://www.vyapin.com/
mailto:sales@vyapin.com
mailto:support@vyapin.com

How to install the software?

Once you download the software, you can install the application using the installer package. The simple
setup wizard will guide you through the installation process as shown below:

Vyapin Office 365 Management Suiexe- Vyapin Office 365 Managemertif application contaia
multiple modules You can use this setup file to install Vyapin Office 365 Managementdautelient
computer running Windows 8.1/ 8/ 7 (3ft or 64-bit platforms).

Once you double click théyapin Office 365 Managenm Suite exe, the setup wizard will appear as
shown as below:

About Office 365 Suite
Vyapin Office 365 Management Suite

Copyright ©2015-2019 Vyapin Software Systems Private Limited. All Rights Reserved.

Email: support@vyapin.com Web: www.vyapin.com

View License Agreement

Computer Name: s&adEs
Full Computer Name: @5 T i
Program Folder: C:'Program Files\Vyapin Office 365 Management Suite
Application Data Folder: |C:'Users'Public\Documents\Wyapin Office 365 Management Suite
Modules:
Exchange Reports v6.2 | SsharePoint Reports v6.2 | Audit and Compliance Reports v3.1 | Microsoft ™| 4 | *

License Type: 15-day Evaluation Copy

License Description:| This software is meant solely for evaluation purposes only, This e
evaluation version allows you to generate report for 5 mailboxes (only for

You are on day: gof 15
Remaining Days: 7

Reguest license key. .. Register license key...



ClickNextto proceed. The welcome step screen will appear as shown below:

i Viyapin Office 365 Management Suite - o IEM

Welcome to the Vyapin Office 365 Management
Suite Setup Wizard

The inctaller will guide you thiough the steps required to install Viyapin Dffice 365 Management Suite
OF our Compaber.

WARMING: Thiz computer program is protected by copyright law and international resties,
Unauthonzed duplcation o distribution of thiz program, or any portion of it, may result in severe ciil
or criminal penalties, and will be prosecuted to the maxmum extent possibhe under the law,

Cancel % Back

ClickNextto proceed with the License Agreement. Cliéigree to accept the termsfimthe Agreement.
The License Agreement screen is as shown below.

& Vyapin Office 365 Management Suite - o IEN

License Agreement @

Please take a moment to read the Boenze agreement now. |f you accept the terms below, chick "1
Agree”, then “Mesxt". Othenwize chck “Cancel”.

IMPORTANT: PLEASE READ CAREFULLY BEFORE USING THE ~
SOFTWARE IN ANY WAY.

LICENSE AGREEMENT FOR VYAPIN OFFICE 365 MANAGEMENT
SUITE

Thiz iz a legal agreement between vou (either an

individuoal or an entity) ("Licensee") and Vyapin
SAaftware Qwretrems Pritrats [ i9mifFaed §MPvarnin®y Har

()1 Do Not Agree @i Agreel

Cancel < Back Mest »



ClickNextto proceed. Vyapin Office 365 Management S&eadMe screen will appear as shown
below.

i Vyapin Office 365 Management Suite - o IEH

Vyapin Office 365 Management Suite Information ﬂ

README file for Vyapin Office 365 Management Suite s

Thi= README.TXT file covers the following topicsa:
I. What is Vyapin Office 365 Management Suite?
II. System requiremencs

IIT. Installation

IV. How to activate the software?

V. How to contact Vyvapin?

Cancel | | <Back




ClickNextto proceed.The Installation Folderwill appear as shown below.ou maynanuallyenter or
Browsethe location to install Vyapin Office 365 Management Suite in this installation wizard step.

# Vyapin Office 365 Management Suite - - IEl

Select Installation Folder @

The installer will mstall Visapr Office 365 Management Sulte o the followang Folde:.
Toinstall in this folder, click “Mest”, To install to & diferent folder, enter it below or click “Browse",

Folder:
||::'\Prc-gram Filez\Wpagan Dffice 365 Management Sute', Browse. ..
Disk Cost...

ClickNextand proceed with the subsequent steps shown below:

5y Vyapin Office 365 Management Suite - o HIEN

Confirm Installation @

The installer iz ready to install Vyapin Office 355 Management Suite on your compites,
Click "Mewut"™ to star te installation

Cancel ¢ Back Mext >



Installationprogresswindow
iz Vyapin Office 365 Management Suite

Installing Vyapin Office 3656 Management
Suite

Wiyapan Dffice 365 Management Suile iz being mstaled.

Please wait...

< Back
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Installationprogress window
i Vyapin Office 365 Management Suite

Installing Vyapin Office 365 Management
Suite

Wyapin Office 365 Management Suite iz being installed.

Please wat...

< Back

11
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Installation completiorwindow

5 Vyapin Office 365 Management Suite =

12

Installation Complete @

YWyapin Difice 385 Manasgement Suite haz been successiully nstalled.
Click "Close" to st

[¥] Bun Yyapin Office 365 Management Suite.

Please use Windows Update to check for any crfical updates to the MET Framework,

Cancel < Back




How to registethe software?

Once you purchase the software orior through any one of our resellers, you will receive a sale
notification through email from our sales department. We will send you amail with the necessary
instructions to register the software.

In case you do not receive amaail from our saleseam after you purchase the software, please send
the following information to our sales department sdiles@vyapin.comwith the sales order number.

1. SelectAboutfrom toolbar

13
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2. The About Office 365 Suite dialagpears as shown below

w N

About Office 365 Suite
Vyapin Office 365 Management Suite

Copyright © 2015-2019 Vyapin Software Systems Private Limited. &ll Rights Reserved.

Email: suppaort@vyapin.com Web: www.»wyapin.com

View License Agreement

Computer Name: sgf8u7
Full Computer Name: #&g- T s s
Program Folder: C:\Program Files\/yapin Office 365 Management Suite
Application Data Folder: |C:\Users'\PubliciDocumentsiyapin Office 365 Management Suite
Modules:
Exchange Reports wi.2 | SharePoint Reports v6.2 | Audit and Compliance Reports 3.1 | Microsoft™ 4 | *

License Type: 15-day Evaluation Copy

License Description:| This software is meant solely for evaluation purposes anly. This Y
evaluation version allows you to generate report for 5 mailboxes (only for

You are on day: g of 15
Remaining Days: 7

Reguest license key... Reqgister license key...

Perform the following steps tegisterthe software:

Download evaluation/trial copy dhe software from the respective product page available on
our website at htts.//www.vyapin.com/

Install the software on the desired computer.

You will receive a license kdhyoughe-mail as soon as the purchase process is complete.
Click 'Register License Key' in About Dialog (as shown in Image 1). Copy the license key sent to
you through email ad paste it in theLicenseKeytextbox.



License Type: Exchange Reporis - Evaluation Copy, SharePoint Reports - Evaluation
Copy, Office 365 Export - Evaluation Copy, Office 365 Manager - Evaluation Copy
Toregisterthe software, copy and pastethelicense key in the textbox below:

5. Copy the license key sent to you through email and paste it in the ‘License Key' textbox. For help
on how to copy the license key, click 'See Example' link in the Register Vyapin Office 365
Management Suite dialog (as shown in Image 2).

How to copy license key H
- BEGIN LICENSE KEY (COPY BELDW THIS LINE) --{Select and then Copy the
‘,,r“' selected text

mTq+BGTage
Sk vzt P+ PEi

6. ClickRequest License Keyhutton in the about dialog if you want to make a request for a
license key. The Request license Key dialog will appear as shown below:



Enter the details below to request a license key to register the product. The
license key will be delivered to the e-mail address stated in this form.

* Contact Name: |

= Company: |

* Email: |

" Efore | | |

(Country Code, Area Code, Phone No.)

* Order 1D: |

* Full Computer Narne:l rdv 1. vopager local |

License Type: | | (Optional)

€.0., Single License, Site License

Submi || Cancel |

p>

Contact NameEnduser of the product.

p>

Company:Enduser Company Name.

p>

Email:Email address where the license key has to be sent.

p>

Phone:Phone number with country code and area code.

A Order ID:Order/Transaction ID reference.
A License TypeLicense that was purchased.

Please allow 12 to 24 hours from the time of purchase forsalgs department to process your
orders.



Exchang®nline Reports

The Navigation Pane

List of available Dashboard Reports

List of availabléailboxReports

List of availabléail item Reports

List of availablé&roup Reports

List of availabl®ublic folderReports

List of availabléicenseReports

List of available Security Reports

Mail Analytics
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List of available Dashboard Reports for Exchange online

Report Display Name

Report Description

Field Name

Top Users by Mailbox Size

List of top users based on the
size of their mailbox.

User Name, Last Login, Last
Logoff Deleted Item Count,
Item Count, Mailbox Type, Totg
Deleted Item Size(MB), Total
Item Size(MB)

Top Users by Mail Count

List of top users based on mail
count.

User Name, Last Login, Last
LogOff, Deleted Item Count,
Item Count, Mailbox Type, Totg
Deleted Item Size(MB), Total
Item Size(MB)

Top Public Folder by Size

List of Top Publidsers by their
Size.

User Name, Created Date,
Modified Date, Identity, Deleteq
Item Count, Item Count, Total
Deleted Item Size(MB), Total
Item Size(MB)

List of Users with Admin Roles

List of Users with Administrativ
Role.

User Name, Role Name, Mail
Address, Role Member Type,
IsLicensed

List of Groups

List of Available Groups

User, Identity, Display Name,
Recipient Type, Recipient Typg
Details, Notes, Created Date,
Modified Date

List of Mobile Devices

List of Connected Mobile
Devices.

User, MobileNumber, IMEI
Number, Device OS, Mobile
Operator, OS Language, Mobil
Number, Device Type, First
Time Sync, Device Access Sta
Disabled, Identity

Device Access State Reason,
client Version, Client Type,
Created Date, Modified Date

List of Users

List ofAvailable Users

User Name, First Name, Last
Name, Mobile, Company,
Department, Designation,
Reporting Manager, Office, City
Country, Account Disabled,
Created Date, Modified Date

18



List of External Users

Shows the list of available
external users in the mant

User Name, First Name, Last
Name, Mobile, Company,
Department, Designation,
Reporting Manager, Office, City
Country, Account Disabled,
Created Date, Modified Date

List of Mailboxes

List of Available Mailboxes

User Name, Alias, Location, M¢
Address, Account Disabled,
Created Date, Modified Date

List of Shared Mailboxes

List of Mailboxes that are
shared.

User Name, Alias, Location, M
Address, Account Disabled,
Created Date, Modified Date

Active andnactiveMailboxes

List of all Active ahlnactive
Mailboxes.

User Name, Last Login, Last
LogOff, Deleted Item Count,
Item Count, Mailbox Type, Totg
Deleted Item Size(MB), Total
Item Size(MB)

Recently added Groups

List of Groups which were
added recently.

Group Name, Identity, Display
Name,Recipient Type, Recipiel
Type Details, Notes, Created
Date, Modified Date

Recently added Users

List of Users who were added
recently.

User Name, First Name, Last
Name, Mobile, Company,
Department, Designation,
Reporting Manager, Office, City
Country, Acount Disabled,
Created Date, Modified Date

Groupsmanaged by No#dmin
users

List of Groups managed by Noj
Admin users.

Identity, Display Name, Alias,
Mail Address, Recipient Type,
Group type, Managed By,

Created Date, Modified Date.

Top Distribution Groups by
member count

Shows the list of top
distribution groups based on
their member count

Group Name, Member Count,
Identity, Display Name,
Recipient Type, Recipient Typg
Details, Group Type, Created
Date, Modified Date.

19



List ofAvailable Mailbox Reports for Exchange Online

ReportDisplay Name

Report Description

Field Name

Mailbox- General
Information & Address
Details

List of mailboxestheir
general information
and address settings.

Display Name, Alias Name, Fully qualified domai
name of object

First name, Initials, Lasame, Description, Office,
Telephone number, Phone Numbers (Others), E
mail, Web page, Web Page Address (Others)
Street, PO Box, City, State/province, Zip/Postal
Code, Country/region

Mailbox Created and
Modified Dates

List of mailboxestheir
createdand modified
dates.

Display Name, Alias Name, Fully qualified domai
name of object

First name, Last name

Created, Modified

Mailbox Email
Addresses Report

List of mailboxes and
their email addresses.

Display Name, Alias Name, Fully qualified domai
nameof object

First name, Last name

Email Address Type, Email Address

Mailboxes- Exchange
Settings Report

Mailboxes- Exchange
Settings Report.

Display Name, Alias Name, Fully qualified domai
name of object

First name, Last name

Issue warning at (KB), Piiblt send at (KB), Prohibi
send and receive at (KB), Warning message inte
Simple display name, Hide from Exchange addre
lists, ILS Server, ILS Account

Managed folder mailbox policy, Retention start
date, Retention end date, Incoming message Sizf
(KB, Outgoing message size (KB), Accept messg
from, Reject messages from, Require that all
senders are authenticated, Home Server, Mailbo
Store, Storage Limits Settings, Issue warning at (
Prohibit send at (KB), Prohibit send and receive ¢
(KB), Dadted Item Retention Settings, Keep delets
item for (days), Do not permanently delete items,
Give Send on behalf of permission to, Forwarding
address to, Deliver messages to both forwarding
address and mailbox, Recipient Limits
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Mailbox- Storage
Quotas Rport

List of mailboxes and
their Storage Quota
settings.

Display Name, Alias Name, Fully qualified domai
name of object

First name, Last name

Home Server, Mailbox Store, Storage Limits
Settings, Issue warning at (KB), Prohibit send at
(KB), Prohibit sendnd receive at (KB), Deleted
Item Retention Settings, Keep deleted item for
(days), Do not permanently delete items

Mailbox- Delivery
Options Report

List of mailboxes and
their Delivery @tions
settings

Display Name, Alias Name, Fully qualified domai
name of object

First name, Last name

Give Send on behalf of permission to, Forwarding
address to, Deliver messages to both forwarding
address and mailbox, Recipient Limits

Mailbox Permissions
Report

List of mailboxes and
the permissions
defined foreach
mailbox.

Display Name, Alias Name, Fully qualified domai
name of object

First name, Last name

Owner, Name, Type, Permissions

Mailboxes- Size Report

Mailboxes and their
respective sizes.

Display Name, Alias Name, Fully qualified domai
name ofobject

First name, Last name

Home Server, Mailbox Store, Storage Limits
Settings, Issue warning at (KB), Prohibit send at
(KB), Prohibit send and receive at (KB)

Mailbox, Windows NT Account, Total K, Tdtal of
Items, Last Logon Time, Last Logoff TiDedeted
Items K, Full Mailbox Directory Name, Tddal of
Associated Messages

Mailbox Last Logon
Report

Mailboxes and their
respective last logon
dates

Display Name, Alias, Email Address, Last Logon
Time, Last Logoff Time, Created Date, Modified
Date
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Mailbox Default Folder
Security Report

Security defined on the
Inbox, Sent Items and
Deleted Items folders
in each mailbox

Display Name, Alias Name, Fully qualified domai
name of object First name, Last name Folder Nal
Account Name, Permission Level

Mailbox Folders
Properties

List of mailbox folders
with their size, number
of items, number of
unread items, created
by and modified by
information.

Object Path, Object Name, Display Name, Alias
Name, Fully qualified domain name of object, Fir:
name, Last ame, Folder Name, Folder Path, Size
Folder Description, Created Date, Modified Date,
Email Address, Container class, Folder Type, Ha
subfolders, Number of subfolders, Number of
items, Number of unread items, Associated conte
count, Has rules, Create¢ B_ast Modified By

22



List ofAvailable Mail Item Reports for Exchange Online

Report Display Name

Report Description

Field Name

Read Mail Item Report

List of Readnail items.

First namelast name

Email Addresg;older Namelolder PathFFrom,To,
SubjectBody,ltem SizeHas Attachmentdtem
Created Dateltem Received Datdtem Sent Date,
Item Last Modified Namétem Last Modified Time

Unread Mail Item
Report

List of Unreadnail

First namelast name

items.

Email Addresdg;older Namekolder PathFrom,To,
SubjectBody,ltem SizeHas Attachmentdiem
Created Dateltem Received Datdtem Sent Date,
Item Last Modified Namédtem Last Modified Time

Deleted Mail Item
Report

List of Deletednail

First namelast name

items.

EmailAddressFolder Namelolder PathFFrom,To,
SubjectBody,ltem SizeHas Attachmentdtem
Created Dateltem Received Datdtem Sent Date,
Item Last Modified Namétem Last Modified Time

Deleted Mail Items for
Recovery Report

List of Deleted Mail
Items for Recovery.

First name, Last name Email Address, Folder Na
Folder Path, From, To, Subject, Body, Item Size,
Attachments, Item Created Date, Item Received
Date, Item Sent Date, Item Last Modified Name,
Item Last Modified Time

High ImportanceéMail
Item Report

List of High Importance

First namelast name

mail tems.

Email Address;older Namelolder PathFrom,To,
SubjectBody,ltem SizeHas Attachmentdiem
Created Dateltem Received Datdtem Sent Date,
ltem Last Modified Namédtem Last Modified Time

Low Importance Malil
Item Report

List of Low Importance

FirstName,LastName

mail tems.

Email Addresdsolder NameFolder PathFrom,To,
SubjectBody,ltem SizeHas Attachmentdtem
Created Dateltem Received Datdétem Sent Date,
ltem Last Modified Namédtem Last Modified Time

Junk Mail Item Report

List of JuniMail items.

FirstName,LastName

Email Addresdsolder NameFolder PathFrom,To,
SubjectBody,ltem SizeHas Attachmentdtem
Created Dateltem Received Datdtem Sent Date,
ltem Last Modified Namédtem Last Modified Time

Mail Iltem Summary

List of Mail Iltems count

FirstName, LasName

summary.

Email Address, Totdlo. of folders, TotaNo. of
items, TotalNo. Ofread mals, TotalNo. of unread
mails, TotaNo. of appointments, TotaNo. of tasks,
TotalNo. of contacts Folder name, Folder path,a\
of subfolders, M. of tems, No. of read mails, H.

of unread mails
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Mails fromExternal
Accounts

List of mails from
External Accounts

Object name, Display namentail, First name, Las
Name, From, To, Subject, Item Size (KB), Has
Attachments, Item Created date, Item Received
date, Item send date, Item last modified name,
Item lastmodified time

Mails to External
Accounts

List of mails sent to
External Accounts

Object name, Display namepfail, First name, Las
Name, From, To, Subject, Item Size (KB), Has
Attachments, Item Created date, Item Received
date, Item send date, Item lastodified name,
Item last modified time

Send as and Send on
behalf mails

Shows the list of mails
sent using Send As an
Send on behalf

permissions with actua|
sender name

Object Name, Display Namentail, First Name,
Last Name, Folder Name, Folder Path, Count, Fr
To,Subject, Item Size (KB)as Attachments, Item
Created date, Item Received date, Item send dat
Item last modified name, Item last modified time

Mail Voume¢ Sent
and Received

Shows the mail count
of sent and received
mails in a hourly basis

[Display Name], Hmail Address], [Folder Path],
[Folder Name], [Date], [00:00 to 00:59], [01:00 to
01:59], [02:00 to 02:59], [03:00 to 03:59], [04:00 t
04:59], [0500 to 05:59], [06:00 to 06:59], [07:00 tq
07:59], [08:00 to 08:59], [09:00 to 09:59], [10:00 t
10:59], [11:00 to 11:59], [12:00 to 12:59], [13:00 f{
13:59], [14:00 to 14:59], [15:00 to 15:59], [16:00 1
16:59], [17:00 to 17:59], [18:00 to 18:59], [19:@0 1
19:59], [20:00 to 20:59], [21:00 to 21:59], [2R:to
22:59], [23:00 to 23:59]

Mail Item Details

Shows the list of mail
items sent / received
with additional details
like From, To, Subject,
Attachment details etc.

Email Address, Folder Name, Folder P&thunt,
From, From Address, To, To Address, Cc, Cc
Address, Subiject, Item Size (KB), Has Attachmel
Attachment Name, Attachment Size (KB), Is Rea
Iltem Created Date, Item Received Date, Item Se
Date, Item Last Modified Name, Item Last Modifi¢
Time

Mail Attachments

Shows the list of mail
items sent / received
with attachments. You
can also search for a
particular attachment
in the mails using this
report. This report also
shows additional
details like From, To,
Subiject, Attachment

details etc.

EmailAddress, Folder Name, Folder Path, Count,
From, From Address, To, To Address, Cc, Cc
Address, Subiject, Item Size (KB), Has Attachmel
Attachment Name, Attachment Size (KB), Is Rea
Iltem Created Date, Item Received Date, Item Se
Date, Item Last Modiftt Name, Item Last Modified
Time
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List ofAvailable Group Reports for Exchange Online

Report Display Name

Report Description

Field Name

Groups- General
Information and
Address Details

List of goups and their
general and address

Display Name, Alias Name, Fully qualified domai
name of object

settings

Group name, Description;Haail, Group Scope,
Group Type, Notes

Managed By

Groups Created and
Modified Dates

List of goups and their
created and modified

Display Name, Alidsame, Fully qualified domain
name of object

dates

Created, Modified

Email

Groups Email
Addresses Report

List of goups and tkeir
e-mail addresses

Display Name, Alias Name, Fully qualified domai
name of object

Email Address Type, Email Address

Groups- Exchange
Settings Report

List of groups and their
exchange settings

Display Name, Alias Name, Fully qualified domai
name of object

Message size (KB)

Simple display name, Expansion Server, Hide frg
Exchange address lists, Send-of-office messageg
to originator, Delivery Options

Message size (KB)

Accept messages from, Reject messages from,
Require that all senders are authenticated

Simple display hame

Groups- Members
Report

List of goups and their
corresponding
members.

Object Name, Display Name, Nd members,
MemberName, FirstName, LasName, Alias Name
E-mail, Company

Groups- Restrictions

List of goups and their
restrictions.

Object Name, Display Name, Alias Nammdi,
Member join restriction, Merher depart restriction
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List ofAvailable Public Folder Reports for Exchange Online

Report Display Name

Report Description

Field Name

Public Folder General
Settings Report

List of public folders
and their general

Display NameAlias Name, Fully qualified domain
name of object

settings

Folder Name, Path, Address List Name, Public
Folder Description, Maintain perser read and
unread information for this folder

Public FoldeCreated
and Modified Dates

List of public folders
and theircreated and

Display Name, Alias Name, Fully qualified domai
name of object

modified dates

Email

Created, Modified

Public FoldeE-mail
Addresses Report

List of public folders
and their email

Display Name, Alias Name, Fully qualiiedhain
name of object

addresses

Email Address Type, Email Address

Public FoldeClient
Permissions Report

List of public folders
and their

Display Name, Alias Name, Fully qualified domai
name of object

corresponding client
permissions

Home Server, MailboRtore, Email, Public Folder
Tree

Path, Address List Name, Public Folder Descripti

Folder Path, Client Permissions

Public FolderSize
Report

Public folders and their
respective size

Display Name, Alias Name, Fully qualified domai
name ofobject

Path, Address List Name, Public Folder Descripti

Home Server, Mailbox Storenkail, Public Folder
Tree

Total K, TotaNo. of temsCreated L ast Access
Time, Noof Owners, Noof Contacts, Folder,
Folder Path, Full Public Folder Directory Name,
TotalNo. of Associated Messages, Deleted Items
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List ofAvailable License Reports for Exchange Online

Report Display Name

Report Description

Field Name

Organizatiorlicense
Report

List of organization
license information.

Account name, Account id, Active units, Consum
units, Locked out unit, Service name, Service typ
Service status, Part number, Suspended units,
Warning units

License type by Users

List of userflicense
information.

Display name, First name, Last nameydil
address, Blackberry user, Licensed, Service narm
Service type, Service status, Usage location

Users by license type

List of license
assignments with
correspading users.

Service nameDisplay name, First name, Last nan
E-mail address, Blackberry user, Licensed, Servic
type, Service status, Usage location

License count by
license type.

List of license
assignments with
assigned license count

Account name, Account id, Service nameyige
type, Service status, Assigned License Count

License type by Users
(Matrix Format)

License information of
users in Matrix format

Display name, First name, Last nameydil
address, Licensed, Usage Location, License type
Service Information.
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List of available Security Reports for Exchange Online

Report Name

Description

Field Name

Non-Owner Mailbox
Access

List of norowner
mailbox access

Mailbox Name, Mailbox-Ehail Address, Identity,
User Name, User-Bail Address, Access Rights

Shared Mailbox

Access

List of shared mailbox

access

Mailbox Name, Mailbox-Ehail Address, Identity,
User Name, User-Bail Address, Access Rights

Mail Analytics

List of available Mail Traffic Reports

ReportName

Description

Field Name

Inbound Mails

List the count of
incoming mails based on
date interval

Mailbox Name, fnail Address, Folder Path, Fold
Name, Type, Total Mail Count

Outbound Mails

List the count of outgoing
mails based on date
interval

Mailbox Name, nail Address, Folder Path, Fold
Name, Type, Total Mail Count

Total (Inbound and
Outbound)

List the count of
incoming and outgoing
mails based on date
interval

Mailbox Name, #nail Address, Folder Path, Fold
Name, Type, Total Mail Count

Recipient Mail Statug

Analyzes and shows the
summary of status of the
mails sent to each mail
recipient of a mail.

Sender Address, Sender Name, Subject, Mail S
time, Number of users who received the mail,
Number of users who read the mail, Number of
users who didn't read the mail, Number of users
who deleted the mail, Number of users who likel
deleted the mail permanently or didn't received
the mail.

Total Mail Count by
Subject

List the count of
incoming and outgoing
mails based on subjects

MailboxName, Email Address, Folder Path, Fold
Name, Type, Message Subject, Total Mail Coun

Total Mail Count by
Size

List the count of
incoming and outgoing
mails based on size rang

Mailbox Name, fnail Address, Folder Path, Fold
Name, Type, Message SiznBe, Total Message
Count, % of Total Count, % of Total Size

Total Mail Count by
Keywords

List the count of
incoming and outgoing
mails based on body

Mailbox Name, fnail Address, Folder Path, Fold
Name, Type, Body keyword, Total Mail count

keywords
Read and Unread List the count of read anq Mailbox Name, nail Address, Folder Path, Fold
Mails unread mails Name, Type, Read Mail Count, Unread Mail Col

Total Mail count
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Mail Importance

List the count of high,
low and normal
importance mails

MailboxName, Email Address, Folder Path, Fold
Name, Type, High Importance Count, Low
Importance Count, Normal Importance Count,
Total Mail count

Top Users by Mail
Count

List of top users based o
mail count

Mailbox Name, Enail Address, Total Mail Count

TopSenders by Mail

List of top users based o

Mailbox Name, Enail Address, Total Mail Count

Count outgoing mail
Top Receivers by List of top users based o[ Mailbox Name, nail Address, Total Mail Count
Mail Count incoming mail
Mails on Nonr Shows the list of mails | Mailbox Name, #nail Address, Folder Path, Fold

Working hours

that are sent / received
from a particular mailbox
over selected period of
time (nonworking hours)

Name, Sent Time, Received Time, Created Tim
Modified Time, From, To, Cc, Bcc, jBab
Attachments

Bounced Mails

Shows the list of mails
which were bounced due
to incorrect mail address
etc.

Mailbox Name, Folder Name, Folder Path, Subijg
Sender Address, To Address, Cc Recipients, Bg
Recipients, Created Date, Sent Date, Received
Date Bounced Address, Bounced Date, Modifie(
Date, Has Attachments

List of available Message log traffic statistics reports

Inbound Mails

List the count of incoming
mails based on date
interval

Mailbox Name, Mailbox Address, Mail Count

Outbound Mails

List the count of outgoing
mails based on date
interval

Mailbox Name, Mailbox Address, Mail Count

Total (Inbound and
Outbound)

List the count of incoming
and outgoing mails base(

on date interval

Mailbox Name, Mailbox Address, Mail Count,
Mail Type

List of available Mail Size Reports

Report Name

Description

Field Name

Mail Size by Subject

List the size of incoming
and outgoing mails base
on subject

Mailbox Name, fnail Address, Folder Path, Fold
Name, Type, Message Subject, Message Size
(Bytes), Message Size (KB), Message Size (MB|

Top Users by Mailbo
Size

List of top users based o
the size of their mailbox

Mailbox Name, fnail Address, Total Mail
Size(MB)
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List of available Attachment Based Reports

Report Name

Description

Field Name

Mail Count by List the count of Mailbox Name, #nail Address, Folder Path, Fold
Attachments attachment mails Name, Type, Total Attachment Count

Attachments by List the count of Mailbox Name, #nail Addressk-older Path, Folde
Subject attachment mails based | Name, Type, Message Subject, Total Message

on subject

Count, Total Message Size(KB)

Attachments by File
Name

List the count of
attachment mails based
on file name

Mailbox Name, #nail Address, Folder Path, Fold
Name, Type, Message Subje&ttachment File
Name, Total Attachment Count, Total Attachmel
Size(KB)

Attachments by File
Type

List the count of
attachment mails based
on file type

Mailbox Name, #nail Address, Folder Path, Fold
Name, Type, Message Subject, Message Size(H
Attachment File Name, Attachment File Extensiq
Attachment Size(KB)

Attachments by File
Size

List the size of
attachment mails based
on file size

Mailbox Name, #nail Address, Folder Path, Fold
Name, Type, Message Subject, Message Size(H
Attachment File Nime, Attachment Size(KB)

List of available Provisioning Summary Reports

Report Name

Description

Active Users by Created Date

List the count of users based on created date

Groups by Created Date

List the count of groups based on created date

Mailbox byCreated Date

List the count of mailbox based on created date

Shared Mailbox by Created Date

List the count of shared mailbox based on created ds

Public Folders by Created Date

List the count of public folders based on created date

List of availabl®esponse Time Summatgports

Report Name

Description

Field Name

Response Time
Summary for Mailbo

Shows a summary and
detailed information on
mails received and
responded from the
selected mailboxes over
a given period of time.

MailboxName, Email Address, Number of mails
received, Number of mails with responses, Tota
number of mails without responses, Number of
automatic replies, Actual mails without responseg
Number of mails within the response time limit,
Number of mails eceedingthe response time
limit, Average Response Time

31



Response Time
Summary for
Distribution Group

Shows a summary and
detailed information on
mails received and
responded from the
selected distribution
group over a given perio
of time.

Mailbox Name, #nail Address, Number of mails
received, Number of mails with responses, Tota
number of mails without responses, Number of
mails within the response time limit, Number of
mails exeeding the response time limit, Average
Response Time

Response Time
Summary folShared
Mailbox

Shows a summary and
detailed information on
mails received and
responded from the
selected shared
mailboxes over a given

period of time.

Mailbox Name, nail Address, Number of mails
received, Number of mails with responses, Tota
number ofmails without responses, Number of
automatic replies, Actual mails without response
Number of mails within the response time limit,
Number of mails eceeding the response time
limit, Average Response Time

List of Available Resource Mailbox Reports:

Report Name

Description

Field Name

General Information
of Resource
mailboxes

Shows the general
information about the list
of resource mailboxes
available in the tenant

Mailbox name, Enail address, Automate
processing, Allow conflicts, Booking window,
Maximum duration, Allow repeating meetings,
Schedule only during work hours, Add organizet
subject, Delete notalendar items, Delegates

Resource Mailbox
usage

Shows details about list
of events scheduled on g
resource mailbox and
their usage

Mailbox rame, Email address, Subject, Organize
Created Date, Start Date, End Date, Duration (ir
Hours), Location, Required Attendees, Optional
Attendees, Is Reminder Set, Reminder Date,
IsRecurring

Top 10 Users by
mailbox usage

Shows the list of users,
who areusing the
resource mailboxes, the
most.

Display Name,-Bhail Address, Total Count
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SharePoint Online Reports

The NavigatioPane

List ofAvailableConfigurationreports for SharePoint Online

List ofAvailableSecurity repors far SharePoint Online

List ofAvailablelnventory report for SharePoint Online

List ofAvailableOneDrivereportsfor SharePoint Onie

List of Available File and Page Activities

List of Available Foldéxctivities

List of available Sharing and Access Request Activities

List of Site Permission Activities

List of Site Administration Activities
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List ofAvailable Configuration Reports for SharePoint Online

Report Display Name

ReportDescription

Field Name

List General Settings

DisplaysGeneral
Settings information
about the list.

Web Url, Web Title, Base Template, List Name,
Description, Attachments Enabled, On Quick
Launch Bar, Permission Inheritance, Versioning
Enabled, Minor Versions Enabled, Unique Role
Assignments, Force Check Out, Allow Content
Types, Is Site Assets Library

List Templates

Dispgays information
about all theList
Templates available in
the site.

Web Url, Web Title, List Template, Internal Name
Description, Type, Base Type, On Quick Launch,
Custom Template

Site Collection
Workflow Templates

Displays information
about theWorkflow
Templates configured
in each site collection

Web Url, Web Title, Workflow Template Name,
Description, Association

Site Columns

Displays all th&ite
Columns that are
available in the site.

Web Url, Web Title, Column Name, Type Interna
Name, Type BplayName, Group Name,
Description, Required, Default Value, Enforce
Unique Values, Read Only Field

Site Content Types

Displays all th&ite
Content Ypes that are
available in the site.

Web Url, Web Title, Content Type, Description,
Group Name, Documeritemplate, Document
Template Url, Read Only, Column References

Site Settings

DisplaysSite ®ttings
information like time
zone, theme, template
etc.

Web Url, Web Title, Description, Time Zone,
Theme, Template, Quick Launch Enabled, Treey,
Enabled, RShabled, Master Page Url

Site Templates

Disgays information
about all theSite
Templates available in
the site collection.

Web Url, Web Title, Description, Category,
Template Title, Template Name, ID

Site Workflows Displays the Web Url, Web Title, Name, CreatedBYy,
information about CreatedDate, ModifiedBy, ModifiedDate,
workflows configured | Description, WorkflowType, IsReusable,
in each site AssociationUrl, InitiationUrl

Web Parts Displays information | Web Url, Web Title, Web Part Title, Web Part

about all theWeb Rrts
available in each s,
user who created the
web part etc.

Name, Parent Folder, Author, Created Date, Las|
Modified Date, Last Modified By, Size
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List ofAvailable Security Reports for SharePoint Online

Report Display Name

Report Description

Field Name

Effective Permissions
of the Sites

Displays the effective
permissions of the
users/groups in each
site

User orGroup, Web URL, Web Title, Account Ty
Permission inherited from, Permission levels,
Description

Effective Permissions
of the Lists

Displays the effective
permissions of the
users/groups for each
list in the site

User/Group, Web URL, Web Title, List dam
Account Type, Permission inherited from,
Permission levels, Description

Effective Permissions
of the List ltems

Displays the effective
permissions of the
users/groups for each
item in the list

User/Group, Web URL, Web Title, List Name, Ite
URL, ItemType, Item Name, Account Type,
Permission inherited from, Permission levels,
Description

Effective Permissions
of the Folders

Displays the effective
permissions of the
users/groups for each
folder in the list

User/Group, Web URL, Web Title, List Namen Ite
URL, Item Type, Item Name, Account Type,
Permission inherited from, Permission levels,
Description

Effective Permissions
of Users and Groups

Displays the effective
permissions of the
given users/groups for
Sites, Listsand List
Iltems

User/Group, Web BL, Web Title, List Name, Item
URL, Item Type, Item Name, Account Type,
Permission inherited from, Permission levels,
Description, List Name, Item URL, Item Name, It

Type

Basic Permissions of
Users and Groups

Displays the basic
(direct) permissions of
the given users/groups
for Sites, Lists and List
Items

User/Group, Web URL, Web Title, List Name, Ite
URL, Item Type, Item Name, Account Type,
Permission inherited from, Permission levels,
Description, List Name, Item URL, Item Name, It

Type

Consolidatd
Permissions

Displays a detailed
consolidated report of
the permissions on all
the objects in
SharePoint sites like
webs, lists, folders and
list items.

Type, Name, URL, Item Relative URL, User or
Group, Principal Type, Permission Inherited Fron
All the permission levels in the site

Lists with no unique
securable objects

Displays the lists whicH
has no unique
securable objects
underneath

List Title, List URL, Description, Created Date,
Modified Date, List Template, Base Type, Numbe
Of List Items, Numbedf Columns, Permission
Type, Permission Level, Groups or Users

Sites with no unique
securable objects

Displays the sites whic
has no unique
securable objects
underneath

Site Title, Site Url, Created Date, Modified Date,
Description, Number Of Columnidumber Of
Subwebs, Number Of Lists, Number Of Groups,
Number Of Contentlypes, Permission Type,
Permission Level, Groups or Users
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Unique securable
objects with empty

Displays the list of
unique securable

Object Type, Site Url, Site Title, Site Description,
Number Of Subwebs, Number Of Lists, List Url, |

groups with its owner
and other properties

permissions objects which does2 | Name, List Template, List Description, Number C
have any permissins List Items, List Item Url, List Item Title, Author,
Created Date, Editor, Modified Date
Group Owneship Displays the list of UserName,GroupName, Description, Owner

Name, AllonMembersto EditMembership, Allow
RequesfToJoinLeave, AutdAcceptRequesfToJoin
Leave, CaturrentUserEditMembership, Can
CurrentUserManageGroup, CarCurrentUser
ViewMembership, IsHidden

Limited Access
Permissions

Displays the effective
permission of the user
who has limited access

permissions

Object Type, Web Url, Web Title, List Name, Iten
Url, Item Name, Item Type eBcription, User or
Group, Account Type, Permission Inherited From
Permission Levels
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List ofAvailable Inventory Reports for SharePoint Online

Report Display Name

Report Description

Field Name

List Inventory

Displays inventory
information aboutthe
list.

List Title, List URL, Description, Created Date,
Modified Date, List Template, Base Type, Numbe
Of List Items, Number Of Columns, Permission
Type, Permission Level, Groups or Users, Size

List Item Inventory

Displays inventory
information aboutthe
list item.

List Name, List Item Url, List Item Id, List Item Tit
Author, Created Date, Editor, Modified Date, File
Directory, File Type, Version, Permission Type,
Permission Level, Groups or Users, Size

Site Inventory

Displays inventory
informationabout the
site.

Site Title, Site Url, Created Date, Modified Date,
Description, Number Of Columns, Number Of
Subwebs, Number Of Lists, Number Of Groups,
Number Of Contentypes, Permission Type,
Permission Level, Groups or Users, Size
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List ofAvailable OneDrive Reports for SharePoint Online

Report Name

Description

Field

OneDrive User
Permissions Report

Displays list of folders
and files in all the
personal site within
OneDrive.

Account Name, Folder or File Name, Folder or Fi
URLAccount Type, Permission Type, Permissior
Level, Author, Editor, Size (in MB)

OneDrive NorOwner
Permissions Report

Displays the users whc
has access to folders
and files within the
personal site.

Folder or File Name, Object Type, Folder or File
URL, Acamnt Name, Permission Type, Permissiol
Level, Author, Editor, Size (in MB)

Site Collection
Administrator Access

Displays the users whc
are the site collection
administrators in
OneDrive personal site

Personal Site Of (User), Personal Site URL, Site
AdminAccess

OneDrive Permissions
Report

Displays the users whc
has access to selected
OneDrive personal site
within Office 365.

Personal Site Of (User), Personal Site URL, Use|
Group Name, Type, Permissions Levels

Top OneDrive Users

Displays top OneDrive
Users based on Item
Count.

User Name, OneDrive Creation Date, Number Of
Items, Last Item Modified Date, First Name, Last
Name, Mobile, Title, Department, Office, City,
Location, Address

OneDrive Storage

Displays the used
OneDrive Storage
capacity of allhe
available OneDrive
users.

User Name, URR]located MB),Used MB), Usage
Percentage%)

Inactive OneDrive
Users

Displays Inactive
OneDrive Users based
on last accessed date.

User Name, OneDrive Creation Date, Number Of
ltems, Last Accessed Date, Fdame, Last Name,

Mobile, Title, Department, Office, City, Location,

Address

List of Available File and Page Activities

Report Name

Description

Recently checked in / checked out files / Discarg

file check out

Shows information about the list éifes checked
in / checked out / Discarded file check out recen
in your SharePoint Online environment with
related audit information

Recently copied / moved files

Shows information about the list of files copied /
moved recently in your SharePoi@nline
environment with related audit information
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Recently downloaded / uploaded files

Shows information about the list of files
downloaded / uploaded recently in your
SharePoint Online environment with related aud
information

Recently accessed / moitifl / renamed files

Shows information about the list of files accesse
/ modified / renamed recently in your SharePoin|
Online environment with related audit
information

Recently deleted / restored files

Shows information about the list of files deleted
restored recently in your SharePoint Online
environment with related audit information

Deleted file from recycle bin / deleted file from
second stage recycle bin

Shows information about the list of deleted file
from recycle bin / deleted file from secomsthge
recycle bin in your SharePoint Online environme
with related audit information

Recycled all version / recycled all minor version
recycled version

Shows information about the list of recycled all
version / recycled all minor version / recycled
version in your SharePoint Online environment
with related audit information

Detected malware in file

Shows information about the list of malware
detected in files of your SharePoint Online
environment with related audit information

Viewed page

Showsnformation about the list of viewed page i
your SharePoint Online environment with relate(
audit information

Specific or All activities on files

Displays the list of event information based on tf
selected events, date range and list of users

Top N uses who had file activities

Shows the list of top users who had performed
activities on files for the given date range and lis
of selected events

List of available Folder Activities:

Report Name

Description

Recently Copied /Moved Folder

Showsnformation about the list of folders copied
/ moved recently in your SharePoint Online
environment with related audit information

Recently Modified / Renamed Folder

Shows information about the list of folders
modified / renamed recently in your SharePin
Online environment with related audit
information

Recently Created / Deleted / Restored Folder

Shows information about the list of folders
created / deleted / restored recently in your
SharePoint Online environment with related aud
information
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Recenly Deleted folder from recycle bin / Delete
file from second stage recycle bin

Shows information about the list of Deleted folde
from recycle bin / Deleted file from second stage
recycle bin recently in your SharePoint Online
environment with related aud information

List of available Sharing and Access Request Activities:

Report Name

Description

Access request created / accepted / denied

Shows information about the list of user request|
access that are created / accepted / denied in y(
SharePoinDnline environment with related audit
information

Company Shareable link created / used / remov|

Shows information about the list of company link
that are created / used / removed in your
SharePoint Online environment with related aud
information

Shaing invitation created / accepted / revoked

Shows information about the list of Sharing
Invitation that are created / used / removed in
your SharePoint Online environment with relate(
audit information

Anonymous link created / used / updated /
removed

Shaws information about the list of anonymous
link that are created / used / updated / removed
in your SharePoint Online environment with
related audit information

Share file, folder or site / Unshared file, folder or
site

Shows information about the list sharing
permission that are Share or Unshared in your
SharePoint Online environment with related aud
information

Withdrew Sharing invitation

Shows information about the list of anonymous
link that are Withdrew Sharing invitation in your
SharePoint Ontie environment with related audit
information

Added Permission level to site collection

Shows information about the list of anonymous
link that are Added Permission level to site
collection in your SharePoint Online environmer
with related auditinformation

Secure link created / used / deleted

Shows information about the list of Secure link
that are created / used / deleted in your
SharePoint Online environment with related aud
information

User added to secure link / User removed to
secure likk

Shows information about the list of User added {
secure link / User removed to secure link in youl
SharePoint Online environment with related aud
information

Specific or All activities on Sharing and access

request activities

Displays the list of evet information based on the
selected events, date range and list of users
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List of Site Permission Activities:

Report Name

Description

Recently Created / Deleted / Updated group

Shows information about the list of groups that
are Recently CreatedDeleted / Updated in your
SharePoint Online environment with related aud
information

Recently added site collection admin access

Shows information about the list of Site collectio
administration access that are Recently added il
the site collection iryour SharePoint Online
environment

Requested site admin permissions

Shows information about the list of site admin
permissions requested and its related informatig
in your SharePoint Online environment with
related audit information

Recently added / rewved user or group from
SharePoint group

Shows information about the list of users / grouy
that are Recently added / removed user or grou|
from SharePoint group and its related informatig
in your SharePoint Online environment with
related audit informatbn

Modified site permission

Shows information about the list of permissions
that are Modified and its related information that
occurred in your SharePoint Online environmen|

List of Site Administration Activities:

Report Name

Description

Allowed usetto create groups

Shows information on Site administrator or owng
adding a permission level to a site that allows a
user assigned that permission to create a group
for that site.

Created Site collection / Renamed site / Deleteo
site

A SharePoint or globadministrator createg
renames / deletes site collection in your
SharePoint Online oemization

Changed sharing policy

A SharePoint or global administrator changed a
SharePoint sharing policy by using the Office 36
admin portal, SharePoint admin patt or
SharePoint Online Management Shell.

Inactive / Active users

Shows the list of active and inactive users in the
tenant based on audit activities

Users activity

Shows the list of activity performed by all users |
the tenant
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Site Visits

Shows thdist of sites which was accessed by us
in a given time period.

Audit and Compliance Reports

List of available File arfthgeactivities

List of available Folde&kctivities

List of available Sharing and Access Request activities

List of available Synchronization Activities

List of available Site Permission Activities

Listof available Site Administration events

List of available Exchange Mailbox events

List of available User Administration events

List of available Group Administration events

List of available Role Administration events

List of available Application Administration activities

List of available Microsoft Teams activities

List of available eDiscovery activities

List of available File afhgeactivities

Report Name

Description

Recently checked in / checked ou
files/ Discarded file check out

Shows information about the list of files checked in / checked
/ Discarded file check out recently in your SharePoint Online
environment with related audit information

Recently copied / moved files

Shows information abouhe list of files copied / moved recently
in your SharePoint Online environment with related audit
information
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Recently downloaded / uploaded
files

Shows information about the list of files downloaded / uploade
recently in your SharePoint Online enviroant with related
audit information

Recently accessed / modified /
renamed files

Shows information about the list of files accessed / modified /
renamed recently in your SharePoint Online environment with
related audit information

Recently deleted / rested files

Shows information about the list of files deleted / restored
recently in your SharePoint Online environment with related
audit information

Deleted file from recycle bin /
deleted file from second stage
recycle bin

Shows information about thist of deleted file from recycle bin
deleted file from second stage recycle bin in your SharePoint
Online environment with related audit information

Recycled all version / recycled all
minor version / recycled version

Shows information about the lisf oecycled all version / recycle
all minor version / recycled version in your SharePoint Online
environment with related audit information

Detected malware in file

Shows information about the list of malware detected in files ¢
your SharePoint Onlinenvironment with related audit
information

Viewed page

Shows information about the list of viewed page in your
SharePoint Online environment with related audit information

Specific or All activities on files

Displays the list of event information based the selected
events, date range and list of users

Top N users who had file activities

Shows the list of top users who had performed activities on fil
for the given date range and list of selected events

List of available Folder Activities

Report Nane

Description

Recently Copied /Moved Folder

Shows information about the list of folders copied / moved
recently in your SharePoint Online environment with related
audit information

Recently Modified / Renamed
Folder

Shows information about the list édlders modified / renamed
recently in your SharePoint Online environment with related
audit information

Recently Created / Deleted /
Restored Folder

Shows information about the list of folders created / deleted /
restored recently in your SharePoint Q@ienvironment with
related audit information

Recently Deleted folder from
recycle bin / Deleted file from
second stage recycle bin

Shows information about the list of Deleted folder from recyclé
bin / Deleted file from second stage recycle bin recemtlyaur
SharePoint Online environment with related audit information

43



List of available Sharing

and access request activities

Report Name

Description

Access request created / accepte
/ denied

Shows information about the list of user requests act¢batare
created / accepted / denied in your SharePoint Online
environment with related audit information

Company Shareable link created
used / removed

Shows information about the list of company link that are
created / used / removed in your SharePabrtline environment
with related audit information

Sharing invitation created /
accepted / revoked

Shows information about the list of Sharing Invitation that are
created / used / removed in your SharePoint Online environm
with related audit informatio

Anonymous link created / used /
updated / removed

Shows information about the list of anonymous link that are
created / used / updated / removed in your SharePoint Online
environment with related audit information

Share file, folder or site / Unshare
file, folder or site

Shows information about the list of sharing permission that ars
Share or Unshared in your SharePoint Online environment wi
related audit information

Withdrew Sharing invitation

Shows information about the list of anonymous link thag
Withdrew Sharing invitation in your SharePoint Online
environment with related audit information

Added Permission level to site
collection

Shows information about the list of anonymous link that are
Added Permission level to site collection in yobai®Point
Online environment with related audit information

Secure link created / used /
deleted

Shows information about the list of Secure link that are create
used / deleted in your SharePoint Online environment with
related audit information

User alded to secure link / User
removed to secure link

Shows information about the list of User added to secure link
User removed to secure link in your SharePoint Online
environment with related audit information

Specific or All activities on Sharing

and acess request activities

Displays the list of event information based on the selected
events, date range and list of users

List of available Synchronization Activities

Report Name

Description

Computer to sync files allowed /
blocked

Shows informatiorabout the list of Computer to sync files
allowed / blocked in your SharePoint Online environment with
related audit information

Download files to computer / files
changes to computer

Shows information about the list of Download files to compute
files dhanges to computer in your SharePoint Online environm
with related audit information
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Upload files to document library /
file changes to document library

Shows information about the list of Upload files to document
library / file changes to document hiéry in your SharePoint
Online environment with related audit information

List of available Site Permission Activities

Report Name

Description

Recently Created / Deleted /
Updated group

Shows information about the list of groups that are Recently
Created / Deleted / Updated in your SharePoint Online
environment with related audit information

Recently added site collection
admin access

Shows information about the list of Site collection administrati
access that are Recently added in the siteemibn in your
SharePoint Online environment

Requested site admin permission

Shows information about the list of site admin permissions
requested and its related information in your SharePoint Onlin
environment with related audit information

Recentlyadded / removed user or
group from SharePoint group

Shows information about the list of users / groups that are
Recently added / removed user or group from SharePoint gro
and its related information in your SharePoint Online
environment with related audinformation

Modified site permission

Shows information about the list of permissions that are
Modified and its related information that occurred in your
SharePoint Online environment

List of availabl&ite Administration events

Allowed user to crea groups

Shows information on Site administrator or owng
adding a permission level to a site that allows a
user assigned that permission to create a group
for that site.

site

Created Site collection / Renamed site / Deleteo

A SharePoint or global admitrstor creates/
renames / deletes aite collection in your
SharePoint Online oemization

Changed sharing policy

A SharePoint or global administrator changed a
SharePoint sharing policy by using the Office 36
admin portal, SharePoint admin portal, or
SharePoint Online Management Shell.

Inactive / Active users

Shows the list of active and inactive users in the
tenant based on audit activities

Users activity

Shows the list of activity performed by all users |
the tenant
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Site Visits

Shows the list o§ites which was accessed by us
in a given time period.

List of availabl&xchange Mailbavents

Report Name

Description

User signed into mailbox

Shows information about the sign events that occurred when
the user signed in to a mailbox

Sentmessage using Send On Beh
permissions

Shows information about the mails which are sent using the S
On Behalf permissions

Sent message using Send As
permissions

Shows information about the mails which are sent using the S
As permissions

Created Miilbox item / Updated
message

Shows information about the mails which are created / update

Delegate mailbox permissions
Added / Removed

Shows information about the delegate permissions which are
added / removed

Moved messaged to deleted item;
folder/ another folder

Shows information about the mails that are moved to deleted
items folder / another folder

Copied Message to another foldet
/ Deleted message from deleted
items folder

Shows information about the mails that are moved to deleted
items folder /another folder

Modified folder permissions

Shows information about the folder permissions which are
modified.

List of availabl&serAdministration events

Report Name

Description

Added / deleted / updated users

Shows information about the list osers added / deleted /
updated recently in your Office 365 tenant

Reset user password / Changed
user password

Shows information about the list of users whose passwords w
reset / changed recently

Changed user license / Set licens
properties

Showsnformation about the list of license properties or licensé
changes that occurred recently in your Office 365 tenant

Set property that forces user to
change password

Administrator set the property that forces a user to change the
password the next timéhe user sign in to Office 365.

Top N users who had user admin
activities

Shows the list of top users who had performed user
administration activities for the given date range and list of
selected events

User login activity

Shows information about thist of login activities by users
through various application to your Office 365 tenant
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Last logon date of users

Shows information about the last logon date of each useriny
Office 365 tenant

Failed login activity

Shows information about thansuccessful login activities that
occurred in your Office 365 tenant

Account locked due to failed login

Shows information about the unsuccessful login activities that
occurred in your Office 365 tenant which has locked that Offic
365 account to preverfurther access

List of availabl&roup Administration events

Report Name

Description

Added / updated / deleted group

Shows information about the list of groups added / updated /
deleted recently in your Office 365 tenant

Added / removed member from
group

Shows information about the list of users added / removed fro
a group recently

Top N users who had group admi
activities

Shows the list of top users who had performed group
administration activities for the given date range and list of
selected eents

List of available Application Administration activities

Report Name

Description

Added service principal

Shows information about the list of service principal that are
added in your SharePoint Online environment with related aug
information

Removed a service principal from
the directory

Shows information about the list of service principal which are
removed from the directory related information in your
SharePoint Online environment

Set delegation entry

An authentication permission was up@alfor an application in
Azure AD.

Removed credentials from a
service principal

Credentials were removed from a service principal in Azure A

Added delegation entry / Remove
delegation entry

An authentication permission was created/granted/removed tg
an application in Azure AD.

Added credentials to a service
principal

Credentials were added to a service principal in Azure AD. A
service principle represents an application in the directory.
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List of available Role Administration events

Report Name

Description

Added / removed member from a
role

Shows information about the list of roles added / removed for
user recently

Top N users who had role admin
activities

Shows the list of top users who had performed role
administration activities for thgiven date range and list of
selected events

List of Available Microsoft Teams Activities

Report Name

Description

Team Created / Deleted

A user creates / deleted a new team.

Channel Added / Deleted

A user adds / deletes a channel from a team.

Changedrganization setting

The TeamsTenantSettingChanged operation is logged when {
some of the activities are performed by a global admin on a teg
like Enables or disables Microsoft Teams for the organization,
Enables or disables the ability for team mendbar schedule
private meetings, Enables or disables the ability for team
members to schedule channel meetings etc.

Changed team setting

The TeamsTenantSettingChanged operation is logged when {
some of the activities are performed by a global admin oecen
like Changes the name of a team, Changes the team descript
etc.

Changed channel setting

The ChannelSettingChanged operation is logged when the
following activities are performed by a team member Changeg
the name of a team channel and Changesdhscription of a
team channel

Using signed in to Teams

A user signs in to a Microsoft Teams client.

Changed role of members in team

A team owner changes the role of member(s) in a team.

Removed members from team

A team owner removes member(s) frontesam.

Added members from team

A team owner Add member(s) to a team

List of available eDiscovery Activities

Report Name

Description

Content search Created / Deleted

A content search was created / deleted.

Content search Started / Stopped

Changed

Auser started / stopped / changed a content search.
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Started export of content search /
Removed export of content searcl

A user exported the mlts of a content search orantent
search export action was deleted.

Download export of content searc

computer.

A userdownloaded the results of a content search to their locq

Search permission filter Created /

Deleted /Changed

A search permissions filter was created / deleted / modified

eDiscovery administrator created

deleted

A user was added / removed asnember of an eDiscovery cast

Changed eDiscovery case
membership / admin membership

The membership list of an eDiscovery case was changed / ad
membership.

Microsoft Teams Reports

List of available Generhiformation reports

List of available Security reports

List of available General Information reports:

Report Name

Description

Field

List of Teams

Shows the list of
available Teams in yoJ
Office 365 tenant

Display Name, Mail Id, Description, Created Date
Visibility, Number of Channels, Number of
Members

List of Deleted Teams

List of Teams deleted
from your Office 365
tenant.

Display Name, Mail Address, Description, Create
Date, Deleted Date, Visibility.

List of Teams and its
members

Shows the list of Team
available in your Office
365 tenant and its
members.

Teams Name, Address of Teams, Number of
Members, Member Name, Mail Id

List of Teams and its
owners

Shows the list of Team
available in your Office
365 tenant and its
owners.

Teams Name, Address of Teams, Number of
Owners, Owner Name, Mail Address

List of users and their
membership Teams

Shows the list of users
and the Teams in whic
the selected user is a
member

User Name, Mail Address, Name of theam,
Address of the Team

List of Teams enabled
Users

Shows the list of Users

for whom the

User Name, Mail Address
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Microsoft Teams
license is assigned.

List of Teams and its
Channels

Shows the list of Team
in your Office 365
tenant and channels in
it.

Teams Name, Address of Teams, Number of
Channels, Channel Name, Mail Address,
Membership Type

List of Meetings

Shows the list of
meetings scheduled in
the selected teams.

Subject, Start Time, End Time, Recurrence,
Location, Organizer, Required Attendeepti@nal
Attendees, Importance, Reminder before start

List of Teams and its

Shows the list of

Teams Name, Application Name, Version

applications available Teams in yoy
tenant and its available
applications
List of Tabs in all Shows thdist of tabs | Teams Name, Channel Name, Tab Name, Tab T

channels of a team

available in all channel

of a selected team

Web URL, Content URL, Distribution method.

List of available Security reports:

Report Name

Description

Field

List of Teams with
external userss
members

Shows the list of Team
in which an external
user is a member

Teams Name, Address of Teams, Member Name
Mail Id

List of Teams with
external users as
owners

Shows the list of Team
in which an external
user isanowner

Teams Name, Address Béams, Owner Name,
Mail Id

List of Teams with
owner who is not a
member

Shows the list of Team
with owner who is not
a member of the same

Team.

Teams Name, Address of Teams, Owner Name,
Mail Address
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Office 365 Manager Overview

Office 365 Manage¥lodule helps you to assign or remove Office 365 license assignments right from
your desktop anclso view assigned licensesWisersor byLicenselypes It helps you to manage all
the license related operations. You can alsanagemailbox permissions sh asFull AccessSendAs

and SendOn Behalf. Migrate all mailbox permissions from gmemises to Office 365 argkrforma
complete'8ecurity Audiibf all your Office 365 users.
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ConfiguratiorSettings

The Navigation Pane

<3 Configuration Settings
Database Settings

Select an option for storing the application data either in SQLite or SQL Server. If you choose SQL Server, enter a SOL Server name and the
credential having sufficient privileges to connect, create and delete database.

Database

(@) Application Database

Tenant ) SQL Server

Exchange Online SQL Server name:

ex: MSSOLSRY
SharePoint Online

Authentication mode:

Migration Planning ® Windows Authentication (Currently logged on user)
SQL Server

Other settings

User name:

Password:

Settings
pane to
navigate list
of settings ok | [ Cancel

Tenant Settings

Vyapin Office 365 Management Suite will use Tenant Settings to manage Vyapin Office 365
Management Suite.

You can add Tenant settings by clicking Configuration Settiriggnant Settings>Addin the Vyapin
Office 365 Management Suite main applicatiwindow, as shown below:
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< Configuration Settings

Tenant Settings

Use Tenant Settings to setup tenants for use within Vyapin Office 365 Management Suite. Click 'Add" button to add a new tenant. Select the
tenant name in the list to Edit/Delete a tenant.

Database Add Tenant | Edit Tenant | Delete Tenant

41

Tenant Mame Tenant User Mame Authentication
Tenant

Exchange Online

SharePoint Online
Migration Planning

Other settings

| OK || Cancel |

Add New Tenantwindow will be shown. Enter Tenant name, User name, PassanddDescription.
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Tenant Name: |Es|:;dqg

~ Enter any unigue name for your tenant. Entered name need

Application Id: | 41ed273741 14 SuiAifd-ma TiBabb 7

Redirect Url: | hitps://M36%5423802.onmicrosoft com/officesuite

Description: |

e.d., Username @domain. onmicrosoft. com

Password: |-----|||-|

How to register an Application in Azure AD?

ClickOK andthe newtenant settings will be saved after validation.
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< Configuration Settings

Tenant Settings

Use Tenant Settings to setup tenants for use within Vyapin Office 365 Management Suite. Click 'Add" button to add a new tenant. Select the

tenant name in the list to Edit/Delete a tenant.

41

Database Add Tenant | Edit Tenant | Delete Tenant
Tenant Mame Tenant User Name
Tenant - ; ;
diego_tenant DiegoS@M365x436987.OnMicrosoft.com
Exchange Online pradeep_newten PradeepG@M365x:456987.onmicrosoft.com

SharePoint Online

Migration Planning

Other settings

Authentication
Single Factor Authentication

Single Factor Authentication
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Exchang®nlineSettings

Vyapin Office 365 Management Suite will use Exchange Online Settings to view reports on mail
public folders etc.

You can connect to Exchange online by clicking Configuration Settisggghange Online Settings in
the Vyapin Office 365 ManagemeBtite main application window, as shown below:

L= Configuration Settings
Exchange Online Settings

Specify the Exchange Online Settings like User name and Password to view reports corresponding to given tenant.

Database

Tenant Tenant Name: diego_tenant ¥

Bxchange Online ) Use Multi Factor Authentication

SharePoint Online ®) Use Single Factor Authentication

Migration Planning User Name: | DiegoS@ 5t bifaes fnlilicanade aoun -

e.g,, username@domain.onmicrosoft.com

Other settings

Passward: assssBeBEN

Connection URL: | https://outlook.office365.com/powershell-liveid/

OK | | Cancel

You can select a tenant from the combo to load its credentials or enter a new credential in th
fields.

Click OK, the Exchange online will be connected after validation.
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SharePoinOnlineSettings

Vyapin Office 365 Management Suite will use the SharePoint O8Bitengs to view reports for tr

specified site.

You can connect to a SharePoint site by clicking Configuration Setti®grePoint Online Settings

the Vyapin Office 365 Management Suite main application window, as shown below:

<3 Configuration Settings

SharePoint Online Settings
Specify the SharePoint Cnline settings like Site URL, User name and Password to view reports to given Site.

Database
Tenant
Tenant Mame: pradeepg_678 -
Exchange Online
. . Site URL: >
SharePoint Online
Migration Planning Admin URL: v
Other settings
Authentication: Office 365 Cloud Identity -
User Mame: pradeepg@M365x678421.0nMicrosoft.com v

e.g., username@domain.onmicrosoft.com

Password: [T

0K | | Cancel

Select a tenant from already saved tenants in Tenant settings to use its settings and credentia
Select or Enter the SharePoint site URL and its credentials to view the reports for the site.

Select Federated Identity in Authentication Type combodonect to a SharePoint site using
federated identity configured using ADFS. Also, select this option to connect to Office 365 She
Online configured using federated identity provider.

To connect to Office 365's SharePoint Online environment, gowese Web Single Sign option for
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both Cloud Identity (Office 365 Online User Credential e.g., johndoe@vyapin.onmicrosoft.com
Federated Identity (configured via ADFS e.g., johndoe@vyapin.onmicrosoft.com).

< Configuration Settings

SharePoint Online Settings
Specify the SharePoint Cnline settings like Site URL, User name and Password to view reports to given Site.

Database
Tenant
Tenant Mame: pradeepg 678 -
Exchange Online
Site URL: https:// 15055855441 sharepoint.com/] v
SharePoint Online
Migration Planning Admin URL: N
Other settings Authentication: Office 365 Cloud Identity v
User Marmne: pradeepg@M365x678421.0nMicrosoft.com M

e.g., username@domain.onmicrosoft.com

Pazzwaord: sersennnene

| oK || Cancel |

Upon clicking Nextutton to proceed, you will be prompted for credential (username and passwc
as shown below:
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] Office 365

Sign in with your organizational account

someone@example.com

Password

[J Keep me signed in

Can’t access your account?

Don't have an account assigned by your organization?
ﬁ Or:é;s:izationa: aO%ounts that work here can be used anywhere you
i A2 Méqcé 2 ﬁ%f?&gzoft Legal Privacy Feedback

Provide ID and Password in the respective textboxes andSiljckinbutton to proceed.
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Migration Plannin@ettings

Vyapin Office 365 Management Suite will use Exchange Server and Directory Server settings to
Migration Planning Module in Vyapin Office 365 Management Suite.

You can add Exchange Server settings by clickatgngs->Migration Planning->Add Serverin the
Vyapin Office 365 Management Suite settings window, as shown below:

& Configuration Settings *

Migration Planning Settings
Use this dialog to manage Exchange Server and Directory Server. Click Add Server to add a new Exchange Server and Directory Server, Select an
Exchange Server and Directory Server in the list to Edit / Delete / Verify connection and connect to the selected Exchange Server and Directory
Server.,

Add Server | Edit Server Delete Server
Database

Exchange Server Exchange User Mame Directory Server Directory User Mame

Tenant
Exchange Online
SharePoint Online

Migration Planning

Other settings

oK | | Cancel

Add Server window will be displayed as shown below.
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| o2

' Add new Exchange Server and Directory Server

The Exchange Server and Directory Server will be used to retrieve Exchange resource and
{ Exchange organization information.

Exchange Server details:

Exchange version: Exchange 2016 *

Exchange Server name:

e.g. RD70.contoso.local

User name: w

Passweord:
Connection Status:  Status
Domain Controller details:
Domain Controller name:
User name: ”
Pazsword:

Connection Status:  Status

Connect | | Cancel

For Exchange Server:

Select an Exchange Version from the Exchange Version dropdown.

1 Exchange Server Nam8pecify the name of a valid Exchange Server (2016/2013/2010) ir
FQDN (Fully Qualified Domain Name) format.
e.g., RD70.KEPLAR.LOCAL (i.e., Host Name: RD70, Domain Name: KEPLAR)

1 User NameSpecify a user name which has necessary permissions to collect data in
DOMAINUSER NAME format.
e.g., KeplarAdminuser4.

1 PasswordEnter the password for the specified user.

=

For Directory Server:

1 Domain Controller NameSpecify the name of a valid Ditery Server name.

1 User NameSpecify a user name which has necessary permissions to collect data in
DOMAINUSER NAME format.
e.g., KeplarAdminuser4.
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1 PasswordEnter the password for the specified user.

Fill the required fields and select "Connect'cmnnect with the specified Exchange server. You can
view the status of the connection by clicking on the "Status" Hyperlink.

| o2 Add Serve
| Add new Exchange Server and Directory Server

| The Exchange Server and Directory Server will be used to retrieve Exchange resource and

| Exchange organization infarmation.

Exchange Server details:

Exchange version: Exchange 2016 *

Exchange Server name: |RD76.orbit.local
e.g. RD70.contoso.local

User name: | grbit\sam ~
Password: eesssssssss
Connection Status:  Status ('_2
Domain Controller details:
Comain Controller name: |RD76
User name: | grhit\sam w

Password: sessssssss

Connection Status: Status (&

| QK | | Cancel ||

Click 'OK' to add the Exchange Server to the server list, which can be used later for connection
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& Configuration Settings *

Migration Planning Settings

Use this dialog to manage Exchange Server and Directory Server. Click Add Server to add a new Exchange Server and Directory Server. Select an

Exchange Server and Directory Server in the list to Edit / Delete / Verify connection and connect to the selected Exchange Server and Directory
Server.

Add Server | Edit Server | Delete Server

Database
| Exchange Server Exchange User Mame Directory Server Directory User Name
Tenant RD76.orbit.local orbit\sam RD76 orbit\sam
. RD40.voyager.local vayageri\bruce RD20 Krypton\clark
Exchange Cnline
SharePoint Online
Migration Planning
Other settings
| QK | | Cancel

The various operations that can be performed in the settings are given below:

Operation Description

Add To add servers to the server list.

Server

Edit To edit the properties of the servers in the server list, select a server and click

Server 'Edit Server' button to edit a server.

Delete To delete a server from the server list, select a server and click 'Delete Server'

Server button.

OK To connect with the selected server and launch the report window. Click OK
button.

Cancel To close the settings window. Click Close button.
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OtherSettings

Email Settings:

Vyapin Office 365 Management Suite provides the optiontaad the reports generated using
Reports Module. For-mailing reports, Vyapin Office 365 Managem8&ite requires SMTP Server,
From Email Address, To-Bail Addresses (recipients separated by semicolon) and-thaiereport
format. Vyapin Office 365 Management Suite maintains a single SMTP Server and anfradm E
Address for use by all Reports. Yan specify a separate set of Torail addresses (recipients)neail
report format, subject and body of the message for each Reports.

< Configuration Settings

Other Settings

Use the Other Settings to configure SMTP Server, Data Retention and Module Listing settings. Data Retentions helps you to identify the duration
until which the report data get retained. SMTP Server settings helps to specify SMTP name to be used for your cutgeing mails, this name will
appear on the 'From’ field of your cutgeing mails. Medule Listing helps you to toggle between listing all modules and licensed medules.

Data Retention Settings

When a report is first run, the application retains the report data for a certain number of days for reuse
during subseguent runs of the report, after which data is refreshed again.

Database

Tenant
Retain report data for |3 days since the time a report was last run
Exchange Online

E-Mail Settings

SharePoint Online An SMTP server is the server that is used for your outgoing e-mail

SMTP Server: |smtp.office365.com

Migration Planning

. User name: | PradeepG(@kd IS e st seomamatin: ¥
Other settings

Password: | ssssssssss

When you send e-mail, your name will appear in the 'From' field of the cutgoing message. Type your
name as you would like it to appear

From Address: | MeganB@ e FSaEiRs T oimanidanfu it

i

ex: david@contoso.com

Medule Listing

) Show all modules  ® Show licensed modules only

OK | | Cancel

Data retention Settings:

Vyapin Office 365 Management Suite will retain the report data for a certain numbeysffdareuse
during subsequent runs. You can select the number of days for which you want to retain the rep
data.
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Module listing:

Module Listing allows you to view/hide the license expired modules in Vyapin Office 365 Manag
Suite.
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VyapinOffice 365 Management Suite features

Office 369Reports

Office 365 Manager

Migration Planning
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