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Chapter

1 General Information
1.1 About Admin Report Kit for Windows Enterprise (ARKWE)

Admin Report Kit for Windows Enterprise (ARKWE) is a powerful reporting solution
for the Microsoft Windows Network. ARKWE collects configuration information about
Windows domains & servers, users/groups, policies, events, services, installed
applications, shares, permissions, printers, data sources etc. The reports are presented
in a variety of formats that are simple, elegant and highly customizable for System
Administrators, IT infrastructure Managers and Systems Audit personnel to use and act
on. ARKWE's basket of Built-in reports provides powerful, ready-to-use reports that
assist in both Management reporting and Compliance reporting requirements such as
SOX and HIPPA. A single solution that serves your everyday needs of administrative

tasks as well as complex data preparation tasks for assisting in compliance.

ARKWE has been architected using the latest Microsoft .NET technology, bringing you
the best-in-breed reporting solution for your entire Windows Network. ARKWE is highly
optimized for performance (using native Windows API calls wherever appropriate),
resulting in fast data collection of deeply embedded configuration data. Imagine
scanning your vast network of workstations and servers without having to wait forever to
see your reports! You can create data subsets for your network using our powerful scan

options and meaningfully segment your entire network for data collection and reporting.

ARKWE supports current versions of Microsoft Windows Server (2000/2003/2008/2012)

and localized versions of Windows Server, including German, Spanish and French.
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1.2 System Requirements

For the computer running ARKWE

Processor: Intel Pentium Processor

Disk Space & Memory: 512 MB RAM and minimum of 20 MB of free disk space.

Operating System: Windows 10 / Windows 8 / Windows 7 / Windows Vista /
Windows XP / Windows Server 2016 / Windows Server
2012 / Windows Server 2008 R2 / Windows Server 2008 /
Windows Server 2003 / Windows Server 2000 with .NET

Framework 4.0 or higher with the latest service packs.

Database: Microsoft SQL Server 2008 (Enterprise / Standard /
Developer / Express edition) or Microsoft SQL Server
2005 (Enterprise / Standard / Developer / Express
edition) running in local / remote computer with latest

Service Pack.

Software: MDAC v2.5/2.6/2.8

For the Computers Reported by ARKWE

Windows 10 / Windows 8 / Windows 7 / Windows Vista / Windows XP / Windows Server
2012 / Windows Server 2008 R2/ Windows Server 2008 / Windows 2003 / Windows
2000 with Microsoft Remote Registry Service enabled.
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1.3 Who Can Use ARKWE?

Organizations running Microsoft Windows Servers can greatly benefit from ARKWE. It is
a powerful reporting tool for Windows Server Administrators. System Administrators can
monitor and manage Microsoft Windows Servers across the enterprise network in any
location. You can connect to a Windows Server if you are part of global administrator's

group.
Typical Users

Systems management personnel
System Administrators
Other Windows network product developers

Trainers and educators

vV V V V V

Enterprise network planning personnel
Typical Organizations that would benefit from this Product:

Companies having their LAN/WAN based Windows Enterprise Networks
Windows based data warehousing companies
Windows Server based Internet Service Providers

Companies having Windows based Intranets

vV V V V V

Any company having Windows Servers and planning to manage their systems
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1.4 How to purchase?

You can purchase ARKWE online from our website http://www.vyapin.com/. Please

contact our Sales department at sales@vyapin.com for sales and price related queries.
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1.5 How to register the Software?

Once you purchase the software online or through any one of our resellers, you will
receive a sale notification through e-mail from our sales department. We will send you

an e-mail with the necessary instructions to activate the software.

In case you do not receive an e-mail from our sales team after you purchase the
software, please send the following information to our sales department at

sales@vyapin.com with the sales order number:

>» Company Name: End-user Company Name

» Location: City & Country for the Company Name given above

Please allow 12 to 24 hours from the time of purchase for our sales department to

process your orders.

Register Admin Report Kit for Windows Enterprise

License Type: 15-day Evaluation Copy

To register the software, copy and paste the license key in the textbox below:

Apply Cancel

Image 1 - Register screen
Perform the following steps to activate the software:

1) Download evaluation/trial copy of software from the respective product page
available in our website at http://www.vyapin.com/

2) Install the software on the desired computer.

3) You will receive a license key through e-mail as soon as the purchase process is
complete.

4) Click 'Register license key' in Help -> About -> Register license key option to see

the Register dialog (as shown in Image 1).
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5) Copy the license key sent to you through email, and pastes it in the 'License Key'
textbox. For help on how to copy the license key, click 'See example' link in the

Register dialog (as shown in Image 2).

How to copy license key E|

Select and then Copy the
selected text

---- BEGIN LICENSE KEY (COPY BELOWW THIS LINE) ----

-

Rmdo
alf LEIj3 Pf G Ll+2 y
F¥udhT Ron OdHewhikim A==

Jg

Image 2 - How to copy license key screen
Request License Key:

e Select About ARKWE from File.
e The About ARKWE dialog will appear as shown below:
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About ARKWE
Admin Report Kit for Windows Enterprise v8.5

Copyright © 1999-2019 Vyapin Software Systems Private Limited. All Rights Reserved.
Email: support@vyapin.com Web: www.vyapin.com

View License Agreement

Computer Name: vsswks47

Full Computer Name: vsswks47. vyapin.local

Program Folder: C:\Program Files\ARKWE 8.xY

Application Data Folder: |C:\Users'\Public\Documents \ARKWE 8.x

Product:

License Type: 15-day Evaluation Copy

License Description: | This software is meant solely for evaluation purposes anly, This
evaluation version exports and e-mails only the first 10 records.

You are on day: lof 15
Remaining Days: 14

Reguest license key. .. Register license key...

About screen

¢ Click Request license key... button. The Request License Key dialog will

appear as shown below:
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Request License Key “

Enter the details below to request a license key to register the product. The
license key will be delivered to the e-mail address stated in this form,

* Contact Mame:

* Comparty:
* Email:

* Phone:

{Country Code, Area Code, Phone No.)
* Order 1D:
* Full Computer Mame: | rd85.voyager local

License Type: (Cptional)

e.g.. Single License, Site License

Request License Key screen

e Enter the following details and click Submit to place the license key request
through email.
= Contact Name: End-user of the product.
= Company: End-user Company Name.
= Email: Email address where the license key has to be sent.
= Phone: Phone number with country code and area code.
= Order ID: Order/Transaction ID reference.
= Full Computer Name: Full computer name that was purchased.

* License Type: License that was purchased.
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1.6 Technical Support

ARKWE Frequently Asked Questions (FAQ) section is available online at our website

http://www.vyapin.com.

Please direct all technical support questions to support@vyapin.com. Include the

following information to expedite a response:

a) Include the version of the product you are using.

b) If the problem is associated with installation, include the steps that led to the
problem.

c) If the problem is associated with usage, please state the series of steps you
performed.

d) Include the version of the OS, info about any service packs or hot-fixes and local
language of the OS installed.

e) Attach the Error Log File available in the common application data path of ARKWE
(e.g., <Application Data Folder> \ARKWE 8x\ARKWEErrorLog.log).

NOTE:

<Application Data Folder> is the common area where ARKWE settings will be stored in
the machine running ARKWE. The <Application Data Folder> can be found from the Help

-> About screen. The default path of <Application Data Folder> is as follows:

a) Windows XP Windows 2003-C:\Documents and Settings\All Users\Documents
b) Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows 10, Windows
2008, Windows Server 2012 - C:\Users\Public\Documents
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2 Getting Started
2.1 Configuration Wizard

Configure ARKWE

There are two ways to configure ARKWE - one through the configuration wizard and the

other by directly modifying the specific configuration settings.
Using ARKWE Configuration Wizard

ARKWE configuration wizard will help you configure the application during the startup of
the first run. You can access the wizard anytime by choosing Tools > Configuration

Wizard from the main application menu.

-

ARKWE Configuration Wizard @

Welcome to ARKWE configuration wizard. The wizard will guide you through the process of configuring
ARKWE.

This wizard allows you to configure the following:
1. Database Setlings
2. Computer Enumeration

3. Domain Credentials

Show at startup

=
2
AT

Close

Click Next to proceed.

10
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Step 1 of 3: Database Settings

Configuration Settings @

Database Settings

Select an option for storing the application data eitherin MS Access or SGL server. f you choose SQL server, enter a
S0 server unning SAL Server 2005 / 2008 /2012 (Enterprise / Standard / Express) edition and the user credential
having sufficient privileges to connect, create and delete database in the specified SGL server.

i)

=g Settings
-1 Hee 15 Aocess
] Computer Enumeration| '@ Use SUL Server
1 Domain Credertials
I3 E-mail Settings SQL Server: RDZ8
L ~‘5'\k. IUger Connection Profilk e.g. MSSQLSRV1
Database Option
Use a single central database for all instances of the application
@ |se a separate database for each instance of the application
@f? Authertication Mode:
Windows Authentication (Cumently logged on user)
@ S0L Server Authentication
User Mame: sgllogind -
- o n Password: sssssssss

ARKWE may be configured to use either MS-Access MDB or SQL Server database for its
data storage to generate reports. If you choose SQL server, ARKWE requires an SQL
Server running SQL Server 2012 / 2008 / 2005 (Enterprise / Standard / Express
editions) to connect and create a database. ARKWE will connect to the specified SQL
Server based on the authentication mode and the user credentials to create and manage
its own application databases. Database will be created in the specified SQL server based

on the following database options (whichever is selected):

1) Use a single central database for all instances of the application
> A new database will be created in the SQL server by the name ARKWE.
Inside the ARKWE database, separate tables will be created for each
installation of ARKWE. The table names will be prefixed with the computer
name that is running ARKWE application. Thus, each installation of ARKWE
will deploy its own tables based on the computer where ARKWE is
installed. For example, if you install the software on 3 different computers,

single database with 3 different tables will be created inside the single

11
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database and each installed application will generate reports separately
independent of each other.
2) Use a separate database for each instance of the application

> A new database will be created in the SQL server by the name ARKWE-
<COMPUTERNAME>, where COMPUTERNAME stands for the computer
name that is running ARKWE application. Thus, each installation of ARKWE
will deploy its own database based on the computer where ARKWE is
installed. For example, if you install the software on 3 different computers,
3 different databases will be created and each installed application will

generate reports separately independent of each other.

Specify the SQL Server name, authentication mode, user name and password in the

above screen.
Click Next to proceed.
Step 2 of 3: Computer Enumeration

ARKWE uses Computer Browser Services or Active Directory services for enumerating
computers in your domain. In order to automatically enumerate computers in your
network, the application may be configured to use either the Computer Browser Service
(uses Windows Network APIs) or your Active Directory (queries your AD for Computer

Accounts).

1) Use Computer Browser Service
> Uses Windows Network API to enumerate computers in a domain. This
displays all the computers that are currently active in your Network. This
option may be used if you have a small network for faster enumeration of
computers.
2) Use Active Directory Services
> Queries your Directory Server to enumerate its computers. This option
requires Domain Administrator credentials to connect to your domain

controller.

12
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ARKWE Configuration Wizard @
Step 2 of 3 - Computer Enumeration

Select an option for enumerating computers in your domain. In order to automatically enumerate computers in
your netwark, the application may be configured to use etherthe Computer Browser Service (uses Windows
Metworlc APIs) or your Active Directony (queres your AD for Computer Accounts). M

@ |se Computer Browser Service

IUses Windows Metworkc APlto enumerate computers in a domain. This displays all
the computers that are cumenthy active in your Netwark. This option may be used i
you have a small network for faster enumeration of computers.

Use Active Directory Services

CQueries your Directony Server to enumerate its computers. This option requires
Domain Administrator privilege to connect to your domain controller.

1=
2
W

Show at startup < Back | |

Close

Click Next to Proceed.
Step 3 of 3: Domain Credentials

Manage alternate credentials for Domain / Directory Servers. The application by default
uses the currently logged on user context to enumerate computers, shares and to collect
report data. If you want to specify alternate Domain Administrator credentials you may
do so by clicking on the 'Add ' button below. Click 'Add domains from forest' option to
enumerate domains from a different forest and then supply necessary credentials for the
selected domain.

13
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in Credential
credentials for Domain / Directory Servers. Specify an account name that has admin

domain. The specified credentials will be used to connect to all computers in the *ﬁ
information.  you want to specify atemate Domain Administrator credentials you may -
the ‘Add’ button below. Click ‘Add domains from forest” option to enumerate domains from i
and then supply necessary credentials for the selected domain.

B Add | Edit | [}, Delete |+ Connect | ﬁhdd domains from forest... |

Domain/Server Name Forest Mame User Name Status
Administrator Connected
researchlab local Researchlab*adminuser3

Voyagerlocal voyageradminuserd

7] Show at statup <Bacs || Meoo | [ Pish ][ Oese

For more information on Domain Credentials please refer Domain Credentials. Click

Finish to save the configuration details.
Using the Configuration Settings Dialog

You may directly modify the configuration settings, once you get familiar with the user
interface. You may access the Configuration Settings menu from the Tools menu in the
application. Once you open the Settings window, you will see the different modules for

configuration.

14
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e credentials for Domain / Directony Servers. Specify an account name that has admin privileges to the
ain. The specified credentials wil be used to connect to all computers in the domain to retrieve report
on. if you want to specify atemate Domain Administrator credentials you may do so by clicking an the “Add’ button
>k "Add domains from forest” option to enumerate domains from a different forest and then supply necessary
= gelected domain.

Ela Settings a}, Add | %’Edit | @ Delete | {:; Connect |£ﬂ1.ﬁdd domains from forest...

Domain/Server Name Forest Mame |User Name Status

dministrator | Connected

i i researchlab local Researchlab*adminu| Connected
: Yoyager local voyagertadminuserd | Connected

15
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Configuration Settings

2.1.1 Database Settings

ARKWE may be configured to use either MS-Access MDB or SQL Server database for its
data storage to generate reports. If you choose SQL server ARKWE requires an SQL
Server running SQL Server 2005 / 2008 / 2012 (Enterprise / Standard / Express
editions) to connect and create a new application database. ARKWE will connect to the
specified SQL Server based on authentication mode and user credentials to manage its

own application database.

You can access the Database settings by clicking Tools -> Configuration Settings menu

in the ARKWE main application window and choose Database settings, as shown below:

g =

Configuration Settings @

Database Settings

Select an option for storing the application data either in M5 Access or SGL server. f you choose SQL server, entera
SQL server unning SGL Server 2005 £ 2008 /2012 (Enterprise / Standard / Express) edition and the user credential
having sufficient privileges to connect, create and delete database in the specified SGL server.

=g Settings

ﬂ _E 1 1 Use M5 Access
"’f Computer Enumeration. @ Use SGL Server
"’f Domain Credentials
[ Email Settings S0L Server:  RD23

L fk lUser Connection Profil EEES
Diatabage Option

lUse a single central database for all instances of the application

@ lse a separate database for each instance of the application

@i? Authentication Mode:
~) Windows Authentication (Cumently logged an user)

@ S0L Server Authentication

User Mame: sgllogin3 -

Password: sesssssse

oK || Cancel

User Authentication

To connect to SQL Server, ARKWE uses the relevant user accounts based on the

authentication mode as listed below:
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A. Windows Authentication:

In this method, ARKWE uses the currently logged on user account while running

reports
B. SQL Authentication:

In this method, ARKWE uses the specified SQL user account and password while

running reports. ARKWE stores the SQL user name and password as a user profile

in 'Stored User Names and Passwords' applet for its usage.

Note: ARKWE expects the user account to have sufficient privileges to create,

add to and delete database in the SQL server.

Database Creation

ARKWE creates databases in SQL Server based on the following database options

(whichever is selected) as outlined below:

1) Use a single central database for all instances of the application

> A new database will be created in the SQL server by the nhame ARKWE. Inside

the ARKWE database, separate tables will be created for each installation of
ARKWE. The table names will be prefixed with the computer name that is
running ARKWE application. Thus, each installation of ARKWE will deploy its
own tables based on the computer where ARKWE is installed. For example, if
you install the software on 3 different computers, single database with 3
different tables will be created inside the single database and each installed

application will generate reports separately independent of each other.

2) Use a separate database for each instance of the application

» ARKWE creates a single application database in the default data storage

location used by the SQL Server during application launch. ARKWE uses the
following naming convention: ARKWE-<COMPUTERNAME>, where
COMPUTERNAME is the name of the computer running ARKWE.

For example, if the computer running ARKWE is ‘CLIENTO01’, ARKWE creates
'ARKWE-CLIENTO1' with data ('ARKWE-CLIENTO1.mdf') and log ("ARKWE-
CLIENTO1_log.LDF") files stored in the default SQL data folder in the SQL
server (for example, C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL\Data).

Database Cleanup

ARKWE will delete the application database while uninstalling the ARKWE application

from the computer.
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2.1.2 Computer Enumeration

Configure Computer Enumeration

For enumerating computers in your network automatically, ARKWE uses either Computer
Browser Service or Active Directory Services. Select an option for enumerating
computers in your domain as shown below. You may use the Browser service if you have
a smaller network, as it may take time for the Browser service to respond to data
requests on large networks. The advantage of a Browser service is that it lists only those
computers that are currently active or alive on your network. You may use the Active
Directory Services option if you have a large network and you need a quicker
enumeration of computers in your domain. However, this option requires that the
domain controller is contacted and queried. Therefore, the currently logged on user must
have sufficient privileges to connect to a domain controller or you may specify alternate
domain credentials for a domain controller (see configuring the Domain Credentials
section in the wizard).

NOTE: IF you use the Browser service, ensure that NETBIOS over TCP/IP is enabled in
both the client and the computers that need to be reported on. The Browser service

must also be running.

You can access the Computer Enumeration settings by clicking Tools -> Configuration
Settings menu in the ARKWE main application window and selecting "Computer

Enumeration" node as shown below:

Configuration Settings @

Computer Enumeration

Select an option for enumerating computers in your domain. [n order to automatically enumerate computers in your
network, the application may be configured to uge either the Computer Browser Service [uses Windows Mebwork APz] or
your Active Directony [quernes your AD for Computer Accountz)],

i)

=g Settings

. @ ze Computer Browser Service
[atabase Settings

IJzes Windows Metwork, AP to enumerate computers in a domain. This displays all
the computers that are curently active in your Metwork, This option may be used if
% Daomain Credentials wou have a small netwark, for faster enumeration of computers,

Computer Enurmeratior

A g

- =g E-mail Settings

|Jze Active Directon Services

Clueries your Directory Server to enumerate itz computers. This option requires
Cramain Adminiztrator privilege bo connect to pour domain contraller.

Cloze
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2.1.3 Configuring Domain Credentials

Domain Credentials

Manage alternate credentials for Domain / Directory Servers. The application by default
uses the currently logged on user context to enumerate computers, shares and to collect
report data. If you want to specify alternate Domain Administrator credentials you may

use this option.
Configuring Domain Credentials

You can access the Domain Credentials settings by selecting the Domain Credentials

option in the Configuration Settings window.

Credentials
Manage altemate credentials for Domain / Directory Servers. Specify an account name that has admin privileges to the
selected domain. The specified credentials will be used to connect to all computers in the domain to retieve report
information. f you want to specify atemate Domain Administrator credentials you may do so by clicking on the "Add’ button
below. Click *Add domaing from forest’ option to enumerate domains from a different forest and then supply necessary

credentials for the selected domain.
Ela ?v.jﬁ'tings Bk Add | Edit |, Delete |+ Connect |ﬁhdd domains from forest... |
o | Database Settings Domain/Server Name Forest Name |User Mame Status

----- ﬁ Computer Enumeration
----- ﬁ Diomain Credentials

----- @ E-mail Settings

- IUser Connection Profil

€ | 1 [ »

If you have chosen Active Directory Services under the Computer Enumeration settings,
you can launch the ARKWE Domain Credentials window within a report window by doing

the following:

1) Select any one of the reports from the ARKWE main application window. For
example Standard Reports -> Domains-Shares option.

2) The action will launch the Domains-Shares report window.
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3) In the report window, at the bottom of the treeview click Add Domains button.

This action will launch the "Domain Credentials" window as shown below.

|('_-i| Refresh - |@E}(port |? Filter |Custor'r1ize ||QE—mail
| % Summary | €@ Trust | i) Shares | Applcations

Manage atemate credentials for Domain / Directory Servers. Specify an account name that has admin privileges to
the selected domain. The specified credentials will be used to connect to all computers in the domain to retrieve
report information. If you want to specify altemate Domain Administrator credentials you may do so by clicking on
the "Add’ button below. Click "Add domains from forest” option to enumerate domains from a different forest and then

supply necessary credentials for the selected domain.

E;, | @9 | & | {'; |ﬁAdd domains from forest... |

Domain./Server Name Forest Name

Connected

researchlab local Researchlab‘adminuserd | Connected

Voyager local voyageradminuserd
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The various operations that can be performed in the Domain Credentials screen are

given below:

Operation | Description

Add To Add a new domain to the list.

Edit To Edit the properties of a domain/server in the list. Select a

domain/server and click Edit button.

Delete To Delete a domain/server from the list. Select a domain/server and

click Delete button.

Connect To connect to a domain/server in the list. Select a domain/server and

click Connect button.
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2.1.4 Add a Domain/Server

You may also add one single domain or server at a time to the list of domains or servers

in the credentials list by using Add Domain/Server feature.

Add a domain to the list

1) Launch Domain Credentials window.

2) In the Domain Credentials window, click & Add button to add a domain/server to

the list.
3) The New Add domain/server dialog will be displayed as shown below:

-

33 Add domain/server ==

- Specify a Domain name to retieve computers present in
B domain. Clear the "Log on using cument user’ checkbox to
= specify atemate credentials for connecting to the domain or
SErver.

Domain (or) Server Mame:
| Log on using cument user

User Name: |phoeniAdministrator

Passward:
o)
oK ] | Cancel |
Enter the name of a domain or server.
_—j}f_—j] Add domain/server @ﬁ

B domain. Clear the "Log on using cument user’ checkbox to
specify altemate credentials for connecting to the domain or
SErver.

g_llg Specify a Domain name to retieve computers present in
Domain (or) Server Mame:  voyager
Log on using cument user

User Mame: wvoyagersadminuserd -

Password: sesssssss

Store the above credentials in Microsoft windows (7)
Stored User Name and Passwords applet

ok J[ cencd |

4) Specify user name and the corresponding password to connect to the specified

domain or server.
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5)
6)

Store the above user credential in Microsoft Windows Stored User Names
and Passwords applet - ARKWE allows the user to enter different user
credentials to connect to the domain/server. Uncheck the checkbox 'Log on using
current user' if you like to connect to the domain/server using a different user

context.

ARKWE will store the user credential to connect to domain/server in the Microsoft
Windows Stored User Names and Passwords applet / Credential Manager for
security reasons. The stored user profile is tied to the user context (currently
logged on user account) in which the profile is created.

Click OK to add the domain/server to the Domain Credentials list.

ARKWE will connect to the domain/server with the newly provided connection
parameters and add it to the list, upon successful connection to the

domain/server.

Domain Credentials

Manage altemate credentials for Domain / Directory Servers. Specify an account name that has admin privileges to the
selected domain. The specified credentials will be used to connect to all computers in the domain to retrieve repaort
infarmation. if you want to specify altemate Domain Administrator credentials you may do so by clicking on the "Add’ button
below. Click "Add domains from forest’ option to enumerate domaing from a different forest and then supply necessary
credentials for the selected domain.

i i = )
El'a ?v.jﬁ'tlngs Bk Add | F7Edit |, Delete |+ Connect |ﬁﬁ.dd domains from forest... |
| Database Settings Domain/Sarver
ii,.i! Computer Enumeration | Name Forest Name User Name Status
ﬁ! Domain Credentials RD&3 HULK RD&3Administrator | Connected
@ E-nail Settings Researchlab researchlab local Researchlabadminuse Connected

&), User Connection Profil| [N ElCy Voyager local voyager'adminuserd | Connected

m | »

7)

Click Cancel to abort the add process of the domain/server to the Domain

Credentials list.
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2.1.5 Edit a Domain/Server

To Edit a domain/server in the Domain Credentials, follow the steps given below:

1) Launch Domain Credentials window.

2) In the Domain Credentials window, select any row (domain), Click 2 Edit button

to Edit an existing domain/server in the list, as shown below:

" Domain Credentials
el Manage altemate credentials for Domain / Directory Servers. Specify an account name that has admin privileges to the
selected domain. The specified credentials will be used to connect to all computers in the domain to retrieve repaort
infarmation. if you want to specify altemate Domain Administrator credentials you may do so by clicking on the "Add’ button
! below. Click "Add domains from forest’ option to enumerate domaing from a different forest and then supply necessary

i - i
Elli ?v.jﬁ'tlngs B Add ||E} Edit | 5, Delete |+ Connect |ﬁﬁ.dd domains from forest... |
o ||| Database Settings Domain/Senver
ﬁ Computer Enumeration | Name Forest Name User Name Status
ﬁ Domain Credentials RDE&3 HULK RD&3\Administrator | Connected
@ E-nail Settings Researchlab researchlab local Researchlab‘adminuse Connected

P User Connection Profill K ey Voyagerlocal voyager‘adminuserd | Connected

3) The domain/server name cannot be modified during the edit operation.

4) Specify user name and the corresponding password to connect to the specified
domain/server.

5) Click OK to save and connect to the domain/server with the newly provided
connection parameters and update the domain/server in the Domain Credentials
list.

6) ARKWE will connect to the domain/server with the newly provided connection
parameters and modify it in the list, upon successful connection to the

domain/server.
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e gltemate credentials for Domain / Directory Servers. Specify an account name that has admin privileges to the
=d domain. The specified credentials will be used to connect to all computers in the domain to retrieve report
ation. f you want to specify altemate Domain Administrator credentials you may do so by clicking on the “Add’ buttan
. Click "Add domains from forest” aption to enumerate domains from a different forest and then supply necessany

Eli Settings a}, Add | aﬂgdit | @ Delete | {:; Connect |ﬁhdd domains from forest...
""" .| Database Seftings Domain,/ Server
_____ ﬁ Computer Enumeration|| Name Foregt Mame Izer Mame Status
..... ﬁ Domain Credentials RDE&3 HULK RD&3Administrator | Connected
@ E-mail Settings Researchlab researchlab local Researchlabtadminuse Connected

) yage Vaoyager local ¥ adminuzerd  Connected

7) Click Cancel to retain the existing connection parameters of the domain/server in

the Domain Credentials list.
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2.1.6 Delete a Domain/Server

Perform the following steps to delete a domain/server:

1) Launch Domain Credentials window.

&

2) In the Domain Credentials window, select any row (domain), click= Delete

button to delete the forest from the Domain Enumeration Manager list.

F&lﬂnﬂﬂi'ﬁh

|y Manage atemate credentials for Domain # Directony Servers. Specify an accourt name that has admin privileges to the
selected domain. The specified credentials will be used to connect to all computers in the domain to retieve report
information. f you want to specify atemate Domain Administrator credentials you may do so by clicking on the 'Add’ button

T below. Click *Add domains from forest’ option to enumerate domains from a different forest and then supply necessary

credertials for the selected domain.
i = i
= a Settings a}, Add | Bﬂgdrt | @ Delete | + v Connect |ﬁﬁ.dd domains from forest... |
------ J Database Settings Domain/Sarver
______ ﬁ Computer Enumeration | Name Forest Name Lzer Mame Status
...... ﬁ Domain Credentials RDE&3 HULK RD&3Administrator | Connected
..... @ E-mail Settings Researchlab researchlab local Researchlab*adminusg Connected

i IUser Connection Profil| (K ERES Voyagerlocal voyager'adminuserd | Connected

€ | 1 | »

3) An alert message asking for confirmation to delete the domain/server will be
displayed as shown below:

@ Do you want to delete "Treelab' from the list?

¥es

G

4) Click Yes to delete the selected forest.

5) Click No to abort the delete process of the selected forest.
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2.1.7 Add Domains from Forest

In order to connect to a different forest in your Active Directory and configure these
domains for enumerating computers and generating reports on them, you may use the

‘Add Domains from Forest’ feature.
Add domains from forest to the list

1) Launch Domain Credentials window.

2) In the Domain Credentials window, click ﬁto add domains from forest button to
add domains in the forest to the list.
3) The Enumerate All domains in a forest dialog will be displayed as shown

below:

-

_TE Enurmerate all Domains in a forest @

‘z" Specify a Forest Mame. The Farest Mame will be uzed to retrieve domains present in the forest. Clear the 'Log an
i
ffé‘s

uzing current uzer' checkbox to specity alkernate credentials for connecting to the forest.

Farest Mame: |

Mate: The DMS name vou specify here must be vigible from this compuker.
[Thiz computer must be able to resolve the specified DNS name] Darmains in forest (]

Log on using cument uzer & v Diomaing s

Izer Mame: RD54 Adminizstrator

Paszward:

€

ok I I LCancel

Enter the name of a forest.
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-

_f_'\. Enurmerate all Domains in a forest @

' Specify a Forest Mame. The Forest Mame will be used to retiieve domains present in the forest. Clear the 'Log on
fﬁt uzing current user checkbox bo specify alkermate credentialz far connecting ta the forest.

Forest Mame:  pathfinder local

Mate: The DMS name vou specify here must be vigible from this compuker.

[This computer must be able to rezolve the specified DNS name] Damains in forest (]

[ Log on using current user & haw Diomaing o

Idzer Mame: adventurehadminuser -

Paszward: TIIIIIL ]

Stare the above credentialz in Microzoft windows
Stored Uzer Mame and Pazswords applet L)

Ok ] [ LCancel

4) Specify user name and the corresponding password to connect to the specified
forest.
Store the above user credential in Microsoft Windows Stored User Names
and Passwords applet - ARKWE allows the user to enter different user
credentials to connect to the forest. Uncheck the checkbox 'Log on using current
user' if you like to connect to the forest using a different user context.
ARKWE will store the user credential to connect to forest in the Microsoft Windows
Stored User Names and Passwords applet / Credential Manager for security
reasons. The stored user profile is tied to the user context (currently logged on
user account) in which the profile is created.

5) Click 'Show Domains' button to add the domains in the specified forest to the list
and select the desired domains in the list. Click OK to add the selected domains

to the Domain Credentials list as shown below:
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Specify a Forest Mame. The Forest Mame will be used to retiieve domains present in the forest. Clear the 'Log on
uzing current user checkbox bo specify alkermate credentialz far connecting ta the forest.

Forest Mame:  pathfinder local

Mate: The DMS name vou specify here must be vigible from this compuker.
[This computer must be able to rezolve the specified DNS name] Damains in forest [ pathfinder lozal ]

Log on using current uzer

[ Show Darnainz 3 ] [V CONQUEROR
Idzer Mame: Pathfinderadminuser - I PATHFINDER

Paszward: TIIIIIL ]

Stare the above credentialz in Microzoft windows
—~
Stored Uzer Mame and Pazswords applet L)

Ok ] [ LCancel

6) ARKWE will add the selected domains to the Domain Credentials list.

banage alternate credentials for Diomain £ Directony Servers. The application by default uzes the currently logged on uzer
contest to enumerate computers and shares and to collect MTFS permizsions data. If pou want to zpecify alternate
Dramain Adminiztrator credentialz you may do zo by clicking on the YAdd ' button below. Click 'add domaing from forest’
option to enumerate domainz from a different forest and then supply neceszany credentials for the selected domain.

=g Settings
: ] [atabase Settings

----- ﬁ Computer Enurmeratior
----- ﬁ Diornain Credentials

----- @ E-mail Settings

i Idzer Cannection Profil

a}, Add | @Edit | @ Delete | {:; Connect |ﬁ.&dd domains from forest..,

Dromain M ame Foreszt Mame

|Jzer Mame Statusg

adventure Adventure. local

adventuretadminuzer | Connected

pathfinder. local Pathfinderadminuzer

Cloze
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2.1.8 Configure SMTP Server

ARKWE provides the option to e-mail the reports generated. For e-mailing reports,
ARKWE requires SMTP Server, From E-mail Address, To E-mail Addresses (recipients
separated by semicolon) and the e-mail report format. ARKWE maintains a single SMTP
Server and a From E-mail Address for use by all reports. You can specify a separate set
of “To” e-mail addresses (recipients), e-mail report format, subject and body of the

message for each report.

You can set SMTP Server and From Address by clicking Tools -> Configuration Settings

menu in the ARKWE main application window, as shown below:

[ =

Configuration Settings @
E-mail Settings
o Specify the SMTP Server name and Sender [From) e-mail address to send the generated reparts through e-mail

=g Settings
..... i Database Settings An SMTP server is the zerver that iz uged for pour outgoing e-mail.

.':‘ Cornputer Enurmeratior SMTP Server.  1d45

YWwhen you zend e-mail, your name will appear in the from of the
outgoing meszage. Type vour name az you would like it o appear.

From Addrezs;  aAlexs E.Fringi@pathfinder. local

E.x: someone@example. com

ok ] I LCancel
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2.1.9 User Connection Profiles

ARKWE creates a user profile in Windows Stored User Names and Passwords
applet / Credential Manager, in order to store the domain user context for

enumerating servers using ADSI.

The stored user profile will be useful for generating reports using ARKWE under the

following scenarios:

» Using an alternate user account to connect to the domain to retrieve servers
using ADSI.
> Providing credentials that have sufficient rights to enumerate shares present in

computers within a domain.

The stored user profile persists for all subsequent logon sessions on the same computer
where ARKWE is installed. The stored user profiles are visible to the application under

other logon sessions on the same computer.

The stored user profile created by ARKWE is restricted to the Windows User Profile
context. If the Windows User Profile is maintained locally, ARKWE stored user profile is
accessible only by the same user in the same computer. If the user who creates ARKWE
stored user profile, has a Roaming user account in the enterprise, the ARKWE stored
user profile can be accessed by the same user in any computer in the Windows

enterprise.

The stored user profile is a generic credential of Windows Stored User Names and
Passwords applet / Credential Manager and can be used by the application only.
The credential information is stored securely in a 256 bit encrypted format in Windows

Stored User Names and Passwords applet / Credential Manager.

The stored user profile corresponding to the user account will be used by the application
in order to connect to the domain, if 'Use ADSI' is selected in ARKWE Enumeration

Settings.

Using the Connection Profile dialog shown below, new profile can be created and

available profiles can be removed from the profiles list.
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Configuration Settings

User Connection Profiles

ARFWE can store user credential information as user profiles for Directory Servers using Windows Stored User Name and
_u_ji Passwords applet. To add a user profile, click Add. To delete a user profile, click Remove.
L
|

@ Settings 4k Add.. |~ Edit | X Remove..
----- __l Database Settings

----- #3 Computer Enumeration ELA Description
- § Domain Credentials 4 Treclab\adminuser2 Sample
3_) researchlab‘\adminuser2

----- @ E-mail Settings

ot lUser Connection Profil

(oo |

Click Add button to add a new profile and a dialog will appear as shown below:

\1_; Mewe User Profile ﬁ

Create a new uger profile and store it in windows stored ugernames
and pazzwords applet.

Uszer Mame: ™ PathfinderhScholes
e.0. , domain‘username

Paszword: © TIIIII L

Confimn Password: T sesssses

Dezcription: | -

[ * mandatory fields )

[ ok J [ Cancel

Click Edit button in the Connection Profile dialog to edit available profiles.

Click Remove button in the Connection Profile dialog to remove available profiles.
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3 Standard Reports

3.1 How to View Domain Information?

Domain Summary Information

-

Standard Reports

|-JF'_:_| Domains » ||I§‘ Summary
#2  Users and Groups vo[& Trust
Shares and Resources  » [ L]  Shares

i Applications

Events »

a
i Policies »
#
o

Services »

Click

domain.

to view domain summary information for a

The summary report lists information like computer's operating system, browsing
capability, participation in LanMan networks, membership in Windows workgroups etc.,

for the server(s) in the domain.

NOTE: For information on restricting the domain scan for generating this report, please

see 'How to scan specific servers in a domain?'

The output would be displayed as shown below:

= Domains - Summary (VOYAGER) o=
|G Refresh = ||z Bxport | P Fiter | (B Customize | 5§l E-mail Find
5-(3 Enterprise - DOMAI ‘ F Summary | 8@ Trust | ) Snares | T Applcations|
-3} RD83 Generated on: 30 Dec, 2014, 10:35:28 AW Status: Success Fiter: Not Applied
@) RESEARCHLAB HostName  Atribute o

B

0S Install Date: 1/32014 10:19:50 AW

08: Microsoft Windows Server 2012 Standard Buid 9200

Role: DFS

Role: LI Server

Role: LI Workstation

m

Role: Master Browser

Role: NT

Role: Primary Domain Controller

Role: Tmesource

Server Type: Primary Domain Controlier
System Type: x84-based PC

Windows Directory: C:\Windows. -
RD41 1P Address: 10.10.10.78

0S Install Date: 1/8/2014 11:32:46 AN

0S: Microsoft Windows Server 2012 Standard Buid 9200

Role: Backup Browser

Role: LI Server

Role: LI Workstation

Role: NT

< i ] » Role: Potential Browser

b Add Domains Role: Server NT i
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Domain Trust Information

o .

Standard Reports

|ﬁ Domains b EH Surmmary
52, Users and Groups b |[&f&  Trust

o2 Sharesand Resources ¢ | L]  Shares

& Policies b
{4 Events b
Click #*  Services 3

domains for a given domain.

= Applications

to view the trusted and trusting

=
|G Refresh ~ | = Export | TP Filter | B Customize | g E-mail | Find (7]
=3 Enterprise - DOMAI| [ %7 summary | % Trust |, Shares | T Appiications,

& ro83 Generated on: 30 Dec, 2014, 10:35:55 AM Status: Success Fiter: Not Applied

B researcriag Do Trusted Trusting

&), vovaGER. 3 5
C) ——

Domain Shares Information

Standard Reports
53 Domains b Summary
82 Users and Groups b o[ E Trust
o2 Shares and Resources  » |lg Shares
Policies r Applications
{4 Events b

Click #*  Services *

domain.

to view the shares for a given
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) Domains - Shares (VOYAGER)

(0 Refresh + | iz Export | TP Filter Customize | (g E-mail Find
£ Enterprise - DOMAI| [ 5F Summary [ & Trust | ) Shares IE Applications.
&) ros3 Generated on: 30 Dec, 2014, 10:36:35 AM Status: Success. Fitter: Not Applied
) % Cgi:;REEHLAB ::‘:ﬁ Lz o— Share Name: Path User Name securty m::‘s'"“m Comment =
RD4D 10.10.1033 | ADMINS CaWindows Admin Share Unlimited Remote Admin r
cs =) Adrmin Share Unlimited Defauti share
os ) Admin Share Uniimited Defautt share t
Folder DiVFolder Everyone Alow - Full Control | Unimited
Di\Folder BULTIN\Administ... | Allows - Full Control | Unlimited
Iatest setup Dillatestsetup | Everyone Allow - Full Control | Uniimited Latest Setup Share W
DiVatestsetup | BUILTINVAdminist... | Alow - Full Control | Unlimited Latest Setup Share
Module DiWodule BULTN\Administ... | Allows - Full Control | Unlimited
DModule Everyone Alow - Full Control | Unimited
NETLOGON C:Windows\SY... |Everyone Alow - Read Unlimited Logon server share
C:Windows\SY... | BULTINVAGminist... | Allow - Full Control | Uniimited Logon server share
NTFS Share CANTFS Test Fol... | VOYAGER\admin... | Alow - Ful Control | Unlimited
NTFS TestFolder | CANTFS Test Fol . | Everyone Alow - Read Uniimited
Share Doshare Everyone Alow - Full Control | Unimited
Dishare BUILTI\Administ... | Allows - FullControl | Uniimited
share22 Diishare22 BULTIN\Administ... | Allows - Full Control | Unlimited
Diishare22 Everyone Allow - Full Control | Uniimited
SPList< Target | DASPListX Target | Everyone Alow - Full Contral | Unimited
DASPListX Target | BUILTINVAdminist... | Allow - Full Control | Unlimited
4 o, v SYSVOL C\Windows\SY... | Everyone Allow - Read Uniimited Logon server share
[ Ada Domains | CWWNdows\SY... | NTAUTHORIY... | Allow - Full Control | Unlimited Logon server share i

Domain Application Information

Standard Reports
Domains * | Summary
Users and Groups b [ Trust

Shares and Resources b |,.]  Shares

Policies C | Applications
Events 2
Services 3

Click Ll

for a given domain.

to view the applications installed

NOTE: For information on restricting the domain scan for generating this report, please

see How to scan specific servers in a domain?

=2 Domains - Applications (VOYAGER) (==
@ Refresh ~ |z Export | T Filker | (B Customize | EglE-mail Find
©-(3 Enterprise - DOMAI| [ summary | &8 Trust [ ) shares| B Appications. ‘
@) ros3 (Generated on: 30 Dec, 2014, 10:38:36 Al Status: Success Fiter: Not Applied
’ % :zii?aimw HostMame l: sdress ',:::“fam” Version Path 'D”:::"B“ Publisher Readme  Size (KB}
RD43 10.10.10.31  Active Direct 1.0.621.117 36/2014  Wicrosoft Corporation 9196
10.10.10.31 | Admin Report Kit ... |85 CProgram Files ... |6/4/2014 | Vyapin Software Systems Private Limited 22514
10.10.10.31 | AppFabric 1.1 fo... |1.1.2106.32 cAProgram Files\.. | ¥/8/2014 | Microsot Corporation
10.1010.31 | AppFabric 1.1 To... | 1.1.2106.32 CaProgram Fiest.. | 3/8/2014 | Microsot Corporation 39802
10.10.10.31 | DocKIT for Share... | 8.1.0 CProgram Files .. |8/28/2014 | Vyapin Software Systems Private Linted 23960
10.1010.31 | MicrosoftAcces... |15.0.4420.1017 |C:\Program Fiesk.. |37/2014 | Microsoft Corporation 078
10.1010.31 | MicrosoftAcces... |15.0.4420.1017 |C:\Program Fies\.. |37/2014 | Microsoft Corporation 170040
10.10.10.31 | Microsoft CCRa... |2.2.760 cProgram Fikes ... | 3/6/2014 | Microsoft Corporation 2470
10.1010.31 | Microsoft Docum... | 15.0.4420.1017 | C:\Program Fikest... | 37772014 | Microsoft Corporation T3N3
10.10.10.31 | Mirosoft Docum... |15.0.4420.1017 | C:\Program Filest.. | 3772014 | Microsoft Corporation 7845
10.10.10.31 | Mirosoft Educati.. | 15.0.4420.1017 | C:\Program Filest.. | 37772014 | Microsot Corporation 166974
10.10.10.31 | Microsoft Educati.. | 15.0.4420.1017 |C:\Program Filest.. | 3/7/2014 | Microsoft Corporation 831
10.1010.31 | Microsoft Excel... |15.0.4420.1017 |C:\Program Fikst.. |3/7/2014 | Microsoft Corporation 160530
10.1010.31 | Microsoft Excel.. |15.0.4420.1017 |C:\Program Fikesh.. |3/7/2014 | Microsoft Corporation 546944
10.1010.31 | Microsoft Excel... |15.0.4420.1017 |C:\Program Fies\.. |37/2014 | Microsoft Corporation 7357
10.1010.31 | Microsoft Excha... |15.0.516.14 672312014 | Microsoft Corporation 4245
10.10.10.31 | Microsoft identity... | 2.0.1458.0 3/8/2014 | Wicrosoft Corporation 18
10.10.10.31 | Mierosoft infoPat... |15.0.4420.1017 | C:\Program Filest.. | 37772014 | Microsoft Corporation 1478
10.10.10.31 | Microsoft infoPat... |15.0.4420.1017 | C:\Program Filest.. | 37772014 | Microsot Corporation 171784
. = ! 10.10.10.31 | Mierosoft Office .. | 15.0.4420.1017 | C:\Program Filest.. | 37772014 | Microsoft Corporation 9174 -
o Add Domains | | « | m 1 v
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3.2 How to View Shares and Resources Information?

Click

Standard Reports

F=
2,

Domains

Users and Groups

Shares and Resources

» [ Shares

£

B
@
ai*

Policies
Events

Services

b |1 Folders
b | |1 Files

to view the following information:

Share Name, Path, User Name, Security, Maximum, and Comment

w2 Shares and Resources - Shares (RD40) [E=8 R =
0 Refresh - | i3 Expol ilter | (B Customize can Profiles (Computers) -mai in =
Refresh + | = Export | TP Filter | ) Cust Scan Profiles (Comput E-mail Find (5]
S Enterpriss - SHARES AN ‘ W) Shares | Foiders | L) Fies]
RDE3 Generated on: 30 Dec, 2014, 10:42:11 AN Status: Success Fitter: Not Applied
&) RESEARCHLAB
i Maximum ‘n
= @VDVAGEH Share Name Path User Name Security Uses Comment =
[ @ Domain Controllers| | ADMING C:\Windows Admin Share Unlimited Remote Admin
-k RD4D cs o\ Admin Share Unlimited Defalt share
- servers D$ DA\ Admin Share Unimited | Default share
RD41
i g Folder D:\Folder BULLTIN\Administrators | Alow - Full Cantrol |Unlimited
nE) RS
o8 ) Everyone Allow - Full Control | Unlimited
i latest setu D:\latest setuf BUILTIN'Administrators | Allow - Full Control |Unlimited Latest Setup Share
L8 ro71 v P £
[ Everyone Allow -Ful Control |Unlimited  [Latest Setup Share 1
E Module D:\Module BUILTINVAdministrators | Alow - Full Control |Unlimited
h RD73
B ROBT Everyone Allow - Full Control |Unlimited
b Rpa4 NETLOGON C:\Windows\SYSVOL\sysvol\Voyager. ocal|SCRIPTS | Everyone Alow -Read Unlimited | Logan server share
BUILTIN‘Administrators | Allow - Full Control |Unlimited Logon server share
NTFS Share C:\NTFS Test Folder\NTFS Share VOYAGER Yadminuser3 Allow - Full Control |Unlimited
NTFS Test Folder C:\NTFS Test Folder Everyone Allow -Read Unlimited |
Share Drishare Everyone Allow - Full Control |Unlimited
BUILTIN'Administrators | Allow - Full Control |Unlimited
sharezz Dr\share2z BUILTINVAdministrators | Alow - Full Control |Unlimited
Everyone Allow - Full Control |Unlimited
£l "' ] " || spListx Target | D:\SPListX Target BULLTIN\Administrators | Allow - Full Control | Unlimited
Everyane Allow -Full Cantrol | Uniniteg o

How to View Permissions of Folders in a Share?

Click

Standard Reports

#
b

Domains

Users and Groups

Shares and Resources

» |H,J Shares

]
E
&
"

Policies
Events

Senvices

Permissions” dialog appears.

| Folders

B | ] Files

tab.

The

“"Folders

and
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'ﬂ Shares and Resources - Folders (RD40) EI@
|y Refresh - Export Filter | ] Custornize | [#]Scan Profiles (Corputers) + E-mail Find
=--[8 Enterprise - SHARES AN | ] Shares | | 1 Folders " Folders and Permissions @
H = =

RD&3 All shares
; RESEARCHLAB @ Select share(s)

Folder -

| latest setup

m

NTFS Test Folder

[ share

Indude sub-folders

1

V| Do not display folders that have the same permissions as
the parent folder

€] 1 3

gp Add Domains Cancel

You can view permissions of folder(s) in a share or for all the shares in the selected

server by selecting “All shares” option or “Select share(s)” option respectively.

You can also optionally include the sub-folder(s) information by selecting the “Include

sub-folders” option.

The sub-folder(s) having permissions identical as the parent folder would be shown in
bold text with "Same as parent" in both User Name and Security fields in the report. If
you do not want folders with identical permissions as the parent folder reported, then
select, the "Do not display folders that have same permissions as the parent folder"

option. This option will not report folders with identical permissions as the parent folder.

To view up to a certain level of sub-folders, select the "Traverse only 'n' level(s) of sub-
folder in the share" option and specify a sub-folder level, where the levels are humbered

as follows:
\\server\sharename\Level 1\Level 2\Level 3...

NOTE: The "Include sub-folders" option defaults to enumerating all the sub-folders
unless you specify a sub-folder level in "Traverse only 'n' level(s) of sub-folder in the

share" option.

NOTE: The "Do not display folders that have same permissions as the parent folder"

option would be enabled by default.
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The report would be displayed as shown below:

«2! Shares and Reseurces - Folders (RD40)

B roat

Folder
B moe3

latest setup | \\RD40\Vlatest setuy latest setup

=8} Workstations i
H atest setup
&

& ro73 Iatest setup

B poat latest setup

& ros3 NETLOGON | \\RD40\NETLOGON NETLOGON

2 ros4 NETLOGON
NETLOGON

NETLOGON

NETLOGON

NETLOGON

d W b NETLOGON

dh Add Domains. NETLOGON

BUILTIN'Administrators | VOYAGER \adminuser3 Allow - Full Control |No
BUILTIN'Administrators | BUTLTIN‘Administrators | Allow - Full Control |No
BUILTIN\Administrators | NT AUTHORITY\SYSTEM | Allow - Full Control |No
BUILTIN'Administrators | VOYAGER \Administrator | Allow - Full Control |No
BUILTIN"Administrators | VOYAGER \adminuser 1 Allow -Full Contrel |No
BUILTIN"Administrators | VOYAGER \adminuser3 Allow -Full Contrel |No
BUILTIN'Administrators | BUILTIN\Administrators | Allow - Change ... |No
BUILTIN'Administrators | BUTLTIN‘\Administrators | Allow - Create Fi... |No
BUILTIN'Administrators | BUTLTIN‘\Administrators | Allow - Create F... |No
BUILTIN'Administrators | BUTLTIN‘Administrators | Allow - Full Control |No
BUILTIN\Administrators | BUILTIN\Administrators | Allow - List Folde... |No
BUILTIN'Administrators | BUILTIN\Administrators | Allow -Read Att... |No
BUILTIN'Administrators | BUILTIN\Administrators | Allow -Read Ext... |No
BUILTIN'Administrators | BUILTIN\Administrators | Allow -Read Per... |No

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files
This folder only

This folder only

This folder only

Subfolders and files only

This folder only

This folder only

This folder only

This folder only

(G Refresh ~ | 56 Export | Filter | ) Customize | (& Scan Profiles (Computers) + | 5 E-mail Find (5]
23 Enterprise - SHARES AN | Shares | [ Folders | ] Files|
) roz3 Generated on: 30 Dec, 2014, 10:49:08 AM Stalus; Success Filter: Not Applied
{8}, RESEARCHLAB hare P
o 1) vovaceR == Folder Path Sub-Folders  Owner User Name Securty Inherted  Apply To
=18} Domain Controllers| | Folder \IRD40\Folder Folder BUILTINAdministrators | BUILTIN'Administrators | Allow - Full Control [No This folder, subfolders and files
& ros Folder BUILTIN\Administrators | NT AUTHORITYISYSTEM | Allow - Full Control |No This folder, subfolders and files
=48 servers Folder BUILTIN'\Administrators | VOYAGER Administrator | Allow - Full Control |No This folder, subfolders and files

n

How to view permissions of files in a share?

Standard Reports

Domains

[Vity

Users and Groups

Shares and Resources

| il Shares

Policies

Events

% B0 B | &

Services

Click

dialog appears.

Folders

| J_ Files

tab. The "Files and Permissions"

& Shares and Resources - Files (RD41)

|3y Refresh ~ Export |7 Filter | B Customize | (] Scan Profiles (Computers) = E-mail Find

=--F3 Entemrise - SHARES AN [ 2] shares [

Fnlclersl 1 Files ||'| ] Files and Permissions @

-[®| RDe3

-8}, RESEARCHLAB

=8} VOVAGER

E| @ Domain Controllers|
L) ro4o

-8 WSSFRO

1 n »

qp Add Domains

() All shares

@ Select share(s)

mn

[ s Test Folder

D share22

- [] SPList¥ Target <

[ tndude sub-folders
i

Do not display files that have the same permissions as the
parent folder

You can view permissions of files in a share or for all the shares in the selected server by

selecting "All shares" option or "Select share(s)" option respectively.
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You can also optionally include the sub-folder(s) information by selecting the "Include

sub-folders" option.

The files having permissions identical to the parent folder would show up with "Same as
parent” in both User Name and Security fields in the report. If you do not want files with
identical permissions as the parent folder reported, then select, the "Do not display files
that have same permissions as the parent folder" option. This option will not report files

with identical permissions as the parent folder.

To view up to a certain level of sub-folders and files, select the "Traverse only 'n' level(s)
of sub-folder in the share" option and specify a sub-folder level, where the levels are

numbered as follows:
\\server\sharename\Level 1\Level 2\Level 3...

NOTE: The "Include sub-folders" option defaults to enumerating all the sub-folders
unless you specify a sub-folder level in "Traverse only 'n' level(s) of sub-folder in the

share" option.

NOTE: The "Do not display files that have same permissions as the parent folder" option

would be enabled by default.

The report would be displayed as shown below:

= Shares and Resources - Files (RD40) =N om =]
|G Refresh ~ |z Export | 7 Filter | B Customize | (&) Scan Profiles (Computers) = | gl E-mail Find (5]
5-£3 Enterpise - SHARES AN [[]_Shares | ] Folders| ) Files |
{8 RD83 Generated on: 30 Dec, 2014, 10:50:49 AM Status: Success Filter: Not Applisd
5--48) RESEARCHLAB Share. FolderiFile FoderfFie  Folenfie o — — T -
=} @VUYAGER Name Path Name Type Ppl
ERIL T PRVISR [(PAURPSEMNN Foider Folder | BLITIN|Adminisbators | BUILTIN|Administrators ~Full Control mmer subfolders and fies
&} roso Folder Folder BULLTIN\Administrators | NT AUTHORITY\SYSTEM | Allow - Full Control This folder, subfolders and files
=
& ’E’“"S Folder Folder  |BULLTIN\Administrators | VOYAGER\Admiristrator | Allow - Full Control |No This folder, subfolders and fles
P e RD&1
= Folder Folder  |BULTIN\Administrators | VOYAGER\sdminuser3 | Alow -Full Control |No This folder, subfolders and files L
AD43 3
) ekt |atest setup| \\RD40\latest setujlatest setup | Folder  |BUILTINAdministrators | BULLTIM\Administrators | Allow -Full Control | No This folder, subfolders and fles
5 Workstations
& rom latest setup |Folder  |BULLTIN\Administrators | NT AUTHORITY\SYSTEM | Allow -Ful Contral |No This folder, subfolders and fles
______ = rorz latestsetup | Folder BULLTIN\Administrators | VOYAGER\Administrator | Allow - Full Control |No This folder, subfolders and files
8 rorz latest setup |Folder  |BULLTIN\Administrators | VOYAGER\acminuser1 | Allow -Full Control |No This folder, subfolders and fles
= apst latest setup |Folder  [BULLTIN\Administrators | VOYAGER\adminuser3 | Allow -Full Contral |No This folder, subfolders and files
------ B nos3 NETLOGON | \\RD40\NETLOGONNETLOGON  |Folder  |BUILTIN\Administrators | BULTIM\Administrators | Allow -Change ... |No This folder only
& poas NETLOGON  |Folder  [BULLTIN\Administrators | BULLTIM\Administrators | Allow - Create Fi... |No This folder only
NETLOGON  |Folder  |BULLTIN\Administrators | BULTIM\Administrators | Allow -Create F... |No This folder only
NETLOGON  |Folder  |BULLTIN\Administrators | BULLTIN\Administrators | Allow -Ful Contral |No Subfolders and files only
NETLOGON  |Folder  |BULLTIN\Administrators | BULTIM\Administrators | Allow -List Folde... |No This folder only
NETLOGON  |Folder  |BULLTIN\Administrators | BULLTIM\Administrators | Allow -Read Att... |No This folder only
d I, D NETLOGON | Folder BUILTIN\Administrators | BUILTIN‘Administrators | Allow -Read Ext... |No This folder only
NETLOGON |Folder | BUILTINVAdministrators | BUILTIN\Administrators | Alow -Read Per... |No | This folder only L
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3.3 How to View Users and Groups Information?

A .

Standard Reports

User-Groups

Z3 Domains 3
|:}!J Users and Groups 3 ||_§' General
‘% Shares and Resources ¢ | &R Status
i Policies k ?{ Logen
& Events b | = Privileges
##F  Services LS

2]

Group-Members

Click on to view the following information:

User Name, Full Name, Description, Home Path, Logon Script, and User Profile
Path.

2, Users and Groups - General (RD40) =l o=
@y Refresh + | TP Filter |z Export |fB] Customize | (] Scan Profiles (Computers) + | & E-mail Find (5]
E-(3 Enterprise - USERSArl % General [ &8 Status | €L, Logon | - Privieges | & UserGroups | 52, Group-Members|

B Ros3 Generated on: 30 Dec, 2014, 10:15:18 AM Status: Success Fiter: Not Applied

RESEARCHLAB

c User Name Full Name: Description Home Path Logan Script User Profie Path ~ +
-8} VOYAGER =
Administrator Buitn account for administering the computerdomain L
£+ Domain Controlers -
8 ron Guest Buitn account for guest access to the computer /domain L&
-8 servers krbtgt Key Distribution Center Service Account
[E RD4t adminuserl ‘adminuser 1
- row3 adfssveac adfssucace
@ workstators | adminuser2 aciminuser2
& rot adminuser3 adminuser3
& ro72 N
: g configdbadmin_spl3 | configdbadmin_sp03
L& ro73
= defeanaccessace_spt3 | defronaccessace_sp03
8 RSt
[ portsiteapppoal_spl3 |portsiteapppool_sp03
spapppoollsp3 | spapppooli_spd3
spapppool2spl3 | spapppooi2_sp03
Spapppoolsspls  spapppool3_spd3
spsitecoladm1_sp3 | spsitecoladm1_sp03
spsitecoladm2_spt3 | spsitecoladm2_sp03
farmadmin_sp07-1 | farmadmin_sp07-1
farmadmin_sp07-2 | farmadmin_sp07-2
<[ i ] 3

searchdefsce_sp07-1 | searchdeface_sp07-1

dp Add Domains | | ;e archdeface_sp7-2 |searchdefoce_sp07-2 2

o .

Standard Reports

Domains »

Users and Groups 3 |§' General
Shares and Resources  » |m Status

Policies » [, Logon
Events P | ] Privileges

Services r \1_) User-Groups

" B B0 O |58 2

Click on 8  Group-Members to view the following

information: User Name, Full Name, Description, Account Expiry, Password
Editable, Password Age, Account Locked, and Account Disabled.
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to view the following

2. Users and Groups - Status (RD40) E=R[E5R===
(0 Refresh = | F Filter | s Export | (B Customize | (3] Scan Profiles (Computers) ~ | 5§ E-mail Find
E-F3 Enterprise - USERS Al | 50 General | & Status [\ Logon [ -] Privieges | &, User-Groups | 82, Group-Members
Generated on: 30 Dec, 2014, 10:15:16 AM Status: Success Filter: Not Applied
. Acceunt Password Account  Account it
User Name Full Name Description Expiry Edtable | PasswordAge ST || b
Domain Controllers|| , 4 niceater Built-in account for admi... Never expires Yes Day(s), 15 Hr(s), 15 Mi
& row Guest Built-in account for quest... |Never expires No No
S
o3 émm krbtgt Key Distribution Center S... |Never expires Yes 356 Day(s), 3 Hr(s), 53 Min... |No Yes
RD41
& ros adminuser1 adminuserl MNever expires Yes 355 Day(s), THr(g), 40 Min... |No Mo
) Workstations adfssveace adfssvcacc Never expires No 355 Day(s), 6 Hr(s), 38 Min... |No No
/B rp71 adminuser2 adminuser2 INever expires Yes 355 Day(s), 6 Hr(s), 31Min... |No No
.2 RD72 adminuser3 adminuser3 Never expires Yes 355 Day(s), 6 Hr(s), 30 Min... | No MNo
E RD73 configdbadmin_sp03 configdbadmi... Never expires No 355 Day(s), 6 Hr(s), 29 Min... No No
& ros1 defeonactessace_spn3 | defconaceess... Never expires No 355 Day(s), 6 Hr(s), 23 Min... |No Mo
{2 RD84 portsiteapppool_spi3 Never expires No 355 Day(s), 6 Hr{s), 27 Mi Mo
spapppool_spl3 Mever expires No 355 Day(s), 6 Hr(s), 26 Mi Mo
spapppool2_spl3 Never expires No 355 Day(s), 6 Hr(s), 26 Mi No
spapppool3_spl3 MNever expires No 355 Day(s), 6 Hr(g), 25 Mi Mo
spsitecoladmi_sp03 Never expires No 355 Day(s), 6 Hr(s), 24 Mi No
spsitecoladm2_sp03 MNever expires No 355 Day(s), 6 Hr(g), 24 Mi Mo
farmadmin_sp07-1 farmadmin_s... Never expires No 355 Day(s), 6 Hr(s), 22 Min... |No No
farmadmin_sp07-2 farmadmin_s... INever expires No 355 Day(s), 6 Hr(s), 22 Min... |No No
4 L 3
searchdefacc_sp07-1 | searchdefacc. .. Never expires No 355 Day(s), 6 Hr(s), 21 Min... No No -
o Add Domains. ||| i 3
=
Standard Reports
iﬂ Domains 3
|ﬂ£ Users and Groups 9 | ' General
Shares and Resources b |4 Status
Policies 3 |@k Logon
Events * Privileges
Services [ ] 5 USEF-GFDUPS
Click on &5 Group-Members
information: User Name, Logon Machines, Last Logon.
2, Users and Groups - Logon (RD40) =2 [Ech &

(G Refresh - | 5P Filter | 5 Export | B Customize | (#)Scan Profiles (Computers) ~ | 5 E-mail

) roa3
B} RESEARCHLAB
VOYAGER

B} rpao
=4 Servers
- ro41
& rpa3
=4} Warkstations
& ro71
& ro72
L8 ro73
- o8t
& rps4

E-F§ Enterprise - USERS Al

=48} Domain Controllers

[ 57 General | & status| L, Logon [ =] Privikeges | & User-Groups | i, Group-Members|

Find

®

Generated on: 30 Dec, 2014, 10:15:16 AM

Status: Success

Fitter: Not Applied

User Name

Administrator

Logon Machines

Any Workstation

Last Logon

Guest Any Workstation
krbtgt Any Workstation

adminuserl Any Workstation 12/29/2014 7:43:42 PM
adfssveae Any Workstation

adminuser2 Any Workstation 12/30/2014 10:09:43 AM
adminuser3 Any Workstation 12/30/2014 10:13:58 AM

configdbadmin_sp03

Any Workstation

defconaccessace_sp03

Any Workstation

portsiteapppool sp03

Any Workstation

spapppoolLspl3

Any Workstation

spapppool2_spi3

Any Workstation

spapppoal3_spl3

Any Workstation

spsitecoladmi_sp03

Any Workstation

spsitecoladm?_sp03

Any Workstation

farmadmin_sp07-1

Any Workstation

2/25/2014 2:13:05PM

farmadmin_sp07-2

Any Workstation

searchdeface_sp07-1

Any Workstation

ik Add Domains | [ 5earchdeface sp07-2

Any Workstation

41



CHAPTER 2 - Standard Reports

Click on

Standard Reports

Domains

Users and Groups

Policies

Events

" B B0 O |58 | 3

Services

Shares and Resources »

L

General
Status

Logon

Privileges

& ([ (f_"‘r

&

User-Groups

Group-Members to view the following

information: Displays privilege lists on a per-user and per-privilege basis.

2, Users and Groups - Privileges (RD40)
|3 Refresh = | T Filter | 5 Export | @) Customize | (2] Scan Profiles (Computers) = | g E-mail

L= le]

Find

) ros3
) RESEARCHLAB
-8 VOYAGER

B} rpo

&) Servers

L Booa

. 8 ross

£ 8 Workstations
B ro7t
-& ro72
-& ro73
-E rps1
-E} rDa4

(3 Enterprise - USERS Al

&4} Domain Contraller

| 5 General | & status | @ Logon| =f Privieges | & userGroups | 82, Group-Members|

‘Generated on: 30 Dec, 2014, 10:26:21 AM

Status: Success

Fitter: Not Applied

User Name:

Friviiege

NT AUTHORITY\NETWORK SERVICE

Replace a process level token

NT AUTHORITY\LOCAL SERVICE

Replace a process level token

NT AUTHORITY\NETWORK SERVICE

Generate security audits

NT AUTHORITY\LOCAL SERVICE

Generate security audits

BUILTIN\Backup Operators

Back up files and directories

BUILTIN\Server Operators

Back up files and directories

BUILTIN\Administrators

Back up files and directories

BUILTIN|Performance Log Users

Log on as 3 batch job

BUILTIN\Backup Operators

Log on as a batch job

BUILTIN\Administrators

Log on as 3 batch job

Window Manager\Window Manager Group

Bypass raverse checking

BUILTIN\Pre-Windows 2000 Compatible Access

Bypass raverse checking

BUILTIN\Administrators

Bypass traverse checking

NT AUTHORITY\NETWORK SERVICE

Bypass traverse checking

NT AUTHORITY\LOCAL SERVICE

Bypass raverse checking

NT AUTHORITY\Authenticated Users

Bypass raverse checking

Everyone

Bypass raverse checking

« I J

!l purTmy o

4 Add Domains.

Create a pagefie

Debug programs

Click on

Standard Reports

Damains

Users and Groups

Policies

Events

e B0 BV O |58 | 2

SErvices

Shares and Fesources 2

g g

General
Status
Lagon

Privileges

-

£m | Lin (,f_\,-,

User-Groups

8

Group-Members to view the following

information: Displays group lists on a per-user and per-group basis.
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2, Users and Groups - User-Groups (RD40)

(558 HoR =

[

| Refresh + | 7 Filter | = Export Custornize | (3 Scan Profiles (Computers) + | 5 E-mail Find
E-(3 Enterprise - USERS Al |7 General | 4 staus | @, Logon | = Privieges| & User-Groups |52, Group-hiembers|
Generated on: 30 Dec, 2014, 10:27:19 AN Status: Success Filter: Not Applied
5} RESEARCHLAB —
User Name Member of Membership Group Description
=-8) VOYAGER
Administrator [l g T Administrators have compiete and unrestricted access to the computerdomain
{8} Domain Controllers
& ro0 Schema Admins Designated administrators of the schema
- servers Enterprise Admins Designated administrators of the enterprise
& roar Group Policy Creator Owners | Members in this group can madify group policy for the domain
B roa3 Organization Management | Members of this management role group have permissions to manage Exchange objects and their properfies in ...
-3 Workstations Domain Users Al domain users
& ro71 Domain Admins Designated administrators of the domain
~& ro72 Guest Domain Guests All domain guests
g RD73 Guests Guests have the same access as members of the Users group by default, except for the Guest account whichiis. .
RD81
kabtgt Domain Users Al domain users
-8 rDB4
Denied RODC Passord R... | Members in this group cannot have their passwords repiicated to any read-only domain controllers in the domain
adminusert Administrators Administrators have complete and unrestricted access to the computer/domain
Domain Users All domain users
Schema Admins Designated administraters of the schema
Enterprise Admins Designated administrators of the enterprise
Domain Admins Designated administrators of the domain
DnsAdmins DNS Administrators Group
d U G Organization Management | Members of this management role group have permissions to manage Exchange objects and their properties in ...
sk Add Domains || dfssveace Damain Users All domain users

Standard Reports

Iig Domains

|ﬂ£ Users and Groups

General

Click on

Shares and Resources
Policies
Events

Services

Status
Lagon
Privileges
User-Groups

|ﬂ!‘; Group-Members

oo by B3 G

information: Displays group member’s lists on a per-group basis

2, Users and Groups - Group-Members (RD40)

0y Refresh + | 7 Filter | = Export | @] Customize | () Scan Profiles (Computers) = | =g E-mail Find
5[ Enterprise - USERS All [ 5 General | & Status | €, Logon || <[ Privieges | & User-Groups | &, Group-Members |
{8} ros3 Generated on: 30 Dec, 2014, 10:29:45 AM Status; Success Filter: Not Applied
{B), RESEARCHLAB .
Group Name Description Account Name v -
e ' ootoeren |
-8, Domain Cantrollerg) 2oMaM Users Al domain users
£ ros0 Yuvan R. Lee
-8 servers ygarben
= rpar wsssearch_sp10-1
& ppaz wsssearch_sp07-2
Workstations wsssearch_sp07-1
B ro71 Wiiliams T.
B ro72 Wiliam K. Tunner / Marketing (Region 5)
g RO73 iliam Joseph
RDB1L
viiliam B. Davis VC (5th Div)
= ros4
viesley L. Snipes / Support
VSSLABS
Vincent L. George
VENUS$
Totti J. Lawrence
Thomas Luis
SystemMailbbox{e0dc 1c29-89¢3-4034-6 78-26c 290823}
4 . [

SystemMailbox{bb558c35-37f1-4ch9-8ff7-d53741dca28c)
SystemMailbox{1f05a927-07b0-4a24-a6 1b-a42150f649 16} -

to view the following
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3.4 How to View Policies Information?

O .

Standard Reports
Domains 3
Users and Groups 3

Shares and Resources »

% 0 B & H

Policies L ||'Ek Password
Events » | & Account Lockout
Services v | 5 Audit
2 User Rights Assignment
a Security Options
Click 2l IP Security

to view the following
information: Enforce Password History, Maximum Password Age, Minimum
Password Age, Minimum Password Length; Password must meet complexity

requirements, Store password using reversible encryption for all domain users

2 el e |
|0 Refresh ~ | 5 Export | TP Fiter |2 Customize | (] Scan Profiles (Computers) ~ |55l E-mail | Find [~}
=@ Enemnse-POLlclEW! Password | §  AccountLockout | 7 Audi | §2, userRiontsassionment | securty options | @1 P securty |

@'@ RDE3 Generated on: 29 Dec, 2014, 07-17:01 PM Status: Success Filter: Not Applied

&1~ B RESEARCHLAB

- voraGeR Enforce password  Maximum Minimum Passwrord must meet
complexty
requirements

Winimum password
length (characters)

‘Store password using reversibie encryption for al

history (passwords  password age password s

=~} Domain Controll | remembered) (days) age (days)
B} rpao
-8 Servers
B roat
B roa3
@) Workstations
& ro7i
& ro72
& ro73
& ros3
& rosa
- RD8S
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o .

Standard Reports

'iﬂ Domains

2, Users and Groups

g Shares and Resources

| i Policies % Password

i2] Events | £ Account Lockout

##*  Services 3 Audit
2, User Rights Assignment
a Security Options
2l IP Security

Click

tab to view the following

information: Account Lockout Duration, Account Lockout Threshold, and Reset

Account Lockout

z [E=5|Eol 53
@, Refresh - | ;5 Export | TP Fiter |8 Customize | (3 Scan Profiles (Computers) - | G E-mail | Find 3 |
=-(§ Enterprise - POLICIE] [Gh Passwora | £ AccountLockout | Audt | 3, UserRignis Assignment | B _Securty Optons | ) P Securty |
) ros3 Generated on: 28 Dec, 2014, 07:17:35 Pl Status: Success Fiter: Not Applied
%,,mmg e Account lockout duration (minutes) Am;:ﬁﬁ;.:’:x;nmmmm (invalid Reset Account Lockout Counter After (minutes)
-y bomain Controlk [ 5 0
i L= o
-8 servers
[ = L
i row3
-8y workstations
-8 ro71
-8 ro72
-8 ro73
-8 ro83
-8 R84
i rD8s
. m v
D -
Standard Reports
ﬁ Domains 3
82 Users and Groups b
5 Shares and Resources  »
| i Policies b | % Password
{4 Events » |k  Account Lockout
##*  Services b |E=:ﬁ Audit
52, User Rights Assignment
a Security Options
i .
- IP Secur . .
Click = "ty to view the following

information: Policy Name, Log Success, and Log Failure
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N 2= )|

|y Refresh » | | Export | P Fiter | Customize | (] Scan Profiles (Computers) - | =g E-mail | Find [}
(3 Enterprise - POLICIE| [ G} Password | § AccountLockout | 5 Audt |82, userRighs Assignment | £ Security Options | %8 P Security |
Generated on: 29 Dec, 2014, 07:17:49 PM Status: Success. Fiter: Not Applied
Policy Name Log Success Log Faiure
-8 VOYAGER
) Audit system events
-8} Domain Controlk
T8 roso Audit logon events Yes N
& @) servers Audit object access ves No
" Rpar Auditprivilege use ves No
LB rp4z Audit process tracking No No
-8} Workstations || Audit policy change No No
& ro7y Audit account Yes No
& 72 Audit directory service access Yes No
& ro7s Audit account logan events Yes No
-8 ros3
& R34
& rpgs
Ll . »
b Add Domains.

Standard Reports
Comains 3
Users and Groups k

Shares and Resources 3

| Policies r | Password
Events * Account Lockout
Services r Audit

e B0 |0 | Qm S8 3

User Rights Assignment
Security Options
IP Security

il b 38 &= B

Click

information: Privilege, Account Name

to view the following

@, Refresh - || Export | TP Fiter | fB) Customize | (¥]Scan Profiles (Computers) ~ | =g E-mail | Find
(3 Enterprise - POLICIE m Password | £ Account Lockout | 3 Audi §2, User Rights Assignment @ Securty Options | &1 1P Security |
) ros3 Generated on: 29 Dec, 2014, 06:18:20 PM Status: Success. Filter: Nat Applied
RESEARCHLAB
2 Priviege Account Name -
-8 VOYAGER
Replace a process leveltoken
=48} Domain Controlle
Q AD40 NT AUTHORITY\LOCAL SERVICE =
-4 Servers Generate security audits NT AUTHORITY\NETWORK SERVICE
B Rp41 T AUTHORITY)LOCAL SERVICE —
B ppaz Back up files and directories BULTIN\Backup Operators
-8y Workstations BUILTIN\Server Operators
8 ro71 BULTIN\Administrators
& ro72 Log on as a batch job BUILTIN\Performance Log Lisers
8 ro73 BUILTIN\Backup Operators
Q RD83 BUILTIN\Administrators
B nosa
& ross Bypass traverse checking Window Manager Window Manager Group
BULLTIN\Pre-Windows 2000 Compatible Access
BULLTINAdministrators
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\Authenticated Users
Everyane
<l I} |+ || create a pagefile BULLTIN\Administrators
[-I- Add Domains | | Debug programs BUILTIN\Administrators .
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Standard Reports

fj Domains 3
81 Users and Groups "

8l Shares and Resources 3

= Policies 3
E |

Password

Events 3

&
&% Services »

Account Lockout

Audit

User Rights Assignment

BlEne »

Security Options
IP Security

Click

information: Policy Name, Value

=, Policies - Security Options (RD40)
| Refresh || Export |7 Fiter | (B Customize | (#]Scan Profiles (Computers) - | =g E-mail Find
=-(3 Enterprise - POLICIE @ Password | [ AccountLockout | 33 Audt | §2, UserRightsAssignment | i Securiy Options | &) e secury |
{8 ros3 Generated on: 29 Dec, 2014, 06:41:37 PM Status: Success Fitter: Not Applied
RESEARCHLAB Policy Name Value i
{8 VOYAGER M
e conpn e sl v oge
. rp4g Recovery console: Allow floppy copy and access to all drives and all folders Disabled =
i@ servers Devices: Restrict CD-ROM access to locally logged-on user only Not Defined
LB R4 Devices: Allowed to formatand gject removable media Not Defined =
B rpa3 Devices: Restrictfloppy access tolocally logged-onuser only Not Defined
=] @ Workstations Interactive logon: Number of previous logons to cache (in case domain controller is not available) 10 logons
B ro71t Interactive logon: Require Domain Controller authentication to unlock workstation Disabled
: 8 ro72 Interactive lagon: Prompt user to change password before expiration 5 days
-8 o7 Interactive logon: Smart card removal behavior No Acton
g Ro83 User Account Control: Behavior of the elevation promptfor administrators in Admin Approval Mode Prompt for consent for non-Windows binaries
] = ZE:: User Account Contral: Behavior of the elevation prompt for standard users Prompt for credentials
Interactive logon: Do not require CTRL+ALT+DELETE Disabled
Interactive logon: Do not display last username Disabled
Interactive Logon: Display userinformation when the session is locked Not Defined
User Account Control: Detect application installations and prompt for elevation Enabled
User Account Control: Run all administraters in Admin Approval Mode Enabled
User Account Control: Only elevate UTAccess applications that are installed in secure locations Enabled
d 1 | * || useraccount Control: AllowUlaccess applications to prompt for elevation without using the secure desktop | Disabled
[ﬂl Add Domains ] UserAccount Control: Virtualize file and registry write failures to per-userlocations Enabled i

Standard Reports

%3 Domains »
E& Users and Groups k

Bl Shares and Resources 3

|3 Policies |

Password

Events 3

&
#*  Services k

Account Lockout

Audit

User Rights Assignment
Security Options
IP Security

Ay T

Click

information: Policy Name, Description, Policy Assigned, and Last Modified

to view the following

to view the following
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@ Refresh + | 56 Export | Fiter | Custornize | (€] Scan Profiles (Computers) + | 5 E-mail | Find (5}
=-£3 Enterprise - POLIC » | [} Password [ & AccountLockout | 5 Audt [ 3, User RigntsAssignment | 2 Security Optons |8 security
) roaz Generated on: 29 Dec, 2014, 06:41:37 PM Status: Success Filter: Not Applied
Policy Name Description i’;ﬁ: ned Last Modified

Server (Request Security)

Client {(Respond Only) Communicate normally {unsecured). Use the default
response rule to negotiate with servers that request e
security. Only the requested protocd and port traffic with Mo 8/2/2012 6:46:12PM
that server is secured.

Secure Serve (Require Security) | For ll 1P traffic, always require security using Kerberos
trust. Do NOT allow unsecured communication with
untrusted dients,
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3.5 How to View Events Information?

Standard Reports

F3 Domains
Users and Groups 3

Shares and Resources »

%
f_ni, Policies 2
&
o

Events » ||_§J’ Application
Services k |‘{1‘\. Security

R Systemn

Click el SavedLogs to view the following information:

Event Date, Event Time, Description, Source Name, Event End, Computer Name,

User Name, Event Type, and Category

4] Events - Application (RD40) oo ==
|63 Refresh » | 5 Export | 77 Filter | ) Customize | (3] Scan Profiles (Computers) » | &g E-mail Find 7]
5-f3 Enterprise - EVENTS ‘ =/ appiication | €] securiy | B System | [ SavedLogs |
-4) RD83 Generated on: 29 Dec, 2014, 06:49:21 Pl Status: Success Fiter: Not Applied
% :Zi:;?ua E‘;z“ Event Time Description Source Event id ﬁgzg”m :::’E Event Type Category \:I
(=4} pomain Controle | 1 panig 0 The Desktop Window Manager h Desktop Window...
: & ros0 06:13:48PM Windows detected your registry file ... | Microsoft-Windo... | 1530 I, Warning None
& @ servers 08:22:30PM The winlogon nofification subscriber ... | Widntfy 6003 |RDAD.Voyager.. |N/A Information Nene
. g 22:; 08:22:31PM The winlogon notification subseriber ... | Widntfy 6000 RD40.Voyager.|... [NfA Information None
& B vorkstasons 08:26:12PM The Desktop Window Manager has e... |Desktop Window... 9003 |RD40.Voyager.l.. [N/A Information Nane
B ro71 08:26:11PM Windows detected your registry fie ... MoosoftWindo.., 1530 |RD40.Voyager.l... |N/A Warning Nane
& ro72 10:10:38PM svchost (2788) The database engine... |ESENT 326 RD40.Voyager.l... |NfA Information General
B o3 10:10:39 PM svchost (2788) The database engine... |ESENT 327 RD40.Voyager.|... |NfA Information General
B} rps3 10:10:33PM swchost (2788) The database engine... |ESENT 32 RD40.Voyager.|... [NfA Information General
& ross 10:10:33 PM svchost (2788) The database engine... |ESENT 377 RD40.Vayager |... |NfA Information General
--& ro8s 10:10:39 PM svchost (2788) The database engine... |ESENT 326 RO40.Voyager |... [N Information General
10:10:39 PM svchost (2788) The database engine... |ESENT 327 RD40.Voyager.l... |NfA Information General
10:10:40 PM swchost (2788) The database engine... |ESENT 32 RD40.Voyager.|... [NfA Information General
10:10:40 PM svchost (2786) The database engine... | ESENT 327 RD40.Voyager.l... |NfA Information General
10:10:40 PM svchost (2786) The database engine... | ESENT 3% RD40.Voyager.l... |NfA Information General
10:10:40 PM svchost (2788) The database engine... |ESENT 327 RD40.Voyager.l... |NfA Information General
10:10:40 PM swchost (2788) The database engine... |ESENT 32 RD40.Voyager.|... [NfA Information General
< n, ] * 10:10:40 PM svchost (2788) The database engine... |ESENT 327 RD40.Voyager |... |NfA Information General  _
(4 Add Domains | | ¢ | = ] 5

Standard Reports

%3 Domains 3
Users and Groups »

Shares and Resources 3

8
i Policies 3
&
o

Events 3 |

im

Application

A=

Services 3

- P

Security

System

Click Saved Logs

Event Date, Event Time, Description, Source Name, Event End, Computer Name,

to view the following information:

User Name, Event Type, and Category
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2] Events - Security (RD40)

| Refresh - | = Export | TF Filter | Customize | (] Scan Profiles (Computers) - | g E-mail

{3 Enterprise - EVENTS

- RD33
[B) RESEARCHLAB
-8} vOraGER
{8} Domain Controlel
T2 row
-8 Servers
-8 roar
-8 RD43
-}, Workstations
H RD71

BEEBEEE
g
8

« i r

Find
[ 5] Appicaton | B Securty |BE| system | [l Saved Logs |
‘Generated on: 28 Dec, 2014, 07:13.30 P Status; Canceled Fiter: Hot Applied
Event Event Event User  Event B
e e Description Source & Computer Heme ot o Categony
12/29/2014 The Windows Fitering Platform has per...  MicrosoR-Windows-Secu SuccessAudit

01;48:36PM _|The Windows Filtering Platform has per... |Microsoft-Windows-Securi... |5156  |RD40.Voyager.local |N/A  [SuccessAudit |(12810)
01:48:36PM |The Windows Filtering Platform has per... |Microsoft-Windows-Securi... | 5156 |RD40.Voyagerlocal |N/A  |SuccessAudit |(12810)
01:48:36PM | Special priviieges assigned to new logon... |Microsoft-Windows-Securi... | 4672 |RD40.Voyager.local |N/A  [SuccessAudit |(12548)
01:48:36PM |An account was successfully logged on.... |Microsoft-Windows-Securi... |4624  |RD40.Voyagerlocal |N/A  [SuccessAudit |(12544)
01:48:36PM  |User /[ Device daims information.Subject... |Microsoft-Windows-Securi... | 4626 |RD40.Voyager.local |N/A  [SuccessAudit |(12553)
01:48:36PM | An account was logged off Subject:Sec... |Microsoft-Windows-Securi... |4634  |RD40.Voyager.local |N/A  [SuccessAudit |(12545)
01:48:36PM _|The Windows Filtering Platform has per... |Microsoft-Windows-Securi... |5156  |RD40.Voyager.local |NjA (12810)
01:48:36 PM  |The Windows Filtering Platform has per... |Microsoft-Windows-Securi... |5156  |RD40.Voyager.local |N/A  [SuccessAudit |(12810)
01;48:36PM _|The Windows Filtering Platform has per... |Microsoft-Windows-Securi... |5156  |RD40.Voyager.local |N/A  [SuccessAudit |(12810)
01:48:36PM |The Windows Filtering Platform has per... |Microsoft-Windows-Securi... | 5156 |RD40.Voyagerlocal |N/A  |SuccessAudit |(12810)
01:48:37PM  [The Windows Filtering Platform has per... |Microsoft-Windows-Securi... |5156  |RD40.Voyagerlocal |N/A  [SuccessAudit |(12810)
01:48:37PM _ [The Windows Filtering Platform has per... |Microsoft-Windows-Securi... |5156  |RD40.Voyagerlocal |N/A  [SuccessAudit |(12810)
01:48:37PM [The Windows Filtering Platform has per... |Microsoft-Windows-Securi... |5156  |RD40.Voyager.local |N/A  [SuccessAudit |(12810)
The Windows Filtering Platform has per... |Microsoft-Windows-Securi... 5156 | RD40.Voyager local |N/A  |SuccessAudit |(12810)
01:48:33PM |The Windows Filtering Platform has per... |Microsoft-Windows-Securi... |5156  |RD40.Voyager.local |N/A  [SuccessAudit |(12310)
01:48:33PM |The Windows Filtering Platform has per... |Microsoft-Windows-Securi... |5156  |RD40.Voyager.local |N/A  [SuccessAudit |(12810)
01;48:33PM _[The Windows Filtering Platform has per... |Microsoft-Windows-Securi... |5156 | RD40.Vovager.local |N/A  |SuccessAudit |(12810)

[ Add Domains |

i

&

Standard Reports

§3 Domains
ﬂg) Users and Groups 3

Shares and Resources 3

Policies

Events

Click

#F  Services

Application

E)
Z'L\ Security
=

System

[al SavedLogs

to view the following information:

Event Date, Event Time, Description, Source Name, Event End, Computer Name,

User Name, Event Type, and Category

{2] Events - System (RD40)

|y Refresh + | |5 Export | TP Filter Customize | (%] Scan Profiles (Computers) + | =g E-mail Find
=-(3 Enterprise - EVENTS | | =] appicaton | €] securty | B System |l saveatoss |
(- RDB3 Generated on: 29 Dec, 2014, 07:14:59 PM Status: Canceled Filter: Not Applied
: ) reseance Event Event Description o User  Event =
= @ voracer Date Time Name  Type —
) Domain Contralle [ 371572914 File System Filter iafy’ (6.2, 20120 [
& oo 11:43:33AM | The Active Directory Domain Services se... |Service Control Manager 7035 |RD40.Voyager.local |N/A Information | None
] ;WE'S 11:43:33AM | The DCOM Server Process Launcher ser... | Service Control Manager 703 |RD40.Voysgerlocal N/A | Information |Nome
D41
& ross 11:43:33AM | The RPC Endpoint Mapper service enter... |Service Control Manager 7036 |RD40.Voyagerlocal N/A  [Information |None
B workstztons 11:43:33AM | The Remate Pracedure Call (RPC) servic... | Service Control Manager 703 | RD4.Voyagerlocal N/A  |Information |Mane
& ro71 11:43:33AM | The Background Tasks Infrastructure Se... |Service Control Manager 703 | RD40.Voyagerlocal N/A  |Information |Mane
-8 ro72 11:43:33AM | The Local Session Manager service enter... |Service Control Manager 7035 |RD40.Voyager.local |N/A Information | None
B np73 11:43:34AM | The Windows Event Log service entered ... | Service Control Manager 7035 |RD40.Voyager.local |N/A Information | None
B npss 11:43:34AM | The Themes service entered the running... | Service Control Manager 7036 |RD40.Voyager.local |N/A Information | None
& ross 11:43:35AM | The COM-+ Event System service entere... |Service Control Manager 703  RDA0.Voyagerlocal /A |Information |Nene
& ross 11:43:35AM | The User Prafile Service service entered ... |Service Control Manager 703 | RD4.Voyagerlocal /A |Information |Nane
11:43:35AM | The System Event Notification Service se... |Service Control Manager 7035 |RD40.Voyager.local |N/A Information | Mone
11:43:35AM | The Group Policy Client service entered t... |Service Control Manager 7035 |RD40.Voyager.local |N/A Information | None
11:43:35AM | The Network Store Interface Service ser... |Service Control Manager 7036 RDA40.Voyager.local | N/A Information | None
11:43:35AM | The TCP/IP NetBIOS Helper service ente... |Service Control Manager 7036 |RD40.Voyagerlocal N/A  [Information |None
11:43:35 A | DHCPv4 dent service is started Microsoft-Windows-Dhap-Cli... | 50036 |RD40.Voyager.Jocal |N/A | Information | (4)
11:43:36 AM | DHCPVG cent service is started Vicrosaft-WindowsDHCPYE... 51046 |RD40.Voyager.local M/A | Information |(4)
11:43:36 AM | The DNS Client service entered the runni.... |Service Control Manager 7038 RD40.Voyager local |N/A Information | None e
(4 Add Domains | | 4 | . ] 3
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Standard Reports

O .

Click

#3 Domains

:53_- Users and Groups

2 Shares and Resources

5}_;| Policies

|@ Events 2] Application

#*  Services i't Security
B System
lml  Saved Logs

to view the following information:

Opens the saved log stored in current system or network share.
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3.6 How to View Service Information?

Stand

ard Reports

Z3 Domains 3
% Users and Groups 3
o= Shares and Resources  »
i Policies »
4| Events »
&% Services b |J

|I§‘ General

Click

Display Name, Start up, Service Type, Account, and Current State

@ Services - General (RD40)

¥ Control

éfd  Dependency

=]

Click

Display Name, Service Name, Error Control, Group, and Path

| ¥ Control

& Dependency

Gy Refresh - | 55 Export | 7 Filter Custornize | (] Scan Profiles (Computers) ~ |5 E-mail Find
E-{3 Enterprise - SERVICES | F General [%- Control [ Dependency |
Generated on: 29 Dec, 2014, 08:57.23 PM Status. Success Fitter: Not Applied
Display Name Startup Service Type Account < Current State B
=8, Doman Contol CryptographicServices Auto Share Process NT Authority NetworkService Running El
H Q RD40 DNS Client Auto Share Process NT AUTHORITY \NetworkService Running
=] @ Servers KDC Proxy Server service (KPS) Manual Share Process NT AUTHORITY \NetworkService Stopped
B post KtmRm for Distributed Transaction Coordinator Manual Share Process NT AUTHORITY NetworkService Stopped
B rpaz Workstation Auto Share Process NT AUTHORITY WetworkService Running
=] @ Workstations. Distributed Transaction Coardinator Auto Own Process NT AUTHORITY WNetworkService Running
8 rom1 Network Access Protection Agent Manual Share Process NT AUTHORITY WetworkService Stopped
& ror2 Network Location Awareness Auto Share Process NT ALTHORITY\NetworkService Running
; g RO72 IPsec Policy Agent Manual Share Process NT Autharity etwarkService Running
H RD&3
& roue RPC Endpoint Mapper Auto Share Process T AUTHORITY \NetworkService RUANing
B ross Remote Procedure Call (RPC) Locator Manual Own Process NT AUTHORITY WNetworkService Stopped
Remote Procedure Call (RPC) Auto Share Process NT AUTHORITY Networkservice Running
Software Protection Auto Own Process NT AUTHORITY \NetworkService Stopped
Telephony Manual Own Process NT AUTHORITY \NetworkService Stopped
Remote Desktop Services Manual Share Process NT Authority\NetworkService Running
Windows Event Collector Manual Share Process NT AUTHORITY\NetworkService Stopped
Windows Remote (W5-Management) | Auto Share Process NT AUTHORITY WetworkService Running
g 0, | * || application Layer Gateway service Manual Own Pracess NT AUTHORITY Y ocalService Stopped
[ Add Domains | | application1dentity Manual Share Process NT Autharity LocalService Stopped i
-
Standard Reports
Z#3 Domains r
8 Users and Groups r
|
d Shares and Resources 3
é Policies 3
Events 3
#*  Services ¥ |5 General

to view the following information:

to view the following information:
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% Services - Control (RD40)

|3 Refresh = |z Export | TP Filter | {3 Customize | (&]Scan Profiles (Computers) - | g E-mail

Find

E-(3 Enterprise - SERVICES| [ %7 General || ¥ Control |8 D |
By roez Generated on: 28 Dec, 2014, 06:57:23 P Status: Success Filter: Not Applied
RESEARCHLAR Display N Service N Service Ty Error Control [ Path
isplay Name ervice Name ervice Type ror Control rou o
-8 VOYAGER ye =
o @ Domain Controllers 1394 OHCI CompligR &R0t Kernel Driver Normal \Windows\system32\drivers\1394ohd
T & e Iware 3ware Kernel Driver Normal SCSI miniport C:\Windows\system32\drivers\3ware.sys
58y servers Microsoft ACPIDIiI{ACPI Kernel Driver Critical Core Ci\Windows \system 32\drivers|ACPLsys
LB oy Micrasoft ACPIEX D) acpiex Kernel Driver Critical Boot Bus Extender | C:\Windows\system32\Drivers\acpiex. sys
LB Rpe3 ACPIProcessorAgqacpipagr Kernel Driver Normal C:\Windows\system32\driversacpipagr.sys
= @ Workstations ACP1 Power Meter [ AcpiPmi Kernel Driver Normal C:\Windows \system32\drivers'acpipmi.sys
& ROTM ACPI Wake Alarm D acpitime Kernel Driver Normal Extended Base C:\Windows\system32\driverslacpitime. sys
& 72 adpaac adpdxx Kernel Driver Hormal 5CS1 miniport Co\Windows\system32\drivers\adpS4xx.sys
: g RO sdpahei adpahci Kermel Driver | Normal SCSlmniport | C:\Windowssystem32\driversladpah sys
& mpaz
& oo adpu3zo adpu3z0 Kernel Driver Normal 5C51 minipart Ci\Windowns \system32\drivers\adpu320.sys
B foss Ancillary Function 0 AFD Kermel Driver HNormal PNP_TDI Cr\Windows\system32\drivers'afd.sys
Intel AGP Bus Filtetagp440 Kernel Driver Normal PP Filter Cr\Windows\system32\drivers\agp440.sys
AMD K8 Processor | Amdka Kernel Driver Normal ExtendedBase | C:\Windows\system32\drivers'amaka.sys
AMD Processor Driy AmdPPM Kernel Driver Normal Extended Base C:\Windows\system32\drivers\amdppm.sys
amdsata amcsata Kernel Driver Normal 5C51 minipart Ci\Windons \system32\drivers\emdsata.sys
amdsbs amdsbs Kermel Driver HNormal SCSI miniport C\Windows\system32\drivers\amdsbs.sys
amdxata amdxata Kernel Driver Normal SCSI miniport C:\Windows\system32\drivers\amdxata. sys
d U | * || App Driver AppID Kernel Driver Hormal C:\Windows\system32\drivers\appid.sys
H- Add Domains. ] arc arc Kernel Driver Normal SCSI miniport C:\Windows\system32\drivers\arc.sys
-
Standard Reports
F3 Domains 3
&1 Users and Groups »
Shares and Resources  »
& Policies 3
4| Events 3
#F  Services » General
Control

Click

Display Name, Dependencies

|y g

Dependency

& Services - Dependency (RD40)

G Refresh « | ;5 Export | 7 Filter | B Customize | (&]Scan Profiles (Computers) ~ | 5 E-mail Find
-3 Enterprise - SERVICES| [ _General | - Control | & Dependency |
{E) RDE3 Generated on: 28 Dec, 2014, 08:57:23 PM Status: Success Fiter: Not Applied
I}, RESEARCHLAB
& vovasen Display Name Dependencies
[ discache
58 servers chafilt Fitigr
& R4t Cluster Client Failover Filter FliMgr
i B Roez CSV Mini-Filter Driver Fltigr
E B} workstations. CSV Namespace Filter Driver FitMgr
& romt Datascrn FltMgr
& rorz DFS Namespace Cliant Driver Mup
& rors DFS Replication ReadOnly Driver | FitMar
. g 2i3 windows All-User Install Agent | RpeSs
8 ross ApplicationIdentity Rpcss
AppID
Cryptsuc
ApplicationInformation Rpcss
ProfSuc
windows Audio AudioEndpointBuider
RpcSs
i n 3 MMCSS
H- Add Domains ] Base Filtering Engine Rpcss

to view the following information:
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4 Built-in Reports

4.1 About Built-in Reports

Built-in reports are a set of predefined reports that are based on some of the common
tasks in Systems management reporting. Built-in reports are easy to use and speeds-up

the report generation process.

Built-in reports encompass some of the significant standard resource reports, and added

to that, additional reports, all of which could be generated across domains.
The built-in reports feature provides reports on the following resource categories:

Permissions Reports
Shares and Resources

Users and Groups

vV V V V

Domains

4.2 How to View Built-in Permissions Reports?

Permissions Reports

Permissions Reports includes reports that focus solely on reporting the access

permissions assigned to users and groups on objects such as folders etcetera.

L]

Built-in Reports

|% Permissions

Shares and Resources

&

Users and Groups

s

Domains

Click on button under Built-in Reports in button in the

toolbar.
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List of Permissions Reports

Report Name

Description

List of permissions for specific
users and groups on folders

Reports the folder permissions assigned
to specific users and/or groups on a
selected set of folders.

List of permissions for folders

Reports the permissions associated with
a selected set of folders.

List of permissions for specific
users and groups on files

Reports the files permissions assigned to
specific users and/or groups under a
selected set of folders.

List of permissions for files

Reports the permissions associated with
files under a selected set of folders

How to View Built-in Permissions Reports?

List of Permissions for Specific Users and Groups on Folders

This report allows you to view folder permissions for specific users and groups.

L]

Built-in Reports

|% Permissions
'ﬂ Shares and Resources
2

Cid

Users and Groups

a -
iy! [Domains

Click on

button under Built-in Reports button in the toolbar.

The Built-in Reports window with the list of reports will be displayed as shown below:

Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.
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i

Built-in Reports - List of permissions for specific users and groups on folders

Step 1 of 3 : Select Report
Select a report from the available Built4n Reports.

@ List of permissions for spedific users and groups on folders
[E List of permissions for folders
@ List of permissions for specific users and groups on files

- @ List of permissions for files

ng;i‘

Description

This report ligts the folder
permissions assigned to a
specific user/group
account.

Mext ] [ Close

Click Next to proceed to the next step.

Step 2: Select User/Group Accounts:

Select user and/or group accounts for which you would like to view the permissions for

folders/files.

B

Step 2 of 3 @ Select User/Group Account(s)

Enter account name :

Built-in Reports - List of permissions for specific users and groups on folders

Select user andfor group accounts For which wou would like to view the permissions on Files/Folders.,

Accourts from domaintserver: [ Browese and Select

Accourts from Scan Profiles (UsersiGroups): [Frequem Scans

Selected Accounts:

Accounk Mame Account Type

Adventureladminuser
Adventuretalan
Adventurelalex
Adventurei\Michael
BuiltimAdministrators

Rermove

Reset

Al

Back,

| [ nee ][ o
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> Enter the name of User/Group in domain\account name format and click Add to

List to add the name to selected accounts list

> Use Select a Scan Profile (Users/Groups) option to use the users and groups

added in the profile.

> Use Browse and Select option to retrieve users and groups from servers or

Scan Profile (Computers).

-

"

select Accounts

[

Wiew and Select dccounts [Users/Groups] available from computers displaved below,

o — Scan Profiles (Computers)
..... Sample Scans
e p— Domains

----- &) DISCOVERY
=), PATHFINDER:
----- J@) Domain Controllers

- OS54

-[_] RD54\Administrator
- RD54hadminuser
--[] RDS4{Guest

m

Find:  Guest @

] [ LCancel

Use the Find option to search desired user/group accounts.

Click Next to Proceed.
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Step 3: Select shared folders

Select one or more servers to retrieve available shares.

Built-in Reparts | gajact Shares @ |£
Step 3 of 3 : 95 Wiew and select Shares and Folders available From computers displayed below,
Enter the bl g st af LIMC Hf-
falder paths F Ll k;&
properties for
- Scan Profiles {Computers) -
S S =Mo Profile found, Configure using Scan Profiles Manager, =
SharefFolder 1|
[E - Dimiains
Scan Profile El ADVEMTURE =
El Domain Controllers
T L, e
Folder Path - R49 Evel Add From
pRes -[7] \iRD4% Address '
RO ADMIT ] \RD4S4ADHINS =
VIRDGNCE 3 R
\IRD4%\D4 ] iRD4acE
VIRD4TES -] iiroaiog A
VIRD49Excha ~[] rD4atEs
VRD49F4 ~[] WRD49EchangeORE
1RD431HS g |roaoiFs . v
«
l ] yiRD4sict - :

Do not displ older Options
oK ] l Cancel ]

[ Back H Einish H Close

|

Step 3 of 3 : Select Shared Folder(s)
Enter the tull path of a Share or Shared Faolder, Click Add From to load the lisk of shares, Import toimport a list of UMNC Hf-
faolder paths From a text file, Select a Falder in the list below and Click Edit Folder Options to modify the defaulk %
properties For scanning each Folder,

SharefFolder UM Path:

Built-in Reports - List of perrmissions for specific users and groups on folders @

Do not display folders that have the same permissions as the parent folder Edit Folder Cptions

Include group membership information
Include SID

Scan Profile (Shares): | Sample Scans "l 'ﬁ

Falder Path Indude sub-Folders Folder level # | | Add From
WRD49 Address True all

VWRD4ADMINE True all
WRD491CH True Al - (W ——
VROD4NDE True all
VROYNES True all i

VWRD49 ExchangeOaB True all

VWRD4FE True all

VRD49HE True al o

4 | i F

| Back || mnish || close
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You may also type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add, to add it to the list. In addition, you may also import a
list of UNC paths to shared and non-shared folders from a text file by using the Import
button.

Folders that have identical permissions as the parent folder would show up with "Same
as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This
option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder"
option would be enabled by default.

ARKWE defaults to scanning all the sub-folders under a given shared folder. If you want
to change the Include sub-folders and Folder level options click Edit

Folder Options

Faolder Options @

Faolder Path:

-

Include sub-folders

e
-

[ Traverse only|1 level(s) of sub-folder in the share

[ Apply this =etting to all folders in list [ Ok ] ’ Cancel ]

Click OK to Proceed.
Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report
window as shown below:

a2 Built-in Reports - List of permissions for specific users and groups on folders EI@
1@y Refresh Data | ;3 Export |53 E-mail Find .5
Report Details

Report Name :  List of permissions for specific users and groups on folders

Generated on: 20 Jul, 2011 11:02:39 AM Status: Success
Falder Account Acces: ; v
User Mame Path Sub-Folders Crvvner =) e Member of Type Inheritec Security Apply To
ADVEMTURE  Administ {\RD49% Test s Test share Folder) BUILTIMNAdministra 5-1-5-21-3221| User CM=0rganization Managemer Allow | No Full Contral This Folder, subf

CN=Group Policy Creator Ow
CH=Domain Admins
CN=Enterprise Admins
CH=5chema Admins
CM=Remote Desktop Users
CH=Administrators

m

BUILTIMAdministrato IRD49MExchal ExchangeOaE | BUILTIMNMAdministra 5-1-5-32-544 | Group Allow | Mo Full Contral This Folder, subf
0zbze7eb-66c8-2 BUILTIMNAdministra 5-1-5-32-544 | Group Allow | Mo Full Contral This Folder, subf

VRD49%GEroup| Grouphetrics BUILTIM Administra 5-1-5-32-544 | Group Allow | vYes Full Contral This Folder, subf

VWRDSNETLS NETLOGON BUILTIM Administra 5-1-5-32-544 | Group Allow | Mo ‘Write Attributes This Folder only

Take Cwnership This Folder only

Change Permissions| This folder only -

4 1 b
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How to view Built-in Permissions Reports?

List of Permissions for Folders

r

Built-in Reports

|% Permissions
.ﬂ Shares and Resources
82 Users and Groups

=

i3 D :
Click on [#__~°mans button under Built-in Reports button in the toolbar.

The Built-in Reports window with the list of reports will be displayed as shown below:

Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.

Built-in Reports - List of permissions for folders @
Step 1 of 2 : Select Report
Select a report from the available Built-n Reports, F;-

Description

Thig report lists the
permissions assigned to a
specific folder.

Mext ] ’ Close

Click Next to the Proceed to the Next Step.
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Step 2: Select shared folders:

Select one or more servers to retrieve available shares

Built-in Reparts - List of permissions for folders =]
Step 2 of 2 : Seleq Select Shares @

Enker the hull path q view and select Shares and Folders available from computers displayed below, Urc Ef.

folder paths From & k}&

properties for scan

Share{Folder UNC P =5 Scan Profiles {Computers) -

Folder Path + Samnple Scans Add From
_ ........... Dnmains
|- [ DISCOVER'Y = Impart
5.[®] Domain Controllers
_ RO4E
----- VRD46\ARKAD Screen Shots
----- VRD46LCE
----- ] wro4eicD
----- IRD4&sampletask
S [ | I A RD4E1ARKIIS r
----- L] vrodsishare
----- ] WRD46\Exchangeli
----- [ ] V\RD45!Effactive 2
[ QK [ Cancel I
T Close
[ Built-in Reports - List of permissions for folders @1

Step 2 of 2 : Select server(s) for Shared Folders-list
Entet the tull path of a Share or Shared Folder, Click Add From to load the list of shares, Innport toimport a list of LMC Hf-
folder paths From a kext File, Select a Folder in the list below and Click Edit Folder Options o modify the default .
properties For scanning each Folder.

Share/Folder UNC Path:

Scan Profile (Shares): | Sample Scans - ﬁ
Folder Path Include sub-folders Folder level * | | &cdd From
NRO4NAddress True all —
Irnpark

VRO4NADMING True Al
VRO True Al 3 Remave
VRD4DE True al =
VROINES True all
VRO4NExchange0aB True all
VWRD49FE True all
WRD4HE True al -
4 I I

Do not display Folders that have the same permissions as the parent folder Edit Folder Options

Include group membership information
Include SID

[ Back. H Einish H Close

You may also type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add, to add it to the list. In addition, you may also import a
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list of UNC paths to shared and non-shared folders from a text file by using the Import

button.

Folders that have identical permissions as the parent folder would show up with "Same
as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This

option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder"

option would be enabled by default.

ARKWE defaults to scanning all the sub-folders under a given shared folder. If you want

to change the Include sub-folders and Folder level options click Edit Folder Options.

Folder Cptions @

Folder Path:

.

Include sub-Faolders

e

[ Traverse only|1 level(s) of sub-folder in the share

-

|:| Apply thiz zetting to all folders in list Ok ] ’ Cancel ]

Click OK to Proceed.

Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

82 Built-in Reports - List of permissions for folders EI@
|Gy Refresh Data | ;3 Export | 'S E-mail Find 123
Report Details

Report Name : List of permizsions for folders

Generated on: 20 Jul, 2011 05:14:53 PM Status: Canceled
Folder Path Sub-Folders Crvner User Mame =[] Accourt Type Access Type Inherite Security Apply To i
{iRD4\Address Address NT aUTHORITY] BUILTIM,Administrat 5-1-5-32-54 Group Allows es Full Control This Folder, subfoldel E
MNT AUTHORITY\SYS 5-1-5-18 | ‘Well Known Sid Allow es Full Contral This Falder, subfaldel
NT AUTHORITY\Aut 5-1-5-11 | wWell Known Sid Allow Mo Read This Folder, subfaldel
VRD4NADMING ADMING MT SERVICESTn BUILTIN Users 5-1-5-32-54 Group Allow Mo Read and Execul This Folder only
MT SERNVICE\Trusteq 5-1-5-80-95 Well Known Sid Allow Mo Full Control Subfolders only
This Folder only
MNT AUTHORITY\SYS 5-1-5-18 | Well Known Sid Allow Mo Full Control Subfolders and files ¢
BUILTIMN|Administral 5-1-5-32-5¢ Group Allow Mo TModify This Folder only
Full Contral Subfolders and files ¢
MT AUTHORITYYSYS 5-1-5-18 | Well Known Sid Allow Mo TModify This Folder only il
4 m [3
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How to view Built-in Permissions Reports?
List of Permissions for Specific Users and Groups on Files

This report allows you to view file permissions for specific users and groups.

r

Built-in Reports

|% Permissions
'ﬂ Shares and Resources
- |

=

Users and Groups

ﬂ! Domains

Click on button under Built-in Reports button in the toolbar.

The Built-in Reports window with the list of reports will be displayed as shown below:

Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.

"

Built-in Reports - List of permissions for specific users and groups on files @
Step 10of3 : Select Report
Select a report from the available Built-in Reports. Ff-
Descriofs
=k % Permissions escription
: . - : This report lists the file
@ List of permissions for specific users and groups on folders permissions assigned to a
@ List of permissions for folders specific user/group
@ List of permissions for specific users and groups on files account.
‘- [F] List of permissions for fles
Next ] [ Close

Click Next to Proceed to the Next step.
Step 2: Select User/Group Accounts:

Select user and/or group accounts for which you would like to view the permissions for
folders/files.
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" "y

Built-in Reports - List of permizsions for specific users and groups on files @
Step 2 of 3 : Select User/Group Account(s)
Select user andjor group accounts For which wou would like to view the permissions on FilesFolders, Ff-

Enter account name : i Add to list 'ﬁ

Accounts from domainiserver; [ Browse and Select ]

Accounts from Scan Profiles (UsersfGroups): [Frequent Scans v] .;ﬁ;.

Selected Accounts:

Account Mame Account Type Remove

Adventureladminuser

AdventurelAlan
Adventure|Alex
Adventure|Michael
BuiltinhAadministr atars

4 L k

[ ook | [ ) [ cose |

» Enter the name of User/Group in domain\account name format and click Add to
List to add the name to selected accounts list.

> Use Select a Scan Profile (Users/Groups) option to use the users and groups
added in the profile.

» Use Browse and Select option to retrieve users and groups from servers or
Scan Profile (Computers).

Select Accounts @

Wiew and Select Accounts [ zers/Groups] available from computers displayed below.

e Scan Profiles {Computers) i
Sample Scans

S Domains

- DISCOVERY

(. PATHFINCER:

; - Dornain Controllers

m

=) RDS4

(] ros4\admiristrator

RODS4\adminuser

(] ros4iGuest B

Find:  Guest @ [ ok ][ Cancel

Use the Find option to search desired user/group accounts. Click Next to Proceed.

64



CHAPTER 3 - Built-in Reports

Step 3: Select Shared Folders

Select one or more servers to retrieve available shares.

Built-in Reparts | gajact Shares @ |£
Step 3 of 3 : 95 Wiew and select Shares and Folders available From computers displayed below,
Enter the bl g st af LIMC Hf-
falder paths F Ll k;&
properties for
- Scan Profiles {Computers) -
S S =Mo Profile found, Configure using Scan Profiles Manager, =
SharefFolder 1|
[E - Dimiains
Scan Profile El ADVEMTURE =
El Domain Controllers
T L, e
Folder Path - R49 Evel Add From
pRes -[7] \iRD4% Address '
RO ADMIT ] \RD4S4ADHINS =
VIRDGNCE 3 R
\IRD4%\D4 ] iRD4acE
VIRD4TES -] iiroaiog A
VIRD49Excha ~[] rD4atEs
VRD49F4 ~[] WRD49EchangeORE
1RD431HS g |roaoiFs . v
«
l ] yiRD4sict - :

Do not displ older Options
oK ] l Cancel ]

[ Back H Einish H Close

|

Step 3 of 3 : Select Shared Folder(s)
Enter the tull path of a Share or Shared Faolder, Click Add From to load the lisk of shares, Import toimport a list of UMNC Hf-
faolder paths From a text file, Select a Falder in the list below and Click Edit Folder Options to modify the defaulk %
properties For scanning each Folder,

SharefFolder UM Path:

Built-in Reports - List of perrmissions for specific users and groups on files @

Do not display files that have the same permissions as the parent Folder Edit Folder Cptions

Include group membership information
Include SID

Scan Profile (Shares): | Sample Scans "l 'ﬁ

Falder Path Indude sub-Folders Folder level # | | Add From
WRD49 Address True all

VWRD4ADMINE True all
WRD491CH True Al - (W ——
VROD4NDE True all
VROYNES True all i

VWRD49 ExchangeOaB True all

VWRD4FE True all

VRD49HE True al o

4 | i F

| Back || mnish || close
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You may also type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add, to add it to the list. In addition, you may also import a
list of UNC paths to shared and non-shared folders from a text file by using the Import
button.

Folders that have identical permissions as the parent folder would show up with "Same
as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This
option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder"
option would be enabled by default.

ARKWE defaults to scanning all the sub-folders under a given shared folder. If you want
to change the Include sub-folders and Folder level options click Edit Folder Options.

Faolder Options @

Folder Path:

-

Include sub-folders

-

[ Traverse only|1 levells) of sub-folder in the share

-

[] Apply this setting to all folders in list oK ] I Cancel ‘

Click OK to Proceed.
Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report
window as shown below:

o) Built-in Reparts - List of permissions for specific users and groups on files EI@
|0y Refresh Data | = Export |5 E-mail Find =2
Report Details
Report Name : List of permizsions for specific users and groups on files
Generated on: 21 Jul, 2011 03:58:04 PM Status: Canceled
z::‘anre E:{:er.fFile Lglrieer.fFilc ?;If:rf Orvner e ?Yc’::eount ?Yc,:::ss r:fembe Inherite Security ipply To i
: BUILTIM}Adrinis 1\RO49Address Address  |Falder | NT AUTHORIT] 5-1-5-32 Alias Allawy es Full Cantral This Falder, subfolders ane
ADYWENTUREVadN YWRD494NTFS Securil NTFS Secd Folder | ADWENTURE S 5-1-5-21 User Allow Mo Full Control This folder, subfolders anc
BUILTIM Adminis Y\RD494NTFS Securil NTFS Secd Folder | ADWENTURE S 5-1-5-32 Alias Allow Mo Full Control This folder, subfolders anc
VIRD4915YSYOL SWSYOL | Folder | BUILTIMVAdmin 5-1-5-32 Alias Allow Mo Create Folders [ App This folder only =
‘Write Atkributes This Folder only
wirite Extended Atkr This Folder only
Read Permissions | This folder only
Change Permissions| This folder only
Read Extended Attr This folder only
Read Attributes This Folder only
Take Ownership This Folder only
Create Files | Write | This folder only
~hanne Permiccinne Subfolders and Files ankbe
F I [3
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How to View Built-in Permissions Reports?
List of Permissions for Files

This report allows you to view the associated permissions for specific files.

r

Built-in Reports

|% Permissions
'ﬂ Shares and Resources
- |

=

Users and Groups

i O :
Click on @ “omains button under Built-in Reports button in the toolbar.

The Built-in Reports window with the list of reports will be displayed as shown below:

Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time.

Built-in Reports - List of permissions for files @
Step 1of 2 : Select Report
Select a report from the available Builtn Reports, E,—
= Permissions Description

This report lists the
permissions assigned to
-[§] Ust of permissions for folders files under a specific folder.

-[§] LUst of permissions for spedific users and groups on files

-[8] Ust of permissions for spedfic users and groups on folders

ISl List of permissions for files

Mext ] [ Close

Click Next to Proceed to the Next step.
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Step 2: Select Shared Folders:

Select one or more servers to retrieve available shares

Built-in Reports - List of permissions for files

Step 2aof2 Selechcosmontcy Bou Chasod Eald

Enter the tull path ol
folder paths From a
properties For scann|

SharejFolder UNC Pa

Scan Profile (Share

Folder Path

V\RD49\Address
RD4ADMING
VROD4CE
WRD43\D§
WRD4SES
WRD4ExchangeOd
WRD49FE
VRD42\HE
4

Select Shares
‘Wiew and select Shares and Folders available from computers displayed below,

S5

Do niok display File
Include group me
Include SID

Scan Profiles {Computers)

- <Mo Profile found, Configure using Scan Profiles Manager, =

- Domains
- ADYEMTURE

Dormain Controllers

-] D49
-[] 1IRD49\Address
~[] 1RO ADMING

-] viRDeoice
1RD494DE

-] 1iRD49tES
] 1IRD49\ExchangeOAE
-] 1iRD4aFS
-] virDaoics

m

m

Jild

}

Iopkions

Ok

|

Cancel I

Add From

Impork

Remove

Back,

I I Finish

|| close

-

Built-in Reports - List of permissions for files

Step 2 of 2 : Select server(s) for Shared Folders-list
Entet the Full path of a Share or Shared Folder, Click Add From to load the list of shares, Innport toimport a list of LNC
folder paths From a kext File, Select a Folder in the list below and Click Edit Folder Options o modify the default
properties For scanning each Folder.

Share/Faolder LMNC Path:

Scan Profile (Shares): | Sample Scans - 'ﬁ

(]

-

Do nok display files that have the same permissions as the parent folder Edit Folder Options

Include group membership information
Include SID

Falder Path Include sub-folders Falder level * | | Add From
NRO4MAddress True all —
{RD4SADMING True al | Impart_|
WRD4CE True all £ | T ———
VZRO4DE True all l%
VROYNES True all

VRO4NExchange0aB True all

VROYANFE True all

VWRD49HE True all -

4 I 3

Back.

|| Emish || close
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You may also type the UNC path of a folder that is not in the list, such as a folder that is
not shared, and then click Add, to add it to the list. In addition, you may also import a
list of UNC paths to shared and non-shared folders from a text file by using the Import
button.

Folders that have identical permissions as the parent folder would show up with "Same
as parent" in User Name and/or Security fields in the report. However, if you do not
want folders with identical permissions as the parent folder reported, then select Do not
display folders that have same permissions as the parent folder option. This
option will not report folders with identical permissions as the parent folder.

NOTE: The "Do not display folders that have same permissions as the parent folder"
option would be enabled by default.

ARKWE defaults to scanning all the sub-folders under a given shared folder. If you want
to change the Include sub-folders and Folder level options click Edit Folder Options-
folders and Folder level options click Edit Folder Options.

Folder Cptions @

Folder Path:

.

Include sub-Faolders

e

[ Traverse only|1 = level(s) of sub-folder in the share

|:| Apply thiz zetting to all folders in list Ok ] ’ Cancel ]

Click OK to Proceed.
Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report
window as shown below:

8- Built-in Reports - List of permissions for files EI@
1@ Refresh Data | ;5 Export | 5 E-mail Find 5]
Repart Details

Report Mame :  List of permissions for files

;;I[cr:erIFile ;:;nzrfile ;\?Lie” s Uszer Mame Security Inheritec Apply Tao i
1 RD45 Eest] testl Folder | BUILTIMN'Administrat Unknown Account | Allow - Special Accem This folder, subfalders and Files
BUILTIM\ Administrat Allows - Full Contral [Mo This Falder only
Allaws - Special Acces Mo This falder, subfolders and files L
PATHFINDER \admint Allaw - Full Contral | Mo This folder, subfolders and files 1
PATHFINDER \crouch Allow - Special Acces Mo This folder, subfolders and files
Everyone Allaws - Special Acces Mo This falder, subfolders and files
Unknown Account | Allow - Special Acce:Mo This folder, subfolders and files
PATHFINDER | Twst | Allow - Special Acces Mo This folder, subfolders and files
Allows - Special Acce: Mo This folder and subfolders
Application Data Fol Folder | BUILTIMAdministr af Unknown Account | Allow - Special Acces Yes This folder, subfolders and files
BUILTINY Administral Allow - Special Acces Yes This folder, subfolders and files |
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4.3 How to View Built-in Reports for Shares and Resources?

Shares and Resources Reports

The Shares and Resources reports can be generated against domain(s) and specific
server(s) as well.

L]

Built-in Reports

% Permissions
|'5 Shares and Resources
5

-

Users and Groups

;‘E! Domains

Click on
toolbar.

button under Built-in Reports in button in the

The Built-in Reports window with the list of reports will be displayed as shown below:
Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time. Click
Next to proceed to the next step.

Built-in Reports @
Step 1 of 3 : Select Report

This window shows the lisk of Built-in reports available for the selecked Builk-in report category, Select any E;
Repork ko proceed, 3

[=)uf% Shares and Resources
------- [E] List of shares

‘- [E] List of Shares with permissions

Close
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Step 2: Select Domain (s) / Server(s)

Select the server(s)/Domain (s), for which the report needs to be generated.

The default option selected is All Domains, for all the reports.

g

Built-in Reports - List of Shares with permissions

Step 2of 3 : Select Domain(s)/Server(s)

You can either generate the report across domains by selecting All Domains or for a spedific
domain/server by selecting the Select Domain/Server option, This report can also be generated
spedifically for a single server by selecting the Server option,

() All Domains

@ Select Domain/Server
..... .E_' RD&3 -~
----- RESEARCHLAB
-1} VOYAGER

EI [V} Domain Controllers

Yo

=-[ W Servers

....... RD41
- RD43 -

(7 Select Scan Profile: | —Select a Profile—

m

[k ][ men

Click Next to proceed to the next step.
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Step 3: Select Report Criteria

To view the part of the report that is of more significance, change the report criteria
settings. Only the data that matches the specified criteria will be displayed in the
generated report.

Iy =

Built-in Reports - List of Shares with permissions @

Step 3o0f 3 : Select Report Criteria

To view the part of the report that is of more significance, change the report criteria settings, Only the Ef-‘
data that matches the specified criteria will be displayed in the generated report,

Share Tyvpe:
Fu:ulder Share
L[] &dimin Share

Back. ]’ Einish ]’ Close

Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report
window as shown below:

a5 Built-in Reports - List of Shares with permissions E@
@ Refresh Data | |:z¢ Export | 5g E-mail Find =
Report Details
Report Name: List of Shares with permissions.
Generated on: 30 Dec, 2014, 11:04:16 AM Status: Success
Domain/Server Share Name Path User Name: Security IL‘J::ismum Comment i
e o S e ey
N =3 (a3} Admin Share Unlimited Default share
Ds$ D:\ Admin Share Unlimited Default share
Folder D:'Folder BUILTINYAdministrators Allow - Full Control | Unlimited
D:'Folder Everyone Allow - Full Control | Unlimited
latest setup D:\atest setup BUILTINYAdministrators Allow - Full Control |Unlimited Latest Setup Share
D:Vatest setup Everyone Allow - Full Contral | Unlimited Latest Setup Share 5
Module D:\Module BUILTINYAdministrators Allow - Full Control | Unlimited
D:'\Madule Everyone Allow - Full Contral | Unlimited
NETLOGON C:iWindows\SYSVOL\sysvol\Woyager local\SCRIPTS | Everyone Allow - Read Unlimited Logon server share
C:\Windows\SYSVOL\sysvol\Woyager local\SCRIPTS | BUILTINYAdministrators Allow - Full Contral | Unlimited Logon server share
NTFS Share C:\TFS Test Folder \WTFS Share VOYAGER \adminuser3 Allow -Full Control | Unlimited
NTFS Test Folder C:\NTFS Test Folder Everyong Allow - Read Unlimited
Share Di\share Everyone Allow -Full Control | Unlimited
D:\Share BUILTINYAdministrators Allow - Full Control | Unlimited
share22 D:\share22 BULLTIN‘Administrators Allow -Full Control | Unlimited
D:\share22 Everyane Allow - Full Control | Unlimited
SPListy Target D:\SPListX Target BUILTINVAdministrators Allow - Full Contrel | Unlimited
D:\SPListx Target Everyone Allow - Full Contrel | Unlimited =
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List of Reports:

Report Name

Description

List of Shares

Reports all the shares and their
properties excluding the permission
information.

List of Shares with Permissions

Reports all the shares and their
properties including the permission
information.
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4.4 How to View Built-in Reports for Users and Groups?

Users and Groups Reports

The Users and Groups reports, contains reports that can be generated against domain(s)
and specific sever(s) as well.

Click on
toolbar.

The Built-in Reports window with the list of reports will be displayed as shown below:

r

Built-in Reports

% Permissions
.ﬂ Shares and Resources

|3!‘ Users and Groups

ﬂﬂ_' Domains

Step 1: Report Selection

button under Built-in Reports in button in the

Select the report to be generated. Only one report can be generated at a time. Click
Next to proceed to the next step.

Built-in Reports - List of User accounts
Step 1 of 3 : Select Report

This report lists all Built4n and Custom User accounts in a machine.,

[E] List of Users and Groups

B

@ List of Local and Global groups

[E] List of disabled user accounts

[E List of locked-out user accounts

@ Password settings of all user accounts (Password never expires etc,)
@ Members of Local Administrators group

@ Log on rights assigned for all accounts (Log on locally etc.)

@ Privileges assigned for all accounts

@ Group membership with nested groups

Mext

|| close
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Step 2: Select Domain (s) / Server(s)

Select the server(s)/Domain (s) or Select a Scan Profile, for which the report needs to be

generated.

The default option selected is All Domains, for all the reports.

g =

Built-in Reports - List of User accounts @
Step 2of 3 : Select Domain(s)/Server(s)
You can either generate the report across domains by selecting All Domains or for a spedific Ef-‘
domain/server by selecting the Select Domain,/Server option, This report can also be generated h&

spedifically for a single server by selecting the Server option,

All Domains

@ Select Domain/Server

gk Add Domains
T researcrag
]

[T TREELAE

Select Scan Profile: | —Select a Profile—

(o ) [ o ] [ oo

Click Next to proceed to the next step.
Step 3: Select Report Criteria

To view the part of the report that is of more significance, change the report criteria
settings. Only the data that matches the specified criteria will be displayed in the

generated report.
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Built-in Reports - List of User accounts

Step 3of 3 : Select Report Criteria

To view the part of the report that is of more significance, change the report criteria settings. Only the
data that matches the specified criteria will be displayed in the generated report,

User Type:

Back ] ’ Einish

||

Close

Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

Report Details

g Built-in Reports - List of User accounts
|y Refresh Data | i3 Export |QE-mail

Report Name: Listof User accounts

Find

(B=%| R =

Domain/Server

User Name

» RESEARCHLABIRDE0

Administrator Built-in User =

Description

FS

Guest Built-in User
krbtgt Custom User
adminuser1 Custom User
alex Custom User
andy Custom User
bennoit Custom User
david Custom User
£53n Custom User
gavin Custom User
ilia Custom User
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List of Reports:

Report Name

Description

List of Users and Groups

Reports both the user and group accounts.

List of User accounts

Reports only the user accounts. This report
lists both built-in and custom users.

List of Local and Global groups

Reports only the group accounts with member
information. This report lists all Local groups
for all the servers and also the Global groups if
the server happens to be a PDC.

List of disabled user accounts

Reports only the user accounts, both built-in
and custom, that have been disabled and/or
otherwise.

List of locked-out user accounts

Reports only the user accounts, both built-in
and custom, that have been locked out and/or
otherwise.

Password settings of all user
accounts (Password never
expires etc.)

Reports password settings of the users’ viz.,
Password never expires, User must change
password at next logon, User cannot change
password.

Members of Local
Administrators group

Reports user and/or group members for the
given group(s).

Log on rights assigned for all
accounts (Log on locally etc.)

Reports user and/or group accounts having the
logon rights viz., Log on locally, Log on as a
service, Log on as a batch job.

Privileges assigned for all
accounts

Reports the assigned privileges for both user
and group accounts.

Group membership with nested
groups

Reports all the members of a group along with
their sub-group members.
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4.5 How to View Built-in Reports for Domains?

Domains Reports

Domain Reports are generated across for the entire domain.

L]
Built-in Reports
- Permissions
I% Shares and Resources
fé‘ Users and Groups
Click on @ Domains button under Built-in Reports in button in the
toolbar.

The Built-in Reports window with the list of reports will be displayed as shown below:
Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time. Click

Next to proceed to the next step.

Built-in Reports - List of trusted and trusting domains

Step 1of 3 :5Select Report

This window shows the list of Built-n reports available for the selected Built-in repart categary., Select any Ef-
Report to proceed. 3

ack Mext ] ’ Close
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Step 2: Select Domain (s) / Server(s)

Select the server(s)/Domain (s) or Select a Scan Profile, for which the report needs to be

generated.

The default option selected is All Domains, for all the reports.

.

Built-in Reports - List of trusted and trusting domains
Step 2of 3 : Select Domain(s)/Server(s)

You can either generate the report across domains by selecting All Domains or for a spedfic domain by 2
selecting the Select Domain option. H&
() All Domains
@ Select Domain
gp Add Domains
- RESEARCHLAB
.] |l TREELAB
[ ) yssLAR
(7 Select Scan Profile: | —Select a Profile— (i}
[ Back ] [ Mext ] [ Close

Click Next to proceed to the next step.
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Step 3: Select Report Criteria

To view the part of the report that is of more significance, change the report criteria

settings. Only the data that matches the specified criteria will be displayed in the

generated report.

Step3of3 : Select Report Criteria

To view the part of the report that is of more significance, change the report criteria settings. Only the
data that matches the specdified criteria will be displayed in the generated report.

TrustedTrusting Domains:

Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

|Gy Refresh Data | ;5 Export | 5 E-mail | Find (5]
Report Details
Report Mame : List of trusted and trusting domains
Domain Name Eﬁ:’}} Trusted Trusting
|_P_I| RESEARCHLAB VS5LAB
CHILD fes fes
TREELAB fes fes
WESLAB RESEARCHLAE ‘fes Yes
VOYAGER. fes fes
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List of Reports:

Report Name

Description

List of trusted and trusting domains

Reports the trusted and/or trusting

domains.

List of machines with their OS and

service pack

Reports the configuration information of

all the servers in the domain(s).

List of Windows Servers

Reports the OS installed in all the

servers in the domain(s).

List of Domain Controllers

Reports the Primary and/or Backup

Domain Controllers in the domain(s).

List of Application servers (1IS,

Exchange Server, SQL Server etc.)

Reports servers running IIS and/or
Exchange Server and/or SQL Server in

the domain(s).

List of machines that run TCPIP services
(FTP, telnet etc.)

Reports Servers running network
services viz., TCP/IP, FTP, and Telnet in

the domain.

List of machines that have auditing
enabled (or disabled)

Reports the Auditing status of servers in

the domain(s)...
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Chapter

5 System Information
5.1 About System Info

This page covers the following topics:

> Introduction
> Prerequisites and Initial Configuration

> System Info reports

Introduction

The System Info feature provides significant hardware and software inventory-based
reports that can be generated across domains. Further, all the System Info reports can

also be scheduled for off-line generation using the Power Export tool.

Please be aware that the System Info feature uses WMI (Windows Management
Instrumentation) to collect report data. Hence, all System Info reports require WMI to be
installed and enabled on the source computer and target computers. For more

information refer to "Prerequisites and Initial Configuration" section.
Prerequisites and Initial Configuration

The System Info feature uses WMI to collect report data. WMI uses DCOM protocol and
is affected by Windows Firewall and DCOM security settings. In order to generate System
Info reports both Windows Firewall and DCOM must be properly configured. Windows
Firewall and DCOM, when not properly configured on your remote computers, can cause
errors such as an "RPC Server Unavailable" error or an "Access is denied" error. Also,
ensure that the current user context or specified user context, under which the

application runs, is a local administrator on target computers.

In order to generate System Info reports ensure the following settings are set

appropriately:

> Remote Administration setting is enabled on Windows Firewall. By default, Windows

Firewall blocks all unsolicited incoming traffic except for Group Policy. This is a
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>

common issue you might encounter while generating System Info reports. To
resolve this issue, you need to enable the remote administration setting on the
Firewall. For more information see Technical FAQ #19. For more information about
configuring the Windows Firewall connections with a script, see
http://www.microsoft.com/technet/community/columns/scripts/sg1104.mspx#EJAA
WMI is installed and the Startup Type for WMI service is set to Automatic and the
service is running under Local System Account.
DCOM is enabled and ensure that security settings for DCOM allow remote
connections
1) Run the DCOM Configuration Utility (dcomcnfg.exe)
2) In the Component Services dialog box, expand Component Services,
expand Computers, and then right-click My Computer and click Properties
3) In the My Computer Properties dialog box, click the Default Properties
tab
4) Select Enable Distributed COM on this computer
5) The Default Authentication Level is set to Connect and the Default
Impersonation Level is set to Identify in Windows XP and later operating
systems. For Windows NT, however, the Default Authentication Level is set
to Connect and Default Impersonation Level is set to Impersonate
6) The default DCOM security settings for Access Permissions and Launch
and Activation Permissions in the COM Security tab in the My Computer
Properties dialog includes at least INTERACTIVE, SYSTEM and Administrators
In Windows XP SP2 and later operating systems the SERVICE account is granted
Impersonate a client after authentication right under User Rights
Assignment under Local Policies
The Data Execution Prevention in Windows XP SP2 and Windows 2003 SP1 is

enabled for essential windows programs only

System Info Reports: The System Info feature provides reports on the following

resource categories:

vV V V V V V VYV V

Network Configuration
Operating System & Hot Fixes
Printer Info

Hardware Info

Display Configuration

Internet Explorer Configuration
Current Status

Environment Info
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5.2 How to View Network Configuration Reports?

S}rstﬁnfn ’
|& Metwork Configuration
‘: Operating System & Hot Fixes
&.L Printer Info
& Hardware Info
B Display Configuration
& Internet Explorer Configuration
& Current Status
Click on B Enwironment Info

Configuration information available under each tab as listed below.

under System Info button to view Network

NOTE: For information on restricting the domain scan for generating Network

Configuration reports, please see How to scan specific servers in a domain?

Click == P Configuration | tab to view the following information: Network Adapter Name,
IP Address, Subnet Mask, DHCP Enabled, Default Gateway, DHCP Server, DNS

Servers, DNS Domain DHCP Lease Obtained, and DHCP Lease Expires.

2, Network Configuration - IP Configuration (RESEARCHLAB) o= ]
@ Refresh = | ;5 Export | TP Filter | B3 Customize | 5 E-mail <]
Note: All System Info reports require Wi to be installed and enabled. Click here for more information...
B@ Enterprise - NETWOF{KC(| k. IP Configuration E"- Login Profiles | M@ Metwork Adapters | =— Network Protocols
RESEARCHLAB Generated on: 20 Mar, 2013, 03:21:21 PM Status: Success Filter: Not Applisd
.../ TREELAB o~
= Host Name Network AJARIEr 1o 4 jiress Subncy DHCP Enabled Pefout DHCP Server
Mame Mask Gateway
RO30 [00000D012] Microsg 10.10.10.30 255000 Yes 10.10.10.6 10.10.10.1
s 10.10.10.1 1010101
10.10.101 =
1 [P T—— . RO11 [COOO0012] Microsg 10.10.10.83 255000 es 10.10.10.1 10.10.101
es 1010101 57
gk Add Domains | | ¢ [ m b
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Click Iwﬂl tab to view the following information:

Name, and Last Logon to Computer.

Note: All System Info reports

=-f3 Enterprise - NETWORKC(

2. Network Configuration - Login Profiles (RESEARCHLAB)
|y Refresh - | ;3 Export F Filter Customize g E-rnail

uire Whil to be installed and enabled. Click here for more information...

| = 1 configuration | &4 Login Profies | B Network Adapters | =~ Network Protocals |

Find

Host Name, Account

Generated on: 20 Mar, 2013, 03:26:05 PM

Status: Success Filter: Not Applied

Host Name Account Name

Last Logon to Computer

4 m 3

RO30

NT AUTHORITYWLOCAL SER

NT AUTHORITYWWETWORK

TREELAB\adminuser2

32002013 3:24:47 PM

RESEARCHLAB\adminuser!) 32002013 11:59:64 AM

RESEARCHLAB\adminuser2) 32002013 3:24:47 PM

RESEARCHLABadminuserd 320/2013 3.13.49 PM

RESEARCHLABADmInistrat 3192013 4:12:35 PM

VESLAB\adminusert

2002013 11:59:54 AM

gk Add Domains

VESLAB\adminuser?

J2002013 3:24:47 PM

-

m

Click | B Network Adapters | tab to view the following information:

Name, Adapter Type, Adapter ID, Description, and Physical Address.

k C(Jllr i - N

'%!'u‘_

k Adapters (RESEARCHLAR)

|0 Refresh = | 3 Export | F Filter R Customize IgE-maiI

Note: All System Info reports reguire Wil to be installed and enabled. Click here for more information...

E-F Enterprise - NETWORKCY(

4 T 3

ok Add Domains

| -+ P configuration | &y Login Profiles | B NetworkAdapters | =— Network Protocols

Find

Host Name, Adapter

Generated on: 20 Mar, 2013, 03:28:36 PM

Status: Success

Fitter: Not Applied

»

m

Host Name  Adapter Name Adapter Type Adapter ID Description Physical Address
ROD30 WAN Miniport (S51 {4AEGB55C-60D6-¢ WAN Miniport (537

WAM Minipart (IKE] {CB94342D-DEED- WAN Miniport (IKE]

WAN Miniport (L27] {B69TIELD-CF44-4) WAN Miniport (L2T]

WAN Miniport (PPT {F93EBTE6-8968-4] WAN Miniport (PPT

WAN Minipart (PPR {6A16EDEB-24DF-¢ WAN Miniport (PPR

WAM Miniport (IPv {F4373218-ED19-4] WAN Miniport (IPv

WAN Miniport (Mefy {B356FE17-48EE-4) WAN Miniport (Net

Intel(R) 82579LM = Ethernet 802.3 {59009FCO-1174-4( Intel(R) 82579LM G C8:9C:DC:6B:D8:C7

Microsoft ISATAP 4 Tunnel {36393700-300C-4 Microsoft ISATAP A

WAM Miniport (IP) {66513FCE-F1B9-4 WAN Miniport(IP)
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Click | Network Protocols | 1) 5 view the following information: Host Name, Protocol

Name, Description, and Installed Date.

03 Refresh ~

2 Network Configuration - Network Protocols (RESEARCHLAR)
Export | T Filter Customize
Note: All System Info reports require VWWMI to be installed and enabled. Click here for more information...

g E-mail

Find

ok Add Domains

MSAFD Tepip [UDPAP]

E-f Enterprise - NETWORKI | -k IP Configuration | iy Login Profiles | i 5] NetwurkAﬁapters| <~ Network Protocols
RESEARCHLAB Generated on: 20 Mar, 2013, 03:30:45 PN Status: Success Filter: Not Applisd
TREELAB Host Mame Protocol Name Description Installed Date o
RO30 MSAFD Tepip [TCPRIP] @%SystemRoot¥\system32itcy 33002012 10:29:18 PM
MSAFD Tepip [UDPAR] @%SystemRoot%\system32tey 3/30/2012 10:28:18 PM
MSAFD Tepip [TCRIPYE] @%SystemRoot3\system32itcy /302012 10:28:18 PM =
MSAFD Tepip [UDP/PYE] @%SystemRoot%\system32icy 33002012 10:28:18 PM
REVPTCPvE Service Provider | REVP TCPvE Service Provider
RSVPTCP Service Provider | RSVPTCP Service Provider
RSVP UDPvE Service Provider | RSVP UDPvE Service Provider
RSWP UDP Service Provider | RSVP UDP Service Provider
Aol m v | RO MSAFD Tepip [TGPAP] @%SystemRoot%\system32itcy 7/2011 10:47:35 AM

@%SystemRootl\system32itcy 72011 10:47:35 AM
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5.3 How to View Operating System & Hot Fixes Reports?

8 .

System Info

Metwork Configuration
Operating System & Hot Fixes

Printer Info

(5 & Ol A g e

Hardware Info

Display Configuration

Internet Explorer Configuration
Current Status

Click on Envirenment Info under System Info button to view OS and

Hot Fixes information available under each tab as listed below.

NOTE: For information on restricting the domain scan for generating Operating System

and Hot Fixes reports, please see How to scan specific servers in a domain?

Click | Operating System Configuration | 21 to view the following information: Host Name,

Operating System, Service Pack, Version, Product ID, Build Type, Total Virtual
Memory (MB), Installed Date, Time Zone, and Page File Location(s).

|0 Refresh + | ;3 Export | 5F Filter |Cust0rmze ||gE—ma|I | Find ﬁl
Note: All System Info reports reguire Whilto be installed and enabled. Click here for moere information...

E@ Enterprise - OPERATING ”?ﬂ Operating System Configuration @ Hot Fixes.

{8} RESEARCHLAB Generated on: 20 Mar, 2013, 03:49:30 PM Status: Success Fitter: Not Applied
""" &, TREELAB Host . Service . !
Name Operating System Pack Version  Product ID Build Type
RO30 Microsoft Windows Server 2008 R2 Enterprise | Service Pack 1 | 6.1.7601 | 56041-625-5052596-1 Multiprocessor
RO11 Microsoft Windows Server 2008 R2 Standard | Service Pack 1 | 6.1.7801 | 55041-628-5062896-f Multiprocessor
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Click tab to view the following information: Host Name, Hot Fix,
Description, Installed By, Installed Date, Fix Comments, and Service Pack.

|0 Refresh « | i3 Export |5 Filter |Cust0mize |@E-mai|
Note: All System Info reports reguire W1 to be installed and enabled. Click here for more information...
=3 [ Operatng System Confguratin | g Hol Fies
B} RESEARCHLAB Generated on: 20 Mar, 2013, 03:54:01 PM Status: Success Fitter: Not Applied
Host Name: Hot Fix Description Installed By Installed Date Fix Comments |
RDO30 KB9584588 Update RESEARCHLAEI\adminuser'I_:
KBST8502 Update
KBS76932 Service Pack
RO11 KBITE902 Update

4k Add Domains

KBa76532

Service Pack
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5.4 How to View Printer Configuration Reports?

8 .

System Info

Metwork Configuration
Operating System & Hot Fixes

Printer Info

Hardware Info

Display Configuraticn

Internet Explorer Configuration
Current Status

(5 & W A 0T B

) Envircnment Info . .
Click on under System Info button to view Printer

Configuration information available under each tab as listed below.

NOTE: For information on restricting the domain scan for generating Printer

Configuration reports, please see How to scan specific servers in a domain?

= Printers |
Click L tab to view the following information: Host Name, Printer Name,

Description, Location, Share Name, Port Name, and Driver Name.

|0 Refresh ~ | i3 Export | 5F Filter |Cust0m|ze ||QE—ma|I | Find ﬁl
Note: All Svstem Info reports require ¥l to be installed and enabled. Click here for more information...

-3 Enterprise - PRINTER INJ| &a Printers |

{8} RESEARCHLAB Generated on: 20 Mar, 2013, 03:55:34 PR Status: Success Filter: Not Applied
o @ TREELAB . - . Share )
Host Mame Printer Mame Description  Locatien Name Port Name: Driver Mal
RD30 Microsoft XPS Document Writer XPSPort: Microsoft
RO Microsoft ¥XPS Document Writer ¥PSPort: Microsoft

gk Add Domaing | | 4 m ¥
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5.5 How to View Hardware Configuration Reports?

8

Systemn Info

Metwork Configuration
Operating System & Hot Fixes

Printer Info

Hardware Info

Display Configuration
Internet Explorer Configuration
Current Status

Environment Info

ek L FECET-"

Click on
Configuration information available under each tab as listed.

under System Info button to view Hardware

NOTE: For information on restricting the domain scan for generating Hardware

Configuration reports, please see How to scan specific servers in a domain?

Click tab to view the following information: Host Name, Number of
Processor(s), System Model, System Manufacturer, System type, Total Physical
Memory (MB), BIOS Version, Boot Device, Windows Directory, System
Directory, System Locale, Processor(s), Network Adapter(s), IP Address,
Disk(s), Disk Capacity (GB), and Number of Partitions in Disk.

o= Hardware Info - Summary (RESEARCHLAE) =n =
|y Refresh = | ;5 Bxport T Filter Cu:tomize g E-rnail Find 5]
Note: All System Info reports reguire WHito be installed and enabled. Click here for more information...
-3 Enterprise - HARDWAREI| 24 summary | > BIDSnfo | Z} Processors | W physical Memory | <5 Disk Drives
RESEARCHLAB Generated on: 20 Mar, 2013, 04:00:14 PM Status: Success Fitter: Not Applied
o TREELAB Total
Host Number of System System System Physical . .
Name Processor(s) Model Manufacturer Type Memory EESEE HooClevice
(MB)
RD30 1 Veriton Series | Acer xG4-based PC | 16204.95 ACRIYS - 1072009 \Cevice\Harddi
RO11 1 Vetiton Series | Acer x84-based PC | 7998112 ACRSYS - 2011013 \Cevice\Harddi
4 n 3
ok Add Domains || ¢ i C
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Click tab to view the following information: Host Name, BIOS Name,

Version, and Release Date.

£ o
i E i i | Find B

| Refresh - | i Export | 7 Filter | B Customize |53 E-mail
Note: All Svstem Info reports reguire Whil to be installed and enabled. Click here for more information...

Eg Erierprise—l-lﬂRDWﬁRElJ;ﬁ E‘A.mmry| . BIDSInfo IB Processors | 8 Physical Memory | 3 Dlskl]'ives|
{E) RESEARCHLAB Generated on: 20 Mar, 2013, 04:04:15 PR Status: Success Fitter: Not Applied

&) TReeLAB Host Name BIOS Name Version Release Date
RD30 BIOS Date: O7/20/11 12:22:31 Ver: 04.06.04 | ACRSYS - 1072009 712002011
RO41 Default System BIOS ACRSYS - 20110131 13112011

4k Add Domains

Click tab to view the following information: Host Name, Processor,

Type, Description, Version, and Number of Processors.

|Gy Refresh = | 5 Export | 5 Filter | Customize ||gE mail | Find
Note: All System Info reports require YWhil to be installed and enabled. Click here for more information...
B-{3 Enterprise —HﬂRDWAREIJ;ﬁ Summary [ > BOSInfo| Al Processors [Wm physical Memory [ <2 Disk Drives|
@ RESEARCHLAB Generated on: 20 Mar, 2013, 04:05:57 P Status: Success Fiter: Not Applizd
Host - . Number OF
e Processor Type Description Version Pro =
RO30 Intel(R) Core(TM) i5-2320 GPU 4 Central Processor | Intelé4 Family 6 Model 42 Step 1
Intel(R) Core(TM) i3 CPU Zentral Processor | Intelé4 Family & Model 37 Step 1

Click |8 _Physical lemory | tab to view the following information: Host Name, Memory

Identifier, Type, Capacity (MB), and Memory Bank.
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-

@y Refresh |50 Export |5 Filted
Note: All System Info reports r

B-Fg Enterprise - HARDWARE]
‘..[ ) RESEARCHLAB

dh Add Domains

r | B Customize | =g E-mail

uire Vhl to be installed and enabled. Click here for more information. ..

| 5 summary | > Bi0Snfo | [} Processors | B Physical lemory s Disk Drves |

=)

| Find

‘Generated on: 20 Mar, 2013, 04:08:32 PM

Status: Success

Fitter: Not Applied

Host Name IMemory dentifier Type Capacity (MB) Memory Bank
RD30 Physical Memory 0 Unknown 4096 BANK1
Physical Memory 1 Unknown 40985 BANKZ
Physical Memary 2 Unknown 4096 BANK3
Physical Memory 3 Unknown 4096 BAMNK4
RD11 Physical Memory 0 Unknown 4096 BANKD
Physical Memory 1 Unknown 2048 BANK1
Physical Memory 3 Unknaown 2048 BANK3

Click m tab to view the following information: Host Name, Drive, Type,
Capacity (GB), Space Used (GB), and Space Free (GB).

|y Refresh |@Export |? Filter |Cust0mize |QE-maiI

Note: All System Info reports

=-f3 Enterprise - HARDWARE]

uire W to be installed and enabled. Click here for more information...

[5F summary [, BiOSInfo [ [} Processors | B® _physical Memory | = Disk Drives |

| Find

4 LI

Generated on: 20 Mar, 2013, 04:10:12 PM Status: Success Fiter; Mot Applied
Host Name Drive File System Capacity (GB) f’é’;;"" le=d Space Free (GB)
RD30 c: NTFS 118.01 38.17 (32.35%) | 79.84 (67.65%)
NTFS 347.66 274.26 (78.89%) | 73.4 (21.11%)
RD11 c: NTFS 278.46 239.24 (85.92%) | 39.22 (14.08%)
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5.6 How to View Display Configuration Reports?

8 .

System Info

Metwork Configuration
Operating System & Hot Fixes

Printer Info

Hardware Info
Display Configuraticn
Internet Explorer Configuration

Current 5tatus

B 5wl 4 6ok

Environment Info

Click on

configuration information available under each tab as listed below.

under System Info button to view Display

NOTE: For information on restricting the domain scan for generating Display

configuration reports, please see How to scan specific servers in a domain?

L

Click tab to view the following information: Host Name, Monitor Name,

DPI Setting, Screen Refresh Rate, Screen Resolution, and Manufacturer.

|0 Refresh = | ;3 Export | Filter | Customize ||g E-mail | Find ﬁl
Note: All Svstem Info reports reguire VWil to be installed and enabled. Click here for mere infermation...

%) Monttor Info | B Video Adapter Info

o IS} RESEARCHLAB Generated on; 20 Mar, 2013, 04:11:59 PM Status: Success Fitter: Mot Applied
e @ TREELAB . DRI Screen Screen
Host Name Maniter Name Setting Refresh Rate T Manufacturer
RDO30 Generic PnP Monitor 95 DPI (Standard monitor types)
RO Generic Non-PnP Monitor| 28 DPI (Standard monitor types)

4 L
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Click B Video Adapter Info tab to view the following information: Host Name, Adapter

Name, Video Mode, Color Quality, Memory Size (MB), Driver Date, Driver

Version, and DAC Type.

- 3
|0 Refresh » | ;3 Export | 5 Filter |Cust0mize ||gE-mai| | Find ﬁl
Mote: All System Info reports require W to be installed and enabled. Click here for more information...
=3 Enterprise - DISPLAYCON | @8 Moni B Video Adapter Info
@ RESEARCHLAB Generated on: 20 Mar, 2013, 04:11:59 PK Status: Success Fitter: Mot Applied
@ TREELAB Video Color Memory . Driver
Host Name Adapter Mame Vode Qualty Size (MB) Driver Date ersion
RD30 Standard VGA Graphics 6/21/2006 6.1.7600.1634
RO11 Standard VGA Graphics 6/21/2006 6.1.7600.163
L] 1 3

gp Add Domains | | 4
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- System Information

5.7 How to View Internet Explorer Configuration Reports?

System Info

8 .

Metwork Configuration
Operating System & Hot Fixes
Printer Info

Hardware Info

Display Configuration

Internet Explorer Configuration

(5 & |l A & J2 B

Click on

Current Status

Environment Info

Explorer configuration information available under each tab as listed below:

under System Info button to view Internet

NOTE: For information on restricting the domain scan for generating Internet Explorer

configuration reports, please see How to scan specific servers in a domain?

Click tab to view the following information: Host Name, Version, Cipher
Strength, Product ID, Build Number, Content Advisor, Location, and Language.

= ternet Explores

|y Refresh ~ | ;33 Export | 5F Filter |Cust0mize ||$|E-mai|

O gquration - 5u any (RESEARLRALAD

| Find
Note: All Svstem Info reports reguire Whil to be installed and enabled. Click here for more information...
INTERNET E[| & Summary |
Generated on: 20 Mar, 2013, 04:16:17 PM Status: Success Filter: Not Applied
. Cipher . Content

Host Name Wersion Strength Product ID Build Humber O Loci
RO30 8.0.7801.17514 256-bit 55041-628-5052896-84972 | 87601 Disabled CAPY
RD11 §.0.78601.17514 256-bit 5b041-628-5062896-64710 | 7801 Disabled CAPY

4 L

E‘g Enterprise -
[} RESEARCHLAB
‘... [ TREELAB
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5.8 How to View Current Status Reports?

8

Systemn Info

Metwork Configuration
Operating System & Hot Fixes
Printer Info

Hardware Info

Display Configuration

Internet Explorer Configuration

Current 5tatus

3 & @ 4 Je ke

Environment Info

Click on

under System Info button to view Current

Status information available under each tab as listed below:

NOTE: For information on restricting the domain scan for generating Current Status

reports, please see How to scan specific servers in a domain?

Click tab to view the following information: Host Name, Current Local
Time, Last Boot up Time, System Uptime, Percentage of Memory Used, CPU
Busy (in percentage), Currently Logged on User, User Logged on Since, Time

Elapsed since Logon, and Status Recorded as on.

NOTE: The Current Local Time field displays the local time of the target computer
(reported in Host Name field). The Status Recorded as on field displays the time at

which report data was collected for the respective target computer.

2 Current Status - Summary (RESEARCHLAB) =[5 |
|0 Refresh ~ | |5 Export |5 Filter [ Customize =l E-mnail Find L2

Note: All System Info reports reguire Wil to be installed and enabled. Click here for more information...

B3 Enterprise - CURRENT 57 B Summary |
RESEARCHLAB Generated on: 20 Mar, 2013, 04:22:00 PM Status: Success Fitter: Not Applied
TREELAB
Host Current Local Last Boot Up System E?:f::_lt:ge E:U Busy Currently Logged on User Log
Name Time Time Uptime ) it User on Since
Used percentage
RO30 3202013 4:22:04 PM| 320/2013 11:28:21) 0 Day(s), 4Hr(s| 85.75 7 Mo userhas logged in -
RO11 H2002013 4:22:06 PM| 32052013 10:22:16| 0 Day(s), 5Hr(s 62.38 0 RESEARCHLAB\adminuser2 | 32002013
RESEARCHLAB\adminuserd| 3/20/2013
4 nr 2
op Add Domains || 4 m b

97



CHAPTER 4 - System Information

5.9 How to View Environment Info Reports?

8 .

System Info

Internet Explorer Configuration

Current 5tatus

ﬁ Metwork Configuration

q, Operating System & Hot Fixes
E:ﬁ Printer Info

®€ Hardware Info

B2 Display Configuration

e

&

]

Environment Info

Click on
Environment Information available under each tab as listed below.

under System Info button to view

NOTE: For information on restricting the domain scan for generating Environment Info

reports, please see How to scan specific servers in a domain?

Click tab to view the following information: Host Name, OS, System
Drive, System Root, Temp (System), Tmp (System), Path extension, Path,

Default User Domain User DNS Domain, Common Program Files, Program Files,

All Users APP Data, All User Profile, and Command Prompt Location.

Refresh = | 5 Export Filter | (& Customize E-mail Find y )
e’ = Exp 2

I
Note: All System Info reports reguire VWil to be installed and enabled. Click here for more information...
B3 Enterprise - ENVIRONI| 5 Summary |
- {E) RESEARCHLAB Generated on: 20 Mar, 2013, 04:25:34 PM Status: Success Filter: Mot Applied
------ &) TREELAB
Host System System Path
Name os Drive Roat Temp(System) Tmp(System) Extension Path
RO30 Windows_NT | C: CWindows | CAWindows\TEMP C:\WWindows\TBWP .COM,. EXE,.BAT,.C C:\Windows\s
RO11 Windows_NT | C: CWindows | CAWindows\TEMA CWindows\TEMP) .COM;. EXE;.BAT,.0 C:\Windows\s
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6 Additional Features
6.1 How to customize fields?

Tools

| Customize F2

W Filter F3

|5 Export Fi

3' Scan Profiles Manager 3

% Configuration Settings

. Confi tion Wizard . . -

Click on S for customizing the information.
&" Custom Wiew - Dormains-Shares @

Customization PATHFINDER

Share Mame
Path

Uzer hame
Security

[] Maximum U=zes
[] Comment

[gelecmu ][ Clear & ] [ Ok ][ Cancel

Click for selecting all the check boxes.
Click for clearing all the check boxes.
Click button for confirming the changes.
Click button for cancelling the operation.
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6.2 How to Apply Filters?

Tools

Customize F2
‘T Filter F3
| Export F

¥ Scan Profiles Manager 3

S Configuration Settings

- Confi tion Wizard . . .
Click onhiguiration ar for setting filter options

The ARKWE Filter window will be displayed. .

? Filter - Damains-Shares @ﬁ
Field Cperator Yalues
[[Hn:nst Marne] - ][: - ][RD45 - ]
[ Add ta Filker |
| PN O S ]

Ik ] ’ Cancel

To set a filter condition, follow these steps.

1) Click (Clear All) button and clear the filter.

2) Choose a field name, an operator and a possible value from the respective
dropdown options.

3) Click [ add to Filker

4) The Add to Filter will change to AND to Filter. The OR to Filter button will

be enabled. The selected condition will be set as a filter and displayed (as shown
below).
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? Filter - Domains-Shares @
Figld Cperator Yalues
|[Host Mame] -|= - [rp4s -
[ AND to Filker | | 'R bo Filker |

Haost Mame] = 'RD45'

o, ] [ Cancel
5) Click OK to apply the filter.
NOTE:
> Use the AMD b Filter | ) [ 'OR o Filker | and III E

to build enhanced filter condition as shown below:
> (Field A = Value 1 AND Field B = Value 2) OR (Field C = Value 3 AND
Field D = Value 4)

> Use E to remove the parenthesis

> Use to delete a selected condition.

The status bar’s FILTERED indicator is used to indicate whether the current data is

filtered or not.

For a normal view, the status bar will appear as

For a filtered view, the status bar will appear as _¥_=red
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6.3 How to Refresh Data?

Refresh the current report data to view the latest information from the Domain

Controller.

|y Refresh -

= ;
w Refresh Domains...
al

Refresh Data...

Click on |

or press F5 to refresh report data. Alternatively, you can right-click on the grid, in the

button in the toolbar available in the report window

right pane of the report window, and then select ‘Refresh Data’ from the context menu.

The existing data will be cleared and latest data will be loaded in the report window.

6.4 How to Export Data?

The Export feature helps the user to export report data generated by ARKWE to a file
using various formats namely HTML/CSV/XLSX/SQL.

Tools

Customize F2
T Filter P
|.§;~ Export F1

'_L'-I

Scan Profiles Manager 3

S Configuration Settings

- Confi tion Wizard . . . . .
Click onhiguiration ar for exporting the information in the desired format or
select Export option under Tools menu to export report data to a file in the desired
format.

Expor

Select the export path, format, file name and table name for the report

to be exported.

=L e B isers'\Public’\ Documents \ARKWE &x\Export J| B
File Format: |HTML -

File Name:  Domains - Shared

Export to time-stamped sub{older

| oK || Cancel
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Specify a file name to export report data to or accept the default file name. Specify the
export path and select a desired file format. The path refers to the destination location
where the output file generated should be stored. It can be given using the Browse
button. To avoid overwrite existing files, if any, in the specified export path, By default,
the report will be exported to a time-stamped sub-folder, in the format 'YYYY-MM-DD
HH.MM.SS', under the specified export path.

In XLSX file format, the information is stored as sheets in Excel file. For each report, a
XLSX file will be generated. The name of the XLSX file will be the name of the report and
is stored in the specified destination path if "Export to time-stamped folder" option is
cleared. The XLSX file will be stored under a sub-folder, of the form YYYY-MM-DD
HH.MM.SS, under the specified export path, if "Export to time-stamped folder" option is

set.

In CSV file format, the information is stored as comma separated values. For each
report, a CSV file will be generated. The name of the CSV file will be the name of the
report and is stored in the specified destination path if "Export to time-stamped folder"
option is cleared or under a sub-folder, of the form YYYY-MM-DD HH.MM.SS, under the

specified export path if "Export to time-stamped folder" option is set.

In SQL table format, the information is stored as SQL tables in the application database
in the specified SQL server based on the selected SQL database option. For each report,

a separate table will be created. The name of the table will be the name of the report.

In HTML file format, the information is stored as an html file. For each report, a HTML file
will be generated. The name of the HTML file will be the name of the report and is stored
in the specified destination path if "Export to time-stamped folder" option is cleared or
under a sub-folder, of the form YYYY-MM-DD HH.MM.SS, under the specified export path

if "Export to time-stamped folder" option is set.

103



Chapter-5-Additional Features

6.5 How to E-mail Data?

ARKWE provides the option to e-mail the reports generated.

Click button in the toolbar to e-mail the report to e-mail recipients. E-mail
dialog will be displayed as shown below:

-

’ E-rrail Report @

5 Specify SMTP Server name, From Address, To address, Subject, Body of the e-mail message, atkachment
— Format and option to akkach the report as zip file Format,

SMTP Server:  rd4S

Erom:  Erings@pathfinder. local

[ To... |AmyReckﬂr@PathFinder.Iu:u:al &
Check

Subject:  Domains - Shares

Atkachrient Formak:  [HTML = Compress the attachment:

For e-mailing reports, ARKWE requires SMTP Server, From E-mail Address, To E-mail

Addresses (recipients separated by semicolon) and the report attachment format.

Specify SMTP server name, from Address, “To” address, mail subject, mail content,

attachment format and option to compress the attachment.

button to send the report by e-mail to the selected recipients.
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Check names

ARKWE provides check name feature to check the existence of corresponding mail-

8-

enabled recipient object in Active Directory. To check name, click Check  putton. If the
entered name matches with a mail object in the Active directory / its trusted domain,
name entered in From Address textbox will be replaced by the corresponding active
directory recipient object. If there is more than one match, a dialog which contains
matching Active Directory recipients will appear as shown below. You can select one or

more recipient and click OK.

-

ﬁf Check Mames

Admin Report Kit for Windows Enterprize Founds more than one ''de"

Do you want ko
(71 Delete this Recipients from the: list

?_} Deco D. Canavaro[decol@pathfinder local] |il| Froperties...
5«3 D esign[D esigni@pathfinder local]

?} DE iiadadt4he uzelDE ueaséPésseuser@pathfinder. local]
5'35 D evelopment[Developmenti@pathfinder. local]

?_} dethgtgh[rggggogo®@pathfinder. local]

» To get more information about the listed recipients under Change to, select the

i Froperties. .
name, and then click
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P

Details

|il| Decao DL Canavaro

First Mame:
Last Name:

Display Name:
Title:

Company:

Alias:
E-mail:

Webpage:

Deca

Canavaro

Deco D, Canavaro

deco

deco@pathfinder . local

Initials:

Department:

Mobile number:

I

] [ Cancel

If there is no match for the name entered by the user in Active Directory, a dialog will

appear as shown below:

b

ﬂf Check Mames

Do you want to:

(71 Change to

i@ Delete this Recipients from the izt

Admin Report Kit for Windows Enterprise does not recognize "tz"

(]

-

Select Delete option in the above dialog to remove the recipient name from to address

text box. Click Cancel button to close this dialog and the unresolved recipient(s) will

appear in red color.
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Address Book

ARKWE provides Address Book feature to search for any mail enabled recipient object

(say, person, distribution list, contact, public folder) you want to send a message to.

Click button and then use the Find Names dialog box to search for the
recipient object you want to send a message to. (Note that you can't use the Find
Names dialog box to search for distribution lists in your Contacts folder.) Select the

object's name in the list and then click Add recipient to...To.

P )

Find Mames @

Find Mames in: | All Global Address List "]

Dizplay Mame  de

Laszt Mame First name
Title dlias
Company Departrent
Dffice Elly
O ffice Job Title C
lalé contact iz
L DE uaaﬁﬂyrs.euser gulll DEuaataa BAC GTAE « &
E; Deca 0. Canavaro deco
:i-!, Drezign Dezign
_3_; dethgtgh rogggagg
:@, Developrent Developrent
1| 1] | b

Add recipient to... [ Properties. .. ] [ Clase ]

> To get more information about one of the names in the list, such as department

or phone number, select the name, and then click
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6.6 How to Find Data in a Report?

You can use the find feature in ARKWE to search for specific data in a report.

To search for data in a report, just type the characters or words you want to find in the

Find |E'-.fer'_-,ﬂ:|ne|

find edit box available in the report window and click on

1) ARKWE performs a case insensitive search of the specified search criteria in the
report.

2) The search criteria should not be enclosed within quotation marks.

3) You can use the "*" wildcard character in the search criteria. The "*" wildcard
character act as a place holder for zero or more characters. However, note that

you cannot use the "?" wildcard character in the search criteria.

For instance, if you want to search for 'Domain' in a report, Type Domain, without

quotations, in the edit box, and then clicks on Find Button.

By default, ARKWE adds an asterisk as a suffix to the specified search criteria, if no
wildcard character is present in it. In this case, ARKWE finds a match in the report for
all fields that have the text Domain followed by zero or more characters, that is,

Domain, Domain Controllers, Domain Admins, etc.

For all the matches found, ARKWE highlights the corresponding columns in the grid,

and scrolls the grid automatically to the first occurrence.

4) ARKWE finds additional occurrences of the specified search criteria
instantaneously. To locate other occurrences of the same search criteria in a

report you need to scroll the report grid downwards.
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iﬂ Diomains - Shares (PATHFIMNDER)

- Enterprise - DOMAINS|
ADVENTURE
DISCOVERY
PATHFINDER
YSSPRE

YYAPINLAE

[E=0/EER ==
1@y Refresh | &5 Print/Preview | = Export F Filter Custormize IQE-mail Find
pul Shares |
Host Mame Share MName Path U=zer Mame Security Bﬂ::ismum Cami, L
RD45 ADChangeTracker§ FiBharathibDChang 24 Full Contral | Unlimited F
Address CProgram Files'Exg Everyone Allovy - Read Unlimitec Ao
BUILTIMWAdminist ... | Allovw - Full Cortrol | Unlimitect "ACCE
PATHFINDER'RD4. .. | Allovwy - Full Cortrol | Unlimitec "ACoe: i
ADWINE CoMDCAYS Acdmin Share Unlimited Remat
Bharath Source Cog Fr'BharathiBharath JPATHFINDERWAD. . | Allow - Full Contral | Unlimited
Bulk export for pstc| FBulk export for pg Everyone Allovy - Fead Unlimitec —m
CE (o3} Admin Share Unlimited Defaut
F§ F:4 Acdmin Share Unlimited Defaut
G G Everyone Allowy - Fead Unlimite:d
METLOGOM CHANDOWES Y Sy BUILTINWdminizt .. | Allowy - Full Contral | Unlimitec Logon
PATHFIMDER'Da... | Allowy - Full Cortrol | Unlimited Logan
PATHFIMDER'Da... | Allowy - Full Cortrol | Unlimited Logon
Everyone Allovy - Read Unlimitec Logon
RO45 LOG CoProgram FilesExg BULTIRMAminist... | Allow - Full Control | Unlimited Exchal
J
4 | - - - W = - }.
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6.7 How to Scan Specific Servers in a Domain?

You can have the System Info reports and summary information of a domain (namely
Summary, Shares and Applications) generated either for an entire domain or for selected

servers in the domain, using the 'Scan option for ...' dialog.

NOTE: This dialog appears, if either it is the first time the report is run against the
domain or when you refresh the report.

<

%' Scan option for 'VOYAGER' ==

(") Scan Entire Domain

@ Scan Selected Server(s) in Domain
Enter Computer Mame

N  ( A Fron |

i) Select Scan Profile: | —Select a Profile—- o

[ oK ][ Cancel ]

ARKWE defaults to scanning the entire domain, with the provision to enumerate Domain
Controllers, Servers, Workstations only. To scan only selected servers, you can either
select the computers by using Scan Selected Server(s) in Domain option or by selecting
Select a Scan Profile option.

By using the Scan Selected Server(s) in Domain option you can specify a computer
list by manually typing in the computer name and adding it to the list, or by selecting

computers from the network using the Add From button as shown below:
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=, Select Servers for 'VOYAGER' ==

oK ] [ Cancel

You may also apply a scan profile to the report to restrict the list of computers for which

you want the report to be generated.

<

%8 Scan option for PHOENIX' =

() Scan Entire Domain

() Scan Selected Server(s) in Domain

RO

@ Select Scan Profile: |test v]

[ DK ][ Cancel ]

A Scan Profile essentially contains a list of computers that ARKWE can read and generate

the report only for computers in the selected profile.

Click button to create a new Scan Profile. Click button to edit an existing Scan
Profile.
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However, please be aware, that the report will be generated only for computers, in the

applied profile, belonging to the currently selected domain. This restriction does not

apply if the report is being generated off-line using Power Export tool.

Click OK in the "Scan Option for..." dialog to generate the report.

If ARKWE could not find any computers belonging to the currently selected domain in the

applied Scan Profile, you may see the following message show up on screen:

ARKWE

Mo computers were found in the 'VOYAGER' dornain for the 'test’
profile,

=

NOTE: Clicking Cancel in "Scan option for..." dialog will display previously collected

report data (if any) for the domain.
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7 Power Export
7.1 About Power Export

ARKWE provides a powerful offline report generation tool called Power Export. Power
Export allows the user to select multiple reports to be run for several domains and
servers across the enterprise at scheduled intervals. The Power Export tool has the

ability to export the reports in different file formats.
Please note the following while using the Power Export Wizard:

a) Scheduled reports will be created as a "task" in Windows Task Scheduler.

b) The scheduled job will generate and export the reports in different file formats
(HTML MDB, CSV, PDF, XLSX and TIFF) to the desired folder path/printer.

c) By default, for each task, a sub-folder with the task name will be created under
the specified export path. All selected Reports will be exported to a time-stamped
sub-folder, in the format "yyyy-mm-dd hh.mm.ss", under the task name folder.
Therefore, the full folder path for all the exported reports refers to the following
directory: <Export path><Task name><Time stamp>.

d) A separate file will be created for each report in the desired file format. For

example, in the HTML file format, each report will be created as an .html file.
NOTE:

ARKWE Power Export Wizard will help you create and store the settings for a task,
which you may view or modify later using the Scheduled Tasks Manager. The task
will be created with the settings (Schedule Type and Run As parameter) provided
using the Power Export Wizard. A valid password must be specified for the Run As

parameter of the task.

You can schedule the two types of reports (Standard report and Built-in report)
available in ARKWE.
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7.2 Task Manager-Scheduled Tasks Manager

The Scheduled Tasks Manager allows you to perform the following operations:

View summary information for the tasks created
View exported files of the task

Edit an existing task

vV V V V

Delete a task

View Summary Information of a Task

The pane on the left hand side in the Scheduled Tasks Manager window lists the tasks
maintained in ARKWE. To view summary information of a task, select the desired task on

the left pane. The summary information of the selected task will be displayed in the right

pane as shown below:

Task Mame Run as Schedule Repart Type Exparted Files

Buittin Domain Tz Builtin Repart Task TREELAE! adminuser3 g Built-in Report Click here to view
Builtin User Task BE 2145 P every
.| Builtin Domain Tas adminuser lay, skarting uilk-in Repor ick here to view
T) Standard Domair| Builin Domain Task | TREELABadminuser3 | day, starti Built-in Report Click here t
- 3222013
Standard Zerver AL 430 PM every
Current Status B Builkin User Task TREELAB adminusers | daw, starking Built-in Report Click here to view
- 322(2013
Operating Systel .
Standard Domnain dri ;\t g:21 PM Bery dard Click h .
Reports TREELAB\adminuser3 | day, starting Standard Repork Llick here to wview
3/22iZ013
A 5123 PM every
gfﬁ?;d server TREELAB adminusers | daw, starking Standard Report Click here to wview
n 3222013
Ak 3125 PM every
Current Stakus Report | TREELABYadminusers | daw, starking Standard Report Click here to wview
512202015
. AF 5127 PM every
%pfz:?nt‘::%gystem TREELAB adminusers | daw, starking Standard Repork Click_here to wview
322(2013

T b [ Ediit Task... ] [ Delete Task ]

The task summary includes information about the task information, reports selected,
export settings.

To view the selected servers/domains for a report in the task, click on the hyperlink in
the Servers/Domains column in the right pane. The Selected Servers/Domains
window will be displayed as shown below:
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[Selected Servers/omains [l

Report shares and Resources-Shares

‘ Domain Mame Server Mame
PATHFIMDER RDS3
PATHFIMDER RD47
PATHFIMDER RD49
PATHFIMDER RDGS4
PATHFIMDER RDS2

Close

View Exported Files

To view the reports generated and exported by the task, perform either one of the

following steps:

> Select Scheduled Tasks node on the left pane, and then click on the hyperlink in
the Exported Files column in the right pane for the desired task.
OR
> Select the desired task on the left pane, and then click on the hyperlink next to

Exported Files.
Edit Task

1) Select a task from the Scheduled Tasks Manager Window and Click Edit Task.

2) Perform the steps as in Schedule Standard Report or Schedule Built-in Report
based on the scheduled report type. While proceeding through the wizard you
may change the settings, add a new report, delete a report, edit a report, change
the export path etc.,

3) The new settings will be used when the task runs the next time.

Delete Task

To delete a task from the Power Reports Task Manager Window, select the task and Click
Delete Task. The deleted task will be removed permanently from the Windows Task

Scheduler.
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7.3 Schedule Standard Reports

X

Poweer Export

i%  Built-in Reports 3
|D Standard Reports..,

Scheduled Tasks..,

Select option under Power Export. This will bring up the Power

Export Wizard.

Step 1: Report Selection

x Power Export - Standard Reports @
Step1of 6 : Report Selection
Select the desired report(s) using the checkboxes given below. X

»

-

Dnmains
[F|Metwark Configuration
Dperaﬁng System & Hot Fixes
[ Printer Info
[¥Hardware Info
[ Display Configuration £
[¥]1nternet Explorer Configuration
[¥]current Status
[ [¥|Environment Info
I';'ID Server Reports
EID IUsers and Groups
- General

m

<Back Mext:= ][ Close

1) Select the report(s) using the checkboxes to the left of the reports. You may
select any number of reports to run in a single task.

2) There are two categories of reports - Domain Reports and Server Reports.

3) Reports falling under 'Domain Reports' default to scanning and collecting data for
the entire domain. However, you can also restrict the domain scope and scan and
collect data only for a specific set of servers and have the domain reports

generated (viz., Summary, Shares, and Applications).
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4) Reports falling under 'Server Reports' scan each server and collect data specific to
each server. They are further classified by the category they report on (viz.
Users, Policies, and Events etc.).

5) Click Next to proceed to the next step. You may Click Back button anytime to

come back to a previous step.

Step 2: Domain Selection for Domain Reports

NOTE: This step is applicable only if a Domain Report is selected in step 1.

Step2 of 6 : Domain Selection

For each of the following reports, select the list of domains for which you would like to generate the report.
Double-click on a report or click Add Domains. The report for each of the selected domains will be exported
as a separate file.

-------- R oorors s o e

........ @ Domains-Trust Mo Domain Selected
-------- [E] Domains-Shares

........ @ Domains-Applications

-------- @ MetworkConfigurations-IF Configuration
........ [E] MetworkConfigurations-Login Profiles

........ @ MetworkConfigurations-Metwork Adapters
........ @ MetworkConfigurations-Metwork Protocols
........ [E] 0SInfos-Operating System Configuration
........ [E] osInfos-Hot Fixes

-------- [E] PrinterInfos-Printers

-------- @ HardwareInfos-Summary

-------- [E] HardwareInfos-BI0S Info

-------- [E] Hardwarelnfos-Processors

<gsck | [ N> |[ Cose |

3

1) Click Add Domains button to select the domains for which you wish to run the
domain reports selected in Step 1. This will display a window where you can

select the domains you want to add.
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[ =

Select Domain(s)/ Server(s) @

Select one or more domains. Click on the Apply To button in order to
apply the same list of domains for all the selected Reports. To generate
the report for all servers in a domain, select the domain, or select a set
of servers to restrict the domain scan. Or you may select a Scan Profile.

@ Select Domain/Server

- [ 1) RESEARCHLAB
fl- [/, TREELAB
- [ F] VSSLAB

i7) Select Scan Profile: | --Select a Profile— 'ﬁ'

| Apply to Reports... ok || cancel |

2) You can restrict the domain scope and scan and collect data only for a specific set
of computers by either selecting specific computers under a domain or by
selecting a Scan Profile.

3) Click OK to apply the selected domains or a Scan Profile to the current report or
click Apply to Reports to apply the selection to the rest of the selected domain

reports. The selected domains will be added to the wizard as shown below:
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Step 2 of 6 : Domain Selection

For each of the following reports, select the list of domains for which you would like to generate the report.
Double-click on a report or click Add Domains. The report for each of the selected domains will be exported
as a separate file.

........ @ Domains-Summary

-------- [E] Domains-Trust

-------- [E] Domains-Shares

........ [E] Domains-Applications

-------- [E] MetworkConfigurations-IP Configuration

........ @ MetworkConfigurations-Login Profiles

........ [E] MetworkConfigurations-Metwork Adapters
........ [E] MetworkConfigurations-Metwork Protocols
........ [E] 0SInfos-Operating System Configuration
-------- [E] osInfos-Hot Fixes

........ [E] PrinterInfos-Printers

-------- [E] Hardwarelnfos-Summary

-------- [E] Hardwarelnfos-BIOS Info

-------- [E] Hardwarelnfos-Processors

— . -

[ »

Domain Name

TREELAB [Full Scan)

4) Click Next to proceed to the next Step.

Step 3: Server Selection for Server Reports

NOTE: This step is applicable only if a Server Report is selected in step 1.
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Step 3 of 6 : Server Selection

For each of the following reports, select the list of 2ervers for which you would like to generate the report.
Double-click on a report or click Add Servers. The report for each of the selected servers will be exported as
a zeparate file.

Sl sers and Groups-General

[E] Users and Groups-Status

<gsck | [ N> |[ Cose |

1) Click Add Servers button to select the servers for which you wish to run the
server reports selected in Step 1. This will display a window where you can select
the servers you want to add. Selecting a domain will add all the servers in that

domain to the report.
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-

[ Select Domain(s)/Server(s) @

Select one or more domains. Click on the Apply To button in order to
apply the same list of domains for all the selected Reports,

@ Select Domain/Server

- RESEARCHLAB

TREELAE

i7) Select Scan Profile: | --Select a Profile— 'ﬁ'

[Apply to Reports... Ok ] [ Cancel ]

2) You can restrict the domain scope and scan and collect data only for a specific set
of computers by either selecting specific computers under a domain or by
selecting a Scan Profile.

3) Click OK to apply the selected servers or a Scan Profile to the current report or
click Apply to Reports to apply the selection to the rest of the selected server

reports. The selected servers will be added to the wizard as shown below:
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Step 3 of 6 : Server Selection

For each of the following reports, select the list of servers for which you would like to generate the report.
Double-click on a report or click Add Servers. The report for each of the selected servers will be exported as
a zeparate file.

e @ IUsers and Groups-General Server Name
— @ |Users and Groups-Status

TREELAB\RD73
VSSLAB'RD20
VSSLAB'RD21
VSSLAB\RD22
VSSLAB'RD24
VSSLAB'RD25
VSSLAB'RD26
VSSLAB'RD23
VSSLAB'RDOS
VSSLABWMSRV0Z2

| <geck | [ dext> || Cose |

4) Click Next to proceed to the Next step.
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Step 4: Delivery Options

x Power Export - Standard Reports @

Stepd of & : Delivery Options
Select the report delivery options. ou can Export and E-mail the reports using the options below. In case of
export option, for each task, a sub-folder with the task name will be created under the specified export path. X
All selected reports will be exported to a time-stamped folder in the format ™yyyy-mm-dd hh.mm.ss" under the
task name folder.

Export Type: HTHL -
| Export
ExportPath:  C:\Users\Public\Documents\ARKWE 8.x'\Export
E-mail

| 8,

Note: This evaluation version exports / e-mails only the first 10 records.

<Back || Mext > || Close

1) Change the Export or E-mail settings as necessary.
2) Use Browse button to change the export path.
> Click Additional E-mail Settings button to specify optional e-mail settings

as shown below:
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Additional E-rnail Settings

Y'ou can customize the SMTP Server, From and To
addreszs, Subject and body of the e-mail message.

SMTF Server: rd45
From: jarmiefaipathfinder local

Io Tom Fordi@pathfinder. local

Jubject  Reparts generated by ARKWE

YWindowes Enterprize

Pleaze find the attached report generated by Admin Beport Kit For

OF.

] [ Cancel

Step 5: Schedule Settings

’x Power Export - Standard Reports
Step 5of 6 : Schedule Settings

Enter a unigue tazk name and specify itz schedule settings.

Task Name Standard Reports Task

Spedify an account that has suffident privileges to retrieve report information from the selected

DomainsServers,
Run As PATHFIMDER \adminuser
Schedule Task: [DailwyI w | Start time: 05:00 PM

Schedule Task Daily

Every |1 = | dayl(s)

Set Password

= Advanced

<Back ][ Mext > H Close
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1) Enter a unique name for the task.

2) Change the Run as parameter, if necessary and set the password for the specified
user.

3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.

Step 6: Summary

x Power Export - Standard Reports

Stepbofb : Summary
Click Finizh to =ave the task details.

X

Task Name: Standard Reports Task Report Standard
Run As: PATHFIMDER \adminuser
Schedule: At 05:00 PM every day, starting 3/21/2013 =
. Export Export Folder >
Report Name Servers/Domains As Expost PaltiTack Blaans)
- . . C:\Users\Public\Documents \ARKWE
Domains-Summary Click here to view 2 \Epartistandand Reports Tadk
) ) ) C:\Users\Public\Documents WARKWE
Domains-Trust Click here to view HTML A ¥Expart¥standand Reports Tagk
) ) ) C:\Users\Public\Documents WARKWE
Domains-Shares Click here to view HTML A ¥Expart¥standand Reports Tagk
) _ ) ) C:\Users\Public\Documents WARKWE
Domains-Applications Click here to view HTML A ¥Expart¥standand Reports Tagk
MetwarkConfigurations-IP ) ) C:\Users\Public\Documents WARKWE
Configuration Click here to view HML &.x\Export\Standard Reports Task
) ) ) ) C:\Users\Public\Documents WARKWE
MetwarkConfigurations-Login Profiles | Click here to view HTML 8. x\Export\Standard Reports Task -
4 | 1 | 3
[ <@k | [ gnsh |[ Cose |

1) This step displays the summary information of the task.
2) Click Finish to save the task details.
3) The task will be added to Windows Schedule Tasks and will be displayed in the

Scheduled Tasks Manager Window as shown below:
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s

() Scheduled Tasks

TestEvents

[F——

Task Name: Standard Reports Task
Run As: PATHFINDER. \adminuser
Report Type: Standard Report Exported Files: Click here to view
Schedule: At 5:00 PM every day, starting 3/21/2013 -
F
Report Name Servers/Domains ixspurt AL Ly

ComputerStatusInfos-Summary

Click here to view

(Export Path\Tagk Name)

rt\Standard Reports Task

DisplayConfigurations-Monitar Info Click here to view HTML gfﬁ;ﬁﬁ%&ﬁ:ﬁziﬁrmE
?Asfglayﬂonﬁguraﬁons-ﬂdeo Adapter Click here to view HTML g,:ﬁﬁﬁggﬁgﬁgiﬁrmE
Domains-Applications Click here to view HTML gfﬁ;ﬁﬁ%&ﬁ:ﬁziﬁrmE
Domains-Shares Click here to view HTML gj’@:;ﬁu\sbgﬁgﬁgiﬁrmE
Domains-Summary Click here to view HTML gj’@:;ﬁu\sbgﬁgﬁgiﬁrmE
Domains-Trust Click here to view HTML gj’@:;ﬁu\sbgﬁgﬁgiﬁrmE
EnvironmentInfos-Summary Click here to view HTML gj’@:;ﬁu\sbgﬁgﬁgiﬁrmE
4 | 1 | o T o .hm."_P
, | EditTask.. || Delete Task
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7.4 Schedule Built-in Reports

The built-in reports have been categorized to the following:

> Permissions Reports
> Shares and Resources reports
> Users and Groups reports

> Domains reports
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Schedule Permissions Built-in Reports
Permissions Reports

Permissions Reports includes reports that focus solely on reporting the access

permissions assigned to users and groups on objects such as folders etcetera.

List of permissions for specific users and groups on folders
List of permissions for folders

>
>
> List of permissions for specific users and groups on files
> List of permissions for files

Schedule Permissions Built-in Reports

List of Permissions for Specific Users and Groups on Folders

This report allows you to view folder permissions for specific users and groups.

K
Power Export
|i|11 Built-in F‘.epur‘;s 3 m% Permissions
D Standard Reports... o2 Shares and Resources
Scheduled Tasks... #,  Users and Groups
Select @@ Domains option under Power Export.

This will bring up the Power Export Wizard.
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Step 1: Report Selection

x Powver Export - Built-in Reports @
Step 1of 6 : Report Selection
Select the desired report to proceed. Only one repotrt can be selected in this category. X

e @ List of permissions For specific users and groups on Folders
[E] List of permissions for Folders

@ List of permissions for specific users and groups on files

[E] List of permissions for Files

<Back [ Mexk= ][ Close ]

1) Select "Permissions Reports" from the select report category drop-down list.
2) Select the desired report. Only one report may be selected to run in a single task.
3) Click Next to proceed to the next step. You may Click Back button anytime to

come back to a previous step.
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Step 2: User and/or Group Selection

x Powver Export - Built-in Reports @

Step 2 of 6 : User/Group Selection

Select & server or a Scan Profile (Computers) or & Scan Profile (UsersiGroups) to retrieve available users
and groups from.

Repart Mame: List aof permissions For specific users and groups on Folders

Enter account name : B Add to list -ﬂ

Accounts from domainizerver: ’ Browse and Select ]
Accourts from Scan Profiles (UsersiSroups): [--SElECT & Profile-- V] 'ﬂ
Selected Accounts
Accounk Mame Account Type
4 1 3

<Back ] [ Mexk = ][ Close ]

x Powver Export - Built-in Reports @

Step 2 of 6 : User/Group Selection

Select a zerver or a Scan Profile (Computers) of & Scan Profile (UserziGroups) to retrieve available users
and groups from.

Report Mame: List of permissions For specific users and groups on Folders

Enter sccourt name ; Eia Add to list 'iﬁi'

Accounts from domainizerver: [ Browse and Select ]
&ccourts from Scan Profiles (UsersiGroups); [FFEQUEI'IT Scans '] ':‘j:'
Selected Accounts
Account Mame Account Type i
TREELAE Administrator ser
TREELAE adminuser 1 ser
TREELAB\adminuser2 User 3
TREELAE adminuser3 ser
TREELAE alberto ser
TREELAE\barton ser B
TREELAE\shane ser
TREELABAtany Liser i
4 1 3

<Back ][ ek = H Close
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>

1)
2)
3)

Use Select a Scan Profile (Users/Groups) option to use the users and groups
added in the profile. For more information on Scan Profiles, click About Scan
Profiles (Users/Groups).

Select the user or group, for which you wish to run the permissions report.

The selected users will be added to the wizard as shown above:

Click Next to proceed to the Next step.

Step 3: Shared Folder Selection

x Powver Export - Built-in Reports @

Step 3 of 6 : Shared Folder Selection

Erter the full path of & Share or Shared Folder. Click Add From to load the list of shares, Import to import & list
of UMC folder paths from a text file. Select & folder in the list below and Click Edit Folder Options to modity the
default properties for scanning each folder.

Report List of permissions for specific users and groups on folders
UMC Path:
Scan Profile (Shares): | =Mao Profile found = i ﬂ
Folder Path Include sub-fald...  Faolder level + | | Add From...
RDS0LADMIN T Al =
Irostom —
VRDSOVARKWE True Al
YWRDS0WCH True all
VWRDSOES True all
VRDS0new True all L
4 1 3

Do not display folders that have the same permissions as the parent
Folder

[T 1nclude group membership information [7] Include SID
[ walidate For Errors Include Errar Details

Edit Folder Options. .. ]

<Back ]I Mext = H Close

1)
2)

3)

Select the desired folder(s) for which you wish to run the permissions report.

You may also click Import button to import a list of UNC folder paths from a text
file.

Folders that have identical permissions as the parent folder would show up with
"Same as parent" in User Name and/or Security fields in the report. However, if
you do not want folders with identical permissions as the parent folder reported,
then select Do not display folders that have same permissions as the
parent folder option. This option will not report folders with identical

permissions as the parent folder.
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4) ARKWE defaults to scanning all the sub-folders for a given folder. If you want to
modify the Include sub-folders and sub-folder level options click Edit Folder

Options button. That will show up a window as shown below:

Folder Options @

Folder Path: JTEEETTR

Include sub-folders

[ Traverse only|1 = level(s) of sub-folder in the share

] Apply this setting to 2l folders in list [ oK ][ Cancel ]

5) Modify the folder options as required and click OK.
6) Select the Validate for Errors option for validating the folders / files based on
the folder traversal option selected, before proceeding to report generation.
> Generate report ignoring any errors found - This option will validate the
folders/ files path(s) and generate the report even if errors are encountered
during the validation option.
> Generate report only if no error were found. Send error report
through e-mail - This option will validate the folders/ files path(s) and skip
the report generation if errors were encountered during the validation option.
It will then email the error(s) encountered during the validation process to
users
7) You may select Include Error Details option for including the error information
of folders / files into report data.

8) Click Next to proceed to the Next step.
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Step 4: Delivery Options

x Power Export - Standard Reports @

Step 4 of 6 : Delivery Options
Select the report delivery options. %ou can Export and E-mail the reports using the oplions below. In case of
export option, for each task, a sub-folder with the task name will be created under the specified export path.
All selected reports will be exported to a time-stamped folder in the format "yyyy-mm-dd hh.mm.ss" under the
task name folder.

Export Type: HTHML -
| Export
ExportPath @ C:\Users\Public\Documents ARKWE 8.x\Export
E-mail

| 8,

Note: This evaluation version exports / e-mails only the first 10 records.

| <Back || Mext: || Cloze

1) Change the Export or E-mail settings as necessary.
2) Use Browse button to change the export path.

Click Additional E-mail Settings button to specify optional e-mail settings as shown
below:
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Additional E-mail Settings (3w

—
1 4 You can customize the SMTP Server, From and To

“r' address, Subject and body of the e-mail meszage.

SMTP Server: rd45
From; jamie@pathfinder. local

To Tom Fordf@pathfinder. local

subiect  Reports generated by AREWE

Pleaze find the attached report generated by Admin Report Kit For
Windows Enterprise

k. ] I Cancel

Step 5: Schedule Settings

x Powver Export - Built-in Reports @
Step i of 6  : Schedule Settings
Enter a unigque task name and specify itz schedule settings. X

Task Mame Folder Specific User Perm

Specify an account that has sufficient privileges to retrieve report information from the selected
Domains/Servers,

Run As TREELAE adminuser3 Set Password
Schedule Task: IDain w | Start time: 04 55 prM = Advanced

schedule Task Daily

Every |1 = daw(s)

<Back II Mext = H Close
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1) Enter a unique name for the task.

2) Change the Run as parameter, if necessary and set the password for the specified
user.

3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.

Step 6: Summary

Stepbof6 : Summary

Click Finish to save the task details. X

Task Mame:  Folder Specific User Perm Report Built-in Report
Run As: TREELAE adminuser3
Schedule: ok 04:30 PM every day, skarting 312212013 -
-
Fenort Name Uzerizroup Shared Export Export Folder
B Accounts Folders A [Export PathnTask Name)

List of permissions For specific

users and gr'n:nup-_:-n:nn folders Llick here to view  HTML

| <Back | [ Enish | [ close

1) This step displays the summary information of the task.
2) Click Finish to save the task details.
3) The task will be added to Windows Schedule Tasks.
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Schedule Permissions Built-in Reports
List of Permissions for Folders

This report, allows you to view the associated folder permissions for a set of folders.

K-
Power Export
|i|_—£'-1 Built-in F‘leporl-:s 3 mg Permissions
D Standard Reports... o3l Shares and Resources
Scheduled Tasks... E2,  Users and Groups
Select 8 _Domains option under Power Export.

This will bring up the Power Export Wizard.

Step 1: Report Selection

x Powver Export - Built-in Reports @
Step 1of 5 : Report Selection
Select the desired report to proceed. Only one repotrt can be selected in this category. X

e @ List of permissions for specific users and groups on Folders
---------- (SR List of permissions for Folders

---------- @ List of permissions for specific users and groups on files

— [E] List of permissions for files

[ Mext = ][ Close

1) Select "Permissions Reports" from the select report category drop-down list.

2) Select the desired report. Only one report may be selected to run in a single task.

3) Click Next to proceed to the next step. You may Click Back button anytime to
come back to a previous step.
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Step 2: Shared Folder Selection

’x Powver Export - Built-in Reports @
Step 2 of 5 : Shared Folder Selection

Enter the full path of a Share or Shared Folder. Click &dd From to load the list of shares, Import to import a list
of UMC folder paths from a text file. Select a folder in the list below and Click Edit Folder Options to modify the
default properties for scanning each folder.

Report List of permissions for folders
UNC Path: |
Scan Profile {Shares): [chl:l Profile found.= i ﬂ
Folder Path Include sub-fFold...  Folder lewvel + | | Add From...
RDSOADMIMN T Al =
T —
VRDSOLARKWE True Al
oo
VWRDSOES True all
VRDS0new True all L
1 1 b

Do not display Folders that have the same permissions as the parent
Folder

[ 1nclude group membership information [7] Include SID
[ Walidate For Errors Include Errar Details

Edit Folder Options. .. ]

<Back ][ Mext = H Close

1) Select the desired folder(s) for which you wish to run the permissions report.

2) You may also click Import button to import a list of UNC folder paths from a text
file.

3) Folders that have identical permissions as the parent folder would show up with
"Same as parent" in User Name and/or Security fields in the report. However, if
you do not want folders with identical permissions as the parent folder reported,
then select Do not display folders that have same permissions as the
parent folder option. This option will not report folders with identical
permissions as the parent folder.

4) ARKWE defaults to scanning all the sub-folders for a given folder. If you want to
modify the Include sub-folders and sub-folder level options click Edit Folder
Options button. That will show up a window as shown below:

Faolder Options @

Folder Path: JTEEET

-

Include sub-folders

[ Traverse only|1 21 levelis) of sub-Folder in the share

ke

] Apply this setting to all folders in list [ oK H Cancel ‘
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5) Modify the folder options as required and click OK.
6) Select the Validate for Errors option for validating the folders / files based on
the folder traversal option selected, before proceeding to report generation.
> Generate report ignoring any errors found - This option will validate the
folders/ files path(s) and generate the report even if errors are encountered
during the validation option.
> Generate report only if no error were found. Send error report
through e-mail - This option will validate the folders/ files path(s) and skip
the report generation if errors were encountered during the validation option.
It will then email the error(s) encountered during the validation process to
users.
7) You may select Include Error Details option for including the error information
of folders / files into report data.

8) Click Next to proceed to t to proceed to the Next step.

Step 3: Delivery Options

-

x Power Export - Standard Reports @

Step4 of 6 : Delivery Options
Select the report delivery options. ou can Export and E-mail the reports using the options below. In caze of
export option, for each task, a sub-folder with the task name will be created under the specified export path.
All zelected reports will be exported to a time-stamped folder in the format "yyyy-mm-dd hh.mm.ss" under the
task name folder.

Export Type: HTHL -
| Export
ExportPath :  C:\Users\Public\Documents\ARKWE 8.x\Export
E-mail

| &

Note: This evaluation version exports / e-mails only the first 10 records.

<Back || Mext > || Close

1) Change the Export or E-mail settings as necessary.

2) Use Browse button to change the export path.
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Click Additional E-mail Settings button to specify optional e-mail settings as shown
below:

-

Additional E-mail Settings [5m]

'ou can customize the SMTP Server, From and To
addreszs, Subject and body of the e-mail message.

SMTF Server: rd45
From: jarmiefaipathfinder local

Io Tom Fordi@pathfinder. local

Subiect  Reports generated by ARKAWE

Pleaze find the attached report generated by Admin Beport Kit For
Windowves Enterprize

k. ] I Cancel

Step 4: Schedule Settings

x Paowver Expaort - Built-in Reports @
Step 4 of5  : Schedule Settings
Enter a unigue task name and specify itz schedule settings. X
Task Mame Folder Permissions|

Specify an account that has sufficient privileges to retrieve report information From the selected

DomainsServers,
Run As TREELAR) adminuser3 Set Password
Schedule Task: |Daily | Start time: 0530 pM &

Schedule Task Daily

Every |1 = dayi(s)

<Back II Mext = II Close I
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1) Enter a unique name for the task.

2) Change the Run as parameter, if necessary and set the password for the specified
user.

3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.

Step 5: Summary

Step5ofd : Summary

Click Finish to save the task details. X

Task Mame:  Folder Permissions Report Built-in Report

Run As: TREELAB) adminuser3

Schedule: Ak 05:30 PM every dav, skarting 3/22/2013 -

Shared Export Export Folder

Foldets Az [Expott PathiTazk Mame)
List of permissions . C: \PubliciDocu

far Folders e \Faolder Per

Printer H

Report Mame

| <gack | [ Emish | [ cose |

1) This step displays the summary information of the task.
2) Click Finish to save the task details.
3) The task will be added to Windows Schedule Tasks.
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Schedule Permissions Built-in Reports

List of Permissions for Specific Users and Groups on Files

This report allows you to view file permissions for specific users and groups.

K
Power Export
|h}-1 Built-in F‘leporés 2 m% Permissions
D Standard Reports... w2 Shares and Resources
Scheduled Tasks... #2, Usersand Groups
Select i'f:-'l Domains

This will bring up the Power Export Wizard.

Step 1: Report Selection

option under Power Export.

x Powver Export - Built-in Reports
Step 1of 6 : Report Selection

Select the desired report to proceed. Only one report can be selected in this category. X

---------- [E] List of permissions for Folders

- [E] List of permissions for Files

AS R List of permissions For specific users and groups on files

e @ List of permissions for specific users and groups on folders

Mext = H Close

1) Select "Permissions Reports" from the select report category drop-down list.

2) Select the desired report. Only one report may be selected to run in a single task.
3) Click Next to proceed to the next step. You may Click Back button anytime to

come back to a previous step.
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Step 2: User and/or Group Selection

x Powver Export - Built-in Reports @

Step 2 of 6 : User/Group Selection

Select & server or a Scan Profile (Computers) or & Scan Profile (UsersiGroups) to retrieve available users
and groups from.

Report Mame: List of permissions For specific users and groups on files

Enter account name : B Add to list -ﬂ

Accounts from domainizerver: ’ Browse and Select ]
Accourts from Scan Profiles (UsersiSroups): [--SElECT & Profile-- V] 'ﬂ
Selected Accounts
Account Name Account Type
4 1 3

<Back. ] [ Mext = ” Close ]

x Powver Export - Built-in Reports @

Step 2 of 6 : User/Group Selection

Select a zerver or a Scan Profile (Computers) of & Scan Profile (UserziGroups) to retrieve available users
and groups from.

Report Mame: List of permissions For specific users and groups on Folders

Enter account name .{":. Add to list nj{j]
Accounts from domainizerver: [ Browse and Select ]
&ccourts from Scan Profiles (UsersiGroups); [FFEQUEI'IT Scans '] ':‘j:'
Selected Accounts
Account Mame Account Type i
TREELAE Administrator ser
TREELAE adminuser 1 ser
TREELAB\adminuser2 User 3
TREELAE adminuser3 ser
TREELAE alberto ser
TREELAE\barton ser B
TREELAE\shane ser
TREELABAtany Liser i
4 1 3

<Back ][ ek = H Close
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> Use Select a Scan Profile (Users/Groups) option to use the users and
groups added in the profile. For more information on Scan Profiles, Please
refer, “About Scan Profiles (Users/Groups).”
1) Select the user or group, for which you wish to run the permissions report.
2) The selected users will be added to the wizard as shown above:

3) Click Next to proceed to the Next step.

Step 3: Shared Folder Selection

x Powver Export - Built-in Reports @

Step 3 of 6 : Shared Folder Selection

Erter the full path of & Share or Shared Folder. Click Add From to load the list of shares, Import to import & list
of UMC folder paths from a text file. Select & folder in the list below and Click Edit Folder Options to modity the
default properties for scanning each folder.

Report List of permissions for specific users and groups on folders
UMC Path:
Scan Profile (Shares): | =Mao Profile found = i ﬂ
Folder Path Include sub-fald...  Faolder level + | | Add From...
RDS0LADMIN T Al =
Irostom —
VRDSOVARKWE True Al
YWRDS0WCH True all
VWRDSOES True all
VRDS0new True all L
4 1 3

Do not display folders that have the same permissions as the parent
Folder

[T 1nclude group membership information [7] Include SID
[ walidate For Errors Include Errar Details

Edit Folder Options. .. ]

<Back ]I Mext = H Close

1) Select the desired folder(s) for which you wish to run the permissions report.

2) You may also click Import button to import a list of UNC folder paths from a text
file.

3) Files that have identical permissions as the parent folder would show up with
"Same as parent" in User Name and/or Security fields in the report. However, if
you do not want files with identical permissions as the parent folder reported,
then select Do not display files that have same permissions as the parent
folder option. This option will not report files with identical permissions as the

parent folder.
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4) ARKWE defaults to scanning all the sub-folders for a given folder. If you want to
modify the Include sub-folders and sub-folder level options click Edit Folder

Options button. That will show up a window as shown below:

Faolder Options @

Folder Path: | TETREERR

Include sub-folders

e

[ Traverse only|1 = level(s) of sub-folder in the share

|:| Apply this setting to all folders in list (9] 4 ] ’ Cancel ]

5) Modify the folder options as required and click OK.
6) Select the Validate for Errors option for validating the folders / files based on
the folder traversal option selected, before proceeding to report generation.
> Generate report ignoring any errors found - This option will validate the
folders/ files path(s) and generate the report even if errors are encountered
during the validation option.
> Generate report only if no error were found. Send error report
through e-mail- This option will validate the folders/ files path(s) and skip
the report generation if errors were encountered during the validation option.
It will then email the error(s) encountered during the validation process to
users.
7) You may select Include Error Details option for including the error information
of folders / files into report data.
8) Click Next.
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Step 4: Delivery Options

x Power Export - Standard Reports @

Step 4 of 6 : Delivery Options
Select the report delivery options. “ou can Expert and E-mail the reports using the options below. In cage of
export option, for each task, a sub-folder with the task name will be created under the specified export path.
All selected reports will be exported to a time-stamped folder in the format "yyyy-mm-dd hh.mm.2s" under the
task name folder.

Export Type: HTML -
| Export
ExportPath @ C:iUsers\PubliciDocuments\ARKWE 8.x\Export
E-mail

| 8,

Note: This evaluation version exports / e-mails only the first 10 records.

| <Back || Mext= || Close

1) Change the Export or E-mail settings as necessary.
2) Use Browse button to change the export path.

Click Additional E-mail Settings button to specify optional e-mail settings as

shown below:
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Additional E-mail Settings =

Y'ou can customize the SMTP Server, From and To
addreszs, Subject and body of the e-mail message.

SMTF Server: rd45
From: jarmiefaipathfinder local

Io Tom Fordi@pathfinder. local

Jubject  Reparts generated by ARKWE

Pleaze find the attached report generated by Admin Beport Kit For
YWindowes Enterprize

] ] l Cancel
Step 5: Schedule Settings
x Powver Export - Built-in Reports @
Step S5 of 6 : Schedule Settings
Ernter & unique task name and specify its schedule settings. x
Task Marne Specific User File Perm

Specify an account that has sufficient privileges to retrieve report information From the selected
Domains/Servers,

Run As TREELAE \adminuser3

Schedule Task: | Daily « | Start time: 0430 PM <

Schedule Task Daily

Ewvery (1 = dawis)

I <Back I I Mexk = ] I Close ]

1) Enter a unique name for the task.
2) Change the Run as parameter, if necessary and set the password for the specified
user.
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3) Change the task schedule settings as required.
4) Click Next to proceed to the next and final step.

Step 6: Summary

Step 6 of6  : Summary

Click Finizh to save the task details. x

Task Mame: Specific User File Perm Report Euilt-in Repork
Run As: TREELAE \adminuser3
Schedule: B
-
Report Name UseriGroup Shared Export Export Folder

Accounts Folders A [(Export PathiTask Mame)
W Public)

| <gack | [ Emsh | [ Close

1) This step displays the summary information of the task.
2) Click Finish to save the task details.
3) The task will be added to Windows Scheduled Tasks folder.
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Schedule Permissions Built-in Reports
List of Permissions for Files

This report allows you to view the associated file permissions under a specific set of

folders.
K
Power Export
|i|_—*'-1 Built-in F‘leporés 3 m% Permissions
D Standard Reports... w2 Shares and Resources
Scheduled Tasks... $2,  Usersand Groups
Select #@_ Domains option under Power Export.

This will bring up the Power Export Wizard.

Step 1: Report Selection

x Powver Export - Built-in Reports @
Step 1of 5 : Report Selection
Select the desired report to proceed. Only one report can be selected in this category. X

e @ List of permissions for specific users and groups on folders

---------- [E] List of permissions for Folders

@ List of permissions for specific users and groups on files

- (SR List of permissions for Files

Mext = H Close

1) Select "Permissions Reports" from the select report category drop-down list.

2) Select the desired report. Only one report may be selected to run in a single task.
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3) Click Next to proceed to the next step. You may Click Back button anytime to

come back to a previous step.

Step 2: Shared Folder Selection

x Powver Export - Built-in Reports @

Step 2 of 5 : Shared Folder Selection

Enter the full path of a Share or Shared Folder. Click &dd From to load the list of shares, Import to import a list
of UMC folder paths from a text file. Select & folder in the list below and Click Edit Folder Options to modity the
default properties for scanning each folder.

Report List of permissions for files
UNC Path: |
Scan Profile {Shares): [chl:l Profile found.= i ﬂ
Folder Path Include sub-fald...  Faolder level + | | Add From...
RDSOADMIMN T Al =
T —
VRDSOLARKWE True Al
oo
VWRDSOES True all
VIRDSOnew True &l %
1 1 b

Do not display files that have the same permissions as the parent Folder Edit Folder Options. . ]

[T 1nclude group membership information [7] Include SID
[ Walidate For Errars Include Errar Details

<Back ][ Mext = ][ Close

1) Select the desired folder(s) for which you wish to run the permissions report.

2) You may also click Import button to import a list of UNC folder paths from a text
file.

3) Files that have identical permissions as the parent folder would show up with
"Same as parent" in User Name and/or Security fields in the report. However, if
you do not want files with identical permissions as the parent folder reported,
then select Do not display files that have same permissions as the parent
folder option. This option will not report files with identical permissions as the
parent folder.

4) ARKWE defaults to scanning all the sub-folders for a given folder. If you want to
modify the Include sub-folders and sub-folder level options click Edit Folder

Options button. That will show up a window as shown below:
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Folder Options @

Folder Path: FEREERE

Include sub-folders

[ Traverse only|1 2| levelis) of sub-Folder in the share

] Apply this setting to all folders in list [ oK ][ Cancel ]

5) Modify the folder options as required and click OK.

6) Select the Validate for Errors option for validating the folders / files based on
the folder traversal option selected, before proceeding to report generation.
> Generate report ignoring any errors found - This option will validate the
folders/ files path(s) and generate the report even if errors are encountered
during the validation option.
> Generate report only if no error were found. Send error report
through e-mail - This option will validate the folders/ files path(s) and skip
the report generation if errors were encountered during the validation option.
It will then email the error(s) encountered during the validation process to
users.
7) You may select Include Error Details for including the error information of
folders / files into report data.
8) Click Next to proceed to the Next step.
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Step 3: Delivery Options

x Power Export - Standard Reports @

Step4 of 6 : Delivery Options
Select the report delivery options. ou can Export and E-mail the reports using the options below. In caze of
export option, for each task, a sub-folder with the task name will be created under the specified export path.
All zelected reports will be exported to a time-stamped folder in the format "yyyy-mm-dd hh.mm.ss" under the
task name folder.

Export Type: HTHL -
Export
ExportPath :  C:\Users\Public\Documents\ARKWE 8.x\Export m
[7] E-mail

| &

Note: This evaluation version exports / e-mails only the first 10 records.

<Back II Mext > H Close

1) Change the Export or E-mail settings as necessary.
2) Use Browse button to change the export path.
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Click Additional E-mail Settings button to specify optional e-mail settings as shown
below:

-

Additional E-mail Settings ==

“ou can customize the SMTP Server, From and To
addrezz, Subject and body of the e-mail meszsage.

SMTP Server: rd45
FErom: jamie@pathfinder. local

To Tom Ford@@pathfinder. local

Subiect  Reparts generated by ARKWE

Pleaze find the attached report generated by &dmin Report Kit For
Windows Enterprize

[ ] ] I Cancel

Step 4: Schedule Settings

x Powver Export - Built-in Reports @
Step 4 of 3 : Schedule Settings
Enter & unique task name and specify its schedule settings. X

Task Mame File Permissions|

Specify an account that has sufficient privileges to retrieve report information From the selected
Domains/Servers,

Run As TREELAB\adminuser3 Set Password
Schedule Task: |Daily « | Start time: g:30 PM 2

Schedule Task Daily

Ewvery |1 | dayis)

<Back I I Mesk = II Close

1) Enter a unique name for the task.
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2) Change the Run as parameter, if necessary and set the password for the specified
user.
3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.

Step 5: Summary

Stepiofd : Summary

Click Finish to save the task details. X

Task Mame:  File Permissions Report Built-in Report
Run As: TREELAB) adminuser3
Schedule: Ak 06:30 PM every day, starting 3/22/2013 -

Shared Export Export Folder

Folders A (Expart PathiTask Mame) R E-

Report Mame
List of permissions

Bty (e Click here ta view  HTML

| <gack | [ Emish | [ cose |

1) This step displays the summary information of the task.
2) Click Finish to save the task details.
3) The task will be added to Windows Scheduled Tasks folder.
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7.5 Schedule Shares and Resources Built-in Reports

K-
Power Export
|il3‘1 Built-in Reports P | &y Permissions
D standard Reports... | =, Shares and Resources
Scheduled Tasks... 82, Users and Groups
Click # _Domains option under Power Export.

This will bring up the Power Export Wizard.

Step 1: Report Selection

x Power Export - Built-in Reports @
Step 1 of 7 : Report Selection

Select the desired report(=) using the checkboxes given helowy. More than one report may be selected in this X
category.

(=B shares and Resources

----- List of Shares

----- [F]List of Shares with permissions

[ Mexk = ” Close

1) Select the report(s) using the checkboxes to the left of the reports. You may
select any number of reports to run in a single task.

2) The above reports collect data on a server-basis.

3) Click Next to proceed to the next step. You may Click Back button anytime to

come back to a previous step.
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Step 2: Server Selection

E ED'I.I'LI'EI’ EXFID!E 2 Eul E-II"I EE[‘_‘ID!ES E

Step 2 of 6 : Server Selection

For each of the following reports, please select the list of servers for which you would like to generate the
repott. Double-click on & Report or click Add Servers. The report for each of the selected zervers will be
exported as a separate file.

g S List of Shares

- [E] List of Shares with permissions

Server Mame

Add Servers..

<Back ][ Mexk = ” Close ]

1) Click Add Servers button to select the servers for which you wish to run the
server reports selected in Step 1. This will display a window where you can select
the servers you want to add. Selecting a domain will add all the servers in that
domain to the report.

2) Click OK to apply the selected servers to the current report or click Apply to
Reports to apply the servers to the rest of the selected server reports. The

selected servers will be added to the wizard as shown below:
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x Poweer Export - Built-in Reports @
Step 2 of 6 : Server Selection

For each of the following reports, please select the list of servers for which you would like to generate the
report. Double-click on & Report or click Add Servers. The report for each of the selected servers will be
exported as a separate file.

[E] List of Shares Server Mame
[E] List of Shares with permissions PATHFINDER R4S

PATHFIMDER\RDSS
PATHFINDER\RD47?
PATHFIMDER\RO49
PATHFIMDER\RDS4
PATHFINDER\RDS2

Add Servers..

<Back. ” ek H Close I

3) Click Next to proceed to the next step.
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Step 3: Report Criteria (Optional)

X Poweer Export - Built-in Reports @
Step 3 of 6 : Report Criteria {Optional)
You may specify a criteria for each of the following reports to fiter data. Click Mext to keep the current
ctitetia as described under Criteria Description or click Edit Criteria to madify i.

=B} Server Reparts Criteria Description:
----------- S List of Shares
E— @ Lisk of Shares with permissions

{ share Type = 'Folder Share' ) -

Edit Criteria ...

<Back ” Mexk = H Close I

This step allows you to apply specific conditions for filtering report data.
1) To set criteria for a report, select a report and Click Edit Criteria or Double Click

the report.

2) The Criteria Settings window will be displayed as shown below:

i

-

Criteria Settings @

Report List of Shares

Share Type:

"l Folder Share

----- [ admin share

(0] 4 ” Cancel
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3) Specify the criteria to filter the report data using the checkboxes.
4) Click OK in Criteria Settings window to go back to the wizard.

5) A description of the selected criteria will be displayed under Criteria Description

as shown below:

-

rx Powver Export - Built-in Reports
Step 3 of 6 : Report Criteria {Optional)

“You may specify a critetia for each of the following reports to fiter data. Click Mext to keep the current
ctitetia as described under Criteria Description or click Edit Criteria to madify i.

=B} Server Reparts Criteria Description:

----------- EfList of shares
I [E] List of Shares with permissions

Type = 'Admin Share' )

(=)

K

{ Share Tvpe = 'Folder Share' OR. Share *

Edit Criteria ...

<Back ” Mexk =

| | Close

6) Click Next to proceed to the Next step.
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Step 4: Delivery Options

x Power Export - Standard Reports @

Step4 of 6 : Delivery Options
Select the report delivery options. You can Export and E-mail the reports using the options below. In case of
export option, for each task, a sub-folder with the task name will be created under the specified export path.
All selected reports will be exported to a time-stamped folder in the format "vyyy-mm-dd hh.mm.gs" under the
task name folder.

Export Type: HTKL -
Export
Export Path ©  C:\Ugers\Public\Documents\ARKWE &, x\Export
[ E-mail

| %

Note: This evaluation version exports /| e-mails only the first 10 records.

| <Back | [ mext> |[ dse

1) Change the Export or E-mail settings as necessary.
2) Use Browse button to change the export path.

3) Click Next to proceed to the next step.
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> Click Additional E-mail Settings button to specify optional e-mail settings as

shown below.

Additional E-rmail Settings

W4 You can customize the SMTP Server, From and To
. address, Subject and body of the e-mail meszage.

=

SMTP Server: rddq
Eram: jarmie@pathfinder. local

To Tom Fordi@pathfinder. local

Sublect  Reports generated by ARKWE

Pleaze find the attached report generated by Admin Report Eit For
Wwindows Enterprise

] ] | Cancel

-,
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Step 5: Schedule Settings
rx Powver Export - Built-in Reports @

Step 5 of 6 : Schedule Settings
Erter & unigue task name and specify itz schedule settings. X

Task Mame Builtin Repart Task

Specify an account that has sufficient privileges to retrieve report information from the selected

Domains/3ervers,
Run s PATHFIMDER \adminuser | Set Password |
Schedule Task: |Daily w | Start time: 5 25 pm = | Advariced |

Schedule Task Daily

Every |1 = dayis)

<Back ” Mexk = || Close

1) Enter a unique name for the task.

2) Change the Run as parameter, if necessary and set the password for the specified
user.

3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.
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Step 6: Summary

Step 6 of 6 : Summary

Click Finizh to save the task details. X

Task Mame:  Builtin Report Task Report Built-in Report
Run As: PATHFIMNDER\adminuser
Schedule; AL 01:25 PM every day, starting 3/22/2013 -
I
Report . Expoart Export Folder . |
Maime || eSS Py (Export PathiTask Mame) PILET '

LIT

eta uilkin Repe

List of Shares C b i 5 Buiitin R 'I: ;
List of shares . . Ci\UsersiPublici Documentst ARKMWE T
Llick here to view HTML &.x\ExportiBuiltin Report Task F

[ <Back l[ Einish ][ Close ]

1) This step displays the summary information of the task.
2) Click Finish to save the task details.
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3) The task will be added to Windows Schedule Tasks and will be displayed in the

Scheduled Tasks Manager Window as shown below:

= [% Scheduled Tasks Task Hame:  Buitin Report Tazk

(1) Buitin Report Ta: pun As: PATHFINDER\adminuser
Report Type:  Built-in Repott Exported Files: Click here to view
Schedule: At 1:25 PM every day, starting 32202013 ol
-
Report . Export Expott Folder .
Marme =erversiDomsaing & (Export PatiTask Name) | Printer

Z1Usersi PublichDocurnents!, AREWE
8. :\ExportiBuilkin Report Task
! ichDocun

Lisk of Shares Click bere to wview HTML

P —— [ Edit Tazk... ] [ Delete Taszk ]
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7.6 Schedule Users and Groups Built-in Reports

Power Export

||13-1 Built-in Reports ¥ [ Ly Permissions

D Standard Reports... w2 Shares and Resources

Scheduled Tasks... |3‘!.- Users and Groups

iﬂ' 0 1

Click - omains option under Power Export.
Step 1: Report Selection
x Power Export - Built-in Reports @

Step1of 7 : Report Selection

Select the desired report(s) using the checkboxes given below. More than one report may be selected in this X
category.

(=R Users and Groups

-|¥|List of Users and Groups

-[¥]List of User accounts

--[¥]List of Local and Global groups

-|¥]List of disabled user accounts

--[¥]List of lncked-out user accounts

-|¥|Password settings of all user accounts (Password never expires etc.)
-[¥|Members of Local Administrators group

-|¥|Log on rights assigned for all accounts (Log on locally etc.)
-[¥]Privileges assigned for all accounts

-|¥|Group membership with nested groups

[ Mext= H Close ]

1) Select the report(s) using the checkboxes to the left of the reports. You may
select any number of reports to run in a single task.

2) The above reports collect data on a server-basis.

3) Click Next to proceed to the next step. You may Click Back button anytime to
come back to a previous step.
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Step 2: Server Selection

Step2of 6 : Server Selection

Far each of the following reports, select the list of servers for which you would like to generate the report.
Double-click on a report or click Add Servers. The repert for each of the selected servers will be exported as
a separate file.

........... B} List of Users and Groups
----------- @ List of User accounts
----------- @ List of Local and Global groups
----------- @ List of disabled user accounts
----------- @ List of locked-out user accounts

----------- @ Password settings of all user accounts (Password never exg

Server Name

Mo Server Se

----------- @ Members of Local Administrators group
----------- [E] Log on rights assigned for all accounts (Log on locally etc.)
----------- @ Privileges assigned for all accounts

----------- @ Group membership with nested groups

4 1 3 Add Servers...

| <Back | [ mext> |[ cose |

1) Click Add Servers button to select the servers for which you wish to run the
server reports selected in Step 1. This will display a window where you can select
the servers you want to add. Selecting a domain will add all the servers in that
domain to the report.

2) Click OK to apply the selected servers to the current report or click Apply to
Reports to apply the servers to the rest of the selected server reports. The

selected servers will be added to the wizard as shown below:
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A Powver Export - Built-in Reports @
Step 2 of 6 : Server Selection

Far each of the following reports, select the list of servers for which you wwould like to generste the report.
Dauble-click on & report or click Add Servers. The report for each of the selected servers will be exported as
a separate file.

List of Users and Groups Server Mame

List of User accounts TREELAB'RDSO

List of Local and Global groups TREELABIRD71
List of disabled user accounts YSSLAB\RDOS
List of locked-out user accounts YSSLABIRDZ0

Password settings of all user accounts (Password never exp WSSLABIRDZ1
Members of Local Administratars group YSSLABIRDZZ
Log on rights assigned For all accounts {Log on locally etc.) YSSLABIRDZE

Privileges assigned For all accounts

0 [ 9 09 09 09 09 (09 09 0

Group membership with nested groups

] 1 I Add Servers. ..

I =Back ]l Mk H Close I

3) Click Next to proceed to the next Step.
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Step 3: Report Criteria (Optional)

'X Powver Export - Built-in Reports @
Step3 of 6 : Report Criteria (Optional)

You may specify a criteria for each of the following reports to fiter data. Click Mext to keep the current
ctiteria as described under Critetia Description or click Edit Criteria to madify it

{3} Server Reparts Criteria Description:

{ Account Type = 'Built-in User' )

----------- [ st of locked-out user accaunts

E‘] Password settings of all user accounts (Password new

@ Members of Local Administrators group

[E] Log an rights assigned For all accounts (Log an locally

E'I Privileges assigned fFor all accounts

@ Group membership with nested groups

3 Edit Criteria ...

I

[ <Back I[ et II Clase J

This step allows you to apply specific conditions for filtering report data.

1) To set criteria for a report, select a report and Click Edit Criteria or Double Click
the report.

2) The Criteria Settings window will be displayed as shown below:

Criteria Settings @

Report List of Users and Groups

Account Type:

PR [¥d Ewilk-in Llser
[¥] Custom User
Local Group

[¥] Global Sroup

(04 ” Cancel
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3) Specify the criteria to filter the report data using the checkboxes.
4) Click OK in Criteria Settings window to go back to the wizard.

5) A description of the selected criteria will be displayed under Criteria Description
as shown below:

X Powver Expott - Built-in Reports @
Step 3 of 6 : Report Criteria (Optional)

You may specify a criteria for each of the fallowing reports to fiter data. Click Mext to keep the current
criteria as described under Criteria Description ar click Edit Critetia to modify it

=3} Server Reparts Criteria Description:
........... Bl List of Users and Groups { Account Type = 'Builk-in User' OR Account -
- Type = 'Custom User' OR Account Tvpe =
"""""" E] Lisk of User accounts ‘Local Group’ OR Account Type = 'Global
----------- [E] List of Local and Global groups Group’ )

----------- @ List of disabled user accounts
----------- [E] List of locked-out user accounts
----------- @ Password settings of all user accounts (Password nesy
----------- @ Members of Local Administrators group

----------- @ Log on rights assigned For &ll accounts {Log on locally
----------- @ Privileges assigned for all accounts

----------- @ Group membership with nested groups

L Edit Criteria ...

| <Back || Mext= || Close |

6) Click Next to proceed to the Next step.
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Step 4: Delivery Options

% Power Export - Standard Reports @

Step 4 of 6 : Delivery Options
Select the report delivery options. “ou can Export and E-mail the reports using the options below. In case of
export option, for each task, a sub-folder with the task name will be created under the specified export path.
All selected reports will be exported to a time-stamped folder in the format "vyyy-mm-dd hh.mm.ss" under the
task name folder.

Export Type: HTHML hd
Export
Export Path ©  C\Users\Public\Documents\ARKWE &.x\Export E]
[ E-mail

| %

Note: This evaluation version exports [ e-mails only the first 10 records.

l <Back JI Mext:= H Close

1) Change the Export or E-mail settings as necessary.

2) Use Browse button to change the export path.
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> Click Additional E-mail Settings button to specify optional e-mail settings as

shown below.

Additional E-rmail Settings

W4 You can customize the SMTP Server, From and To
. address, Subject and body of the e-mail meszage.

=

SMTP Server: rddq
Eram: jarmie@pathfinder. local

To Tom Fordi@pathfinder. local

Sublect  Reports generated by ARKWE

Pleaze find the attached report generated by Admin Report Eit For
Wwindows Enterprise

] ] | Cancel

-,
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Step 5: Schedule Settings

X Powver Export - Built-in Reports @
Step5 of6 : Schedule Settings
Enter & unigue task name and specify itz schedule settings. X

Task MNarme Builtin User Task|

Specify an account that has sufficient privileges ta retrieve report information from the selected

Domains/Servers.,
Run As TREELAE\adminuser3 | Set Password |
Sthedule Task: |Daily | Start time: 04:30 PM S| advanced |

Schedule Task Daily

Ewery |1 2| dayis)

<Back || Mext= || Close

1) Enter a unique name for the task.

2) Change the Run as parameter, if necessary and set the password for the specified
user.

3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.
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Step 6: Summary

X Powver Export - Built-in Reports

Stepb6 of 6 : Summary
Click Finizh ta zave the task details.

[l

X

Task Mame:  Builtin User Task Report Built-in Report

Run As: TREELAE} adminuset3

Schedule: oF 04:30 PM every day, starting 3iz2/2015 :
Repart Mame Servers/Domains E;pm [E;EF?SHFF?;?E{TaSk Mame) i
Lisk of User accounts Click here to view HTML gl:E{E:;"Ehugi:ﬁ&iaouc:;?eTn;:&nRKWE 1
List of Local and Global groups Click here to wiew HTML gl:llilé:;'l.rPthuézui:ﬁtﬁ.iauucsu;?eTn;inRKWE

Lisk of disabled user accounts Click here to view HTML gI:E{lé:;\'rpt\Iugi:ﬁtll‘iauuc:g:eTn;inRKWE

List of locked-out user accounts Click here to view HTML gI:i?é:;\'rpthugi:ﬁtﬁ'iaaucsug:eTn;iARKWE

Z?cs_;l_lil“r?trsd f;zt:isﬁsrgfnaellfﬁe;xnires Click. here to wiew HTML E:.ll'.lflf.e.{s_llfHE'E??E_UTEP.@TARKWE S
4 i 3

[ <Back. ][ Einish

] [ Close

1) This step displays the summary information of the task.
2) Click Finish to save the task details.

3) The task will be added to Windows Schedule Tasks and will be displayed in the

Scheduled Tasks Manager Window as shown below:

(E—:' Scheduled Tasks

B % Scheduled Tasks Task Hame: Buittin Lizer Task
£) Buitiin Feport Te: pun As: TREELABadminuser3
Buittin Domain T2 peport Type:  Buit-in Report

Schedule: At 4:30 P every day, starting 352272013

Exported Files:

55

Click here to wview:

»

Fepoart MName ServersDomains ixspor‘t
List of Local and Global groups Click here to wiew HTML
Lisk of disabled user accounts Click here to wiew HTML
Mernbers of Local Administrators Click here to wisw HTML
graup —

Lisk of locked-out user accounts Click here to view HTML
Password settings of all user

accounts (Password never expires | Click here to wiew HTML
ek

Log on rights assigned For all - .

accounts (Log on locally etc.) Llick here to view HTHL
Lisk of User accounts Click here to view HTML
Priv_il_eges assigned For all accounts | Click here to wiew HTML
] n

Export Folder

[(Export Path\Task Mame)
i UsersiPubliciDocument s ARKWE
&.:x\Export\Builtin User Task
Z:iUsersiPubliciDocument s ARKWE
. x\Export\Builtin User Task
CilsersiPubliciDocument s\ AREMWE
g, x\Export\Builtin User Task
i UsersiPubliciDocument s ARKWE
&.:x\ExportiBuiltin User Task

i UsersiPubliciDocument s ARKWE
&.x\Export\Builtin User Task

CiUsersiPubliciDocument s\ ARKWE
3.\ Export\Builtin User Task
i UsersiPubliciDocument s ARKWE
&.:x\ExportiBuiltin User Task
i UsersiPubliciDocument s\ AREAWE

O AF e F B ilkie | e Tacle

F

m

« [ I p | Edit Task... ] [ Delete Task

Cloze
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7.7 Schedule Domain Built-in Reports

X -

Power Export

|i|_—*'-1 Built-in Reports 3
D Standard Reports...

Permissions

Shares and Resources

Users and Groups

Scheduled Tasks...

Domains

Click

option under Power Export.

This will bring up the Power Export Wizard.

Step 1: Report Selection

[

x Powver Export - Built-in Reports @
Step 1 of ¥ : Report Selection

Select the desired report(s) using the checkboxes given below. Maore than one repart may be selected in this x
category.

=R Cornains
-[¥List of trusted and trusting domains

-[¥|List of machines with their &5 and service pack

[ List of Windows Servers

[ List of Domain Controllers

- [¥List of Application Servers (115, Exchange Server, SQL Server ekc.)
-[¥List of machines thak run TCPIP services (FTP, telnet etc,)

-] List of machines that have auditing enabled (or disabled)

[ Mk ][ Close ]

1) Select the report(s) using the checkboxes to the left of the reports. You may
select any number of reports to run in a single task.

2) The above reports collect data for the entire domain.

3) Click Next to proceed to the next step. You may Click Back button anytime to
come back to a previous step.
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Step 2 Domain Selection

m

StepZ2 of 6 : Domain Selection

Far each of the following reports, select the list of domains for which you wauld like to generate the repart.
Doukle-click on a report or click Add Domaing. The report for each of the selected domains will be exported
as a separate fie.

-------- [l List of trusted and trusting domains

Domain Marme
-------- [5] vList of machines with their 05 and service pack

-------- [5] List of Windows Servers
-------- @ List af Daomain Contrallers

Mo Damain S

-------- @ List of Application Servers (115, Exchange Server, SOL Serve
-------- @ List of machines that run TCPIP services (FTP, telnet etc.)
-------- @ List of machines that have auditing enabled {or disabled)

4 1 (3

Add Domains. ..

[ <Back ][ MHexk > H Close ]

1) Click Add Domains button to select the domains for which you wish to run the

domain reports selected in Step 1. This will display a window where you can

select the domains you want to add.

2) Click OK to apply the selected domains to the current report or click Apply to

Reports to apply the domains to the rest of the selected domain reports. The

selected domains will be added to the wizard as shown below:
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(€ Power Export - Buitein Reports ==

Step 2 of 6 : Domain Selection

Far each of the following reports, select the list of domains for which you would like to generste the repaort.
Double-click on a report or click &dd Domains . The report for each of the selected domains will be exported
az a separate file.

List of trusted and trusting domains Damain Mame
List of machines with their 03 and service pack.

List of Windows Servers TREELAR

List of Domain Controllers VSSLAR
List of application Servers (115, Exchange Server, QL Serve

List of machines that run TCPIP services (FTP, telnet etc.)

(W) () () (35 1) () [

List of machines that have auditing enabled {or disabled)

a4 n 3

<Back ][ Mext = H Close ]

3) Click Next to proceed to the next Step.
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Step 3: Report Criteria (Optional)

x Powver Export - Built-in Reports @

Step 3 of 6 : Report Criteria (Optional)

You may specify a criteria for each of the following reports to fiker data. Click Mext to keep the current X

criteria as described under Criteria Description or click Edit Criteria to modity it.

= Domain Reports Criteria Descrigtion:
----------- [E List of trusted and trusting domains { Domains = Trusted' ]
----------- [E List of machines with their 05 and service pack

----------- [E] List of windows Servers

----------- [E] List of Demain Controllers

----------- @ List of Application Servers (115, Exchange Server, 50

----------- [ List of machines that run TCPIP services (FTP, telnst

----------- [E) List of marhines that have auditing enabled (or disabl

e T 3 Edit Criteria ...

| <Back || ek || Close

This step allows you to apply specific conditions for filtering report data.

1) To set a criterion for a report, select a report and Click Edit Criteria or Double

Click the report.

2) The Criteria Settings window will be displayed as shown below:

-

Criteria Settings @

Report List of trusted and krusking domains

Trusted/Trusting Domains:

|| Trusked

(] 4 || Cancel
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3) Specify the criteria to filter the report data using the checkboxes.
4) Click OK in Criteria Settings window to go back to the wizard.
5) A description of the selected criteria will be displayed under Criteria Description

as shown below:

X Powver Expott - Built-in Reports
Step 3 of 6 : Report Criteria (Optional)

criteria as described under Criteria Description ar click Edit Critetia to modify it

o Damain Reparks

----------- @ List of trusted and trusting domains
----------- @ List of machines with their ©5 and service pack

----------- [E] List of Windows Servers

----------- @ List of Damain Cantrollers

----------- @ List of Application Servers (115, Exchange Server, 50
----------- @ List of machines thak run TCPIP services (FTP, telnet
----------- @ List of machines that hawve auditing enabled (or disabl

You may specify a criteria for each of the fallowing reports to fiter data. Click Mext to keep the current

Criteria Description:

=

K

{ Domains = 'Trusted' OR Domains = 2
"Trusting' )

Edit Criteria ...

| <Back || Mext= || Close

6) Click Next to proceed to the Next step.
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Step 4: Delivery Options

% Power Export - Standard Reports @

Step 4 of 6 : Delivery Options
Select the report delivery options. “ou can Export and E-mail the reports using the options below. In case of
export option, for each task, a sub-folder with the task name will be created under the specified export path.
All selected reports will be exported to a time-stamped folder in the format "vyyy-mm-dd hh.mm.ss" under the
task name folder.

Export Type: HTHML hd
Export
Export Path ©  C\Users\Public\Documents\ARKWE &.x\Export E]
[ E-mail

| %

Note: This evaluation version exports [ e-mails only the first 10 records.

l <Back JI Mext:= H Close

1) Change the Export or E-mail settings as necessary.

2) Use Browse button to change the export path.
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> Click Additional E-mail Settings button to specify optional e-mail settings as

shown below.

Additional E-rmail Settings

W4 You can customize the SMTP Server, From and To
. address, Subject and body of the e-mail meszage.

=

SMTP Server: rddq
Eram: jarmie@pathfinder. local

To Tom Fordi@pathfinder. local

Sublect  Reports generated by ARKWE

Pleaze find the attached report generated by Admin Report Eit For
Wwindows Enterprise

] ] | Cancel

-,
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Step 5: Schedule Settings

Specify an account that has sufficient privileges ko retrieve report information from the selected

Domains Servers.,
Run As TREELABLadminuser3 | Set Passwiord |
Schedule Task: |Dai|~;.n' w | Start kime: nz: 55 pm = | Sidvanced |

Schedule Task Daily

Ewery |1 = dayis)

x Powver Export - Built-in Reports @
Stepd of6  : Schedule Settings
Enter & unique task name and specify its schedule settings. X
Task Mame Builtin Domain Task,

<Back || Text = || Close

1) Enter a unique name for the task.

2) Change the Run as parameter, if necessary and set the password for the specified

user.
3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.
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Step 6: Summary

X Powver Export - Built-in Reports

Stepb6 of 6 : Summary
Click Finizh ta zave the task details.

Task Mame:  Builtin Domain Task Report Built-in Report
Run As: TREELAE} adminuset3
Schedule: oF 0z2:45 PM every day, starting

Feport Mame

sked and krus

ting

List of machines with their 05

ServersDamsing

Export Faolder
[Export Path\Task Mame)

Ci\UsersiPubliciDocuments) ARKWE

and service pack Llick here to view HTML 8.:\Expart|Builtin Domain Task
) ) . . i\ UserstPublict Docurment s ARKWE
List of ‘Windomws Servers Click here bo wiew HTrML 8 x\Expart|Builtin Domain Task
) ) . . i\ UserstPublict Docurent sy ARKWE
List of Domain Controllers Click here to wview HTML & .\Export|Builtin Domain Task
List of Application Servers (113, .
. . it JsersPublict Document s ARKWE
E;c;:l;ange Server, SQL Server | Click here to view HTML &) Expart|Builtin Domain Task
1ick o mem b oLl L oo T TR Piant I gl N YN Y RN N} pepevpeupapupuny S Ay N Y PN N o)

4|

T

»

m

| sBack | [ Emish | [ close

1) This step displays the summary information of the task.

2) Click Finish to save the task details.
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3) The task will be added to Windows Schedule Tasks and will be displayed in the

Scheduled Tasks Manager Window as shown below:

'E-:' Scheduled Tasks
SRS @ Scheduled Tasks Task Hame:  Buitin Domain Task

(5 Buitin Report Ta: pun As: TREELAB adminuser3
e ':f:' Buitin Domain T¢ Report Type:  Buitt-in Report

Exported Files: Click here to view

=5

F krusted and trusting

List of machines with their 05

and service pack Click here to view

List of Windows Servers Click here to view

List of Domain Controllers Click here to view

List of Application Servers (115,
Exchange Server, SQL Server | Click here to wiew
ekc.)

Lisk of machines that run TCPIP

services (FTP, kelnet etc.) Llick hese to view

Lisk of machines that hawe

auditing enabled {or disabled) Llick here to view

HTML :

HTML

HTML

HTML

HTML

HTML

HTML

Schedule: At 2:45 PM every day, starting 3/22/201 3 g
Report Mame ServersiDomaing ixspurt Expartholder

(Export PathiTazk Name)

CiUsers|PubliciDocument st ARKWE
3. x1ExportiBuilkin Dormain Task,
CiUsers|PubliciDocument st ARKWE
3. x1ExportiBuilkin Dormain Task,
CiUsers|PubliciDocument st ARKWE
3. x1ExportiBuilkin Dormain Task,

C1ilserstPubliciDocurnentst AREKWE
3. x\ExportiBuiltin Domain Task

Zsisers\PubliciDocurmentsh ARKWE
&, x)ExportiBuilkin Domain Task

C1ilserstPubliciDocurnentst AREKWE
3. x\ExportiBuiltin Domain Task,

1| 1

3

[ w ] v | EdtTsk. || Delete Task

Close
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8 Scan Profiles Manager
8.1 About Scan Profiles (Computers)

You can setup Scan Profiles to scan a subset of computers in the network and save these
profiles for repeated use while generating reports (useful for repeatedly scanning and

reporting on different subsets of computers).
You can create Scan Profiles in one of the following ways:

Selecting specific computers in the network
Selecting specific Windows versions

>
>
» Importing list of computers from a text file
>

Importing list of IP addresses from a text file
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8.2 How to Create Scan Profiles (Computers)?

The Scan Profile Dialog allows you to create or edit a Scan Profile. During edit operation,

the name of a Scan Profile and its type cannot be modified. You can access the Scan

Profile Dialog from the Scan Profiles Manager.

Perform the following steps to create a Scan Profile.

1) Click New button in the Scan Profiles Manager window. The Scan Profile dialog

will show up on screen.

2) Specify a name for the Scan Profile. You must give a unique name for the Scan

Profile.

3) Specify how you want to create the profile by selecting appropriate profile type.

You can create Scan Profiles in one of the following ways:

A. Selecting computers from network

1L

[

Scan Profile (Computers) @
Yo can specify a computer list by using either the Impart opkion or by selecting
computers from the netwark, Or vou may select specific versions of Windows,

Prafile Marme:

Profile
@ Select computers From netwark
71 Select specific Windows version(s)
1 Import list of computers Fram bext file
1 Impaort lisk of IP addresses from kext file

Enter Computer Mame (DomainiServer Mame)

DISCO\-"EHV'ISP45| Al

ADYENTURE\RD49 P
ADYENTURE\RDSS

FATHFINDER\RD45

(] 4 ][ Cancel ]

-

Select computers from network option.
You can type in computer name, in the format "Domain

Name", and then click Add button to manually add it to

Name\Computer

the list. Or you

may click Add from button to browse the network and select specific

computers.

B. Selecting specific Windows versions
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[ =

Scan Profile (Computers) @
Yo can specify a computer list by using either the Impart opkion or by selecting
computers from the network, Or wou maw select specific versions of Windows,

Prafile Mame:

Prafile

(71 Select computers Fram network

@ Select specific Windows wersioni(s)

(7 Imnport lisk of computers From kext File

(7 Import lisk of IP addresses from kext file

Windows Yersions Select specific domains
Vuline — " e

] Windaws Yista —| |7 DiIscoveRry

Windows 2003 Server L PATHFIMDER

[T] windows %P Professional T[] wesPRO

[] wwincow= 2000 Profes=ional | ([7] wyaPKLAE

[C] Windows 2000 Server
[] Windows NT Workstation

e e RIT So o

-

[ Ik ][ Cancel ]

I. Choose Select specific Windows version(s) option.
II. Select one or more Windows versions. Only computers running the
selected Windows version will be included in the computer list.
III. You may optionally select specific domains, from the list of domains, to
include computers only from the selected domains. If you choose not to
select any domains, then the Scan Profile includes all domains in the

network.
NOTE:

o This type of profile is dynamic in nature, in that the list of computers are

prepared at run-time; that is at report generation time.
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C.

Importing list of computers from a text file

[

Yo can

Prafile

File

Mote:

Scan Profile (Computers) @

computers from the netwark, Or vou may select specific versions of Windows,

Profile Mame:

Select computers From network,
Select specific Windows wversionis)

@ Import list of computers From text File
Impart list of IP addresses from bext File

‘DomainCamputer’ with each entry Click here to view: a sample.

-

specify a computer list by using either the Import option or by selecting

CUsersiadministratorDeskiop) WarkStationsList, bxk [I]

The file should contain computer names in the Format

Impark

(0] 4 J I Cancel

iv.

NOTE:

o

o

Select Import list of computers from text file option.

Click browse ("...") button to select a file that contains the list of
computers to be imported.

In the "Select File" dialog that shows up, select a text (.txt) file, and then
click Open.

Click Import button to import the list of computers from the selected file.

The text file should contain computer names in the format "Domain
Name\Computer Name" (both Domain and Computer name should be a

NETBIOS name) with each entry in a separate line as shown below:

r =

Zample - Computer List @
researchyrdi =
researchiyrd2

pathfinderirdis

Only valid entries of the form "Domain Name\Computer Name" will be
imported, and invalid entries will be ignored. Please note that the domain
specified will be matched with the domain name to which the computer

belongs. The computer entry will be ignored either if the domain name
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does not match or if an error occurs retrieving the domain name. To view
the list of entries imported, click Verify Imported List button. The list of

computer names imported will be displayed as shown below:

Entries Impoaorted @

This windaw shows the lisk of entries imporked,

-

Hosk Mame Domain Mame
R4S PATHFIMNDER.
RO49 ADVENTURE
RDS5 ADVENTURE

Close

o Changes to the external text file will not automatically be reflected in the

Scan Profile. You need to edit the Scan Profile and re-import the updated
computer list from the file.

D. Importing list of IP addresses from a text file

[ =

scan Profile (Computers) @

You can specify a compuker list by using either the Impart apkion or by selecting
computers from the netwark, Or vou may select specific versions of Windows,

Profile Mame:  Research Computers

Profile
Select camputers Fram nebwork
Select specific Windows wversionis)
1 Imnpaort list of computers From text File
@ Imnport lisk of IP addresses from text file

File CWzersisdministratoriDesktopiAorkStationsList E]

Mate: The file should contain valid IP addresses with each entry ina separate
Click here to view & sample.

Impart I I “erify Imported I

I (] 4 J I Cancel

i. Select Import list of IP addresses from text file option.
ii. Click browse ("...") button to select a file that contains the list of IP

addresses to be imported.
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ifi. In the "Select File" dialog that shows up, select a text (.txt) file, and then

click Open.
iv. Click Import button to import the list of IP addresses from the selected
file.
NOTE:

o The text file should contain valid IP addresses with each entry in a

separate line as shown below:

Sarmple - IP Address List @
10.10.10.53 =
18.18.18.54

18.18.18.255

<

o During the import process each IP address will be translated to a
corresponding computer name. Hence, only valid entries will be
imported. To view the list of entries imported, click Verify Imported
List button. The list of IP addresses and their corresponding computer

names will be displayed as shown below:

Entries Imported @

This window shows the lisk of entries imported,

-

IP address Hosk Mame
10.10.10.44 ADYEMTIURE\RD49

Close

o Changes to the external text file will not automatically be reflected in

the Scan Profile. You need to edit the Scan Profile and re-import the

updated IP address list from the file.

4) Click OK to save the Scan Profile for later use.

188



Chapter-7-Scan Profiles Manager

8.3 How to Manage Scan Profiles (Computers)?

Tools

Custormize F

Filter F3

Export F?
o E-mail

Zcan Profiles Manager

e

Click S Configuration Settings

k m Cormputers F4

= Users and Groups  F10

to

launch the Scan

Profiles Manager. The Scan Profiles Manager shows the list of Scan Profiles available.

these profiles For repeated use,

contents of a prafile,

Zcan Profiles Manager (Computers)
¥ou can setup Scan Profiles to scan a subset of computers in the network and save

¢

This windaw lisks available profiles, Click Mew ta create a new prafile. Click Edit ko
modify selected profile, Click Delete ta delete a profile, Click Preview to view the

-

Diakabase Servers
Resource Serve
Winzkl1 Waorkstations

el
Edit
Delete

Preview

about Scan Profiles w

Close

The Scan Profiles Manager allows you to perform the following operations:

Delete a Scan Profile

vV V V V

Create a new Scan Profile

Create a new Scan Profile

Edit an existing Scan Profile

Preview the list of computers in a Scan Profile

1) To create a new Scan Profile click New

2) Follow the steps as outlined in How to create Scan Profiles?
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Edit an existing Scan Profile

1) To edit a Scan Profile click Edit button in the Scan Profiles Manager. The Scan
Profile Dialog will appear on the screen which will allow you to edit the selected
Scan Profile.

2) During edit operation you can modify the computer list; however, you cannot

modify the type of the Scan Profile.

Delete a Scan Profile

To delete a Scan Profile, select the profile you want to delete, and then click Delete
button. The selected Scan Profile will be deleted permanently. Please note, that reports

associated with the Scan Profile deleted may fail to run when generated.

Preview the List of Computers in a Scan Profile

To preview the list of computers in a Scan Profile, select a Scan Profile, and then click

Preview button. The computer list will be displayed in a tree view as shown below:

-

Prewiew - Test Servers @

Close

The Preview window shows the list of domains and computers selected in the Scan

Profile if the computer list was either imported or selected from the network. Whereas, if
specific Windows versions were selected, then only the computers that match the
selected Windows versions will show up. Furthermore, if specific domains were
associated with the Scan Profile, then only the selected domains will show up, otherwise
all the domains in the network will show up. The Preview window allows you to view

what computers in the network will be included in the profile.
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8.4 How to Apply Scan Profiles (Computers)?

You can apply a Scan Profile to one or more reports to restrict the list of computers
during report generation. This is especially useful if you want to generate reports for a

subset of computers.
This page covers the following topics with regard to usage of Scan Profiles:

» Scan Profiles and Power Export Tool (off-line report generation)

> Scan Profiles and Interactive Report Generation
Scan Profiles and Power Export Tool (off-line report generation)

You can apply a Scan Profile to one or more reports using the Power Export Tool (for off-
line generation) to restrict the domain scope and to scan and collect data for a subset of
computers in the network. The report data will be collected for all computers in the
applied Scan Profile. However, if the applied Scan Profile becomes unavailable during
report generation (likely to happen if the Scan Profile is accidentally deleted); the report
data will not be collected at all and will result in an error. Furthermore, if there are no
computers to be found in the Scan Profile for a domain for which the report is being
generated, then the report generation will fail as well. This is likely to happen if the
domain is not included in the Scan Profile or none of the computers in the domain are

running the Windows version setup in the Scan Profile.
Scan Profiles and Interactive Report Generation

You may also apply a Scan Profile to reports and view the data in interactive mode. The
way in which a Scan Profile is applied and the data collection methodology adopted
slightly differs in interactive mode from off-line report generation mode (using Power
Export Tool). The data collection methodology adopted also depends on the type of Scan

Profile applied (static or dynamic) to the report.

For instance, if a Scan Profile is associated with multiple domains, in interactive mode,
data will be collected only for computers that belong to the currently selected domain.
On the other hand, if there are no computers to be found for the currently selected
domain, in the applied profile, the report data will not be collected at all. This is likely to
happen if the currently selected domain was not included in Scan Profile (if it is a static
profile) or the Scan Profile includes a Windows version filter, say Windows Computers

only, and the domain does not have any computers running Windows XP.

In addition, in interactive mode, there are differences on how Scan Profiles are applied to

Domain-based Reports and Server-based Reports.
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Scan Profiles and Domain-based Reports

In interactive mode, for domain-based reports, you can apply a Scan Profile by using the
Scan Option Dialog. The report will be generated for the list of computers in the applied

Scan Profile for the currently selected domain as mentioned earlier.

Scan Profiles and Server-based Reports

For server-based reports, you can apply a Scan Profile by clicking the

(3] Scan Profiles (Cu:umputersﬂ
i| Apply Profile... |
i Clear Profile

button in the report window. The Scan Profiles Manager will

show up on screen, select a Scan Profile, and then click Apply button to apply the

selected profile.

For server-based reports, however, a Scan Profile when applied reloads the tree view, in
the left pane in the report window, with the list of computers in the selected Scan Profile.
After a Scan Profile is applied, you can select the desired computer in the tree view in
the report window to generate the report. Click the Clear button to clear the applied

profile. This will reload tree view with the list of all domains in the network.
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8.5 About Scan Profiles (Users/Groups)

You can setup Scan Profiles (Users/Groups) to scan a subset of users/groups present in
computers and save these profiles for repeated use (useful for repeatedly scanning and

reporting on different subsets of users and groups permissions on share folders).

» How to create Scan Profiles (Users/Groups)?
» How to manage Scan Profiles (Users/Groups)?

> How to apply Scan Profiles (Users/Groups)?

8.6 How to Create Scan Profiles (Users/Groups)?

Perform the following steps to create a Scan Profile (Users/Groups).

Scan Profiles Manager

Cormputers Fa
&' Users and Groups  F10

1) Select

from the application toolbar. This action will

launch the Scan Profiles Manager (Users/Groups) dialog as shown below.

-

¢

%‘ scan Profile Manager (Users/Groups)

Y'ou can zetup Scan Profiles [zers/Groupz) to scan a subzet of uzers in zervers and zave
these profiles for repeated uze.

Thiz window ligtz available profiles. Click Mew to create a new profile. Click Edit to modify
zelected profile. Click Delete to delete a profile. Click. Presview to view the contents of a profile.

Frequent Checks
RestrictedU zers
Roaming Uszers

Edit

Delete

Freview

Cloze

=
(1]}
E
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2) Click new button in the Scan Profiles Manager (Users/Groups) dialog. This action

will launch the Scan Profiles (Users/Groups) Wizard as shown below.

-

Select User/Group Account[s]

Select the User and/or Group accounts for which vou would like to create a profile.

Profile Mame: |
Account Mame: 0 Add
Add Accounts fram domaintserver: Browsze and Select ]

Selected Accounts:

M Scan Profile (Users/Groups) @

Accaunt Mame Accaunt Type Remave

[ ok ] [ LCancel

1) Enter a name for the profile.

2) Use the Browse and Select button to enumerate users/groups from servers or

Scan Profiles Computers as shown below:
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Wi and Select Accounts [ sers/Groupz] available from computers displayed below.

m

)

Find: | ok || Cancel |

3) You can enter users / groups name and add to the selected account list for
creating a profile. Enter the users/groups name in 'Domain\User Name' format
and click the Add button to add the entered account to the list as shown below:

-

P Sean Profile (Users/Groups) @
Select User/Group Account[s]

Select the User and/or Group accounts for which vou would like to create a profile. I

Profile Mame:  Sample Profile

Add Accounts
Account Marne: ADYENTUREYAdminuset| 0y Add
Accounts From domaintserver: [ Browse and Select ]

Selected Accounts;

Account Mame Account Type | Femove

ok ] [ LCancel
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I Sean Profile (Users/Groups) @

Select User/Group Account[s]

Select the Uzer and/or Graup accaunts for which vou wauld like ta create a profile.

Profile Mame:  Sample Profile

Add Accounts

Account Mame: Add

Accounts From domainiserver: [ Browse and S;le-ct/ ]

Selected Accounts;

Account Mame Account Type | Femove

ADYVEMTIRE N Adminuser
adventureischoles

5) Click Finish to save the Users/Groups profile for future use.
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8.7 How to Manage Scan Profiles (Users/Groups)?

Click

Tools | View  Window  Help

Custormize F2

Filter F3

Export Fr
2 E-mail
::'5 Scan Profiles Manager k | Carmputers Fq
Y4 Configuration Settings & Users and Groups  F10

to launch

the

Scan

Profiles Manager (Users/Groups). The Scan Profiles Manager (Users/Groups) shows

the list of available profiles.

B Scan Profile Manager (Users/Groups)
Y'ou can zetup Scan Profiles [zerz/Groupz) to scan a subzet of users in zervers and zave
these profiles for repeated uze.

Thiz window listz available profiles. Click Mew to create a new profile. Click Edit to modify
zelected profile. Click Delete to delete a profile. Click Presview to view the contents of a profile.

i

Frequent Checks
R estricted ) zers
Foaming Uszerz

Edit

Delete

Freview

LCloze

=
1]
=

The Scan Profiles Manager allows you to perform the following operations:

vV V V V

Create a new Scan Profile (Users/Groups)
Edit an existing Scan Profile (Users/Groups)
Delete a Scan Profile (Users/Groups)

Preview the list of users and groups in a Scan Profile (Users/Groups)
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Create a new Scan Profile (Users/Groups)

1) To create a new Scan Profile (Users/Groups) click New

2) Follow the steps as outlined in How to create Scan Profiles?
Edit an existing Scan Profile (Users/Groups)

1) To edit a Scan Profile (Users/Groups) click Edit button in the Scan Profiles
Manager. The Scan Profile (Users/Group) wizard will appear on the screen which
will allow you to edit the selected profile.

2) During edit operation you can modify the Users/Groups list.
Delete a Scan Profile (Users/Groups)

To delete a Scan Profile (Users/Groups), select the profile you want to delete, and then
click Delete button. The selected Scan Profile (Users/Groups) will be deleted
permanently. Please note, that reports associated with the Scan Profile (Users/Groups)

deleted may fail to run when generated.
Preview the List of Users and Groups in a Scan Profile (Users/Groups)

To preview the list of users and groups in a profile, select a profile, and then click

Preview button

PN - PR ETFICTE SRFE

Profile Mame: T

Account Mame Accourt Type
ADYEMTIRENAdministrator
ADVENTIUREY adminuser ser
ADVENTIURE \Hygiene
Maniagement Global Group
adventure!Scholes
ADYEMTUREYSM_7967 3redeSag4a: User

Close

The Preview window allows you to view what users and groups will be included in the
profile.
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8.8 How to Apply Scan Profiles (Users/Groups)?

You can apply Scan Profile (Users/Groups) to permissions reports that involve generating
permissions for specific users and groups on share folders. This is especially useful, if

you want to generate permissions reports for certain users and groups frequently.

The following shows permissions reports that involves specific users and groups

Report Name Description

List of permissions for specific users and | Reports the folder permissions assigned
groups on folders to specific users and/or groups on a

selected set of folders.

List of permissions for specific users and | Reports the files permissions assigned
groups on files to specific users and/or groups under a

selected set of folders.

Scan Profiles (Users and Groups) and Permission Reports for Specific Users and

Groups

You can apply a Scan Profile (Users/Groups) to permissions reports either using Power
Export Tool (for off-line generation) or Interactive Report Generation .This option will
useful, if permissions for certain Users and Groups need to be monitored frequently.
Rather than searching for Users and Groups, adding then to account list and viewing
their permissions. You can use create a subset of Users and Groups, save them as a
profile, generating permissions reports for subset that of users and groups. The following
shows how Scan Profiles (Users/Groups) can be applied to permission reports for specific

users and groups in Interactive report generation and Power export tool.
Scan Profiles (Users/Groups) and Interactive Report Generation

Perform the following steps for applying Scan Profiles (Users/Groups) to permission

reports in Interactive report generation
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LT

Built-in Reports

|% Permissions
'ﬂ Shares and Resources

&

Users and Groups

Domains

s
o

1) Click on . under Built-in Reports in the tool bar.
2) Select any one of the permissions reports listed above and click Next to proceed.

3) In the next step, select the option 'Select a Scan Profiles (Users/Groups) ' as

shown below.

Built-in Reparts - List of perissions for specific users and groups on folders @
Step 2 of 3 : Select User/Group Account{s)
Select user andfor group accounts For which wou would like bo view the permissions on files/Folders, Ef_

Enter account name A Add to list ':ﬁ:'

Accounts from domaimserver: [ Brovvse and Select ]
Accourts from Scan Profiles (Users/iGroups); [--Select a Profile-- v] .;ﬁ;.
Selected Accounts:
Account Mame Account Type
4 1] 3

> In this step the list of users and/or groups present in Scan Profile (Users/Groups)

will be loaded to the selected Account list as shown below:
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-

Built-in Reports - List of permissions for specific users and groups on folders @
Step 2 of 3 @ Select User/Group Account(s)
Select user andfor group accounts For which wou would like to view the permissions on Files/Folders., Ei

Enter account name © g addtalist | @

Accourts from domaintserver: [ Browese and Select ]

Accounts from Scan Profiles (UsersiGroups): [Frequerﬂ Scans v] @

Selected Accounts:
Account Mame Accaunt Type Remave
Adventureladminuser -

Rezet

Adventure)alan
Adventure)alex
Adventure\Michael

BuiltimAdministrators

4 1 | »

Back I ’ Mext I ’ Close

> In the Succeeding steps, select needed details for generating reports for selected

Users and Groups.
Scan Profiles (Users/Groups) and Power Export Tool (Off-line Report Generation)

You can apply a Scan Profile (Users/Groups) to permissions reports using Power Export
Tool (for off-line generation).

K

Power Export

|h‘3-1 Built-in Repﬂr‘és 3 m
D Standard Reports...

Permissions

Shares and Resources

Scheduled Tasks... Users and Groups

Domains

i & Qu b

1) Click on

toolbar.

button in the

2) Select any one of the permissions reports listed above and click Next to proceed.

3) In the next step, select the option 'Select a Scan Profiles (Users/Groups)' as
shown below.
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’X Powver Export - Built-in Reports @
Step 2 of 6 : User/Group Selection

Select & server or a Scan Profile (Computers) or & Scan Profile (UsersiGroups) to retrieve available users
and groups from.

Report Mame: List of permissions For specific users and groups on folders

Enter account name £ A to list -ﬂ
Accounts from domainizerver: ’ Browse and Select ]
Accounts from Scan Profiles (UsersiGroups): [--SElECT & Profile-- V] 'ﬂ
Selected Accounts
Account Mame Account Type

4 UL [

<Back. ] [ Mext = ][ Close ]

> In this step the list of users and groups present in Scan Profile (Users/Groups)
will be loaded to the selected account list as shown below:

x Powver Export - Built-in Reports @

Step 2 of 6 : User/Group Selection
Select & server or a Scan Profile (Computers) or a Scan Profile (UsersiGroups) to retrieve available users X

-

and groups from.

Report Mame: List of permissions For specific users and groups on folders
Enter accournt name : 2 Add to list -ﬂ

Accounts from domainiserver: ’ Browwse and Select ]

Accounts from Scan Profiles (UsersiGroups): [FFECIUEI'IT Scans V] 'ﬁ

Selected Accounts

Account Mame Account Type
Remove

Adventure)adminuser

Adventureldlan

Adventure)Alex

AdventureiMichael
Builkin Administrakors

1| n 3

[ <Rack, ] [ Mexk = ” Close ]

In the succeeding steps select needed details for generating reports for selected Scan
Profile (Users/Groups).
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8.9 About Scan Profiles (Shares)

You can setup Scan Profiles (Shares) to scan a subset of shares present in computers
and save these profiles for repeated use (useful for repeatedly scanning and reporting on

different subsets of share folders permissions).

> How to create Scan Profiles (Shares)?
> How to manage Scan Profiles (Shares)?

> How to apply Scan Profiles (Shares)?

8.10 How to Create Scan Profiles (Shares)?

Perform the following steps to create a Scan Profiles (Shares).

Scan Profiles Manager

Computers B
Users and Groups  F10
& p
L Sh Fl11 L . . ;
1) Select v e from the application toolbar. This action will

launch the Scan Profiles Manager (Shares) dialog as shown below:

¢

%‘ Scan Profile Manager (Shares)

Yau can zetup Scan Prafiles [Shares) to 2can a subset of shares in servers and save these
prafiles for repeated uze.

Thiz window ligtz available profiles. Click Mew to create a new profile. Click Edit to modify
zelected profile. Click Delete ta delete a profile. Click Previesw to view the contents of a prafile.

Frequent Scans

Sample Profile

=]

Edit

Delete

Freview

=
£

Cloze
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2) Click New button in the Scan Profiles Manager (Shares) dialog. This act

will launch the Scan Profiles (Shares) dialog as shown below:

=

scan Profiles (Shares) @
Enter the full path of a Share or Shared Folder. Click Add From ta load the lizt of shares, [mpart baimport a list of DHC
folder patha from a test file.
Prafile Wame:  Sample Profile
Share/Faolder UMC Path: Add
Folder Path Add From
ok ] [ LCancel

ion

1) Enter a name for the profile.

2) You may type the UNC path of a folder that is not in the list, such as a folder that

is not shared, and then click Add, to add it to the list as shown below:

scan Profiles (Shares) @
Enter the full path of a Share or Shared Folder. Click Add From to load the list of shares, Import to import a ligt of JHC
folder pathe from a test file.
Frofile Mame:  Sample Profile
Share/Falder UNC Path:  |\RDSS) TestLocagroups | Add
Folder Path Add From
ok ] [ Lancel

-

3) You may also import a list of UNC paths to shared and non-shared folders fro

text file by using the Import button.

m a
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4) Click 'Add From' to add list of share folders from computers as shown below:

—— ¥iew and select Shares and Folders available From computers displaved below,

scan B

Enter b
folder

5

= |
b aligt of LIMNC

e Scan Profiles {Computers)

i Domains

Shai -} ADVENTURE

|_:_| Domain Controllers

..... 1\RD49Address
..... ] virD4aianming
..... [ virD4oycs

..... (] vrRD4siDd

..... D VRO4NES

----- 1 RO49Exchange0AG
..... L] virD4oiFs

..... [ ] vRrD49ia4

Fal
LR

(— «Mo Profile Found, Configure using Scan Praofiles Manager, »

| m
|

Acd From

Impork

Femove

Cancel

Ik

I

][ Cancel ]

scan Profiles (Shares)

folder paths from a test file.

Prafile Wame:  Sample Profile

Enter the full path of a Share or Shared Folder. Click Add From ta load the lizt of shares, [mpoart boimport a list of DHC

4

RO MTFS Security Manager
VRO, Test share Folder
VWRDS5, TestLocagroups

Share/Faolder UMC Path:
Falder Path Acdd From
1RD49Address
1 RD49 Exchange DA

Femove

Ok ] [ LCancel

5) Click Finish to save the Shares profile for future use.
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8.11 How to Manage Scan Profiles (Shares)?

Scan Profiles Manager

Computers Fa
& Users and Groups  F10
. L Sh F11 .
Click el ares to launch the Scan Profiles Manager (Shares). The

Scan Profiles Manager (Shares) shows the list of available profiles.

-

I Scan Profile Manager (Shares) @

Y'ou can zetup Scan Profilez [Sharez) to scan a subset of shares in servers and zave these
prafiles for repeated uze.

Thiz window ligtz available profiles. Click Mew to create a new profile. Click Edit to modify
zelected profile. Click Delete ta delete a profile. Click Preview to view the contents of a prafile.

Frequent Scans

Sample Profilel

=]

Edit

Delete

Ereview

=
£

Cloze

The Scan Profiles Manager allows you to perform the following operations:

Create a new Scan Profile (Shares)
Edit an existing Scan Profile (Shares)

Delete a Scan Profile (Shares)

vV V V V

Preview the list of Shares in a Scan Profile (Shares)

Create a new Scan Profile (Shares)

1) To create a new Scan Profile (Shares) click New

2) Follow the steps as outlined in How to create Scan Profiles?
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Edit an existing Scan Profile (Shares)

1) To edit a Scan Profile (Shares) click Edit button in the Scan Profiles Manager. The
Scan Profile (Shares) wizard will appear on the screen which will allow you to edit
the selected profile.

2) During edit operation you can modify the Shares list.
Delete a Scan Profile (Shares)

To delete a Scan Profile (Shares), select the profile you want to delete, and then click
Delete button. The selected Scan Profile (Shares) will be deleted permanently. Please
note, that reports associated with the Scan Profile (Shares) deleted may fail to run when

generated.
Preview the List of Shares in a Scan Profile (Shares)

To preview the list of shares in a profile, select a profile, and then click Preview button.

Mo e,

Profile Mame: | i |

‘ Zhare Mame

VRD49UMTFS Bulk Share?
RD4MMTFS BulkTest Share
TRD4NMMTFS Security Manager
1RD4M Test share Folder

Close

The Preview window allows you to view what shares will be included in the profile.
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8.12 How to Apply Scan Profiles (Shares)?

You can apply Scan Profile (Shares) to permissions reports. This is especially useful, if

you want to generate permissions reports for certain Shares frequently.

The following shows permissions reports that involves shares profile

List of Permissions Reports:

Report Name

Description

List of permissions for specific users and

groups on folders

Reports the folder permissions assigned
to specific users and/or groups on a

selected set of folders.

List of permissions for folders

Reports the permissions associated with

a selected set of folders.

List of permissions for specific users and

groups on files

Reports the files permissions assigned to
specific users and/or groups under a

selected set of folders.

List of permissions for files

Reports the permissions associated with

files under a selected set of folders.

Scan Profiles (Shares) and Permission Reports

You can apply a Scan Profile (Shares) to permissions reports either using Power Export
Tool (for off-line generation) or Interactive Report Generation .This option will useful, if
permissions for certain shares need to be monitored frequently. Rather than searching
for shares, adding them to list and viewing their permissions. You can create a subset of
shares, save them as a profile, generating permissions reports for them. The following
shows how Scan Profiles (Shares) can be applied to permission reports in Interactive

report generation and Power export tool.
Scan Profiles (Users/Groups) and Interactive Report Generation

Perform the following steps for applying Scan Profiles (Shares) to permission reports in

Interactive report generation
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L]

Built-in Reports

|% Permissions
'ﬂ Shares and Resources

82 Users and Groups
- -
>» Click on @ Domains under Built-in Reports in the tool bar.
> Select any one of the permissions reports listed above and click next to proceed.
> In the next step, select the option 'Select a Scan Profiles (Shares) ' as shown
below:
Built-in Reports - List of permissions for folders @

Step 2 of 2 @ Select server(s) for Shared Folders-list
Enter the tull path of a Share or Shared Folder, Click Add From to load the list of shares, Import toimport a list of UNC ='f-
folder paths From a text file, Select a Folder in the list below and Click Edit Folder Options to modify the defaulk %
properties For scanning each Folder,

SharefFolder LUNC Path:

Scan Profile (Shares):  |--Select a Profile-- "l ':f_‘:'

Falder Path Indude sub-Folders Faolder level Add From

4 I I

> In this step the list of shares present in Scan Profile (Shares) will be loaded to the

selected account list as shown below:
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-

Built-in Reparts - List of permissions for folders IEI
Step 2 of 2 : Select server(s) for Shared Folders-list
Entet the tull path of a Share or Shared Folder, Click Add From to load the list of shares, Innport toimport a list of LNC = 5

folder paths From a kext File, Select a faolder in the list below and Click Edit Folder Options to modify the default kgn{;
properties for scanning each Folder,

Share/Falder LNC Path:

Scan Profile (Shares):  |Frequent Scans - l 'l‘j

Falder Path Include sub-Folders Falder level &dd From
R0 Add T all

::::RD*}EI:NTF;E;ZII( Sharez T:E: al
RO49NTFS BulkTest Sh T all

::RD‘}Q:NTFS S:cu:ts;f Ma:;eger T:E: all

V\RO49 Test share folder True all

4 | m 3

Do notk display folders that have the same permissions as the parent folder Edit Folder Options

[ tnehude group membership information

[T 1nelude SID

| Back || Ensh || close

» In the succeeding steps select needed details for generating reports for selected
shares.

Scan Profiles (Users/Groups) and Power Export Tool (Off-line Report Generation)

You can apply a Scan Profiles (Shares) to permissions reports using Power Export Tool
(for off-line generation).

K-
Power Export
|i|_—*-1 Built-in Reports 3 m% Permissions
D Standard Reports... ,ﬂ Shares and Resources
Scheduled Tasks... 82, Usersand Groups
» Click on W] Domain: button in the
toolbar.

» Select any one of the permissions reports listed above and click Next to proceed.

> In the next step, select the option 'Select a Scan Profiles (Shares)' as shown

below:
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’x Powver Export - Built-in Reports @
Step 2 of 5 : Shared Folder Selection

Enter the full path of & Share or Shared Folder. Click Add From ta load the list of shares, Import 1o import a list
of UMC folder paths from & text file. Select a folder inthe list below and Click Edit Folder Options to modify the
default propetties for zcanning each folder.

Repork List of permigsions for folders
UNC Path: |
Scan Profile {Shares); [--Select a Profile-- w7 ﬂ

Folder Path Include sub-fold...  Folder lewvel f&dd From...

[ <Back. H Mext = ][ Close

» In this step the list of shares present in Scan Profile (Shares) will be loaded to the

selected account list as shown below:

’x Powver Export - Built-in Reports @ﬂ
Step 2 of 5 : Shared Folder Selection

Enter the full path of & Share or Shared Folder. Click Add From ta load the list of shares, Import 1o import a list
of UMC folder paths from & text file. Select a folder inthe list below and Click Edit Folder Options to modify the
default propetties for zcanning each folder.

Report List of permissions for folders

UMC Path:

Scan Profile {Shares):  |Frequert Scans | ©@
Faolder Path Include sub-fald..,  Falder level # | | Add Fram. ..
WRD4eaddress True all -

:

WRD4SAMTFS Bulk Sharez True all =
YRDGHNTFS BulkTest Share True all
WRDHSAMTFS Security Manager True all
VRD4Test share Folder True Al -
1 1 b

Fguu:ludr;t display Folders that have the same permissions as the parent [ Edit Falder Options. .. ]

[T 1nclude group membership information [7] Include SID

[ <Back. H Mext = ][ Close

In the succeeding steps select needed details for generating reports for selected shares.
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References

8.13 Troubleshooting

If and when a problem arises, please forward the following information to
support@vyapin.com to revert back to you with a solution. These files will be available
where ARKWE is installed.

Error Log File

E.g., <Application Data Folder>\ARKWE 8.x\ARKWEErrorLog.log
NOTE:

<Application Data Folder> is the common area where ARKWE settings will be stored in
the machine running ARKWE. The <Application Data Folder> can be found from the Help

-> About screen. The default path of <Application Data Folder> is as follows:

a) Windows XP Windows 2003-C:\Documents and Settings\All Users\Documents
b) Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows 10, Windows
2008, Windows Server 2012 - C:\Users\Public\Documents
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8.14 How to Uninstall ARKWE?

When you uninstall ARKWE through Control Panel - Add / Remove Programs applet,

Windows Installer program will remove only the application files from your machine. But,

the application related files created by ARKWE remain in the computer. In order to

remove ARKWE worker files completely, the uninstall wizard provides a set of cleanup

options to perform the cleanup operation based your selection.

Use this wizard to cleanup the files that are created by ARKWE application selectively

and uninstall ARKWE completely from the machine.

1) Launch the uninstall wizard by clicking Start -> Programs -> Admin Report

Kit for Windows Enterprise v8.x -> Uninstall ARKWE.

The ARKWE Uninstall Wizard dialog will be shown as below:

ARKWE Uninstall Wizard

Welcome to ARKWE Uninstall Wizard
This wizard helps you to deanup and uninstall ARKWE completely.

IIsing this wizard you can:

* Cleanup scheduled tasks.

* Cleanup ARKWE application settings

* Cleanup log files

* Cleanup Scan Profiles created by ARKWE Scan Profile Manager
* Uninstall ARKWE application

This wizard will guide you through the steps to deanup the files that are created by ARKWE application.

Cancel

Click Next to Proceed
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2) Select required Cleanup Options as shown below:

ARKWE Uninstall Wizard “

Step 1 of 2: Cleanup Options
Cleaning up the information based on your selection b

(@) Uninstall ARKWE application
Remove all application files and uninstall ARKWE application from the machine,

() Uninstall ARKWE application and cleanup application settings

Remove all application files and uninstall ARKWE application from the machine. Also deanup all scheduled
tasks, log file, exported files and other reports settings.

< Back Finish Cancel

Click Next to Proceed.
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3) Confirm the Cleanup and/or Uninstall Process.

Step 2 of 2: Cleanup Process

ARKWE Uninstall Wizard

Cleaning up the information based on your selection

< Back

Finish

e}

Click 'Finish' button to proceed with the deanup process or dick 'Cancel’ button to terminate the uninstall wizard.

Cancel

Click Finish to run cleanup and/or uninstall process. Click Cancel to close the wizard.

4) Once the file cleanup process is complete, the uninstall wizard will automatically

run Windows Installer program to remove ARKWE application from the machine.
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