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Chapter

1 About Admin Report Kit for Windows
Enterprise (ARKWE)

Admin Report Kit for Windows Enterprise (ARKWE) is a powerful reporting solution
for the Microsoft Windows Network. ARKWE collects configuration information about
Windows domains & servers, users/groups, policies, events, services, installed
applications, shares, permissions, printers, data sources etc. The reports are presented
in a variety of formats that are simple, elegant and highly customizable for System
Administrators, IT infrastructure Managers and Systems Audit personnel to use and act
on. ARKWE's basket of Built-in reports provide powerful, ready-to-use reports that assist
in both Management reporting and Compliance reporting requirements such as SOX and
HIPPA. A single solution that serves your everyday needs of administrative tasks as well

as complex data preparation tasks for assisting in compliance.

ARKWE has been architected using the latest Microsoft .NET technology, bringing you
the best-in-breed reporting solution for your entire Windows Network. ARKWE is highly
optimized for performance (using native Windows API calls wherever appropriate),
resulting in fast data collection of deeply embedded configuration data. Imagine
scanning your vast network of workstations and servers without having to wait forever to
see your reports! You can create data subsets for your network using our powerful scan

options and meaningfully segment your entire network for data collection and reporting.

ARKWE supports current versions of Microsoft Windows Server (2000/2003/2008) and

localized versions of Windows Server, including German, Spanish and French.
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1.1 System requirements

For the computer running ARKWE

Hardware: Intel Pentium III or higher processor, 512 MB RAM and minimum of 20 MB

of free disk space

Operating System: Windows 7 / Windows Vista / Windows XP / Windows Server 2008 /
Windows 2003 / Windows 2000 with the latest service packs and .NET Framework 3.0 or
higher (32-bit or 64-bit platform)

Software Microsoft Data Access Components (MDAC) v2.5/2.6/2.8 only
For the computers reported by ARKWE

Windows 7/ Windows Vista / Windows XP / Windows Server 2008 / Windows 2003 /

Windows 2000 with Microsoft Remote Registry Service enabled.

1.2 Who can use ARKWE?

Organizations running Microsoft Windows Servers can greatly benefit from ARKWE. It is
a powerful reporting tool for Windows Server Administrators. System Administrators can
monitor and manage Microsoft Windows Servers across the enterprise network in any

location. You can connect to a Windows Server if you are part of global administrator's

group.
Typical Users

Systems management personnel
System Administrators
Other Windows network product developers

Trainers and educators

vV V V V V

Enterprise network planning personnel
Typical Organizations that would benefit from this Product:

Companies having their LAN/WAN based Windows Enterprise Networks
Windows based data warehousing companies
Windows Server based Internet Service Providers

Companies having Windows based Intranets

vV V V V V

Any company having Windows Servers and planning to manage their systems
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1.3 How to activate the software?

Once you purchase the software online or through any one of our resellers, you will
receive a sale notification through e-mail from our sales department. We will send you

an e-mail with the necessary instructions to activate the software.

In case you do not receive an e-mail from our sales team after you purchase the
software, please send the following information to our sales department at

sales@vyapin.com with the sales order number:

>» Company Name: End-user Company Name

> Location: City & Country for the Company Name given above

Please allow 12 to 24 hours from the time of purchase for our sales department to

process your orders.

Activate Admin Report Kit for Windows Enterprise

Licenze Type: Single Licensze

To activate the software, copy and paste the license key in the textbox below:
Click here to zee how to copy and paste the licensze key

Licenze Key: |

Activate H Cancel

Image 1 - Activate screen
Perform the following steps to activate the software:

1) Download evaluation/trial copy of software from the respective product page
available in our website at http://www.vyapin.com/

2) Install the software on the desired computer.

3) You will receive a license key through e-mail as soon as the purchase process is

complete.

4) Click 'Activate' in Help -> About -> Activate menu to see the Activate dialog (as

shown in Image 1).
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5) Copy the license key sent to you through email, and pastes it in the 'License Key
textbox. For help on how to copy the license key, click 'Click here to see how to

copy and paste the license key' link in the Activate dialog (as shown in Image 2).

How to copy license key E|

- BEGIN LICENSE KEY (COPY BELOW THIS LINE) ~-{Salect and then Copy the
‘,,a" zelected text

Image 2 - How to copy license key screen
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1.4 Technical Support

ARKWE Frequently Asked Questions (FAQ) section is available online at our website

http://www.vyapin.com.

Please direct all technical support questions to support@vyapin.com. Include the

following information to expedite a response:

a) Include the version of the product you are using.

b) If the problem is associated with installation, include the steps that led to the
problem.

c) If the problem is associated with usage, please state the series of steps you
performed.

d) Include the version of the OS, info about any service packs or hot-fixes and local
language of the OS installed.

e) Attach the Error Log File available in the common application data path of ARKWE
(e.g., <All Users Application Data> \ARKWE 7.x\ARKWEErrorLog.log).

NOTE:

<All Users Application Data> is the common area where ARKWE settings will be

stored in the machine running ARKWE. The path will be as follows:

i. Windows XP, Windows 2003-C:\Documents and Settings\All Users\Application
Data
ii. b) Windows Vista, Windows 2008, Windows 7 - C:\ProgramData
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2 Standard Reports (Working with Reports)

2.1 How to view Domain information?

Standard
Reparts

Dormains

B % @ e )

Il=ers and Groups
Shares and Resources
Policies

Events

Services

Reqistry

Click button to view domain information.

Domain Summary Information

Click SUMMErY | to view domain summary information for a domain.

The summary report lists information like computer's operating system, browsing
capability, participation in LanMan networks, membership in Windows workgroups etc.,

for the server(s) in the domain.
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The output would be displayed as shown below:

&3 Domains - Summary (PATHFINDER)
| [BIRefresh | ZaprintPreview | S Export | S Fiter | [ customize | SgE-mail

=] E;; Enterprize - DOMAINS Summary |€@ Trust | gl Shares || [ Appiications

&) ADVENTURE Haizt Mame Atribute -~

RO45 2 y imary domain cortroller

EQUINGX Server Type : Apple File Protocaol server

SPACENET 5+ Windowes 2003 Server 5.2.3750 Service Pack 2 Bulld 3790 i

;S:ES:? OF Instal Date : 031 5/2008 1
Windowes Directory ; CWAINDOWYE

B} SPRCENET

Boat Device © DeviceHarddisky alume1

System Type @ x86-bazed PC

Processor : x86 Family 15 Model 4 Stepping 7, Genuinelntel ~2800
BIOS Yersion : PAMS0P - 42302231

Browvser : Master Browser w

< I | 3

Domain Trust Information

Click M to view the trusted and trusting domains for a given domain.

Y Domains - Trust (PATHFINDER)
ReFresh | &Print,l'Preview | 5 Export | 7 Fiter | B Customize |@E—mail

=] E; Enterprise - DOMAINS | Summary | b Trust |Q Shares || % Applications

ol ADYENTURE 7

D Trusted Trusting

PATHFINDER Mames
----- EQUINGK RESEARCH
SPACEMET TESTDOM
- ) VOYAGER DISCOVERY fes es
) MERCURY
£} SPACENET

ADYEMTURE

< il | ¥

Domain Shares Information

Click | &3 3hares | 15 view the shares for a given domain.
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i Domains - Shares (PATHFINDER)

ReFresh | &PrintjPreview | |3 Export | S/ Fiter | @ customize | 538 E-mail

= [ Enterprise - DOMAINS & Trust i applcations
Ja] ACVENTLRE . =
i Share Name Path User MName Security R &
PATHFINDER Hear

EQUINOY RD45 Sddress C:'Program Files\Exda e Bl - Read

SPACEMET BUILTIMWAdminist... | Allawy - Full Conteal | Unlimited __
WO AEER, |C:'|,Program FiIes'l,Exchsrw'l,address| Allorwy - Full Cortral | Unlimitec
MERCURY ADMIMNG CoIMDCIS Admin Share Unlimited
SPACENET ARKAD Share DAGRKAD Share | PATHFINDER%ad.. | Deny - Read Uniimited

PATHFINDERha. .. | Allovw - Full Cortrol | Linlimitec

ARMNETest COARKWETest Everyone Al - Read Unlimited
Bharath share [:'Bharath'Bharath | Everyone Deny - Read Unlimitec
PATHFINDERWha. .. | Allovwy - Full Contral | Unlimitecd s

. |3 1% |

Domain Application Information

Click | T #pplications | ¢ yiew the applications installed for a given domain.

&% Domains - Applications (DISCOVERY) Mi=1E3
Refresh | &F‘rinta’Preview | |53 Expart | P Fiker | (B3 Customize | =) E-mail
= @ Enterprise - DOMAINS Summary || & Trust | g3 Shares| T Applications
CHANDRAYAAN il Application Mame | %ersion Path Installed Date | Puklisher Feadme  Size (KB A
CONGUERGR Mame
DISCOVERY RO46 | Microsoft Growp ... (1.020 C'Program File... | 1072802009 Microsoft Corpo... | C\Progr... | 6391
PATHFIMDER Acimin Report Kit ... | 5.0 9/1/2008 Unknown
SPACENET Admin Report Kit ... |7.0.0 10/28/2008 | Yyapin Softwar ... 11604
HOYAGER AVGES CoProgram File... | 772002009 | A%G Technolog... Unknaswn
Haitfiz for Windo... |1 "CWIMDCAYSY |20 152007 Microsoft Corpo... Unknown 1
Microzoft NET C... |2.06129 1272452007 hlicrosoft Carpo... 93220
Microzoft WNET Fr... |2.1.21022 5i512005 Microsoft Corpo... 189768
Microzoft Applic... |11.06558.0 55712008 Microsoft Corpo... 8935
Microsoft Applic... (12060125 Fi2ar2009 Microsoft Caorpo... G935
Microsoft Excha... | 3.3.4604 600 Fi2oi2009 Microsoft Corpo... a6
Microsoft Excha... | 3.3.4604 001 Fi2a2009 Microsoft Corpo... a6 2
. - ¢ . . - [ Pl
—
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2.2 How to view Shares and Resources information?

Standard
Reporks

Damains

Users and Groups

B % [ oo 0n] $2 &

Shares and Resources

Policies
Events

Services

Reqistry

Click on

as listed below.

button to view information available under each tab

Click | &3 Shaes | tah to view the following information: Share Name, Path, User

Name, Security, Maximum, and Comment

E-’, Shares and Resources - Shares (RD45)

ReFresh | E;Print,l’Preview | S Export | S Fiter | {E Customize | [#]5can Profiles = | 538 E-mail
[= E; Enterprise - RESOUR| &3 Shares |Q Folders | [Z] Files | “en Disks @ Printers Scheduled Tasks | G Currert Ses 4 #
@ ADVENTURE Share Mame Path User Mame Security ST Comment -
=B PATHFINDER Uses
= SySvoL CAWINDOWS\SYSR R L Read Logon server sh,
EQUINGE MT AUTHORITY,... |Allow - Full Contral | Unlimited Logaon server sh,
SPACEMET BUILTINY Adrminis... | Allow - Full Control | Unlimited Logon server sh,
MERCURY METLOGOMN S WIMD WS SvEy BUILTIMG Adminis. .. | &llow - Full Contral | Unlimited Logon server sh,
WOYAGER Everyone allow - Read Unlimited Logon server sh.
RESEARCH Address C:\Program Files\Ex Everyons Allow - Read Unlimited "Access ko addr..
PATHFIMDER\R... |Allow - Full Control | Unlimited "Arcess bo addr.,
BUILTINY Adminis... |&llow - Full Control | Unlimited "Arcess to addr.,
Resources$ Ce\Program Files\Ex PATHFINDERIR... | alow - Full Control | Unlimited "Ewent logaing fil %
¢ 3y < | >

How to view permissions of folders in a share?

Click | L Foiders | o The “Folders and Permissions” dialog appears.
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LI Shares and Resources - Folders (RD45) M Folders and Permissions

Refresh |&F‘rint;’F‘review | 5 Export | O &l shares

. _— Select sh P
=8 @ Enterprise - RESOUR|| £l Shares 2 el che2(E) uled Tasks | G Current Ses ¢ *
@ ADYEMTURE Bharath share
E| PATHFINDER D dhana requirement

D ;

|2

- BNk - [] MyTestDFSRact
: S FETLOGON

-} SPACERET

MERCLRY [ Mew Foider

+-8

;g - [#] D45 test data

TS [ rods.LoG —
-} RESEARCH Pos

[] nclude sub-folders
Traverse only I:I levelis) of sub-Folder in the sharg

Do not display files that have the same permissions as the
parent Folder

B

You can view permissions of folder(s) in a share or for all the shares in the selected

server by selecting “All shares” option or “Select share(s)” option respectively.

You can also optionally include the sub-folder(s) information by selecting the “Include

sub-folders” option.

The sub-folder(s) having permissions identical as the parent folder would be shown in
bold text with "Same as parent" in both User Name and Security fields in the report. If
you do not want folders with identical permissions as the parent folder reported, then
select, the "Do not display folders that have same permissions as the parent folder"

option. This option will not report folders with identical permissions as the parent folder.

To view up to a certain level of sub-folders, select the "Traverse only 'n' level(s) of sub-
folder in the share" option and specify a sub-folder level, Where the levels are numbered

as follows:
\\server\sharename\Level 1\Level 2\Level 3...

NOTE: The "Include sub-folders" option defaults to enumerating all the sub-folders
unless you specify a sub-folder level in "Traverse only 'n' level(s) of sub-folder in the

share" option.

NOTE: The "Do not display folders that have same permissions as the parent folder"

option would be enabled by default.

10
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The report would be displayed as below:

L1 Shares and Resources - Folders (RD45)

i [PIrefresh | &Print [Preview | |5 Export | ' Fiter | @EcCustomize | [#]Scan Profiles - | 5 E-mail
= Ea Enterprize - RESOUR |g Shares [ [ Folders | Files || “an Disks || ﬁ Printers || Scheduled Tasks || M Current Ses f ®
@ ADYERTIURE Share Mame Folder Path Sub-Folders Copyner User MName Security |
™ .
PATHFINDER Address \RD4S\Address  GlelESS BUILTIMAdminiz... | BUILTIMNAdminis. .. | Allow - Full Conbre

Q Address BUILTIM A drminiz... | BUILTIN\Adminis. .. | &llow - Special &,
& L
EQUINOX Address BUILTINYAdminiz... | BUILTIM\Server ... | Allow - Special A..
im] SPACEMET .
Address BUILTIN%Adminis... | BUILTIM\Server ... | Allow - Special A..
M)
MERCLRY Address BUILTIMAdrminiz... | CREATOR OWNER | Allow - Special &,
YOYAGER —
: Address BUILTINYAdminiz... |NT AUTHORITYY... | Allow - Special A,
[+ 48l RESEARCH
Address BUILTIN%Adminis... |NT AUTHORITYY... | Allow - Special 4.,
Address BUILTINSAdminis... |NT AUTHORITYY... | Allow - Full Contre
Address BUILTIMNAdminiz... |NT AUTHORITYY... | Allow - Special A..
AT Hme sl smacnm ~1 AR A | SR Pl TIkIL A dantiata T TTRL A dan i Al l-..”/--_l....:
< | @)=
—

How to view permissions of files in a share?

M Folders and Permissions

£ Shares and Resources - Files (RD45)
Refresh | &Print,l’Preview | |5 Export | O all shares

- o Select sh =
= @ Enterprise - RESOUR|| &1 Shares © s dweE) uled Tasks | /G Current Ses ¢ ¥
Fodm ADVENTURE (R | ARKWETest a
i patrenoer (N | . Bharath share
Q D dhana requirement
ECQUIMC D
PACENET ] myTestDRSRact
= - NETLOGOMN
] MERCURY
--------- . Mew Folder =
VOV AGER
-] RD45 test data
fH) RESEARCH ~ Orossios Z
[ 1nchude sub-Folders
Traverse only leveli=) of sub-Folder in the sharg
< | 3 Do not display files that have the same permissions as the
= = parent Folder

You can view permissions of files in a share or for all the shares in the selected server by

selecting "All shares" option or "Select share(s)" option respectively.

You can also optionally include the sub-folder(s) information by selecting the "Include

sub-folders" option.

The files having permissions identical to the parent folder would show up with "Same as
parent” in both User Name and Security fields in the report. If you do not want files with

identical permissions as the parent folder reported, then select, the "Do not display files

11
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that have same permissions as the parent folder" option. This option will not report files

with identical permissions as the parent folder.

To view up to a certain level of sub-folders and files, select the "Traverse only 'n' level(s)
of sub-folder in the share" option and specify a sub-folder level, where the levels are

numbered as follows:
\\server\sharename\Level 1\Level 2\Level 3...

NOTE: The "Include sub-folders" option defaults to enumerating all the sub-folders
unless you specify a sub-folder level in "Traverse only 'n' level(s) of sub-folder in the

share" option.

NOTE: The "Do not display files that have same permissions as the parent folder" option

would be enabled by default.

The report would be displayed as below:

£l Shares and Resources - Files (RD453)

Refresh | Eﬁ Print / Preview | ) Export | S Fiker | fECustomize | (#]5can Profiles + | 53 E-mail
= [3 Enterprise - RESOUR| | §3) Shares | (] Folders | E| | Disks | g Printers Scheduled Tasks | 3§ Currert Ses § #
SE::EITNU;EER Share Mame Egﬁerﬁle ;oalrcli-;r.fFile isgﬁ:rﬁle Cravrier L=zer Mame
.Li,l Address VR4S Address  [alli=EE BUILTINWAdminis. . |BUILTIMAdminis,
EQIIMO Address Falder BUILTIMVAdminis. .. | BUILTIM)Adminis.
SPACENET Address Folder BUILTIMVAdminis, .. |BUILTIMYServer .,
MERCURY Address Folder BUILTIMVAdminis, .. |BUILTIMYServer .,
YOYAGER Address Folder BUILTIMAdminis... |CREATOR OWHNEF
RESEARCH Address Folder BUILTINVAdminis... |NT AUTHORITYY.,
address Falder BUILTIMVAdminis. .. |NT AUTHORITYY,..
Address Folder BUILTIMAdminis... |NT AUTHORITY,..
Address Folder BUILTIMVAdminis. .. |NT AUTHORITYY., %
< 5[# 3

tab to view the following

Space Used (MB), and Space Free (MB)

information: Drive, Capacity (MB),

12
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£l Shares and Resources - Disks (RD45)

ReFresh I&PrintIPreview | S Export | S Fiker | (ElCustomize | (#]35can Profiles - |@E-mai|

= (3 Enterprise - RESOUR | &3l Shares | [ Folders | Files |-=..|!D|sks|@ Printers | Scheduled Tasks | 5 Current Ses ¢

@ ADVENTLRE Drive Capacity (MB) ERacellsed Space Free (MB)

=), PATHFINDER (ME)

Ty c ; 2
e D 24003 12417 (51.73%) | 11586 (48.27%)
@ SPACEMET E 24521 20540 (33.76%) | 3931 (16.24%%)
) MERCURY G 152617 13543 (8.85%:) 139069 (91, 12%)

{5, RESEARCH

£l i |

Click M tab to view the following information: Printer Name, Share

Name, Port Name, Comments, and Driver Name

£ Shares and Resources - Printers (RD45)
ReFresh | &Print,l’Preview | _5 Export | P Fiker | @B Customize | [3]Scan Profiles |@E—mail

= F# Enterprise - RESOUR |H Shares || [ Folders || Files || et Dizks |@P”me"3 Scheduled Tasks || W Current Ses f ¥

&Q ADWEMTURE Prirter Mame Zhare Mame Port Mame Commernt Criver Mame
= @) PATHFINDER 15002 0
& AU T5001 AGFA-AccuSet vS2.3
& equmiox Vrd1ihplaseriet .. HP LaserJek 4050 Series PCL

- {8} SPACENET
---@ MERCURY
---@ WO AGER
-8} RESEARCH

£ il |

Click | [2] Sheduied Tasks | yapy 4o view the following information: Schedule Name,
Application, Start in, Run As, Enabled, Comments, Schedule Description, Next
Run Time, Status, Last Result, Creator, Delete if not scheduled again, Start if
idle, Stop if ceases to idle, Don’t start if on batteries, Stop if going on batteries,

Wake computer to run task.
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£l Shares and|Resources - Scheduled Tasks (RD45)
ReFresh | &Print,l’Preview | _3 Export | S Fiker | @& Customize | (3] 5can Profiles |@E—mail
= F3 Enterprise - RESOUR

()4} ADVEMTURE
=8} PATHFINDER

Q s Yes |
B equmox Fjob ClpogemFies.. e |

[#] Scheduled Tasks | 38 Current Ses| ¢ *

Task Mame A pplication Start in Run 4= Enabled Comments

ogram F

- {8} RESEARCH

E3) m ] 3 < i ] >

Click | ¥ CurrertSessions | ¢ah to view the following information: Client, User,
Opens, Time, and Idle Time

& Shares and Resources - Current Sessions (RD45)
ReFresh | &Print,fpreview | & Export | SFiker | @@ cCustomize | (£ Scan Profiles - |gE-maiI
= @ Enterprize - RESOUR l Scheduled Tazks | Iﬁ Replication || flm  ©Open Files || ;ﬂ Data Sources ||,g LIS

@ ACVEMTURE Client Uszer Opens Time lle Time
=) PATHFINDER

. Q

T Current Sessio

- {E) pESEARCH

< I |

Click | B Fepiication | 4o to view the following information: Path, Extent, Locks,
Lock Time, and Integrity
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L1 Shares and Resources - Replication (RD45)

i [F|Refresh | L Frink | Freview

| ShEwport | S Fileer | B cCustomize | [#]5can Profiles - ||gE—maiI

& [ Enterprise - RESOUR
=), PATHFINDER

-8 vOYAGER

| I

Scheduled Tasks || 4G Current Sessions |& Replication |[11;| Open Files || 3 Data Sources ||;£‘ ot 4 ¥

Type Path Locks Lock Time Path Extent Inkegrity

Seripks ] 010

N N N N

Irnport

Export

Click |t Open Files

| tab to view the following information: Open File, Accessed

by, Locks, Read, Write, and Create

C1 Shares and Resources - Open Files (RD45)

i [F]Refresh | B Print | Preview

| & Export | SFiker | @& Customize | [(#]Scan Profiles - |@E—mail

= (3 Enterprise - RESOUR
¥ 4} ADVENTURE

. @) PATHFINDER

&) Equmox

] SPACEMET

Ll MERCURY

+- {8 YOVAGER

) pESEARCH

i| i} ] l|

'l Data Sources ||E A

Creste

Click | 3¢ DataSowces | ¢ah o view the following information:

DSN Type, DSN

Name, Description, Driver Name, and Driver Version
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ReFresh | &Print,l’Preview | |5 Export

B F2 Enterprise - RESOUR

| 7 Filter

| BER Customize

| (¥ 5can Profiles = |QE-mail

- &3] ADVENTURE DSM Typs

l Scheduled Tasks || ':@:' Current Sessions || ﬁ Replication || ffim  Open Files

DSN Matne

=& PATHFINDER

-3 RESEARCH

£ i) ]

Description Driver MName Driver WVersion

do Micros, ..

Click |[F= Others

Maximum Users, and Path.

: Shares and Resources - Others (RD45)
Refresh | &Print,l’Preview | |5 Export

tab to view the following

information: Resource Name,

| Fiker | [EACustomize | [#]5can Profiles - |gE—maiI
=1 Ea Enterprise - RESOUR | W Current Sessions || ﬁ Replication || {fm  Cpen Files || ;5' Data Sources | § U
.ELE_‘ ACYEMTURE Resource PetrcimLam
=) &) PATHFINDER, e

LEy

- {8} pESEARCH

< 1l |

Uszes et
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2.3 How to view Users and Groups information?

Standard
Reporks

Carnains

Users and Groups

Shares and Resaurces

B % [ 4 e

Policies

Ewents

Services
Click on Begistry button from the menu to view Users and Groups
information.

Click on Generdl | tab to view the following information: User Name, Full

Name, Description, User Type, Home Path, Logon Script, and User Profile Path.

*® Users and Groups - General (RD45) E|E|E|
! [BIrefresh | SaPrintiPreview | S Export | N Riker | B Customize | (E]5can Profiles - | SlE-mail
= @ Enterprize - USERS General | & Status @g Logon E Privileges 8 User-Groups | B Group-Members
453 ADVENTURE Uszer Mame Full Mame Description Uszer Type Home Path Logon Script
=) PATHFINDER:
Q Abelson abelson 5, Peter | Tesking user Marrial
EQUINGY Abraharn Abraharn 1. Martin | Testing Mormal E:\Bharath
SPACEMET Ackerman Ackerman C, Th... | Testing Marral
MERCLRY Sdrministr akar Adrminiskrator Built-in account F... | Admin
VOVAGER adminuser adminuser Admin
RESEARCH Andrew andrew 5. Roberts |Reseatch Marmal
Bensaon Benson &, Ron Research Marmal
Billie: Billie 1. Ferenc Research Marmal
Cady Cady D, Dudley Research Marmal “
< 3

Click on | B 335 | tap to view the following information: User Name, Full Name,
Description, Account Expiry, Password Editable, Password Age, Account Locked,

and Account Disabled.
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=% Users and Groups - Status (RD45)

: ReFresh | &PrintIPreview | S Export | S Fiter | fECustomize | [#]Scan Profies - | =gl E-mail
= @ Enterprise - USERS General | ' | @g Logon E Privileges 8 User-Groups | B Group-Members
SE::EII\T;EER Uszer Name Full Mame Description ?;;ro:m E:;:;r:rd :a;;sword E
Q Adrinistrakar Adrminiskrator Built-in account F...

) EQLIMC dfine pol setting Built-in account F... | Mever expires Mo 756 Dayls), 21 ..,

SPACEMET krbkgt Key Distribution ... |Never expires Yes 921 Day(s), 20 ...

MERCURY TWAM Internet Guest ... | Built-in account F.., |Never expires Mo 921 Dayls), 20...

VOYAGER IUSR Intermet Guest ... | Buil-in account F... |Never expires Mo 921 Day(s), 20 ...

RESEARCH (C3900599-BI8E-4ET SystemMailboy., ., NEVET BXpires Ves 921 Dayls), 19 ...
adrminuser adminuser Never expires Ves 896 Day(s), 1 Hr..
C990C599-B C990C599-6 Mewver expires Yes 638 Dayls), 15...
C00C599-E6E C90C599-690E Mever expires fes 95 Dayls), 23 ... b
< | >

Click on | 219990 | tap to view the following information: User Name, Logon

Workstations, Last Logon/ Logoff times, Logon Server (server which processes

the logon request), Number of Logons.

Users and Groups - Logon (SPACENET)

i [D]refresh | SaPrintPreview | (S Export | S Fiker | ECustomize | (2 Scan Profiles v | SglE-mail
= g Enterprise - USERS Al General | 8 Status | @g Logon | B Privieges 8 Uszer-Groups | 8 Group-Members
@ ADYENTLRE Uszer Mame LDgD'T' Last Logon Logon Setver Mumber of Logons t
=[S SPACENET Wachines
Q Adrministrakor

) EQUINGY Fuest Any Warkskation Ay Server ]

PATHFINDER. krbbgt Ay Workstation Ary Server ]
MERCURY IUSR_RD4s Any Workstation Ary Server ] -

WO AGER. SM_1aa717162db34 Any Workstation Any Server D

RESEARCH SM_9d16a655d1 1b4 Any Workstation Any Server o

SM_33716F95a45F4E Any Warkstation Ary Server ]

mul Any Workstation Arvy Server u]

SM_b360062 1e2c94 Any Warkstation Ary Server ]

alec Any Workstation 10/28/2009 14:29 | Any Server 3

crouch Any Workstation Ay Server u]
< ' > e == =

Click on m tab to view the following information: Displays privilege

lists on a per-user and per-privilege basis.
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Users and Groups - Privileges (RD45)

H Refresh | &PrintIPreview | S Export | S/ Fiter | B Customize | (£]Scan Profiles = | ISglE-mail

= @ Enterprize - USERS seneral | @ Status | &Y Logon | & Privileges @ User-Groups | B Group-Members
L3 ADYENTURE Lizer Matme Privilege
Iy
= PATHPINDER BUILTIM'Backup Operators

a g . E
= BUILTIM\Print Opetators Log on locally.
EQUIRNGK

|

_ BUILTIMY Server Operators Log on locally,
SPACENET
- BUILTINYAccount Operators Lag an lacally.
MERCLRY
P BUILTIMY Adrinistr ators Log on locally.
WOYAGER
. PATHFIMNDER | ztestuser Log on locally,
RESEARCH L
PATHFIMDERIUSR, Log on locally.

WT AUTHORITYIENTERPRISE DOMATL Access khis computer fram netwaork,
BUILTIN|Pre-Windows 2000 Compatil Access this computer from netwark,

BIUILTIMY Administr ators Access this computer From network.

Click on | & User-Grows  tap to view the following information: Displays group

lists on a per-user and per-group basis.

% Users and Groups - User-Groups (RD45)

ReFresh | &PrintjPreview | & Export | S/ Fiker | @ Customize | (E]Scan Profiles + | ISglE-mail

= E; Enterprise - USERE A General | &P Status @L Logon | =] Privieges | Q Uger-Groups | 1 Group-Members
@ ADYENTURE User Mame fember of Membership Group Description 5
= {8 PATHFINDER Adrainistrator Administrators fudrninis| s have complete and unrestrictes to the computerfdomain
Bensan &, Ron Adrmiristrators Administrators have complete and unrestricted access to the computeridomain
SES:;:\?;T Cady O, Dudlesy Adrniristrators Adriniskrators have complete and unrestricked access ko the computeridarmain
MERCLIFY Guestl Guests Guests have the same access as members of the Users group by defaulk, ex... )
VOVAGER — /| ISR Guests Guests have the same access as members of the Users group by defaulk, ex...
RESEARCH Mewlser Users Users are prevented from making accidental or intentional system-wide chan. ..
Andrewe 5, Roberts | Users Users are prevented from making accidental or intentional system-wide chan. ..
ASPMET Users IJsers are prevented from making accidental or intentional system-wide chan. ..
abelson Users Users are prevented from making accidental or intentional system-wide chan. ..
* ||| Billie Users Isers are prevented from making accidental or intentional system-wide chan. .. 2
< | &

Click on | B Group-Members | 4op o view the following information: Displays group

member’s lists on a per-group basis
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=% Users and Groups - Group-Members (RD45)

Refresh | &gPrint,l'Preview | S Export | S/ Fiter | B2 Customize | (#]Scan Profiles = | =g E-mail

= (3 Enterprise - USEREA Gereral | 4B Status | €Y Logon | B Privieges | & User-Groups | B Group-Members |
= ADYENTURE Group Name Description Account Name A

=
=] PATHFINDER Metwork Configurati Members in this gro adminuser

Q Replicatar Supparts File replicat TwaM
EQUINOY
SPACENET
MERCURY
WO AGER

RESEARCH

Power Users Power Users posses Z390C599-E96E-4
Backup Operators | Backup Operators o IUSR
Remaote Desktop Use Members in this grol Internet Guast
Mone Ordinary users Adriniskrator
ASPMET
Guestl
Helpassistant
b ISR

2.4 How to view Policies information?

Skandard
Reporks

Domains
Isers and Groups

Shares and Resources

B % (5[ & &

Palicies
Events
Services
Click on Regitry from the menu to view policies information.
Ao

Click | % Fas=word | +ah to view the following information: Enforce Password

History, Maximum Password Age, Minimum Password Age, Minimum Password
Length; Password must meet complexity requirements, Store password using

reversible encryption for all domain users
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& Palicies - Password (RD45)
Refresh | &F‘rint,l'Preview | & Export | S Fiker | & Customize | [(#]Scan Profiles - ||gE-maiI

= @ Enterprise - POLICIES & Password  Accourt Lockout || B At || s User Rights Assignment || iﬁ Security Cptions ||-_g L
@ ADYENTLIRE Enforce 4 Maxi Mini Minimum Password Store password
EI@ PATHFIMDER passwar Semum iU password rmusk meet using reversible
P history passiiord age passiord age length complexity encryption for

e 1045 ~ N
Q RD45 {passwards {days) {days) {characters) requirements all domain users
remembered)
Enabled

1), MERCURY
) vovaGER

[+ 48] RESEARCH

4| JILY ] =l

Click| W Accourt Lockout

| tab to view the following information: Account Lockout

Duration, Account Lockout Threshold, and Reset Account Lockout

& Policies - Account Lockout (RD45)
Refresh | &Print,l'F‘review | S Export | S Filker | & Customize | (¥]5can Profiles ~ |@E-mail

= Ea Enterprize - POLICIES | & Password | W Account Lockout |Li;1 Audit ||@g Izer Rights Assignment ||§ﬁ Security Options ||-_ﬁ <

[+ -4 ADYENTLURE Account lockout Accourt lackaut threshold (irvalid logon Reset Account Lockaut Counter After
EI@ PATHEIMDER: duration {minutes) attermpts) (minukes)

.2y B 30

4| 1LY ] &

Click | & 24t | 4ah to view the following information: Policy Name, Log Success,
and Log Failure
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& Policies - Audit (RD45)
Refresh | &F‘rint,l'Preview | |5 Export | “y'Fiker | fECustomize | (] Scan Profiles + |gE-I‘nai|

= Ea Enterprise - POLICIES | & Password || o Account Lockout (@] At |@3 U=er Rights &ssignmert ||‘:ﬁ Security Options ||-_ﬁ 4k

B} ADVENTURE Policy Mare Log Success Log Failure
e
1045
= Q Audit account manat Yes Mo
I
@ BQUINOX audic directary servi Yes Mo
Ha| SPACERET
. audit logon everts |Yes Mo
G, MERCURY
Audit object access |MNo Mo
WO AGER
i Audit policy change | Ves Mo
RESEARCH
Aodit privilege use | Mo Mo
audit process trackic Mo Mo
Audit system events Yes Mo

|

4
—

Click |H# UserRights Assionment | tap to view the following information: Privilege,

User Name

£ Policies - User Rights Assignment (RD45)

Refresh | &Print,l'F‘review | S Export | “Filker | & Customize | (#]5can Profiles ~ ||gE-maiI

= @ Enterprize - POLICIES | & Password || ‘W Account Lockout || [F) Audi |ﬁ$ User Rights Assignment |§ﬁ Security Cptions ||-_g A

43 ADVEMTURE Privilege User Mame e
=)} PATHFINDER, Log on locally,

=] BUILTIMiPrink Operakors
B} ecumox BUILTIMServer Operatars
SPACENET BUILTIMACCount Operators L4
MERCURY BUILTINGAdministrators
HOYAGER PATHFINDER\ztestuser

[#

S|
RESEARCH PATHFINDERMUSR _WS3WkS12

Aiccess this compute MT AUTHORITYEMTERPRISE DOMAIN COMTROLLERS
BUILTIM\Pre-Windows 2000 Compatible Access
BUILTIM\Administrators

| | > PATHFTMDERATLISE WSSk S >

<
—

Click | ¥ Seourity Options | tab to view the following information: Policy Name,
Value
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Policies - Security Options (RD45)

| Refresh | &Print,l’Preview | = Export

| S Fiker | B Customize | [(3]5can Profiles - ||gE—maiI

=] E; Enterprize - POLICIES | & Password || W Account Lockout || B} At || s User Rights Assignment ?ﬁ Security Options -:f A
- 43 ADVENTURE Palicy Marme Yalue ~
PATHFINDER Devices: Unsigned driver installation behavior
c
'Q Accounts: Rename adminiskratar account Administrakor —
EQUIROH Accounts: Rename guest account dfine pol setting
W] SPACENET - — -
Recovery console: Allow automatic administrative logon Disabled
MERICZURY i .
Recovery console: Allow Foppy copy and access ko all drives and all folder Disablzd
] YO RGER -
Devices: Restrick CD-ROM access to locally logged-on user onky Disabled
RESEARCH : : - —
Devices: Allowed ko Format and eject removable media Adrninistrakors
Devices: Restrick floppy access to locally logged-on user only Disabled
Interactive logon: Mumber of previous logons ko cache (in case domain o) 10 logons
Inkeractive logon: Require Domain Contraller authentication to unlock wo Disabled
¢ | ||| Linterackive loaon: Beomek ucer bo channe naccunrd hefore evniration 14 da M
— —

Click M tab to view the following information: Policy Name,

Description

£ Policies - IP Security (RD45)
Refresh | &Printjpreview | & Export | P Filker | ECustomize | [(#)5can Profiles ~ ||gE-maiI

= E; Enterprise - POLICIES| | " Account Lockout || =] sudt || 3 User Rights Assignmert " &) Security Options | ?._'; IP Security l SR
- PATHFINDER Palicy Mame Description
Q RD45 Server (Request Seq For all IP traffic, always request security using Kerberos trust, Allow unsecured communication with clients that

EQUINOK do not respond Lo request,

&) SPACEMET Client (Respond ©nly Communicate normally (unsecured). Use the default response rule to negotiate with servers that request

security, Only the regquested protocol and port traffic with that server is secured,

MERCURY

= VO AGER
RESEARCH

[=
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2.5 How to view Events information?

Standard
Reporks

Daomains
Users and Groups
Shares and Resources

Policies

Events

B [l fe t8 &

Services

Reqistry

Click on button to view information available under each tab

as listed below.

Click tab to view the following information: Event Date, Event
Time, Description, Source Name, Event End, Computer Name, User Name, Event

Type, and Category

& Events - Application (RD45)

i [P Refresh | &Print [Preview | 5 Export | SFiker | fEcustomize | [(#]5can Profiles - | 52 E-mail
=] Eﬁ Enterprize - EVENTS Application |@!§ Security Q Syatem ﬂ Saved Logs
@ ADVENTLIRE Evert Date Ewvert Time Description Source Mame Event Id el s
=) PATHFINDER e
= 9/6/2003 11:51:42 M The description F WP
EQUINDY 11:51:57 &M The description F..., | W3SYC-WP 2271 RD45 w
SPACEMET 11:54:57 AM Werify that the ... |MSExchangels ... |2000 RD45
MERCIURY 1227118 PM The description F... [W3sShC-WP 2265 RD45
WOVAGER 12:55:43 PM The description F... | W3SWC-WP 2265 RO45
RESEARCH 12:55:01 PM File Server Reso.., | SRMIWC 8197 RO45
1:52:01 PM Filz Server Reso... | SRMSWC 8197 RD45
Z:40:01 PM File Server Reso,,, | SRMSYC 8197 RC45
p 3:147:01 PM Filz Server Reso... | SRMSYC | 197 RD45 2 b

Click MI tab: Event Date, Event Time, Description, Source Name, Event

End, Computer Name, User Name, Event Type, and Category
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& Events - Security (RD45)

Refresh | &F‘rint,l'F‘review | S Export | S Fiker | fECustomize | (2]3can Profiles « |
=] E; Enterprize - EVENTS application | @ System | [B] Saved Logs
@ ADVENTLRE Event Date Event Time Description Source Mame Ewert Id Gy ~
=8} PATHFINDER e
= 3fz4)2009 12:00:42 FM The description f...
EQUINGY 12:00:42 FM The descripkion F... | Security 565 RD45 B
SPACEMET 12:00:42 P The description F... | Security 565 RO45
MERCURY 12:00:42 PM The descripkion F... | Security SES RC45
YOYAGER 12:00:42 PM The description f... | Security 965 RD4S
RESEARCH 12:00:42 PM The description F... | Security SES RD45
12:00:42 PM The descripkion F... | Security 565 RD45
12:00:42 PM The description F... | Security 565 RL45
. 12:00:42 PM The description ... | Security | 565 RD45 . b

Click Qsﬂ tab to view the following information: Event Date, Event Time,

Description, Source Name, Event End, Computer Name, User Name, Event Type,

and Category

E Events - System (RD45)

Refresh | &Print i Presiew | 5 Export | NP Fiker | EECustomize | (3] Scan Profies « | E-rnail
= Eﬁ Enterprise - EVENTS Application Q Security | IE Saved Logs
S8} ADVENTLRE Event Date Evert Time Description Source Name Ewvert Id CampiET A
= f) PATHFINDER et
=] EQUINOE 12:05:21 PM The description F.., |Prink RIS
=) SPACENET 12:03:31 PM The description F... | Print RD4S
MERCURY 12:03:32 PM The description F... |Print RD45
VOYAGER 12:03:32 FM The description F... |Prink RO45
M} RESEARCH 12:03:32 PM The description F... | Prink R4S
12:03:32 PM The description F... |Print RD45
12:03:34 FM The description F.., | Print 4z RD45
. 1:11:28 PM The description F... | Prink | 55 RIS . b

Click | B Ssvedloss | ¢ap to view the following information: Opens the saved log

stored in current system or network share.
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2.6 How to view Service information?

Standard
Reparts

Darnmains

Il=zers and Groups
Shares and Resources
Policies

Ewvents

Setvices

B [% |5 @ et &

. Reqiskr
Click on e

as listed below.

button to view information available under each tab

Click tab to view the following information: Display Name, Start up,

Service Type, Account, and Current State

#" Services - General (RD45) |Z||E|r5__<|
Refresh | &Print,l’Preview | S Export | S Fiker | [ECustomize | [(#]5can Profiles = |sglE-mail

= @ Enterprise - SERYICE!, General | “' Cortrol | 4 Dependency
4m ADVEMTURE Display Mame StartUp Service Type Account Current State 5
I .
Q Microsoft &CFPT Drive Book Diviver (Kernel) Running
=
(4] Gl
H BQUINOI ACPIEC Disabled Driver (Kernel) Stopped
) B
IPACENET adpultm Disabled Driver (Kernel) Stopped
&8 MERCURY
adpu3zn Disabled Driver (Kernel) Stopped
WOV AGER,
) Micrasaft Kernel oo Manual Driver (Kernel) Stopped
RESEARCH - - -
Application Experien Automatic Mormal (Win3z 5., | LocalTystem Running
afent Disabled Driver (Kernel) Stopped
AFD Swstem Driver (Kernel) Running
aic7auz Disabled Driver (Kernel) Stopped Z
< | >

Click m tab to view the following information: Display Name, Service
Name, Error Control, Group, and Path
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#° Services - Control (RD45)
ReFresh | &PrintIPreview | 3 Export | S/ Fiker | fEACustomize | () Scan Profiles - |gE—maiI

= Eﬁ Enterprise - SERVICE! | General “ﬁﬁvCorﬂrol | &  Dependency |
: &3 ADYENTURE Dizplay Mame Service Name Service Type Errar Cortraol Group Path ~
PATHFIMNDER. Abiosdsk j
- Q . Microsoft ACPT Drrive ACPI Crriver {Kernel) Mormal Boot Bus Extender |SwstemRootisy,.,
]
= EQUINGK ACPIEC ACPIEC Driver (Kernel) Matrial Bioaot Bus Extender -
SPACENET ) —
- adpuléim adpulelm Driver (Kernel) Mormal SCSI minipork
MERCLRY ) —
) adpu3z0 adpuzzn Driver (Kernel) Matrial SCSI minipork
WOV AGER
, Microsoft Kernel Acg aec Driver (Kernel) Mormal system32idriver...
{8 RESEARCH
Application Experien SeLookupSwe Marral (win3z 5... | Mormal CWIRDOWS 5.
afent afcnt Driver (Kernel) Mormal SCSI minipork
AFD AFD Driver (Kernel) Tarmal DI \SystemRootiSy. ..
o - P e A1 et T b
< | > £ | >

Click | % Dependencey | tap to view the following information: Display Name,

Dependencies

#" Services - Dependency (RD45)
ReFresh | &Printipreview | |5 Export | Sy Filker
.' General || ‘b Control |

Dizplay Mame

| [315can Profiles - |gE—maiI

i Dependency ]

| BB Custaomize

= g Enterprise - SERVICE! |
@] ADVENTURE
G| PATHFIMDER
3
EQUINOX
SPCENET
MERCURY
YOYAGER

RESEARCH

Dependencies

Alerter

ATM ARP Client Prob Tcpip

Windows Audio PlugPlay

L

Rpcas

Background Intelige Rpcss

EventSystem

Computer Browser | Lanmaniarkskation

LanmanServer

B
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2.7 How to view Registry information?

ARKWE allows viewing a specific registry key's value or permission across servers or for

a particular server.

NOTE: Please note the following information while using the Registry reporting feature:

a) The Power Export tool DOES NOT SUPPORT collection of registry information.
b) Instead, ARKWE allows exporting the registry information using the Export Tool

available under the Tools menu.

c) Key Permissions report cannot be generated for a Value Name in the registry.

d) Key value report shows the values associated with a key.

Click on

Skandard
Reporks

Domains

Isers and Groups
Shares and Resources
Palicies

Events

Services

% @ & 8

Reqgistry

to view registry information.

How to view Registry Key Value?

Step-1.

Initial screen

Select 'Server/Domain’ in the left pane and enter a Registry Key or Click on B button

to browse the registry.
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& Registry - (RD45)

Refresh | {-éPrint,l'Preview | (5 Export | @Customize| i E-mail

= EE Enterprise - REGISTF HHjE'-.,-'_|_.;:;..;:;,1-.,|__|.,.1,1-.,.;:;H|[-.jE v" V|D
[+ {E) ADVEMTURE () walue ) Permissions llowed () Permissions Denied Go

= ) PATHFINDER

) Equmex
@ SPACEMET
---@ MERCLRY
@ WOVAGER
---@ RESEARCH

L] 1l

Step 2

The Browse Registry dialog box appears. Select a server from the Server dropdown list
and select the registry key of interest. After selecting the registry key Click on

L button.

Browse Registry

(%) Select kev From Server RD45 W |

() Select key From recently used and other useful

_LOCAL_MACHINE
] HARD'WARE

+-[_] SAM

[ SECURITY

[ SOFTWARE
=[] 5YSTEM

[ HKEY_UISERS

-] HEEY_CLASSES_ROOT
[ _ ] HKEY_CURRENT_USER

L o4 ] [ Cancel

Step 3
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Click on button to view the Registry Key information
How to view Registry Key Permissions?

Select either 'Permissions Allowed' or 'Permissions Denied' option and follow steps 1 to

3 of 'How to view Registry Key Value?"

Registry Key Permissions Report:

% Registry - HKEY _LOCAL MACHINEXSOETWAREWMicrosoft\Windows NTACurrentVersion (RD45)
ReFresh | &Print,l'F‘review | 5 Export | [ECustomize | ISgilE-mail

= [ Enterprise - REGISTF |HKEY_LOCAL_MACHINE v ||SOFnNAREumicrosoﬂWndows NT\Currentersion
@ ADYEMTURE
E gTER Host Mame Uszer Mame Permis=zion 4
EQLINOX RD45 BUILTIMWSHminis et e
SPACEMET

MERCURY
WOVAGER BUILTINWdminist... |Enumerate Sub Keys

) value () Permissions Allowed () Permissions Denied

BUILTINWdminist... | Set Value
BULTIMW.dminist... |Create Sub Key —

RESEARCH BUILTINW.aminist... | Change Matification
BUILTINWdminist... | Create Link
BUILTIRdminist... | Delete
BUILTIMNWdminist... | Change Permission

BUILTIFWAminist... | Take Ownership
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3 Built-in Reports

3.1 About Built-in Reports

Built-in reports are a set of predefined reports that are based on some of the common
tasks in Systems management reporting. Built-in reports are easy to use and speeds-up

the report generation process.

Built-in reports encompass some of the significant standard resource reports, and added

to that, additional reports, all of which could be generated across domains.
The built-in reports feature provides reports on the following resource categories:

Permissions Reports
Shares and Resources

Users and Groups

vV V V V

Domains

3.2 How to view Built-in Permissions Reports?

Permissions Reports

Permissions Reports includes reports that focus solely on reporting the access

permissions assigned to users and groups on objects such as folders etcetera.

[

Builk-in
Reparts

Petrnissions

shares and Resources

Users and Groups

& B2 O ko

Domains

Click on button under Built-in Reports in button in the

toolbar.
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List of Permissions Reports

Report Name

Description

List of permissions for specific users

and groups on folders

Reports the folder permissions assigned
to specific users and/or groups on a

selected set of folders.

List of permissions for folders

Reports the permissions associated with

a selected set of folders.

List of permissions for specific users

and groups on files

Reports the files permissions assigned to
specific users and/or groups under a

selected set of folders.

List of permissions for files

Reports the permissions associated with

files under a selected set of folders

List of all permissions for folders
(Inherit & Explicit)

Reports the permissions for users
assigned in the folders directly and

inherited by means of nested groups.

List of effective permissions for users

and groups on folders

Reports the effective permissions for

users and groups for a set of folders.

List of effective permissions for users

and groups on files

Reports the effective permissions for
users and groups for files available in a

set of folders

List of effective permissions for specific

users and groups on folders

Reports the effective permissions for
specific users and groups available in a

set of folders.

List of effective permissions for specific

users and groups on files

Reports the effective permissions for
specific users and groups for files

available in a set of folders.
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3.3 How to view Built-in Reports for Shares and Resources?

Shares and Resources Reports

The Shares and Resources reports can be generated against domains(s) and specific

sever(s) as well.

E]
Biuilk-in
Repaorts

Petmissions

Shares and Resources

£
=

8 Users and Groups
)

Domains

Click on

toolbar.

button under Built-in Reports in button in the

The Built-in Reports window with the list of reports will be displayed as shown below:
Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time. Click

Next to proceed to the next step.

Built-in Reports - List of Shares with permissions

Step 1 of 3 :Select Report
This report lisks all shares with their corresponding permissions, =

= o Shares and Resources
[E] List of Shares
[ERList of Shares with permissions
[E] List of printers

[E] List of machines with their logical drives and their size
[E] List of scheduled tasks

@ List of applications installed in a machine

Mk ] ’ Close
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Step 2: Select Domain(s) / Server(s)
Select the server(s)/Domain(s), for which the report needs to be generated.

The default option selected is All Domains, for all the reports.

Built-in Reports - List of Shares with permissions

Step 2 of 3 : Select Domain{s),/Server{s)

You can either generate the report across domains by selecking All Domains ar For a specific ﬁf-
domain)server by selecting the Select DomainfServer option, This report can also be generated H&
specifically For a single server by selecting the Server apkion,

(* all Domains

() gelect DomainServer

Lcoooooo

() Select Scan Profile: | --Select a Profile-- b

| Bk || mex || cose

Click Next to proceed to the next step.
Step 3: Select Report Criteria

To view the part of the report that is of more significance, change the report criteria
settings. Only the data that matches the specified criteria will be displayed in the

generated report.
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Built-in Reports - List of Shares with permissions

Step 3o0f 3 : Select Report Criteria

To view the part of the report that is of more significance, change the report criteria settings, Only the Ef-‘
data that matches the specified criteria will be displayed in the generated report,

Share Type:
Folder Share
Admin Share

Back. ]’ Finish ]’ Close

Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

Built-in Reports - List of Shares with permissions

Refresh | &Print | Preview | 53 Export | g E-mail

Feport Details
Report Name : |Li31 of Shares with permizsions |

Domain/Server Share Mame Path Uszer Mame Security rtld::ismum Comment »
Nt Al O ::iicresshiRDd... |PATHFINDERina... |Full Control Undimi _
E:inaresshiRD4... |Everyone Read Unlimited
ARKWETest CARKWETest Everyone Read Unlirnited
a1 i} Admin Share Unlimited Default share N
My TestDFSRoot c:4DFS Testing2 Everyone Read Unlirmited
dhana requirerment, |E:naresshidhan... |Everyone Read Unlirmited
E:naresshidhan,., | PATHFIMDERYMa... |Full Control Unlirmited
RD45.L0G CYProgram Files.., |EUILTINWAdminis, ., | Full Control Unlirmited Exchange message tracking logs
F F:, Everyone Read Unlimited
Resources$ Ci\Program Files,.. |BUILTIMVAdminis. .. |Full Control Unlimited "Event logging files"
C\Program Files, ., | PATHFIMDERYR... |Full Control Unlirmited "Event logging filas" .
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List of Reports:

Report Name

Description

List of Shares

Reports all the shares and their
properties excluding the permission

information.

List of Shares with Permissions

Reports all the shares and their
properties including the permission

information.

List of Printers

Reports all the print server(s) in the

domain(s).

List of machines with their logical drives

and their size

Reports all server(s) with their logical

drives and their size.

List of scheduled tasks

Reports the scheduled tasks and their
properties in all the server(s) in the

domain(s).

List of applications installed in a

machine

Reports the applications installed in all

the server(s) in the domain(s).
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3.4 How to view Built-in Reports for Users and Groups?

Users and Groups Reports

The Users and Groups reports, contains reports that can be generated against domain(s)

and specific sever(s) as well.

Click on

toolbar.

The Built-in Reports window with the list of reports will be displayed as shown below:

£
Built-in
Reparts

%] Permissions
.ﬂ Shares and Resources
|ﬂ Users and Groups

Domains

Step 1: Report Selection

button under Built-in Reports in button in the

Select the report to be generated. Only one report can be generated at a time. Click

Next to proceed to the next step.

Built-in Reports - List of User accounts

Step 1 of 3 :Select Report

This report lisks all Built-in and Cuskom User accounts in a machine,

H}ﬂfﬁ;

%]

= €2 Users and Groups

[E] List of Users and Groups
@ List of User accaunts

@ Lisk of Local and Global groups

[E] List of disabled user accounts

[E List of lacked-ouk user accounks

@ Password settings of all user accounts (Password never expires ekc,)
@ Members of Local Administrators group

@ Log on rights assigned For all accounts {Log on locally etc,)

@ Lisk of currently logged on users

@ Frivileges assigned for all accounts

Mext

|| close
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Step 2: Select Domain(s) / Server(s)

Select the server(s)/Domain(s) or Select a Scan Profile, for which the report needs to be

generated.

The default option selected is All Domains, for all the reports.

Built-in Reports - List of User accounts E

Step 2 of 3 : Select Domain{s),/Server{s)

Yau can either generate the report across domains by selecking Al Domains ar For a specific Ef-
domain)server by selecting the Select DomainfServer option, This report can also be generated H&
specifically For a single server by selecting the Server apkion,

() all Domains

(*) gelect DomainServer
ADWENTURE
(] EQUINGE
] sracenET

L mercury
L vovacer

e |

D RESEARIZH

[+

(3 Select Scan Profile: |--Seleu:1 a Profile-- v| [ ] [E‘[ ]

| Bk || mex || cos

Click Next to proceed to the next step.
Step 3: Select Report Criteria

To view the part of the report that is of more significance, change the report criteria
settings. Only the data that matches the specified criteria will be displayed in the

generated report.
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Built-in Reports - List of User accounts [5__<|

Step 3o0f 3 : Select Report Criteria

To view the part of the report that is of more significance, change the report criteria settings, Only the Ef-‘
data that matches the specified criteria will be displayed in the generated report,

User Tvpe:
Buit-in U=ser
Custom User

Back. ]’ Finish ]’ Close

Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

EEl Built-in Reports - List of User accounts |Z||E|El
Refresh | &Print | Preview | =3 Export | =gl E-mail
Report Details

Report Name : |Li31 of User accounts

Domain/Server User Name Deactiption b
ADYEMTURE'RDSO EetalTyiEl{e=! Gl Built-in Liser

Guestl Built-in Uiser

ASPMHET Custom User

HelpAssistant Cuskom User

ILSR Custom User

T Custom User

Mewlser Custarm User

Abraham Custarn User

Administrator Custom User

SUPPORT_3859... |Custom User

test user Custom User

WIUSR Custom User b
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List of Reports:

Report Name

Description

List of Users and Groups

Reports both the user and group accounts.

List of Local and Global groups

Reports only the group accounts with member
information. This report lists all Local groups
for all the servers and also the Global groups if

the server happens to be a PDC.

List of disabled user accounts

Reports only the user accounts, both built-in
and custom, that have been disabled and/or

otherwise.

List of locked-out user accounts

Reports only the user accounts, both built-in
and custom, that have been locked out and/or

otherwise.

Password settings of all user
accounts (Password never

expires etc.)

Reports password settings of the users’ viz.,
Password never expires, User must change
password at next logon, User cannot change

password.

Members of Local

Administrators group

Reports user and/or group members for the

given group(s).

Log on rights assigned for all

accounts (Log on locally etc.)

Reports user and/or group accounts having the
logon rights viz., Log on locally, Log on as a

service, Log on as a batch job.

List of currently logged on

users

Reports the user names against the server(s)

that they have currently logged on.

Privileges assigned for all

accounts

Reports the assigned privileges for both user

and group accounts.
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3.5 How to view Built-in Reports for Domains?

Domains Reports

Domain Reports are generated across for the entire domain.

"

Builk-in
Reparts

Petrnissions
Shares and Resources

I=ers and Groups

SRl i

Domains

Click on button under Built-in Reports in button in the

toolbar.

The Built-in Reports window with the list of reports will be displayed as shown below:
Step 1: Report Selection

Select the report to be generated. Only one report can be generated at a time. Click

Next to proceed to the next step.
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Built-in Reports - List of trusted and trusting domains

Step 1 of 3 :Select Report
This report lisks the trusted and trusting domains,

= @ Domains
(SR List of trusted and trusting domains

[E] List of machines with their 05 and service pack

[E] List of Windows Servers

[E] List of Domain Controllers

@ Lisk of Application Servers (115, Exchange Server, SOL Server etc,)
@ Lisk of machines that run TCPIP services (FTP, telnet etc.)

@ List of machines that have auditing enabled {or disabled)

Mexk

|| close

Step 2: Select Domain(s) / Server(s)

Select the server(s)/Domain(s) or Select a Scan Profile, for which the report needs to be

generated.

The default option selected is All Domains, for all the reports.
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Built-in Reports - List of trusted and trusting domains

Step 2 of 3 : Select Domain(s)/Server(s)

You can either generate the report across domains by selecking All Domains or for a specific domain by E;—
selecting the Select Domain opkion, H&

(=) all Domains

{3 Select Domain

Doooooo

() Select Scan Profile: |--Select a Profile-- V| Ei|

’ Back. “ (=¥ |’ Close

Click Next to proceed to the next step.
Step 3: Select Report Criteria

To view the part of the report that is of more significance, change the report criteria
settings. Only the data that matches the specified criteria will be displayed in the

generated report.
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Built-in Reports - List of trusted and trusting domains

Step 3of 3 : Select Report Criteria

To view the part of the repart that is of more significance, change the report criteria settings, Only the E;—
daka that matches the specified criteria will be displayed in the generated report, 3

Trusted| Trusting Domains;

Trusted
Trusting

| Back || Emsh || close

Click Finish to generate the selected report.

After the data collection process is complete, the report would be generated in a report

window as shown below:

[ Built-in Reports - List of trusted and trusting domains
Refresh | & Prirk [ Preview | |53 Export | g E-mail

Report Details
Report Name : |List of trusted and trusting domains

Domain kame E:ﬂ:i(nn Trusted Trusting
PATHFIMNDER. RESEARCH
TESTLOM fes Yes
DISCOVERY fes Yes
ADYEMTURE Yes Yes
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List of Reports:

Report Name

Description

List of trusted and trusting domains

Reports the trusted and/or trusting

domains.

List of machines with their OS and

service pack

Reports the configuration information of

all the servers in the domain(s).

List of Windows Servers

Reports the OS installed in all the

servers in the domain(s).

List of Domain Controllers

Reports the Primary and/or Backup

Domain Controllers in the domain(s).

List of Application servers (IIS,

Exchange Server, SQL Server etc.)

Reports servers running IIS and/or
Exchange Server and/or SQL Server in

the domain(s).

List of machines that run TCPIP services
(FTP, telnet etc.)

Reports Servers running network
services viz., TCP/IP, FTP, and Telnet in

the domain.

List of machines that have auditing
enabled (or disabled)

Reports the Auditing status of servers in

the domain(s)...
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4 System Information
4.1 About System Info

This page covers the following topics:

> Introduction
> Prerequisites and Initial Configuration

» System Info reports
Introduction

The System Info feature provides significant hardware and software inventory-based
reports that can be generated across domains. Further, all the System Info reports can

also be scheduled for off-line generation using the Power Export tool.

Please be aware that the System Info feature uses WMI (Windows Management
Instrumentation) to collect report data. Hence, all System Info reports require WMI to be
installed and enabled on the source computer and target computers. For more

information refer to "Prerequisites and Initial Configuration" section.
Prerequisites and Initial Configuration

The System Info feature uses WMI to collect report data. WMI uses DCOM protocol and
is affected by Windows Firewall and DCOM security settings. In order to generate System
Info reports both Windows Firewall and DCOM must be properly configured. Windows
Firewall and DCOM, when not properly configured on your remote computers, can cause
errors such as an "RPC Server Unavailable" error or an "Access is denied" error. Also,
ensure that the current user context or specified user context, under which the

application runs, is a local administrator on target computers.

In order to generate System Info reports ensure the following settings are set

appropriately:

> Remote Administration setting is enabled on Windows Firewall. By default,
Windows Firewall blocks all unsolicited incoming traffic except for Group Policy.

This is a common issue you might encounter while generating System Info
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reports. To resolve this issue, you need to enable the remote administration

setting on the Firewall.

For more information about configuring the Windows Firewall connections with a

script, see

http://www.microsoft.com/technet/community/columns/scripts/sg1104.mspx#EJ

AA.

WMI is installed and the Startup Type for WMI service is set to Automatic and the

service is running under Local System Account.

DCOM is enabled and ensure that security settings for DCOM allow remote

connections

1) Run the DCOM Configuration Utility (dcomcnfg.exe)

2) In the Component Services dialog box, expand Component Services,
expand Computers, and then right-click My Computer and click Properties

3) In the My Computer Properties dialog box, click the Default Properties
tab

4) Select Enable Distributed COM on this computer

5) The Default Authentication Level is set to Connect and the Default
Impersonation Level is set to Identify in Windows XP and later operating
systems. For Windows NT, however, the Default Authentication Level is set
to Connect and Default Impersonation Level is set to Impersonate

6) The default DCOM security settings for Access Permissions and Launch
and Activation Permissions in the COM Security tab in the My Computer
Properties dialog includes at least INTERACTIVE, SYSTEM and Administrators

In Windows XP SP2 and later operating systems the SERVICE account is granted

Impersonate a client after authentication right under User Rights

Assignment under Local Policies

The Data Execution Prevention in Windows XP SP2 and Windows 2003 SP1 is

enabled for essential windows programs only

System Info Reports

The System Info feature provides reports on the following resource categories:

vV V V V V V

Network Configuration
Operating System & Hot Fixes
Printer Info

Hardware Info

Display Configuration

Internet Explorer Configuration
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> Current Status

> Environment Info

4.2 How to view Network Configuration reports?

-

Syskem Info

(8 [ 3 u2|Ee

Metwork Configur akion

Operating Svstem & Hot Fixes
Printer Info

Hardware Info

Display Configuration

Inkernet Explorer Configuration

n
k-

Currenk Stakus

Environment Infa

A

Click on

Configuration information available under each tab as listed below.

under System Info button to view Network

Click | P Configuration | a1 t6 view the following information: Network Adapter Name,
IP Address, Subnet Mask, DHCP Enabled, Default Gateway, DHCP Server, DNS
Servers, DNS Domain, DHCP Lease Obtained, and DHCP Lease Expires.

& Network Configuration - IP' Configuration (PATHFINDER)
: ReFresh | &Print,l'Preview | = Export | N Filksr | Customize |QE—maiI

Maote: All System Info reports require Wbl to be installed and enabled. Click here for move informstion. .

[= Ea Enterprise - HETWOF|| o P Configurstion |ﬁ Lagin Profiles || B3 Network Adapters || = Metwark Protocols|

ADVENTURE Host Mame Mebwork Adapter 1 ) dgrese Subret Mask DHCPEnsbled | Dot
EQUINGY Mame Gatewvay
MERCURY RD45 i 10.10.10.57

(00000001 ] WA .. Yes

RESEARCH (00000001 ] Y, . Yes

SPACEMET (0000000 ] A . Yes

WOTAGER (00000001 ] iA, ... Yes

>

&
—

Click | B8 LoginProfies | ¢4h to view the following information: Account Name, Last

Logon to Computer.

49



CHAPTER 4 - System Information

L1 Network Configuration - Login Profiles (PATHFINDER)
Refresh | &Print,l’Preview | 5 Export | S Filker

Mote: All System Info reports require WWidl to be installed and enabled. Click here for more information. ..

| EE2 Custamize |QE—maiI

= @ Enterprise - NETWOF | b P Configuration [ B Login Profiles
Host Mame

Metvwork Adapters || =% Metwork Protocaols

..... IS} ADVEMTURE Account Mame Last Logon to Computer
ECLIMC
MERCLURY

-----
- ) RESEARCH

- HE) SPACEMET

- oY AGER

MT AUTHORIT

MT AUTHORITYLOCAL SERYICE
MT AUTHORITHETWORK SERVICE
PATHFINDER bharath

RL45

282009 1004300 Akl

PATHFIMDER adminuzer 282009 1:59:30 PM

&
—

Click | B3 Network Adspters | yoh to view the following information: Adapter Name,

Adapter Type, Adapter ID, Description, and Physical Address.

C. Network Configuration - Metwork Adapters (PATHFIMDER)

ReFresh | &F‘rintfPreview | S Espart | NP Fiker | [ Customize |QE-maiI

Mote: Al Svystem Info reports require vWitdl to be installed and enabled. Click here for more infarmation...

= [ Enterprise - NETWOF | ol IP Configuration || D Login Profiles - ) Metwork Adspters | w— Network Protocols|

.. T i
. ADVENTURE Host Mame :dapTer Mdapter Type Sclapter D Descrigtion :T;;Slcal
EQUINGHK ame ress
MERCURY RD45 1.

PATHFINDER
RESEARCH
SPACEMET

S

RAS Async Ada...

{B2A1557F-225.

RAS Async Ada...

WA Minipart (L...

{1936DSBC-63E...

WAN Minifaart (L.

WAN Minipart (P...

Wide Area Metw ...

{a022~AEE7-3B8. .

WWAN Minifart (...

50:50:54:50:30:30

WA Miniport (P...

Wide Area Metw...

{G45BA70E-BES...

VAN Miniport (P...

F3:00:6F 45:30:30

Direct Parallel

{285C0453-7FIF .

Direct Parallel

WAN Minipart (P

{0BE191F3-D32F ..

VAN Minipart (P

WAN Miniport (4.

{762C2109-8EDE...

WWAN Minipart (4...

Click | MetworkProtocols| 4o to view the following information: Protocol Name,

Description, and Installed Date.
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L Network Configuration - Network Protocols (PATHFINDER) _||E|E|

Refresh | & Print  Preview | 5§ Export | SN Filker | Custamize | 5z} E-mail
Maote: All System Info reports require Wil to be installed and enabled. Click here for more infarmation...
= E; Enterprise - NETWOF| | Jb 1P Configuration | B Login Profiles Metweork Adapter:
ADVEMTURE Hast Matne Protocal Mame Description Installed Date 55
=
EQUINGC RO45 MSAFD Tepip [T... | TCPAP Pratocol D... |11
)
i MERCURY MSAFD Topip [U... | TCPAP Protocal D, | 1173002005 5:30:00 P
PRI RSYP LDP Servi.. |RSYP LDP Servi...
im] RESEARCH
= REWP TCP Servi... |[RSWP TCP Servi...
SPACEMET
_ MEAFD MetBICS . | NetBlIOS Interface | 11/3002005 5:30:00 P
WO AGER L
MSAFD MetBICS . | NetBIOS Interface | 11/3002005 5:30:00 PM
MSAFD MetBICS .. | MetBIOS Interface | 11/3002003 5:30:00 PM
MSAFD MetBICS .. | MetBIOS Interface | 11/3002003 5:30:00 PM
MSAFD MetBICS .. | MetBIOS Interface | 1173002005 5:30:00 PM 2
< | >

4.3 How to view Operating System and Hot Fixes reports?

58

System Info

Mebwaork Configuration

Operating Syskem & Hot Fixes

t BN @ 0 [ e e

Printer Info

Hatdware Info

Display Configuration

Internet Explorer Configuration
Current Skakus

Erviranment Info

Click on under System Info button to view OS and

Hot Fixes information available under each tab as listed below.

Click | # Operating System Configuration | tab to view the following information: Operating

System, Service Pack, Version, Product ID, Build Type, Total Virtual Memory

(MB), Installed Date, Time Zone, and Page File Location(s).
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= Operating System & Hot Fixes - Operating System Configuration (PATHFINDER)

i [ Refresh | & Print | Preview | 5 Expart | S Fiker | fED Custamize | g E-mail
Mote: All System Info reports require VWil to be installed and enabled. Click here for more infarmation...
= [3 Enterprise - OPERAT| 48 Operating System Configuration | g Hot Fixes |
----- ADYEMTURE i
@ Host Matme gpsetratlng Service Pack “ersion Prociuct ID Build Type

----- &) EQUINDK stem
----- ) MERCURY
----- ECT§PATHFINDER.
..... L} RESEARCH
- ) SPACENET
o ] WO AGER,

@ i I 3 < | | >

Click |8 Hotfixes| 4o to view the following information: Hot Fix, Description,

Installed By, Installed Date, Fix Comments, and Service Pack.

9 Operating System & Hot Fixes - Hot Fixes (PATHFINDER)
Refresh | &Printjpreview | _5 Export | ?Filter | Customize |QE-maiI

Mote: Al System Info reports reguire VWl to be instaled and enatled. Click here for more information...

= Ea Enterprise - OPERATI | 'ﬂ Operating System Configuration | 'ﬂ, Hot Fixes l

ADVENTURE i
& :w Hat Fix Descrigtion 'SSta"ed Installed Date E'x e | Service Pack
@ COMQUEROR [ame 'y omments
RD45

SR Microsoft MET ...

KB314961 Windowes Sery.. | Administrator 1001352009 Service Pack |SP2

< i ] >

£ 1l | 2|
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4.4 How to view Printer Configuration reports?

-

Mebwork Configuration

Operating Syskem & Haot Fixes

G (BN (0 ([ e

Printer Info

Hardware Info

Display Configuration

Internet Explorer Configuration
Current Status

Ervironment Info

Click on under System Info button to view Printer
Configuration information available under each tab as listed below.
Click tab to view the following information: Printer Name,

Description, Location, Share Name, Port Name, and Driver Name.

C1 printer Info - Printers (PATHEINDER)
{ [F|Refresh | Bprint f Preview | S Export | S Fiker | B Customize | 5 E-mail
tate: All Systemn Info reports reguire Wil to be installed and enabled. Click here for more information...

= F3 Enterprise - PRINTEF| &3 Printers ]

----- ADWEMTURE Host Mame Printer Mame Description Location Share Mame Part Mame

----- EQUINGE

----- ) MERCURY AGFA-AocuSet ... TS0

----- = JEET '
PATHFIMDER HP Lazerlet 405... ol hplaserjet 4.

- ) RESEARCH
- §E) SPACEMET
- YOYAGER

E
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4.5 How to view Hardware Configuration reports?

-

System Info

Mebwaork Configurakion
Operating Swskem & Hot Fixes

Printer Info

Hardware Infa

Display Configuration

(0 13 [F3] 6 o2 B

Inkernet Explorer Configuration

WS Current Skatus
g.? Environment Info

Click on

Hardware Configuration information available under each tab as listed

under System Info button to view

Click tab to view the following information: Number of Processor(s),
System Model, System Manufacturer, System type, Total Physical Memory (MB),
BIOS Version, Boot Device, Windows Directory, System Directory, System

Locale, Processor(s), Network Adapter(s), IP Address, Disk(s), Disk Capacity
(GB), and Number of Partitions in Disk.

£ Hardware Info - Summary (PATHFEINDER)
ReFresh | &Printipreview | = Export | S Fiker | B Customize |@E—mail

Mote: Al System Info reports reguire Vbl to be installed and enabled. Click here for more information...

= g Enterprise - HARDW/ SUMMErY | \> BIOS Infa || ¥ Processors || B3 Physical Memory || <ge Disk Drives

----- &) ADYEMTURE
. Hiost Matne e System Model Syl
EQUINOH Processor(s) ¥ Manutacturer

----- MERCURY
i 2 W3-72 pire Series hased PG 99045

----- PATHFINDER,

) SPACENET

- B O BGER

Total Physical
Memary (ME)

System Type

& >
— —

Click ml tab to view the following information: BIOS Name, Version,
and Release Date.
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8 Hardware Info - BIOS, Info (PATHEINDER)
! [#|refresh | &Print [ Preview | SpExport | S Fiker | B Customize ||gE—maiI
Mate: &Nl Syatem Info reports reguire YWl to be installed and enakbled. Click here for more information...

| Summary |EIIOSInfo| W Processors | B Physical Memory | <es Disk Drives
Release Date

E 3 Enterprise - HARDW?
----- &) ADVENTURE

----- ) EquInox
- E) MERCURY

----- A PAT-FINDER
..... ) RESEARCH
- L) SPACENET
..... U v OvAGER,

Hiost Mame BIOS Mame Wersion

£ Iii |

Click |™® Processo's| tah to view the following information: Processor, Type,

Description, Version, and Number of Processors.

S Hardware Info - Processors (PATHFINDER)
Refresh | &Print,l'Preview | S Export | S Fiker | B3 Custaomize |@E—mail

Maote: AN System Info reports reduire YWl to be installed and enabled. Click hers for more information...
= Eﬁ Enterprise - HARDWZ J_ STy || \> BIOS Info |mpf'003330f' = Physical Memory || “ge Dizk Drives

il BDVEMTURE
@ Host Mame Processar Type

- . Mumber Of
Description “Yersion
Processars

R,

&) EquING:

----- @ MERCLRY = ertiuml... | Central Pr g i 0 . |2

=
@ RESEARCH
- ] SPACENET

----- i) yovaGER

< il |

Click | =2 PhysicalMemory | ¢ab to view the following information: Memory Identifier,

Type, Capacity (MB), and Memory Bank.
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£l Hardware Info - Physical Memory (PATHFINDER)

E Refresh | &Printﬁpreview | & Export | S Fiker | B Customize | 5 E-mail
Mate: Al System Info reports require VWil to be installed and enabled. Click bere for more information. .
= E; Enterprise - HARDW| | Summary | > BIOS Info | ¥ Processors | =l Physical Memary || e Disk Drives

@ ADVENTUIRE Haost Mame EZ:(?J; Type Capacity (M) Memary Bank
- ) EQUINOY
..... @ MERCLIRY Ph al teme Unknioswen ] Bank0oM
[} RESEARCH
- i) SPACENET
----- ) wOvAGER

=l Lili |

Click | = DiskDives | 4ah to view the following information: Drive, Type, Capacity
(GB), Space Used (GB), and Space Free (GB).

& Hardware Info - Disk Drives (PATHFINDER)

i [#Refresh | &PrintIPreview | 5 Export | S Fiker | B Customize | EglE-mail

Mote: Al System Info reports reguire Yl to be installed and enakbled. Click here for more information. ..

=3 Ea Enterprize - HARDW. | Summary || .+ BIOS Info || #® Processors || mE Physical Memary Disk Drives |

""" @ ADVEMTLIRE Host Mame Drive File System Capacity (GB) (Sg;;:e U=t Space Free (GB)
----- ) EQUINGY
----- &) MERCURY
..... @ PATHFINDER 1213051 .73%) 11.32 (48 27%)
..... @ RESE&RCH " MTFS 2385 2006 [53.76%) IE9016.24%)
@ SPACEMET 1323 (8.55%) 13581 (91.12%)
----- L) O AGER,

B i | &
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4.6 How to view Display Configuration reports?

-

Metwork Configuration

Operating Svstem & Hok Fizes
Printer Infao

Hardware Info

Display Configuration

Internet Explorer Configuration
Current Stakus

Ervironment Info

Click on under System Info button to view Display

configuration information available under each tab as listed below.

Monitor Info | ¢ab to view the following information: Monitor Name, DPI

Setting, Screen Refresh Rate, Screen Resolution, and Manufacturer.

i [f)refresh | Sprint | Preview | S Export | NP Fiker | B Customize | 5 E-mai

Mote: Al System Info reports reguire Wil o be installed and enabled. Click here for more information. ..

= F3 Enterprise - HARDW?

ADVEMTURE
@ Host Mame Monitar Marme DRI Setting SEEE SRR Manufacturer
) EQUINOX

Refresh Rate Resolution
----- @ MERCURY Plug and Play Mo... |96 DRI
ST
@ RESEARICH
-4} SPACENET
----- ) yOvaGER

|~

Click BB} video Adapter info | tab to view the following information: Adapter Name,

Video Mode, Color Quality, Memory Size (MB), Driver Date, Driver Version, and

DAC Type.
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a Display Configuration - ¥ideo Adapter Info (PATHEINDER)
i [f|Refresh | SsPrint f Preview | SpExport | SPFler | A Customize | SE-mail

Mote: All System Info reports require Whil to be installed and enabled. Click here for more information...

= E; Enterprize - HARDW?| | [ tonitor Info | ]

@ ADVENTURE Host Mame Rl “iden Mode Color Gty TR SR Criver Date Dt
@ EQUINDX Mt =) Wersio
----- &), mMERCURY
&
@ RESEARCH
@ SPACEMET

----- i) yOvaGER

Wideo Adapter In

£ | 111} ] >

il | 2

-~

4.7 How to view Internet Explorer Configuration reports?

Metwork Configuration
Operating Swsktem & Hot Fixes
Printer Info

Hardware Info

Display Configuration

Internet Explorer Configuration

Current Status

Environment Info

Click on

Explorer configuration information available under each tab as listed below.

under System Info button to view Internet

Click tab to view the following information: Version, Cipher

Strength, Product ID, Build Number, Content Advisor, Location, and Language.
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£ Internet Explorer, Configuration - Summary (PATHEINDER)
i [B|Refresh | TZPrink | Preview | S Export | S Fiker | EECustomize | SE-mail

Mote: Al Systemn Info reports reguire Wil to be installed and enahled. Click here for more information...

= 3 Enterprise - INTERNE Summary |
[ ADVENTURE
- [} EQUINGY

----- MERCURY
-} RESEARCH
-} SPACEMET

----- WO BGER

e Fraduct ID Build Humber ‘GETEE Locatii

Host Wame “Wersion Strength Advisor

L | >

< I

%

4.8 How to view Current Status reports?

-

Metwaork Configuratian

Operating Svstem & Hok Fizes
Printer Info

Hardware Info

Display Configuration

Internet Explorer Configuration
|g Current Status

i'?? Environment Info

(@ 8 [ § 4 B

Click on

Status information available under each tab as listed below.

under System Info button to view Current

Click tab to view the following information: Current Local Time, Last
Boot Up Time, System Uptime, Percentage of Memory Used, CPU Busy (in
percentage), Currently Logged on User, User Logged on Since, Time Elapsed

Since Logon, and Status Recorded as on, Logon Server.

NOTE: The Current Local Time field displays the local time of the target computer
(reported in Host Name field). The Status Recorded as on field displays the time at

which report data was collected for the respective target computer.
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L Current Status - Summary (ADVENTURE)
ReFresh | &Print,l’Preview | = Export | 57 Fiter | A Customize |QE—maiI

Mate: Al System Info reports require Wil to be installed and enabled. Click here for more information. .

= (3 Enterprise - CURREN Summary |

ADWENTURE CPU Busy
Host Current Local Last Boot Up System Percentage of tin LG SRy
CONQUERCR Matme | Time Time Uptime: Memary Used g
percentage]

DISCOVERY
@] PATHFINDER
&) wovAGER

< i | >

|

B

4.9 How to view Environment Info reports?

-

System Info

Metwork, Configuration
Operaking Swskermn & Hok Fixes
Printer Info

Hardware Info

Display Configuration

Internet Explorer Configuration

Current Stakus

v |y (@0 [ O e

Ervironment Info

Click on under System Info button to view

Environment Information available under each tab as listed below.

Click tab to view the following information: Host Name, OS, System
Drive, System Root, Temp (System), Tmp (System), Path extension, Path,
Default User Domain, User DNS Domain, Common Program Files, Program Files,
All Users APP Data, All User Profile, and Command Prompt Location.
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S Environment Info - Summary (ADVENTURE)
Refresh | &Printjpreview | 5 Export | N7 Fiter | A Customize ||gE—maiI

Mote: All Svstem Info reports reguire Wil to be installed and enakled. Click here for more information...

Summary l

Host Mame System Drive System Root TemplSystem) Tmp( System)
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5 Configure ARKWE- Configuration Settings

5.1 Configure SMTP Server

ARKWE provides the option to e-mail the reports generated. For e-mailing reports,
ARKWE requires SMTP Server, From E-mail Address, To E-mail Addresses (recipients
separated by semicolon) and the e-mail report format. ARKWE maintains a single SMTP
Server and a From E-mail Address for use by all reports. You can specify a separate set
of To e-mail addresses (recipients), e-mail report format, subject and body of the

message for each reports.

You can set SMTP Server and From Address by clicking Tools -> Configuration Settings

menu in the ARKWE main application window, as shown below:

Configuration Settings EI

g »  E-mail Settings
o Specify the SMTF Server name and Sender [From] e-mail addrezs to send the generated reports through

e-rmail.

= . ARKWE Settings

=¢" E-mail Settings An SMTP server iz the gerver that iz uzed for pour outgoing e-mail.
'Ek Connection Profiles SMTP Server.  |1d4k

ﬁ! Enumeration Settings

-g_l Cormection Manager Wihen you zend e-mail, your name will appear in the from of the

outgoing mezzage. T ppe your name az pou would like it to appear.

E e iR atula (%2l | omFordisiP athfinder. loca

E.x: someone@example. com

ok, l [ Cancel
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5.2 Connection Profiles

ARKWE creates a user profile in Windows Stored User Names and Passwords
applet / Credential Manager, in order to store the domain user context for

enumerating servers using ADSI.

The stored user profile will be useful for generating reports using ARKWE under the

following scenarios:

By using an alternate user account to connect to the domain, to retrieve servers, using
ADSI.

The stored user profile persists for all subsequent logon sessions on the same computer
where ARKWE is installed. The stored user profiles are visible to the application under

other logon sessions on the same computer.

The stored user profile created by ARKWE is restricted to the Windows User Profile
context. If the Windows User Profile is maintained locally, ARKWE stored user profile is
accessible only by the same user in the same computer. If the user, who creates ARKWE
stored user profile, has a Roaming user account in the enterprise, the ARKWE stored
user profile can be accessed by the same user in any computer in the Windows

enterprise.

The stored user profile is a generic credential of Windows Stored User Names and
Passwords applet / Credential Manager and can be used by ARKWE application only.
The credential information is stored securely in a 256 bit encrypted format in Windows

Stored User Names and Passwords applet / Credential Manager.

The stored user profile corresponding to the user account will be used by ARKWE
application in order to connect to the domain, if 'Use ADSI' is selected in ARKWE

Enumeration Settings.

Using the Connection Profile dialog show below, new profile can be created and available

profiles can be removed from the profiles list.
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Configuration Settings

i Connection Profiles
& ARKMWE can store uzer credential information for domains az user profiles uzing Windows Stored Uzer
Mames and Pazswords applet / Credential Manager. To add a uzer profile, click Add. To delete a uzer
prafile, click Remove.

= @ ARKWE Settings gk 4dd... | # Remove. .,
@ E-mail Settingz
'Ek Connection Profiles

.ﬁ! Enumeration Settings

Profile M ame Dezcription

3_) Fathfindersadrinuser
3_;, vopagertrdSl zpadminizer?

E. Connection Manager

Cloze

Click Add button to add a new profile and a dialog will appear as shown below:

:-. Mew User Profile

Create a new ugzer profile and store it in Windows Stored |zer Mamez and
FPaszwiordz applet # Credential Manager.

Uszer Mame: ™ | pathfindersDavid |

e.0., domainuzemame

*
Paszward: | (1] |

Carifirrn Password: |n |

Drezcription: Test Account

[ * mandatary fields )

1] l [ Cancel

Click to remove button in the Connection Profile dialog to remove available profiles.
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5.3 Enumeration Settings-Configure Enumeration Settings

ARKWE has the option to enumerate servers present in a domain using either Browser

service or ADSI.

1) Browser Service
» Uses Windows Network API to enumerate servers in a domain. Displays the
same set of domains and the list of servers as in "My Network Places" in
Windows Explorer.
2) ADSI
> Uses Active Directory Services Interfaces (ADSI) to connect to the Directory
Server (Domain Controller) of the Active Directory domain to enumerate its

Servers.

You can set the enumeration option by clicking Tools -> Configuration Settings menu in

the ARKWE main application window and selecting "Enumeration Settings" node as

shown below:

Configuration Settings [zl

-

Enumeration Settings
Select an option for enumerating servers in a domain uzing Browser zervice or ADSI.

= @ ARKWE Settings

gl E-mail Settings (0 Use Browser Service

'E:'% Connection Prafilas zes Windows Mebwork APl to enurnerate servers in a domain. Displays the
zame et of domainz and the list of zerverz az in "ky Metwork, Places" in
Windows Explorer.

.ﬁ! Enumeration Settings

Eu Connection b anager
(®) Use ADS|

Ilzes Active Directony Services Interfaces [A051] to connect to the
Directary Server [Domain Contraller] of the Active Directary domain to
enumerate its servers,

| |:| Show enumeration setkings at skartup @

|

Cloze
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5.4 Connection Manager

The Connection Manager maintains a list of domains that can be managed through
ARKWE. Using the Connection Manager window, you can add/edit/delete the domains
and connect to the available domains to enumerate servers present in a domain using
ADSI.

NOTE: This option is applicable only when Enumeration Settings option is set as "Use
ADSI"

5.5 Launch Connection Manager

You can launch ARKWE Connection Manager:

1) Click Tools->Configuration Settings from the Tools menu, action will launch the
Configuration Settings window.
2) Select "Connection Manager" from the list of settings.

3) The Connection Manager window will be displayed as shown below:

Configuration Settings

i .= Connection Manager

N 1 I1ze the Connection Manager to manage domaing through AREMWE. Click Add to add a new domain.
Select a damain in the lizt to Edit/Deletefernify connection and connect ta the domain.

= '53."] ARKWE Settings E}, Mew | B Edit | B, Delete ' Conmect

@ E-mail Settings Ciomain M arne szer Mame Paszword Ctatus
o Cormection Profiles

4| 1l ] l.

Cloze

You can also launch the ARKWE Connection Manager using the following option.
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1) Select any one of the reports from the ARKWE main application window. For
example Standard Reports -> Users and Groups option.

2) The action will launch the Users and Groups report window.

3) In the reports windows, select a domain name from the tree view. This action will

launch the "Connection Manager" windows as shown below.

%% Users and Groups - General (Enterprise - USERS AND GROUPS) |
{3 Refresh | &g Print{Preview | i Expork | T Filcer |Cust0mize |@Scan Profiles (Computers) = | wy E-mail |Find [ &)

= [# Enterprise - USERS Al
PATHFINDER
=@ vovAGER
#, Searching comput

&3 Connection credentials for * VOYAGER *

ﬁl Use the Connection M anager to manage domains through ARKWE. Click 4dd to add a new domain. Select
a domain in the ligt to Edit/DeleteYerify connection and conmect to the domain.

Status

User Mame Paszsword

Domain Name

The various operations that can be performed in the Connection Manager are given

below:

OPERATION | DESCRIPTION

New To Add a domain to the List

Edit To Edit the properties of a domain in the list. Select a domain
and click Edit button.

Delete To Delete a domain from the list. Select a domain and click

Delete button.

Connect To connect to a domain in the list. Select a domain and click

Connect button.
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5.6 Add a domain

This section contains the information required to connect to the domain which will

retrieve the available servers for report generation using ADSI.
Add a domain to the list

1) Launch Connection Manager Window.

2) In the Connection Manager window, click 2 Add button to add a domain to the

list.
3) The New domain dialog will be displayed as shown below:

E¥ Select domain

Specify a domain ar zelect a domain from the drop-down list. Check,
'Log on uzing curent uzer' to zpecify altermate credential for
cohhecting b the domain.

(*) Specify Domain Mame

Drarnain Marme:

) Select Domain Mame

Log on using current Liger

Idzer Mame:

Pazsword: |

L)

[ ok, H Cancel ]

> The list of domains available in the network will be loaded in the Domain

Name dropdown
> Select a domain from the Domain Name dropdown or enter a domain

name.
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E¥ Select domain

| Specify a domain or select a domain from the drop-down list, Checlk
'Lag on uzing current user b specify alkermate credential far
cohnecting bo the domain,

) Specify Domain Mame

(¥} Select Domain Mame

Domain Name: | VOYAGER ~ |[_Refiesh

[] Log on using current user

Izer Mame: |\ﬂ:|_l,lager'\rd8'l zpadminuzers v|

Pazsword: |u-uu" |

Store the above credentials in Microsoft windows g
Stared Uszer Mame and Faszwordz applet ¢

oK H Cancel ]

4) Specify user name and the corresponding password to connect to the specified

domain.

Store the above user credential in Microsoft Windows Stored User Names

and Passwords applet - ARKWE allows the user to enter different user

credentials to connect to the domain. Uncheck the checkbox 'Log on using current

user' if you like to connect to the domain using a different user context.

ARKWE will store the user credential to connect to domain in the Microsoft

Windows Stored User Names and Passwords applet / Credential Manager for

security reasons. The stored user profile is tied to the user context (currently

logged on user account) in which the profile is created.

5) Click OK to add the domain to the Connection Manager list.

6) ARKWE will connect to the domain with the newly provided connection

parameters and add it to the list, upon successful connection to the domain.
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1-*.—51 Connection credentials for * VOYAGER *

IEI Ize the Connection bManager to manage domains through AREMWE. Click Add to add a new domain. Select
a domain in the list to Edit/Deletefenfy connection and connect o the damairn.

Dramain Mame I1zer Mame FPaszward Statuz
PATHFIMDER Pathfinderhadminuser i Connected

YT AGER N MInLIE * Connected

< | ] ] >

[ Comect | [ Clos= |

7) Click Cancel to abort the add process of the domain to the Connection Manager

list.
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5.7 Edit a domain

To edit a domain in the Connection Manager, follow the steps given below:

1) Launch Connection Manager Window

2) In the Connection Manager window, select any row (domain), Click 2 Edit

button to edit an existing domain in the list, as shown below:

1-*-—':_1 Connection credentials for * VOYAGER *

ﬁl IJze the Connection Manager to manage domainz through ARKMWE. Click Add to add a new domain. Select
a damain i the list to Edit/Deleteenify connection and connect ta the domain.

Domain Mame IJzer Mame Pazzword Status
PATHFINDER Pathfindertadminuzer R Caonnected

YOvAGER h I Connected

<l I | >

[ Connect ][ Cloze ]

3) The domain name cannot be modified during the edit operation.

4) Specify user name and the corresponding password to connect to the specified
domain.

5) Click OK to save and connect to the domain with the newly provided connection
parameters and update the domain in the Connection Manager list.
6) ARKWE will connect to the domain with the newly provided connection

parameters and modify it in the list, upon successful connection to the domain.
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!—-f Connection credentials for * VOYAGER *

ﬁl I1ze the Connection banager to manage domaing through ARKMWE. Click Add to add a new domain. Select
a damain in the ligt to Edit/Deleteernify connection and connect to the damain.

Damain Mame Izer Mame Pazzward Statuz
PATHFIMDER Pathfinderhadminuser R Connected

WO AGER vopageradminLzer Connected

£ | ] ] >

[ Comect | [ Ciose |

7) Click Cancel to retain the existing connection parameters of the domain in the

Connection Manager list.
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5.8 Delete a domain

Perform the following steps to delete a domain:

1) Launch Connection Manager Window.

2) In the Connection Manager window, select any row (domain), click 3 Delete

button to delete the domain from the Connection Manager list.

Configuration Settings

Ll Connection Manager
-y I1z& the Connection Manager to manage domains through ARKWE . Click Add to add a new domain.
) Select a domain in the list to Edit/Deletevenfy connection and connect ta the domain.
= @ ARKWE Settingz ﬂ}, Tl afgdit @ Delete {; Conneck
@ E-mail Settings Darnain M arne Izer Mame Password Chatuz

o Connection Prafiles
----- ﬁ! Enumeration Settings

----- E Connection Manager

< 1] ]l. < il | >

Cloze

3) An alert message asking for confirmation to delete the domain will be displayed

as shown below:

-—
o | ) Do wou want to delete "WOYAGER' from the list?

4) Click yes to delete the selected domain.

5) Click No to abort the delete process of the selected domain.
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6 Additional Features

6.1 How to customize fields?

| Customize Fz

Eilker F3

Export F7

. Scan Profiles Manager Fa
Click on i 2

for customizing the information.

+1 Custom Yiew - Current Status-Summary E'

Customization PATHFINDER
Current Local Time
La=t Boot Up Time
System Uptime
Percentage of Memary Lsed
CPU Busy (in percentage)
Currently Logged on User
User Logged on Since
Titme Elapaed Since Logon
Status Recorded a= on

[gelect Al ][ Clear &l ] | ok

] [ Cancel

Click for selecting all the check boxes.

Click @ for clearing all the check boxes.

Click button for confirming the changes.

Click button for cancelling the operation.

75



Chapter-6- Additional Features

6.2 How to apply Filter?

Cuskomize Fz
| Filter Fa
Expart F7
. Scan Profiles Manager Fa . . .
Click = : for setting filter options

The ARKWE Filter window will be displayed. .

¥ Filter - Current Status-Summary rz|
Field Operator Yalues

[HEISt Mame] L " = v || RO45 =z |
[ Add to Filter |

(0] ] [ Cancel

To set a filter condition, follow these steps.

1) Click (Clear All) button and clear the filter.
2) Choose a field name, an operator and a possible value from the respective

dropdown options.

3) Click | Add to Filter
4) The Add to Filter will change to AND to Filter. The OR to Filter button will

be enabled. The selected condition will be set as a filter and displayed (as shown

below).
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¥ Filter - Current Status-Summary rg|
Field Operator Yalues

|[H|:|5t Marne] L || = o || RD45 Z |
| AMD b Filker || 'R o Filker |

Hosk Mame] = 'RD45"

o4 ] [ Cancel
5) Click OK to apply the filter.
NOTE:
> Use thel AND to Filter || 'OR! ta Filter | ana LUl [0

to build enhanced filter condition as shown below:
> (Field A = Value 1 AND Field B = Value 2) OR (Field C = Value 3 AND
Field D = Value 4)

> Use E to remove the parenthesis

> Use to delete a selected condition.

The status bar’s FILTERED indicator is used to indicate whether the current data is

filtered or not.

For a normal view, the status bar will appear as

For a filtered view, the status bar will appear as ¥ Fiered ]
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6.3 How to Refresh data?

Refresh the current report data to view the latest information from the Domain

Controller.

Click on [E1Rfresh | bitton in the toolbar available in the report window or press F5 to
refresh report data. Alternatively, you can right-click on the grid, in the right pane of the
report window, and then select ‘Refresh Data’ from the context menu. The existing data

will be cleared and latest data will be loaded in the report window.

6.4 How to Export data?

The Export feature helps the user to export report data generated by ARKWE to a file
using various formats namely HTML/MDB/CSV/PDF/XLS/TIFF.

Taools
Cuskomize Fz
Filter F3
| Export F7
. Scan Profiles Manager F2 . . . . .
Click = g for exporting the information in the desired format

or select Export option under Tools menu to export report data to a file in the desired
format.

Export ['5_<|

Select the export path, farmat, file name and table name for the report
to be exported.

Expart Fath: I:Z:"-.F'n:uqrarn Filesh ME 7 hEmport |E]

File Eormat;

File M ame: |Eurrent Statuz - Surnmary |

E=port to time-stamped sub-folder

ok l [ Cancel
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Specify a file name to export report data to or accept the default file name. Specify the
export path and select a desired file format. The path refers to the destination location
where the output file generated should be stored. It can be given using the Browse
button. To avoid overwrite existing files, if any, in the specified export path, By default,
the report will be exported to a time-stamped sub-folder, in the format 'YYYY-MM-DD
HH.MM.SS', under the specified export path.

In MDB file format, the information is stored as tables in databases. For each report, a
new database will be generated with a table for holding the report data for the domain.
The database name and the table name will be the name of the report and is stored in
the specified destination path if "Export to time-stamped folder" option is cleared or
under a sub-folder, of the form YYYY-MM-DD HH.MM.SS, under the specified export path

if "Export to time-stamped folder" option is set.

In CSV file format, the information is stored as comma separated values. For each
report, a CSV file will be generated. The name of the CSV file will be the name of the
report and is stored in the specified destination path if "Export to time-stamped folder"
option is cleared or under a sub-folder, of the form YYYY-MM-DD HH.MM.SS, under the

specified export path if "Export to time-stamped folder" option is set.

In HTML, PDF, XLS and TIFF file format, the information is stored in the html, Pdf, xlIs
and tiff file respectively. For each report, a HTML file will be generated. The name of the
HTML file will be the name of the report and is stored in the specified destination path if
"Export to time-stamped folder" option is cleared or under a sub-folder, of the form
YYYY-MM-DD HH.MM.SS, under the specified export path if "Export to time-stamped

folder" option is set.
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6.5 How to Print data?

Preview the generated report output before printing the report.

Click on button in the toolbar available in the report window or press CTRL

+ P to launch Preview window. The report viewer will be displayed as shown below:

181 ARKWE Report Viewer, r._|rg|g|
i 1 of 2 b M | ] | 1oo% - | | = = [E | |k Export... | & Settings...
Admin Report Kit for wWindows Enterprise v7.1, 11/7/2009 2:38:16 PM &
Report Mame: Shares and Resources - Shares
Server RDE0
Share Name = Path = User Name = Security =
SYSWOL C i indowesh SYSYOL yaysvol Everyone Allow - Read
BUILTINYAdministrators Allowe - Full Control
NT
AUTHORIT W Authenticated
Uzers
METLOGOMN Cowindowsh\SysSvoLlyeysvolha | Everyone Allow - Read
dventure. locahNSCRIFTS
BUILTINYAdministrators Al - Full Control
E Ey Everyone Allow - Read
Users Cidsers NT Allowe - Full Control
AUTHORIT Y Authenticated
Users
BUILTINYAdministrators
printg C o indowstaystem3z2 BUILTINYServer Operators b
£ S
. . . 1 a] I .
1) Click the Navigation buttons to navigate through the

report pages

2) Click the Refresh button to reprocess the report and reload the data from the

cache.

3) Click the Print button to print the report.

4) Click the Settings button to Show/Hide columns. The Report

Settings window will be displayed as shown below:
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Report Settings E

Table | Headers |

Colurnn M ame: |Se|eu:t a colurmn w

Report columns selection |'£|

Columi zettir| Chooze Columis:

Beelhaim Share Mame
Path

Hide rd Uszer Mame
Security

bl azirnurn Uses
Comment I columns

Sarting
Sart o

Diirec

Table colurmdg

) Reredcorecran |[ Clewral | [ 0K [ Concel
T able hemos—mmomerermIm RO e

] ] [ Cancel

5) Click the export button to export the report data in HTML, CSV, MDB,
PDF, XLS and TIFF file formats.

| 100%:

6) Select the Zoom control [ | to enlarge or shrink the view size of

the report.
7) Click the Find button to find specific text within a report. The search is case-

insensitive and begins at the page that is currently selected. Wildcards and
Boolean search operators are not supported.

8) Click the Next button to search for subsequent occurrences of the same search
field value.
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6.6 How to E-mail data?

ARKWE provides the option to e-mail the reports generated.

Click button in the toolbar to e-mail the report to e-mail recipients. E-mail

dialog will be displayed as shown below:

g% E-mail Re port [X|

E Specify SMTP Server name, From Address, To address, Subject, Body of the e-mail message, atkachment
— Farmak and opkion ko akttach the report as zip file Farmat,

SMTP Server: |RD53| |

Erorm; |T-:|m Fard |

Gy Ta... !.-'f-.lec E. FringsDeco D. Canavaro;Schewiztenger & Eric &

Subject: |Llsers and Groups - Group-Members |

Attachment Formak:  [HTML  w Compress the attachment

Please find the attached reports generated by AREWE

Regards,
Tom Ford

For e-mailing reports, ARKWE requires SMTP Server, From E-mail Address, To E-mail

Addresses (recipients separated by semicolon) and the report attachment format.

Specify SMTP server name, from Address, To address, mail subject, mail content,

attachment format and option to compress the attachment.

button to send the report by e-mail to the selected recipients.
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Check names

ARKWE provides check name feature to check the existence of corresponding mail-

8-

enabled recipient object in Active Directory. To check name, click Check  putton. If the
entered name matches with a mail object in the Active directory / its trusted domain,
name entered in From address textbox will be replaced by the corresponding active
directory recipient object. If there is more than one match, a dialog which contains
matching Active Directory recipients will appear as shown below. You can select one or

more recipient and click OK.

= Check Names

Admin Report Kit for ‘Windows Enterprise Foundz more than one ''De"

Do you want ko

(]
() Delete this B ecipients from the list

iﬂ Properties. ..

._L Deco D. Canavaro[decol@pathfinder. lozal]

52, Design[Design@pathfinder.local
1_;, DE iiadadt4he uzelDE ueastPasseuser@pathfinder. local]

."_ ¢, Development[DevelopmentE@ipathfinder local]

» To get more information about the listed recipients under Change to, select the

< pc | Properties. .
name, and then click
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Deco D. Canavaro

Dietails |
First Mame: Deco Initials: O
Last Mame: Canavaro

Display Name: Deco D, Canavaro

Title: Department:
Company:

Alias: deco Mobile number:
E-mail: deco@pathfinder . local

Webpage:

[ O, l [ Cancel

If there is no match for the name entered by the user in Active Directory, a dialog will

appear as shown below:

1= Check Names

Admin Feport Kit for Windows Enterprise does not recognize 't

I [ {a
0 YAl WAk ko m

{(#) Delete this B ecipients from the lizt

]

Select Delete option in the above dialog to remove the recipient name from To address
text box. Click Cancel button to close this dialog and the unresolved recipient(s) will

appear in red color.
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Address Book

ARKWE provides Address Book feature to search for any mail enabled recipient object

(say, person, distribution list, contact, public folder) you want to send a message to.

Click button and then use the Find Names dialog box to search for the

recipient object you want to send a message to. (Note that you can't use the Find

Names dialog box to search for distribution lists in your Contacts folder.) Select the

object's name in the list and then click Add recipient to...To.

Find Hames

Find Hames in: |.-'-‘-.II Global Address List

Dizplay Mame ||:Ie

Last Mame | | Firzt name | |
Title: | | Alias | |
Company | | Department | |
Dffice | | City | |
Mame Phone Aliaz Office Job Title Compar
[ DE iighafne co... DEiisfas
?_;.DE UaBARMnE uzer E0TD DELsAEE .. RAQ; ciAE gadlll
1 a deco
5!, Deszign Dezign
&?) Development Development
< >
Add recipient ta... Properties... ] [ Claze ]

» To get more information about one of the names in the list, such as department

or phone number, select the name, and then click
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6.7 How to find data in a report?

You can use the find feature in ARKWE to search for specific data in a report.

To search for data in a report, just type the characters or words you want to find in the

Find david @

find edit box available in the report window and click on

1) ARKWE performs a case insensitive search of the specified search criteria in the
report.

2) The search criteria should not be enclosed within quotation marks.

3) You can use the "*" wildcard character in the search criteria. The "*" wildcard
character act as a place holder for zero or more characters. However, note that

you cannot use the "?" wildcard character in the search criteria.

For instance, if you want to search for 'Domain' in a report, Type Domain, without

quotations, in the edit box, and then clicks on Find Button.

By default, ARKWE adds an asterisk as a suffix to the specified search criteria, if no
wildcard character is present in it. In this case, ARKWE finds a match in the report for
all fields that have the text Domain followed by zero or more characters, that is,

Domain, Domain Controllers, Domain Admins, etc.

For all the matches found, ARKWE highlights the corresponding columns in the grid,

and scrolls the grid automatically to the first occurrence.

4) ARKWE finds additional occurrences of the specified search criteria
instantaneously. To locate other occurrences of the same search criteria in a

report you need to scroll the report grid downwards.
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&% Users and Groups - Group-Members (VOYAGER)
|y Refresh | &;1 Prink/Preview ||_9 Export |T Filter |Cust0mize | (3] 5can Profiles (Computers) | IgE-maiI | Find use

= [3 Enterprise - USERS Al | 257 General | & Status | @ Logon | Zf Privieges | 2, User-Groups
PATHFIMDER, Group Mame Description Account Name ~

Administratars Administrators haw G dminuser1
RDa1YAdministrator
WOYAGER rd62spadminuser2

WOYAGER | sgltestapppool
WOYAGER\RDE 1 spdeveloper

WOYAGER\RDE1 ssoadmingroup
WOYRGER\RDS1 Farmadmin
WVOYAGER\RDE1 setupuser

WOYAGERRDE1 spadminuser2
WOYAGERI\RDE 1 spadminuser3
WOYAGER\Domain Admins

WOYAGERRDE1 spadminuser 1

Backup Operators | Backup Operators ¢

Certificate Service 0 Members of this gro

Cryptographic Oper Members are authol

Distributed COM Use Members are allowe

Ewent | nn Beader. Memhers of Fhic arn

|
| v

6.8 How to scan specific servers in a domain?

You can have the System Info reports and summary information of a domain (namely
Summary, Shares and Applications) generated either for an entire domain or for selected

servers in the domain, using the 'Scan option for ..."' dialog.

NOTE: This dialog appears, if either it is the first time the report is run against the

domain or when you refresh the report.
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*Y Scan option for ‘PATHFINDER

O Scan Entire Domain

(%) Scan Selected Server(s) in Domain
Enter Camputer Mame

Remove

() Select Scan Profile: Ex =

[ o4 H Cancel ]

ARKWE defaults to scanning the entire domain, to scan only selected servers; you can

either select the computers by using Scan Selected Server(s) in Domain option or by
selecting select a Scan Profile option.

By using the Scan Selected Server(s) in Domain option you can specify a computer
list by manually typing in the computer name and adding it to the list, or by selecting

computers from the network using the Add From button as shown below:
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B Select Servers for "PATHFINDER' E'
RD3S
RO36
RD3A
] ro43
RD44
] roes
R4S
RDS4

[] ross

Ok l [ Cancel

You may also apply a scan profile to the report to restrict the list of computers for which

you want the report to be generated.

*Y Scan option for ‘PATHFINDER®

() Scan Entire Domain

() Scan Selected Server(s) in Domain

{E} Seleck Scan Profile: | R machines b |

[ QK H Cancel ]

A Scan Profile essentially contains a list of computers that ARKWE can read and generate

the report only for computers in the selected profile.
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Click button to create a new Scan Profile. Click button to edit an existing Scan

Profile.

However, please be aware, that the report will be generated only for computers, in the
applied profile, belonging to the currently selected domain. This restriction does not

apply if the report is being generated off-line using Power Export tool.
Click OK in the "Scan Option for..." dialog to generate the report.

If ARKWE could not find any computers belonging to the currently selected domain in the

applied Scan Profile, you may see the following message show up on screen:

 ARKWE x|

\ll‘) Mo computers were found in the 'RESEARCH' domain for the "WIN 2K Computers' profile,

NOTE: Clicking Cancel in "Scan option for..." dialog will display previously collected

report data (if any) for the domain.
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7 Power Export
7.1 About Power Export

ARKWE provides a powerful offline report generation tool called Power Export. Power
Export allows the user to select multiple reports to be run for several domains and
servers across the enterprise at scheduled intervals. The Power Export tool has the

ability to export and/or print the reports in different file formats.
Please note the following while using the Power Export Wizard:

a) Scheduled reports will be created as a "task" in Windows Task Scheduler.

b) The scheduled job will generate and export/print the reports in different file
formats (HTML, MDB, CSV, PDF, XLS and TIFF) to the desired folder path/printer.

c) By default, for each task, a sub-folder with the task name will be created under
the specified export path. All selected Reports will be exported to a time-stamped
sub-folder, in the format "yyyy-mm-dd hh.mm.ss", under the task name folder.
Therefore, the full folder path for all the exported reports refers to the following
directory: <Export path><Task name><Time stamp>.

d) A separate file will be created for each report in the desired file format. For

example, in the HTML file format, each report will be created as a .html file.
NOTE:

ARKWE Power Export Wizard will help you create and store the settings for a task,
which you may view or modify later using the Scheduled Tasks Manager. The task
will be created with the settings (Schedule Type and Run As parameter) provided
using the Power Export Wizard. A valid password must be specified for the Run As

parameter of the task.

You can schedule the two types of reports (Standard report and Built-in report) available
in ARKWE.
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7.2 Task Manager-Scheduled Tasks Manager

The Scheduled Tasks Manager allows you to perform the following operations:

View summary information for the tasks created
View exported files of the task

Edit an existing task

vV V V V

Delete a task
View summary information of a task

The pane on the left hand side in the Scheduled Tasks Manager window lists the tasks
maintained in ARKWE. To view summary information of a task, select the desired task on

the left pane. The summary information of the selected task will be displayed in the right

pane as shown below:

| Scheduled Tasks

= g Scheduled Tasks

Standard Task
Builtin Shares Te Standard Task, SPACEMET fenstermacher

Task Mame Run as Schedule Report Type Expotted Files

Standard Report
g
Builtin Doarmin Tz Ak 540 PM BVErY
g it Builtin Shares Task SPACEMET\Fenstermacher | dav, skarting EBuilt-in Report Click here to view
-] Buitin User Task

N 3/30/2009
Buittin Folder Per AL 6108 FM every

Buittin Folder Per| Builtin Doamin Task, SPACEMET fenstermacher | day, starting Euilt-in Report Llick here to view
P ) 3/30/2009

1 Builtin File P =

Hitin Fie Ferm At 6:43 PM every

Buittin File Permis| Builkin User Task SPACEMET\Fenstermacher | day, starting Built-in Report Click here to view
3}30/2009
AF 7:03 PM every

Builtin Folder Perm 1 SPACEMET\fenstermacher | day, starting EBuilt-in Report Click here to view
3/30/2009
AE 7148 PM every

Builtin Folder Permz SPACEMET\fenstermacher | dav, starting Built-in Report Click here to wigw
3/30/2009
AF 3100 PM every

Builkin File Permission] | SpACEMET\fenstermacher | day, starting Built-in Report Click here to view
3}30/2009

Euilkin File Permission AL 5:03 PM every

2 SPACEMET\fenstermacher | day, starting Built-in Report Click here to view
/3002009

= B [ Edt Task.. | [ Delete Task ]

The task summary includes information about the task information, reports selected,

export/print settings.

To view the selected servers/domains for a report in the task, click on the hyperlink in
the Servers/Domains column in the right pane. The Selected Servers/Domains

window will be displayed as shown below:
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Selected Servers/Domains

Report Current Status-Summary |

Domain Mame

PATHFIMDER.
ADVEMTLURE

EQUINGCE
SPACENET
MERCURY

Close

View exported files

To view the reports generated and exported by the task, perform either one of the

following steps:

» Select Scheduled Tasks node on the left pane, and then click on the hyperlink in
the Exported Files column in the right pane for the desired task.
OR
» Select the desired task on the left pane, and then click on the hyperlink next to

Exported Files.
Edit Task

1) Select a task from the Scheduled Tasks Manager Window and Click Edit Task.

2) Perform the steps as in Schedule Standard Report or Schedule Built-in Report
based on the scheduled report type. While proceeding through the wizard you
may change the settings, add a new report, delete a report, edit a report, change
the export path etc.,

3) The new settings will be used when the task runs the next time.
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Delete Task

To delete a task from the Power Reports Task Manager Window, select the task and Click
Delete Task. The deleted task will be removed permanently from the Windows Task

Scheduler.

7.3 Schedule Standard Reports

X .

Power Expork

% Built-in Reports 3
|D Standard Reparts., .

Scheduled Tasks, ..

Select option under Power Export. This will bring up the

Power Export Wizard.

Step 1: Report Selection

{’ Power, Export - Standard Reports

Step 1of 6 : Report Selection
Select the desired report(=s) using the checkboxes given below. X

=W Domain Reports

V¥ Domains

W Metwork Configuration

W Operating Syskem & Hot Fixes

<
[

¥ Prirker Info

¥ Hardware Info

W Display Configuration

W Internet Explorer Configuration
|l Current Status

Server Reporks
™ Users
¥ General
¥ sratis

I O = = O - O - o = |

[ Mexk= ” Close

1) Select the report(s) using the checkboxes to the left of the reports. You may
select any number of reports to run in a single task.

2) There are two categories of reports - Domain Reports and Server Reports.

3) Reports falling under 'Domain Reports' default to scanning and collecting data for

the entire domain. However, you can also restrict the domain scope and scan and
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collect data only for a specific set of servers and have the domain reports
generated (viz., Summary, Shares, and Applications).

4) Reports falling under 'Server Reports' scan each server and collect data specific to
each server. They are further classified by the category they report on (viz.
Users, Policies, and Events etc.).

5) Click Next to proceed to the next step. You may Click Back button anytime to
come back to a previous step.

Step 2: Domain Selection for Domain Reports

NOTE: This step is applicable only if a Domain Report is selected in step 1.

}‘" Power Export - Standard Reporis

Step 2 of 6 : Domain Selection

For each of the followwing reports, please select the list of domains for which you swould like to generate the
report. Double-click on & Report or click &dd Domains. The report for each of the selected domains will be
exported as a separate file.

-------- @ Darmains-3ummary

[

Domain Mame
________ @ Dormains-Trusk Mo Damain e
-------- @ Domains-shares

-------- [E] Domains-Applications

-------- [E] Mebwork Configuration-IP Configuration

-------- [E] Metwork Configuration-Login Profiles

-------- @ Metwork, Configuration-Metwork Adapters W
-------- @ Metwork Configuration-Metwork Probocols

-------- [E] Operating System & Hot Fixes-Operating System Configl
-------- @ Operating System & Hot Fixes-Hok Fixes

-------- @ Prinker Info-Prinkers

[=4 tieediicie T e e e

[£

|A
|l

[ <Back ]uext:b ” Close ]

1) Click Add Domains button to select the domains for which you wish to run the
domain reports selected in Step 1. This will display a window where you can

select the domains you want to add.
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Select Domain(s)fServer(s) fgl

Please select one or more domains, Click on the Apply To button in
ardet ko apply the same lisk of domains For all the selected Reparts, Ta
generake the report For all servers ina domain, seleck the domain, or
select a set of servers ko restrict the domain scan. Or wou may select a

() Select Domaing'Server
@
#l-[_] EQUINGX
&[] SPACEMET
#-[] mercuRy
#-[] vovacer
&[] RESEARCH

(¥) Seleck Scan Profile: F'.II Yiska Machines vl

| Apply ta Reports... | | ok || cencel |

2) You can restrict the domain scope and scan and collect data only for a specific set

of computers by either selecting specific computers under a domain or by

selecting a Scan Profile.

3) Click OK to apply the selected domains or a Scan Profile to the current report or

click Apply to Reports to apply the selection to the rest of the selected domain

reports. The selected domains will be added to the wizard as shown below:
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{’ Power Export - Standard Reporis

Step 2 of 6 : Domain Selection

report. Double-click on & Report or click Add Domains. The report for each of the selected domains will be
exported as a zeparate file.

........ @ Dromains-Summary Damain kame
-------- @ Damains-Trusk

For each of the following reports, please select the list of domains for which you would like to generate the X

[>

"""" 5] Domains-Shares SPACENET [Full Scan]
-------- [E] Domains-spplications MERCURY [Full Scan]
-------- @ Metwork Configuration-IP Configuration EQUIMNG [Full Scan]

-------- @ Metwork Configuration-Login Profiles

-------- @ Metwork, Configuration-Metwork Adapters =
-------- [E] Metwork Configuration-Netwark Protocols

-------- @ Cperating Swskem & Hot Fixes-Operating System Config
-------- @ Operating System & Hot Fixes-Hok Fixes

-------- [E] Printer Info-Printers

[=4 tieediicie T e e e

[£

|A
|l

Add Domains. ..

<Back. ][ Mexk = ” Close ]

4) Click Next to proceed to the next Step.

Step 3: Server Selection for Server Reports

NOTE: This step is applicable only if a Server Report is selected in step 1.
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{’ Power Export - Standard Reporis

Step 3 of 6 : Server Selection
For each of the following reports, please select the list of servers for which you would like to generate the X

repott. Double-click on & Report or click Add Servers. The report for each of the selected zervers will be
exported as a separate file.

@ Users and Groups-General Server Mame

------------ @ IUsers and Groups-3Status

Acd Servers...

[ <Back. ]L_Mext:b ” Close ]

1) Click Add Servers button to select the servers for which you wish to run the
server reports selected in Step 1. This will display a window where you can select
the servers you want to add. Selecting a domain will add all the servers in that

domain to the report.
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Select Domain(s)fServer(s) fgl

Please select one or more domains, Click on the Apply To button in
ardet ko apply the same lisk of domains For all the selected Reparts, Ta
generake the report For all servers ina domain, seleck the domain, or
select a set of servers ko restrict the domain scan. Or wou may select a

() Select Domaing'Server
@
#l-[_] EQUINGX
&[] SPACEMET
#-[] mercuRy
#-[] vovacer
&[] RESEARCH

(¥) Seleck Scan Profile: F'.II Yiska Machines vl

| Apply ta Reports... | | ok || cencel |

2) You can restrict the domain scope and scan and collect data only for a specific set

of computers by either selecting specific computers under a domain or by

selecting a Scan Profile.

3) Click OK to apply the selected servers or a Scan Profile to the current report or

click Apply to Reports to apply the selection to the rest of the selected server

reports. The selected servers will be added to the wizard as shown below:
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{’ Power Export - Standard Reporis

Step 3 of 6 : Server Selection

For each of the following reports, please select the list of servers for which you would like to generate the
report. Double-click on & Report or click Add Servers. The report for each of the selected zervers will be
exported as a zeparate file.

[E] users and Groups-General Server Mame
[E] Users and Groups-Status PATHFIMDER\RD4S
RESEARCH\RDST

Acd Servers...

[ <Back. ]L_Mext:b ” Close ]

4) Click Next to proceed to the Next step.
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Step 4: Delivery Options

¥ Power Export - Standard Reports

Step 4 of 6 : Delivery Options

Select the report delivery options. You can Export, E-mail and Print the reports using the options below . In
case of export option, for each task, a sub-folder with the task name will he created under the specified

expart path. &l selected reports will be exported to a time-stamped folder in the format "y yy-mim-dd

hkmim.zs" under the task name folder.

Export

Export Path |C:'|,Du:u:uments and Settings\all Users)Application Data| E]

Bxport Type: @yt O csw O poF O moe O us O TIFF

[ Print

E-mail

To Address: |T|:|m Ford [&dd'rtiu:unal E-mail Settings...
File Format: | HTML ' Compress the attachement

[ =Back ][ Mext = ” Close

1) Change the Export or Print or E-mail settings as necessary.
2) Use Browse button to change the export path.
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> Click Additional E-mail Settings button to specify optional e-mail settings as

shown below.

Y ou can customize the SMTP Server,Fram and To
addrezs Subject and bady of the e-mail meszage.

SMTF Server: | Rd45 |

From: | T om Ford@P athfinder. local |

Ta: | Tom Ford |

Subiject: |F|epu:urt generated by ARK. for Windows Enterprize |

Pleaze find the attached report generated by AREMWE.

k. l [ Cancel

Additional E-mail Settings X

o

N
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Step 5: Schedule Settings

{’ Power Export - Standard Reporis

Step 5 of 6 : Schedule Settings
Entetr & unigue task name and specify itz schedule settings. X

Task Mame |Stanu:|ar|:| Task, |

Specify an account that has sufficient privileges to retrieve report information from the selected
Domains|Servers,

Run As |SP.ﬁ.CENET1FenstermachEr | [ Set Password ]

e

Schedule Task: |Daily % | Skart Eime:| 02:30 PM v| [ Advanced ]

achedule Task Daily

e 5] o

<Back. ” Mexk= H Close

1) Enter a unique name for the task.

2) Change the Run as parameter, if necessary and set the password for the specified
user.

3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.
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Step 6: Summary

¥ Power Export - Standard Reports

Step 6 of 6 : Summary

Click Finizh to save the task details. X

Task Mame:  Standard Task Report Standard
Run As: SPACENET!fenstermacher
Schedule: AE02:30 PM every day, starting 6/9/2010
FS
HER: ServersiDomain L Printer | E-mail =

Mame Az [Export PathiTazk Mame)

Dramains-3umma ] — L1|| n Dakala Vel .
B et Skandard Tas Ford@Pathfinder.loca

Z\Documents and Settingstall

) Click, here bo o Tom
Domains-Trusk I TEE— HTML | Users\Application DatalAREWE )
WEL 7.\ ExportiStandard Task Ford@Pathfinder . loca
. Z\Documents and Settingstall —
Domains-shares E:;Ehﬂ HTML | Usersiapplication Datal AREWE ;E:E@Pathﬂnder loca
—_ 7o\ExportiStandard Task '
CADornments and Setbinnsial v
[ =Back ][ Finish ] [ Close

1) This step displays the summary information of the task.
2) Click Finish to save the task details.
3) The task will be added to Windows Schedule Tasks and will be displayed in the

Scheduled Tasks Manager Window as shown below:
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B|Scheduled Tasks

Tazk Mame Run as Schedule Repatt Type Expotted Files

Standard Taszk &k 2130 |:-|--| e

e | Standard Task SPACENET|fenstermac Standard Report

Ak 346 PM every
Builtin Domain task, SPACEMET\Fenstermac day, starking Built-in Repart Click here to view
3302009

£ | | >|[ Eclit Tash... J ’_Qelete Task J
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7.4 Schedule Built-in Reports

The built-in reports have been categorized to the following:
>» Permissions Reports
» Shares and Resources reports
> Users and Groups reports
>

Domains reports

Schedule Permissions Built-in Reports
Permissions Reports

Permissions Reports includes reports that focus solely on reporting the access

permissions assigned to users and groups on objects such as folders etcetera.

List of permissions for folders

List of permissions for specific users and groups on files
List of permissions for files

List of all permissions for folders (Inherited & Explicit)

List of effective permissions for users and groups on folders
List of effective permissions for users and groups on files

List of effective permissions for specific users and groups on folders

vV V V V V V VYV V

List of effective permissions for specific users and groups on files
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7.5 Schedule Shares and Resources Built-in Reports

K

Power Expork

||é, Built-in Reports 3 | (&) Permissions
D Standard Reports, ., |.5 Shares and Resources
scheduled Tasks. . & Users and Groups
. @ Diornains i
Click option under Power Export.

This will bring up the Power Export Wizard.

Step 1: Report Selection

7 Power Export - Built-in Reports (Builtin Shares Task)

Step 1 of 6 : Report Selection

Select the desired reportis) using the checkboxes given below . More than one report may be selected in this X
category.

=R Tl -hares and Resources
¥ List of Shares
¥ List of Shares with permissions
W' List of printers
¥ List of machines with their logical drives and their size
IV List of scheduled kasks

¥ List of applications installed in & machine

[ Mexk= H Close

1) Select the report(s) using the checkboxes to the left of the reports. You may
select any number of reports to run in a single task.

2) The above reports collect data on a server-basis.

3) Click Next to proceed to the next step. You may Click Back button anytime to

come back to a previous step.
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Step 2: Server Selection

¥ Power Export - Built-in Reporis

Step 2 of 6 : Server Selection

For each of the following reports, please select the list of servers for which you would like to generate the
report. Double-click on a Report or click Add Servers.

----------- (S List of Shares
----------- @ Lisk of Shares with permissions

----------- [E] List of printers

----------- @ List of machines with their logical drives and their size
----------- @ List of scheduled tasks

----------- @ List of applications installed in a machine

Server Mame

Add Servers...

[ =Back ][ Mext = ][ Close ]

1) Click Add Servers button to select the servers for which you wish to run the
server reports selected in Step 1. This will display a window where you can select
the servers you want to add. Selecting a domain will add all the servers in that
domain to the report.

2) Click OK to apply the selected servers to the current report or click Apply to
Reports to apply the servers to the rest of the selected server reports. The

selected servers will be added to the wizard as shown below:

108



CHAPTER 7 - Power Export

7 Power Export - Built-in Reports

Step 2 of 6 : Server Selection

For each of the following reports, please select the list of servers for which you would like to generate the
report. Double-click on a Report or click Add Servers.

----------- [E] List of Shares Server Mame

----------- @ List of Shares with permissions m
5] List of printers MERCURY\MCRSS

----------- @ List of machines with their logical drives and their size SPACENET\SPMN36

----------- [E] List of scheduled tasks EQUINCHIEDH 151

----------- [E] List of applications installed in a machine RESEARCH\RDST

Acd Servers...

<Back. l[ Mexk = ” Close ]

3) Click Next to proceed to the next step.
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Step 3: Report Criteria (Optional)

¥ Power Export - Built-in Reporis

Step 3 of 6 : Report Criteria (Optional)

You may specify a criteria for each of the following reports to fiter data. Click Mext to keep the current
ctitetia as described under Criteria Description ar click Edit Criteria to mocdify i.

= Q Server Reports Criteria Description:
(S List of Shares { Share Tvpe = 'Folder Share' )
[E] List of Shares with permissions
[E] List of printers
[E] List of machines with their logical drives and their size
[E] List of scheduled tasks

@ List of applications installed in a machine

[ =Back ” Mext = H Close ]

This step allows you to apply specific conditions for filtering report data.

1) To set criteria for a report, select a report and Click Edit Criteria or Double Click
the report.

2) The Criteria Settings window will be displayed as shown below:

Criteria Settings

Repart |List af Shares |

Share Type:

Folder Share
Admin Share

Ik ” Cancel
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3) Specify the criteria to filter the report data using the checkboxes.
4) Click OK in Criteria Settings window to go back to the wizard.
5) A description of the selected criteria will be displayed under Criteria Description

as shown below:

7 Power Export - Built-in Reports

Step 3 of 6 : Report Criteria (Optional)

You may specify a criteria for each of the following reports to fiter data. Click Mext to keep the current
ctitetia as described under Criteria Description ar click Edit Criteria to mocdify i.

= B Server Feporks Criteria Description:

[E] List of Shares { Share Type = 'Folder Share' OR. Share
Type = "‘Admin Share' )

[E] List of Shares with permissions

@ Lisk of printers

[E] List of machines with their logical drives and their size
[E] List of scheduled tasks

@ List of applications installed in a machine

< » Edit Criteria ...

<Back. ][ Mexk = ” Close ]

6) Click Next to proceed to the Next step.
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Step 4: Delivery Options

7 Power Export - Built-in Reports

Step 4 of 6 : Delivery Options

Select the report delivery options. You can Export, E-mail and Print the reports using the options belowe. In
case of export option, for each task, a sub-folder with the task name will he created under the specified

export path. All selected reports will be exported to a time-stamped folder in the format "yyyy-mim-dd
hh.min.zs" under the tazk name folder.

Export

Export Path : |C:'|,Du:u:uments and Settings)all Users\application Data| E]

Export Type: @yt O csv O BOF O moe O us O IIFF

[ Print

E-mail

To Address: |T|:|m Ford| [&dd'rtiu:unal E-mail Settings...
File Format: | HTML i Compress the attachement

<Back. ][ Mexk = ” Close

1) Change the Export or Print or E-mail settings as necessary.
2) Use Browse button to change the export path.
3) Click Next to proceed to the next step.
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> Click Additional E-mail Settings button to specify optional e-mail settings as

shown below.

Y ou can customize the SMTP Server,Fram and To
addrezs Subject and bady of the e-mail meszage.

SMTF Server: | Rd45 |

From: | T om Ford@P athfinder. local |

Ta: | Tom Ford |

Subiject: |F|epu:urt generated by ARK. for Windows Enterprize |

Pleaze find the attached report generated by AREMWE.

k. l [ Cancel

Additional E-mail Settings X

o

N
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Step 5: Schedule Settings

7 Power Export - Built-in Reports

Step 5 of 6 : Schedule Settings
Erter a unigue task name and specify itz schedule zettings. X

Task Mame | Builtin Shares Task |

Specify an account that has sufficient privileges to retrieve report information from the selected
Domains|Servers,

Run As |SP.ﬁ.CENET1Fenstermacher | [ Set Password ]

e

Schedule Task: |Daily & | Skart time:| 0503 PM v| [ Advanced ]

achedule Task Daily

e 5] o

<Back. ” Mexk= H Close

1) Enter a unique name for the task.

2) Change the Run as parameter, if necessary and set the password for the specified
user.

3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.
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Step 6: Summary

7 Power Export - Built-in Reports (Builtin Shares Task)

Step 6 of 6 : Summary

Click Finish to save the task details. X

Task Mame:  Builtin Shares Task Report Built-in Report
Run As: SPACEMET \Fenstermacher
Schedule: Ak 05:40 PM every day, starting 3/30/2003
Feport Export  Export Folder ) ) o
Maime serversDon| y o | (Export PathiTask Name) Frin E-mail
Click here to C:hDocurments and Settingsiall Userstapplication Tom
"\ Export)Builki 25 Task Ford@pathfinder.
Li.stth':": Shares Click here ta HTML CiiDocuments and Settingstall Usersiapplication Tom
Wi wiE Daktal ARKWE 7. x\Export\Builtin Shares Task Ford@pathfinder g
permissions
. . Click_here to CiiDocuments and Settingstall UsersiApplication Tom
List of printers wiE HTML Daktal ARKWE 7. x\Export\Builtin Shares Task, Ford@pathfinder g
List of machines 0
with their Click here to HTHL Z\Documents and Settingstall UserstApplication Tam
lnniral drives =] Datal AR EAWE 7 i Fvnort Biltin Shavac Tagk Frrd@natbfinder 1 |

[ <Back, ” Einish H Close

1) This step displays the summary information of the task.
2) Click Finish to save the task details.
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3) The task will be added to Windows Schedule Tasks and will be displayed in the

Scheduled Tasks Manager Window as shown below:

B | Scheduled Tasks

= g Scheduled Tasks
Standard Task
Buitin Shares T
Buittin Doarmin T

<_| |

Tazk Mame Run as Schedule Report Type Exported Files
Ak 2130 PM every
Standard Task SPACEMET\Fenstermacher | day, skarting Standard Report Click here bo view

Builtin Shares Task

Builtin Doarnin Task.

EMET!fenstermacher

SPACEMET!\Fenstermacher

| >|[ Evit Task.. | [gehete Task J

3/30/2009

A 6:05 PM every
day, starting
5/30/2009

Built-in Report

Built-in Report

Click_here to view

Close
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7.6 Schedule Users and Groups Built-in Reports

K

Power Export

|i&1 Built-in Reports r
D Standard Reports. ..

Permissions

shares and Resources

Users and Groups

Scheduled Tasks... |

Daornains

& B8 | O b2

Click

option under Power Export.

Step 1: Report Selection

2 Power Export - Built-in Reports

Step 1 of 6 : Report Selection

Select the desired report(=) using the checkboxes given belowe . More than one report may be selected in this X
category.

=R sers and Groups
W List of Users and Groups
¥ List of User accounts
¥ List of Local and Global groups
¥ List of disabled user accounts

¥ List of locked-out user accounts

¥ Password settings of all user accounts (Password never expires eke,)
¥ Members of Local Administrators group

¥ Log on rights assigned For all accounts (Log on locally ke,

W' List of currently logged on users

¥ Privileges assigned For all accounts

[ Mextk = H Close

1) Select the report(s) using the checkboxes to the left of the reports. You may
select any number of reports to run in a single task.

2) The above reports collect data on a server-basis.

3) Click Next to proceed to the next step. You may Click Back button anytime to

come back to a previous step.
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Step 2: Server Selection

¥ Power Export - Built-in Reporis

Step 2 of 6 : Server Selection

For each of the following reports, please select the list of servers for which you would like to generate the
report. Double-click on a Report or click Add Servers.

----------- B List of Users and Groups

----------- [E] List of User accounts

Server Mame

----------- @ List of Local and Global groups

B} List of disabled user accounts

----------- [E] List of locked-out user accournks

----------- @ Password settings of all user accounts (Password nesver exp
----------- @ Members of Local Adminiskrators group

----------- @ Loqg an rights assigned For all accounts {Log on locally ekc,)

@ List of currently logged on users

----------- @ Privileges assigned for all accounts

Add Servers...

|A
[

[ =Back ][ Mext = ” Close ]

1) Click Add Servers button to select the servers for which you wish to run the
server reports selected in Step 1. This will display a window where you can select
the servers you want to add. Selecting a domain will add all the servers in that
domain to the report.

2) Click OK to apply the selected servers to the current report or click Apply to
Reports to apply the servers to the rest of the selected server reports. The

selected servers will be added to the wizard as shown below:
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7 Power Export - Built-in Reports

Step 2 of 6 : Server Selection

For each of the following reports, please select the list of servers for which you would like to generate the
report. Double-click on a Report or click Add Servers.

List of L nd Groups Server Mame
----------- [E List of User accounts

----------- @ List of Local and Global groups MERCURYIMCRES
----------- [ List of disabled user accounts SPACEMET\SPNIE
----------- [E List of locked-out user accounts EQUINCHIEQ®151
----------- [E] Password settings of all user accounts (Password nes RESEARCHIRDST

----------- [E] Members of Local Administrakors group
----------- @ Log on rights assigned for all accounts (Log on locally

----------- @ Lisk of currently logged on users

----------- [E1 Privienes assianed For all accounts

Acd Servers...

<Back. l[ Mexk = ” Close ]

3) Click Next to proceed to the next Step.
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Step 3: Report Criteria (Optional)

¥ Power Export - Built-in Reporis

Step 3 of 6 : Report Criteria (Optional)

You may specify a criteria for each of the following reports to fiter data. Click Mext to keep the current
ctitetia as described under Criteria Description ar click Edit Criteria to mocdify i.

= Q Server Reports Criteria Description:
List of Users and Groups { Account Type = 'Built-in User' )

List of User accounts

List of Local and Global groups

List of disabled user accounts

Lisk of locked-out user accounts

Password settings of all user accounts (Password nesw
Members of Local Administratars group

Log on rights assigned For all accounts (Log on locally

Lisk of currently logged on users

I K T TR KT TR KT TV KT T

Privileges assigned for all accounts

[ =Back ” Mext = H Close ]

This step allows you to apply specific conditions for filtering report data.

1) To set criteria for a report, select a report and Click Edit Criteria or Double Click
the report.

2) The Criteria Settings window will be displayed as shown below:

Criteria Settings [5_<|

Report |List of Users and Groups |

accounk Type:

Built-in User
Custom Lser
Local Group

Global Group

Ik l[ Cancel

120



CHAPTER 7 - Power Export

3) Specify the criteria to filter the report data using the checkboxes.

4) Click OK in Criteria Settings window to go back to the wizard.

5) A description of the selected criteria will be displayed under Criteria Description

as shown below:

7 Power Export - Built-in Reports

Step 3 of 6 : Report Criteria (Optional)

= Q Server Reports

Lisk of Users and Groups

Lisk of User accounts

List of Local and Global groups

List of disabled user accounts

Lisk of locked-out user accounts

Password settings of all user accounts (Password new
Members of Local Adminiskrators group

Log on rights assigned For all accounts (Log on locally

List of currently logged on users

I T T TR KT TR KT KT KT T

Privileges assigned for all accounts

“You may specify a critetia for each of the followwing reports to fiter data. Click MNext to keep the current
ctitetia as described under Criteria Description ar click Edit Criteria to mocdify i.

Criteria Description:

{ Account Twpe = 'Builk-in User' OR
Account Type = 'Cuskom User' OR Account
Twpe = 'Local Group' OR Account Type =
'Global Group' )

Edit Criteria ...

<Back. ” Mexk= H Close

|

6) Click Next to proceed to the Next step.
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Step 4: Delivery Options

¥ Power Export - Built-in Reporis

Step 4 of 6 : Delivery Options

Select the report delivery options. You can Export, E-mail and Print the reports using the options below . In
case of export option, for each task, a sub-folder with the task name will he created under the specified X
export path. &l selected reports will be exported to & time-stamped folder in the format "yyyy-mm-dd

hkmim.zs" under the task name folder.

Export

Export Path |C:'|,Du:u:uments and Settings\all Users)Application Data| E]

Export Type: @ utme O csv O poF O moe O ws O TIFF

[ Print

E-mail

To Address: |T|:|m Ford| [&dd'rtiu:unal E-mail Settings...
File Format: | HTML ' Compress the attachement

[ =Back ][ Mext = ” Close

1) Change the Export or Print or E-mail settings as necessary.

2) Use Browse button to change the export path.
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> Click Additional E-mail Settings button to specify optional e-mail settings as

shown below.

=

N

T

Y ou can customize the SMTP Server,Fram and To
addrezs Subject and bady of the e-mail meszage.

SMTF Server: | Rd45 |

From: | T om Ford@P athfinder. local |

Ta: | Tom Ford |

Subiject: |F|epu:urt generated by ARK. for Windows Enterprize |

Pleaze find the attached report generated by AREMWE.

k. l [ Cancel

Additional E-mail Settings &3
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Step 5: Schedule Settings

¥ Power Export - Built-in Reporis

Step 5 of 6 : Schedule Settings

Enter & unigue tazk name and specify itz schedule seftings. the task name
be exported to a

Task Mame |Builtin IJser Task |

Specify an account that has sufficient privileges to retrieve report information from the selected
Domains/Servers,

Run As |SP.ﬁ.CENET1FenstermachEr | [ Set Password ]

Schedule Task: |Dailv w | Start time:) 06:43 PM $| [ Advanced ]

achedule Task Daily

e 5] o

=Back ][ Mext = ” Close

1) Enter a unique name for the task.

2) Change the Run as parameter, if necessary and set the password for the specified
user.

3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.
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Step 6: Summary

¥ Power Export - Built-in Reporis

Step 6 of 6 : Summary

Click Finizh to zave the task details.

ServersDomains

Mame A=

List af Users and Click here to

List of User

arcounts Click here bo wiew |HTML

List of Local and

Glnbal groups Click here to wview |HTML

1 i
Z\Documents and Settingsiall
Users\Application Datal ARKWE
7.\Export’ Builtin User Task

Z\Documents and Settingsiall
Users\Application DatalARKWE

Prirter| E-mail

Torm
Ford@pathfinder.local

Tom
Ford@pathfinder local

Tam
Ford@pathfinder.local

Task Mame:  Builtin User Task Report Built-in Repart
Run As: SPACEMET \fenstermacher
Schedule: Ak 06:43 PM every day, starting 3/30/2003

Repart Expart Expart Folder "

7.\ Export) Builkin User Task,
CADacnments and SettinnsiAll

[ =Back ” Finish H Close

1) This step displays the summary information of the task.
2) Click Finish to save the task details.
3) The task will be added to Windows Schedule Tasks and will be displayed in the

Scheduled Tasks Manager Window as shown below:
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| Scheduled Tasks

= 4§ Scheduled Tasks

E Standard Taszk
Buittin Shares Te
Buittin Doarmin Te
. Buittin U=zer Task

(_ | |

Tazk Mame

Run as

Schedule

Report Type

Exported Files

Standard Task

SPACEMET \Fenstermacher

AF 2030 PM every
day, starting
3i30/2009

Standard Repaort

Click here to view

Builtin Shares Task.

SPACENET fenstermacher

AF 5:40 PM every
day, starting
3/30/2009

Builk-in Report

Click. bere to view

Builtin User Task

Builtin Doamin Task

SPACEMET Fenstermacher

| >I[ Ediit Task... J ’_Qelete Tazk J

Ak 605 PM every
day, starting
3/30/2009

Built-in Report

EBuilt-in Report

Click here to view

Close
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7.7 Schedule Domain Built-in Reports

XK

Power Expork

% Built-in Reports 3
D Standard Reports. ..

Permissions

Shares and Resources

IUsers and Groups

Scheduled Tasks. ..

Darmains

S

Click option under power

export.

This will bring up the Power Export Wizard.

Step 1: Report Selection

7 Power Export - Built-in Reports (Builtin Domain task)

Step 1 of 6 : Report Selection

Select the desired reportis) using the checkboxes given below . More than one report may be selected in this X
category.

= M [
W List of trusted and trusting domains
¥ List of machines with their 05 and service pack
¥ List of Windows Servers
¥ List of Damain Controllers
W List of Application Servers (115, Exchange Server, SQL Server etc,)
¥ List of machines that run TCPIP services (FTP, telnet eke,)
¥ List of machines that have auditing enabled for disabled)

[ Mexk= H Close

1) Select the report(s) using the checkboxes to the left of the reports. You may
select any number of reports to run in a single task.

2) The above reports collect data for the entire domain.

3) Click Next to proceed to the next step. You may Click Back button anytime to

come back to a previous step.
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Step 2 Domain Selection

¥ Power Export - Built-in Reporis

Step 2 of 6 : Domain Selection

For each of the following reports, please select the list of domains for wwhich you would like to generate the
repott. Double-click on & Report or click Add Domains.

Damain Mame

Mo Domain Selected

-------- [E] List of Windows Servers
-------- @ List of Domain Contrallers

-------- @ List af Application Servers (115, Exchange Server, SOL Serve
-------- @ List of machines that run TCPIP services (FTP, belnet etc,)
-------- @ List of machines that have auditing enabled (or disabled)

add Domains. ..

[ =Back ][ Mext = ][ Close ]

|A
|

1) Click Add Domains button to select the domains for which you wish to run the
domain reports selected in Step 1. This will display a window where you can
select the domains you want to add.

2) Click OK to apply the selected domains to the current report or click Apply to
Reports to apply the domains to the rest of the selected domain reports. The

selected domains will be added to the wizard as shown below:

128



CHAPTER 7 - Power Export

7 Power Export - Built-in Reports

Step 2 of 6 : Domain Selection

For each of the following reports, please select the list of domains for wwhich you would like to generate the
repott. Double-click on & Report or click Add Domains.

-------- [E] List of trusted and trusting domains Diomin Mame
-------- [E] List of machines with their 05 and service pack

-------- [E] List of Windows Servers EQLINGE

-------- [E] List of Domain Conkrallers SPACEMET

-------- @ List of Application Servers (115, Exchange Server, 0L Servel | MERCURY

-------- @ List of machines that run TCPIP services (FTP, telnet etc.,) RESEARCH
-------- @ List of machines that have auditing enabled (or disabled)

|A
|

Add Domains. ..

[ <Back, ][ Mk = H Close ]

3) Click Next to proceed to the next Step.
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Step 3: Report Criteria (Optional)

¥ Power Export - Built-in Reporis

Step 3 of 6 : Report Criteria (Optional)

You may specify a criteria for each of the following reports to fiter data. Click Mext to keep the current
ctitetia as described under Criteria Description ar click Edit Criteria to mocdify i.

= Domain Reports Criteria Description:
[E] List of trusted and trusting domains E ggn;r:iﬁecz&:mgru?;pinfpﬁﬁ;;f: 3 AND
@ List of machines with their 03 and service pack, Domain Controller )
[E] List of Windows Servers
SRList of Domain Controllars
@ List of Application Servers (115, Exchange Server, 30
@ List of machines that run TCPIP services (FTP, telnet
@ List of machines that have auditing enabled {or disabl

Edit Criteria ...

|
I

[ =Back ” Mext = H Close ]

This step allows you to apply specific conditions for filtering report data.

1) To set a criterion for a report, select a report and Click Edit Criteria or Double
Click the report.

2) The Criteria Settings window will be displayed as shown below:

Criteria Settings [5_<|

Report |List af Domain Contrallers |

05 Type: Domain Controller bype:

Windows 2008 Server Prirnary Cormain Controller
Windows 2003 Server Backup Domain Controller
[]'indows 2000 Server
[]'indows MT Server

Ik l[ Cancel
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3) Specify the criteria to filter the report data using the checkboxes.
4) Click OK in Criteria Settings window to go back to the wizard.
5) A description of the selected criteria will be displayed under Criteria Description

as shown below:

7 Power Export - Built-in Reports

Step 3 of 6 : Report Criteria (Optional)

“You may specify a critetia for each of the followwing reports to fiter data. Click MNext to keep the current
ctitetia as described under Criteria Description ar click Edit Criteria to mocdify i.

= Diomain Reports Criteria Description:
[E] List of trusted and trusting domains { OS Type = "Windows 2008 Server' OR OS5
Type = "Windows 2003 Server' ) ARD |
@ List of machines with their 03 and service pack, Domain Controller bype = 'Primary Domain
. ' Contraller' OR Domain Controller bvpe =
List of Windows Servers
S| ‘Backup Domain Contraller'
[E] List of Domain Controllers
@ List of Application Servers (115, Exchange Server, 30
@ List of machines that run TCPIP services (FTP, telnet
@ List of machines that have auditing enabled (or disabl

< > ¢ Edit: Criteria

<Back. ][ Mexk = ” Close

6) Click Next to proceed to the Next step.
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Step 4: Delivery Options

¥ Power Export - Built-in Reporis

Step 4 of 6 : Delivery Options

Select the report delivery options. ¥ou can Export, E-mail and Print the reports using the options below. In
case of export option, for each task, a sub-folder with the task name will be created under the specified X
export path. &l selected reports will be exported to a time-stamped folder in the format "yyyy-mm-dd

hbmim.zs" under the task name folder.

Export
Export Path |C:'|,Du:u:uments and Settings\all Users)Application Data| E]

Bxport Type: @yt O csw O poF O moe O us O TIFF

[ Print

E-mail
To Address: |T|:|m Ford| [ Additional E-mail Settings...
File Format: | HTML ' Compress the attachement

[ =Back ][ Mext = ” Close

1) Change the Export or Print or E-mail settings as necessary.

2) Use Browse button to change the export path.
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> Click Additional E-mail Settings button to specify optional e-mail settings as

shown below.

4 You can customize the SMTP Server Fram and Tao

addrezs, Subject and body of the e-mail meszage.

SMTF Server: | Rd45 |

From: | T om Ford@P athfinder. local |

Ta: | Tom Ford |

Subiject: |F|epu:urt generated by ARK. for Windows Enterprize |

Pleaze find the attached report generated by AREMWE.

k. l [ Cancel

Additional E-mail Settings X

o

N
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Step 5: Schedule Settings

¥ Power Export - Built-in Reporis

Step 5 of 6 : Schedule Settings
Entetr & unigue tazk name and specify itz schedule seftings. X

Task Mame |Builtin Dioamin Task, |

Specify an account that has sufficient privileges to retrieve report information from the selected
Domains/Servers,

Run As |SP.ﬁ.CENET1Fenstermacher | [ Set Passwaord ]

Schedule Task: |Dailv % | Start time:) 06:03 PM $| [ Advanced ]

achedule Task Daily

e 5] o

=Back ” Mext = H Close

1) Enter a unique name for the task.

2) Change the Run as parameter, if necessary and set the password for the specified
user.

3) Change the task schedule settings as required.

4) Click Next to proceed to the next and final step.
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Step 6: Summary

¥ Power Export - Built-in Reports [Builtin Domain, Task)

Step 6 of 6 : Summary

Click Finizh to save the task details. X

Task Mame:  Builtin Domain Task Report Built-in Repart
Run As: SPACENET!fenstermacher
Schedule: Ak 06:03 PM every day, starting 3/30/2003
FS
iz ServerziDamain g | (EXOE PR Printer  E-mail —

Mame Az (Export PathiTazk Mame)

Domains-Summa here to = . ; = Tom
JOMaIns-2Unmn: ) : Ford@Pathfinder.loca

Tam

. Z\Documents and Settingstall
Llick hereto | o | sersipplication DatalARKWE

Damains-Trusk

et 7.x\Exporty, Builtin Domain Task. Ford@Pathfinder.loca
. Z\Documents and Settingstall —
Domains-Shares E::&hﬂ HTML | UsersiApplication DatalARKWE EEE@PathFinder loca
—_ 7x\Export), Builtin Domain Task, '
CADocnments and SettinnsiAll b’
[ =Back ” Finish ] [ Close

1) This step displays the summary information of the task.
2) Click Finish to save the task details.
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3) The task will be added to Windows Schedule Tasks and will be displayed in the

Scheduled Tasks Manager Window as shown below:

B Scheduled Tasks

= E Scheduled Tasks Tazk Mame Run az Schedule Report Type Exported Files
i Standard Task At 230 PM every
Builtin Skares Te Standard Task, SPACEMET\fFenstermacher | day, starting Standard Report Click here to wiew
3302009
Buittin Doamin Tz AL 540 PM every
EBuiltin Shares Task SPACEMET fenstermacher | day, starting Built-in Report LClick here to view
34302009

AL 603 :
Builtin Doamin Task CEMETAfenstermacher ki Built-in Riepart

o (e ] (g

<_| |
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8 Scan Profiles Manager

8.1 About Scan Profiles (Computers)

You can setup Scan Profiles to scan a subset of computers in the network and save these
profiles for repeated use while generating reports (useful for repeatedly scanning and

reporting on different subsets of computers).
You can create Scan Profiles in one of the following ways:

Selecting specific computers in the network
Selecting specific Windows versions

Importing list of computers from a text file

vV V V V

Importing list of IP addresses from a text file
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8.2 How to create Scan Profiles (Computers)?

The Scan Profile Dialog allows you to create or edit a Scan Profile. During edit operation,
the name of a Scan Profile and its type cannot be modified. You can access the Scan

Profile Dialog from the Scan Profiles Manager.
Perform the following steps to create a Scan Profile.

1) Click New button in the Scan Profiles Manager window. The Scan Profile dialog
will show up on screen.

2) Specify a name for the Scan Profile. You must give a unique name for the Scan
Profile.

3) Specify how you want to create the profile by selecting appropriate profile type.
You can create Scan Profiles in one of the following ways:

A. Selecting computers from network

Scan Profile - Serverlist - Selected E|

You can specify a computer list by using either the Import option or by selecting
computers from the netwark, Or vou may select specific versions of \Windows,

Profile Mame: |Serverlist - Selected |

Profile

(%) Select computers From network

() Select specific Windows version(s)

() Import list of computers From text File
() Import list of IP addresses From bext file

Enter Computer Mame (Domaint=erver Mame)

|SPACENETISFNT [ s |

RESEARCHRDA Add

WO AGERRDE

[ Ik H Cancel ]

I. Select computers from network option.

II. You can type in computer name, in the format "Domain Name\Computer
Name", and then click Add button to manually add it to the list. Or you
may click Add from button to browse the network and select specific
computers.

B. Selecting specific Windows versions
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Scan Profile E|

Yo can specify a computer list by using either the Impart apkion or by selecting
computers from the netwark, Or vou may select specific versions of YWindows,

Profile Mame: |Win 2K, Computers |

Frofile

() Select computers From netwark,

(%) Select specific Windows versionis)

() Import list of computers From text File
() Import list of IP addresses from ket file

Wincoees Yersions Select snecific domains
[] windows Server 2008 ” % THF INDER:

[ ] Windows Yista [] woy AGER

[] Windows 2003 Server [ ] RESEARCH

[] Windows XP Professional

A Em e i RIT oo

[ (0] 4 H Zancel ]

I. Choose Select specific Windows version(s) option.
II. Select one or more Windows versions. Only computers running the
selected Windows version will be included in the computer list.
III. You may optionally select specific domains, from the list of domains, to
include computers only from the selected domains. If you choose not to
select any domains, then the Scan Profile includes all domains in the

network.
NOTE:

o This type of profile is dynamic in nature, in that the list of computers are

prepared at run-time; that is at report generation time.
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C.

Importing list of computers from a text file

Scan Profile - Serverlist - Imported E|

You can

Prafile

File

MNote:

computers from the network, Or wou maw select specific versions of Windows,

Profile Mame:  |Serverlist - Imparted

() Select computers From network

() select specific Windows wersionis)

(%) Import list of computers From ket File
() Import list of IP addresses From text file

'DomainyComputer’ with each entry Click here to view a sample.

specify a computer lisk by using either the Import option ar by selecting

d:YSample Server List . bxk E]

The file should contain computer names in the Format

[ Impark ] [ Werify Imported ]

[ Ik ] [ Cancel

iv.

NOTE:

o

o

Select Import list of computers from text file option.

Click browse ("...") button to select a file that contains the list of
computers to be imported.

In the "Select File" dialog that shows up, select a text (.txt) file, and then
click Open.

Click Import button to import the list of computers from the selected file.

The text file should contain computer names in the format "Domain
Name\Computer Name" (both Domain and Computer name should be a

NETBIOS name) with each entry in a separate line as shown below:

researchirdi =
researchyrd2
pathfinder\rdis

I

Only valid entries of the form "Domain Name\Computer Name" will be
imported, and invalid entries will be ignored. Please note that the domain
specified will be matched with the domain name to which the computer
belongs. The computer entry will be ignored either if the domain name

does not match or an if error occurs retrieving the domain name. To view
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the list of entries imported, click Verify Imported List button. The list of

computer names imported will be displayed as shown below:

&

Entries Imported
This window shows the lisk of entries imported,

Hosk MName Darnain Marne
RO RESEARCH
ROz PATHFIMNDER.
R4S SPACEMET

Close

Changes to the external text file will not automatically be reflected in the

(o]
Scan Profile. You need to edit the Scan Profile and re-import the updated

computer list from the file.
D. Importing list of IP addresses from a text file

Scan Profile E|
Yo can specify a computer list by using either the Impart apkion or by selecting

computers from the netwark, Or vou may select specific versions of YWindows,

Profile Mame: |Ser-.-'er list - Imnport IP

Frofile

() Select computers From netwark,

() Select specific Windows versionds)

() Import list of computers From text File
(%) Import list of IF addresses from ket file

1

Mate: The file should contain valid IP addresses with each entry ina separate
Click here to viewy & sample.

File: (DU Import gt

Impart ] [ Serify Imported ]

[ (] 4 ] [ Cancel

Select Import list of IP addresses from text file option.

i.
Click browse ("...") button to select a file that contains the list of IP

ii.
addresses to be imported.
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ifi. In the "Select File" dialog that shows up, select a text (.txt) file, and then

click Open.

iv. Click Import button to import the list of IP addresses from the selected
file.

NOTE:

o The text file should contain valid IP addresses with each entry in a

separate line as shown below:

108.18.18.53 ]
18.10.10.55
18.18.108.255

[~

o During the import process each IP address will be translated to a
corresponding computer name. Hence, only valid entries will be
imported. To view the list of entries imported, click Verify Imported
List button. The list of IP addresses and their corresponding computer

names will be displayed as shown below:

Entries Imported E|

This window shows the lisk of entries imported,

IP Address Hosk Mame

10.10,10.41 PATHFIMDER\RD4S
10.10,10.57 IP Resalution Error: Meed to run the object to perfo, ..
10.10,10.41 SPACEMETISPMES

Close

o Changes to the external text file will not automatically be reflected in

the Scan Profile. You need to edit the Scan Profile and re-import the

updated IP address list from the file.

4) Click OK to save the Scan Profile for later use.
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8.3 How to manage Scan Profiles (Computers)?

Tools

Scan Praofiles Manager Fa

Click |Jto launch the Scan Profiles Manager. The Scan

Profiles Manager shows the list of Scan Profiles available.

x]

Scan Profiles Manager

You can sekup Scan Profiles bo scan a subset of computers in the network and save
these profiles For repeated use.

This window lists available profiles, Click Mew to create a new profile, Click Edit ko
modify selected profile. Click Delete ko delete a profile. Click Preview to view the
contents of a profile,

Al Wista Machines
Server lisk - Import IP
Serverlist - Imparked Edit
Serverlist - Selected =
Win 2k Computers

Delete

Preview

1=
1]
III E

About Scan Profiles ™ Close

The Scan Profiles Manager allows you to perform the following operations:

Create a new Scan Profile
Edit an existing Scan Profile

Delete a Scan Profile

vV V V V

Preview the list of computers in a Scan Profile
Create a new Scan Profile

1) To create a new Scan Profile click New

2) Follow the steps as outlined in How to create Scan Profiles?
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Edit an existing Scan Profile

1) To edit a Scan Profile click Edit button in the Scan Profiles Manager. The Scan
Profile Dialog will appear on the screen which will allow you to edit the selected
Scan Profile.

2) During edit operation you can modify the computer list, however, you cannot

modify the type of the Scan Profile.
Delete a Scan Profile

To delete a Scan Profile, select the profile you want to delete, and then click Delete
button. The selected Scan Profile will be deleted permanently. Please note, that reports

associated with the Scan Profile deleted may fail to run when generated.
Preview the list of computers in a Scan Profile

To preview the list of computers in a Scan Profile, select a Scan Profile, and then click

Preview button. The computer list will be displayed in a tree view as shown below:

Preview - Serverlist - Imported g|
SE
RESEARCH
= rot
= rpz
- SPACENET
=} ppez

Close

The Preview window shows the list of domains and computers selected in the Scan

Profile if the computer list was either imported or selected from the network. Whereas, if
specific Windows versions were selected, then only the computers that match the
selected Windows versions will show up. Furthermore, if specific domains were
associated with the Scan Profile, then only the selected domains will show up, otherwise
all the domains in the network will show up. The Preview window allows you to view

what computers in the network will be included in the profile.
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8.4 How to apply Scan Profiles (Computers)?

You can apply a Scan Profile to one or more reports to restrict the list of computers
during report generation. This is especially useful if you want to generate reports for a

subset of computers.
This page covers the following topics with regard to usage of Scan Profiles:

» Scan Profiles and Power Export Tool (off-line report generation)

> Scan Profiles and Interactive Report Generation
Scan Profiles and Power Export Tool (off-line report generation)

You can apply a Scan Profile to one or more reports using the Power Export Tool (for off-
line generation) to restrict the domain scope and to scan and collect data for a subset of
computers in the network. The report data will be collected for all computers in the
applied Scan Profile. However, if the applied Scan Profile becomes unavailable during
report generation (likely to happen if the Scan Profile is accidentally deleted), the report
data will not be collected at all and will result in an error. Furthermore, if there are no
computers to be found in the Scan Profile for a domain for which the report is being
generated, then the report generation will fail as well. This is likely to happen if the
domain is not included in the Scan Profile or none of the computers in the domain are

running the Windows version setup in the Scan Profile.
Scan Profiles and Interactive Report Generation

You may also apply a Scan Profile to reports and view the data in interactive mode. The
way in which a Scan Profile is applied and the data collection methodology adopted
slightly differs in interactive mode from off-line report generation mode (using Power
Export Tool). The data collection methodology adopted also depends on the type of Scan

Profile applied (static or dynamic) to the report.

For instance, if a Scan Profile is associated with multiple domains, in interactive mode,
data will be collected only for computers that belong to the currently selected domain.
On the other hand, if there are no computers to be found for the currently selected
domain, in the applied profile, the report data will not be collected at all. This is likely to
happen if the currently selected domain was not included in Scan Profile (if it is a static
profile) or the Scan Profile includes a Windows version filter, say Windows XP computers

only, and the domain does not have any computers running Windows XP.

In addition, in interactive mode, there are differences on how Scan Profiles are applied to

Domain-based Reports and Server-based Reports.
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Scan Profiles and Domain-based Reports

In interactive mode, for domain-based reports, you can apply a Scan Profile by using the
Scan Option Dialog. The report will be generated for the list of computers in the applied

Scan Profile for the currently selected domain as mentioned earlier.
Scan Profiles and Server-based Reports

For server-based reports, you can apply a Scan Profile by clicking the

[#] 5can Profiles =

| Apply Profile. ..

Clear Profile button in the report window. The Scan Profiles Manager will

show up on screen, select a Scan Profile, and then click Apply button to apply the

selected profile.

For server-based reports, however, a Scan Profile when applied reloads the tree view, in
the left pane in the report window, with the list of computers in the selected Scan Profile.
After a Scan Profile is applied, you can select the desired computer in the tree view in
the report window to generate the report. Click the Clear button to clear the applied

profile. This will reload tree view with the list of all domains in the network.
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8.5 About Scan Profiles (Users/Groups)

You can setup Scan Profiles (Users/Groups) to scan a subset of users/groups present in
computers and save these profiles for repeated use (useful for repeatedly scanning and

reporting on different subsets of users and groups permissions on share folders).

» How to create Scan Profiles (Users/Groups)?
» How to manage Scan Profiles (Users/Groups)?

> How to apply Scan Profiles (Users/Groups)?

8.6 How to create Scan Profiles (Users/Groups)?

Perform the following steps to create a Scan Profile (Users/Groups).

Scan Profiles Manager

Compukers Fa

Ilsers and Groups F10
1) Select & £ from the application toolbar. This action will

launch the Scan Profiles Manager (Users/Groups) dialog as shown below.

i3 Scan Profile Manager (Users/Groups) E|

Y'ou can zetup Scan Profiles [ sers/Groupz] to soan a subset of users and zave these profiles
for repeated use.

Thiz window listz available profiles. Click Mew to create a new profile. Click Edit to rmodify
zelected profile. Click Delete to delete a profile. Click Presdew to view the contents of a profile.

Critcal Users
Lewve
Lewvel?
Lewveld E dit

Delete

Freview

=
[a1]
E

Cloze
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2) Click New button in the Scan Profiles Manager (Users/Groups) dialog. This action

will launch the Scan Profiles (Users/Groups) Wizard as shown below.

i3 Scan Profile {Users/Groups) E'
Step 1 of 2: Select servers to view uzers and groups

Select zervers or a Scan Profile [Computers] to retrieve available uzers and groups.

() Select Servers

E-[]
-]
=[]

=IO

(%) Select a Scan Profile (Computers)
Profile Mame: |CriticaILIsers V| [ ] [ 5| ]

3) In first step you can either select servers manually or Choose a Scan Profile

(Computers) to retrieve the available users and groups .Select the necessary

option and click Next to proceed.
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4) In Next step click the "Refresh Accounts" button to get the available users and
groups from the selected server or Scan Profile (Computers).This action will

enumerate the available users and groups, list them as shown below.

3 Scan Profile {Users/Groups) [5_(|
Step 2 of 2: Select User/Group Account(s]
Select the uzer and/or aroup accounts for which you would like bo create a profile. To view only & desired set of accounts,
zelect the account tepe uzing the checkboxes given below and then click Refresh Accounts.
Profile Mame: |SpeciaIList
Account Tvpe Add Accounts
W W W
Liser Accourt Local Group Global Group P | [ & ]
Refresh Accounts
Available Accounts: Selected Accounts;
Account Mame Account Typ Account Marne Account Type
B TIMY Administratars Local Group BUILTIM\Adminiskrators Local Group
BUILTIMN\Backup Operators Local Group
BUILTIM\Eackup Operators Local Group
BUILTIM\Certificate Service Local
DiZOM Access mcal aroup
BUILTIM\Cryptographic -M
Operators Local Group
BUILTIM\Distributed COM Local &
Lsers ocal Group
BUILTIM\Ewent Log Readers Local Group 3
2.._.__..._ } I S . < E
- I
Fren ) [_gs

> Enter a name for the profile.

> Use Add and Remove buttons to add, remove the needed accounts for creating a
profile.

> You can also search for users and groups with specific hame and add to the

selected account list using the Find option.
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» Enter the name to be searched in the Find search box and click the search
option. If the entered search data matches with any of the users and groups,

matching items will be highlighted in yellow color background as shown below.

i3 Scan Profile {Users/Groups) [z|

Step 2 of 2: Select Uzer/Group Account(s]

Select the uger and/or group accounts for which you would like to create a profile. To view only a desired zet of accounts,
gelect the account type using the checkboxes given below and then click Refresh Accounts.

Profile Name: |

Account Tyvpe Add Accounts

W W W

IJser Account Local Group Global Group Account Name: | [ i ]

Refresh Accounts

Available Accounts: Selected Accounts;
Account Marme Acoounk T A Account Mame Account Type
BUILTIM\Adminiskrators Local Gro

BUILTIM\Eackup Operators Local Gror— Add=>

BUILTIM\GUests Local Gro

BUILTIM\Metwork Configuration Remave
Operators Local Gro
BUILTIM\Power Users Local Gro

BUILTIM\Remote Desktop Users | Local Gron ™
£ |

>
Find |gues| |

|
b

Fiish | [ Close
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> You can also enter users / groups name and add to the selected account list for
creating a profile. Enter the users/groups name in 'Domain\User Name' format

and click the Add button to add the entered account to the list as shown below.

2 Scan Profile {Users/Groups) E'
Step 2 of 2: Select User/Group Account(s]

Select the uger and/or group accounts for which you would like to create a profile. To view only a desired zet of accounts,
select the account tepe uzing the checkboxes given below and then click Refresh Accounts.

Profile Mame: |SpeciaIList

Account Tvpe Add Accounts
W W W
Liser Accourt Local Group Global Group P |pathFinder'l,Cru:uuu:h| | [ & ]
Refresh Accounts
Available Accounts: Selected Accounts;
Account Mame Account Typ Account Marne Account Type
B TIMY Administratars Local Group BUILTIM\Adminiskrators Local Group
BUILTIMN\Backup Operators Local Group
BUILTIM\Eackup Operators Local Group
BUILTIM\Certificate Service Local
DiZOM Access mcal aroup
BUILTIM\Cryptographic -M
Operators Local Group
BUILTIM\Distributed COM Local &
Lsers acal Group

BUILTIM\Ewent Log Readers Local Group 3

£ | >

Find | | @]

s
W

Fiish | [ Close
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£2 Scan Profile {Users/Groups)
Step 2 of 2: Select User/Group Account(s]

Profile Mame: |SpeciaIList

Account Type
User Account

Refresh Accounts

Available Accounts:

Account Marme

Account Typ #

BUILTIM\Adminiskrators Local Group
BUILTIM\Eackup Operators Local Group
BUILTIM\Certificate Service Local

DiZOM Access neal taroup
BUILTIM\Cryptographic

Operatars Local Graup
BUILTIM\Distributed COM Local &

Lsers ocal Group
BUILTIM\Ewvent Log Readers Local Group
T | } ——

Find |

&

Local Group Global Group

Add =

Remove

Add Accounts

Select the uger and/or group accounts for which you would like to create a profile. To view only a desired zet of accounts,
zelect the account type uzing the checkbaoxes given below and then click Refresh Accounts.

Account Name: ||

(&)

Selected Accounts:

3

Accounk Mame Accounkt Type
BUILTIM\Adminiskrators Local Group
BUILTIM\Eackup Operakors Local Group
pathfinderCrouch
< L
Finish ||  Close

5) Click Finish to save the Users/Groups profile for future use.
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8.7 How to manage Scan Profiles (Users/Groups)?

Tools |

g

::5 Scan Profiles Manager »

Computers F3

% Ilsers and Groups F10

Click

Profiles Manager (Users/Groups) . The Scan Profiles Manager (Users/Groups) shows the

to launch the Scan

list of available profiles.

i3 Scan Profile Manager (Users/Groups) E'

Y'ou can zetup Scan Profiles [ serz/Groups] to zcan a subset of uzers and save these profiles
for repeated uge.

Thiz window lists available profilez. Clck. Mew to create a new profile. Click Edit to modify
zelected profile. Click Delete to delete a profile. Click Preview to view the contents of a prafile.

Critcal Ll sers
Lewvell
Lewvel?
Level3 E dit

=

Delete

Preview

1=
£

Cloze

The Scan Profiles Manager allows you to perform the following operations:

Create a new Scan Profile (Users/Groups)
Edit an existing Scan Profile (Users/Groups)

Delete a Scan Profile (Users/Groups)

vV V V V

Preview the list of users and groups in a Scan Profile (Users/Groups)
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Create a new Scan Profile (Users/Groups)

1) To create a new Scan Profile (Users/Groups) click New

2) Follow the steps as outlined in How to create Scan Profiles?
Edit an existing Scan Profile (Users/Groups)

1) To edit a Scan Profile (Users/Groups) click Edit button in the Scan Profiles
Manager. The Scan Profile (Users/Group) wizard will appear on the screen which
will allow you to edit the selected profile.

2) During edit operation you can modify the Users/Groups list.
Delete a Scan Profile (Users/Groups)

To delete a Scan Profile (Users/Groups), select the profile you want to delete, and then
click Delete button. The selected Scan Profile (Users/Groups) will be deleted
permanently. Please note, that reports associated with the Scan Profile (Users/Groups)

deleted may fail to run when generated.
Preview the list of users and groups in a Scan Profile (Users/Groups)

To preview the list of users and groups in a profile, select a profile, and then click

Preview button

Preview - Levell

Profile Marme: |

Account Mame Accourt Type

5_RESTRICTED ‘WP Local Group

ROS1YVWSS_WPE Local Group

Close

The Preview window allows you to view what users and groups will be included in the
profile.
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8.8 How to apply Scan Profiles (Users/Groups)?

You can apply Scan Profile (Users/Groups) to permissions reports that involve generating
permissions for specific users and groups on share folders. This is especially useful, if

you want to generate permissions reports for certain users and groups frequently.

The following shows permissions reports that involves specific users and groups

Report Name

Description

List of permissions for specific users and

groups on folders

Reports the folder permissions assigned
to specific users and/or groups on a

selected set of folders.

List of permissions for specific users and

groups on files

Reports the files permissions
assigned to specific users and/or
groups under a selected set of

folders.

List of effective permissions for specific

users and groups on folders

Reports the effective permissions
for specific users and groups

available in a set of folders.

List of effective permissions for specific

users and groups on files

Reports the effective permissions

for specific users and groups for

files available in a set of folders.

Scan Profiles (Users and Groups) and permission reports for specific

users and groups

You can apply a Scan Profile (Users/Groups) to permissions reports either using Power
Export Tool (for off-line generation) or Interactive Report Generation .This option will
useful, if permissions for certain Users and Groups need to be monitored frequently.
Rather than searching for Users and Groups, adding then to account list and viewing
their permissions. You can use create a subset of Users and Groups, save them as a
profile, generating permissions reports for subset that of users and groups. The following
shows how Scan Profiles (Users/Groups) can be applied to permission reports for specific

users and groups in Interactive report generation and Power export tool.

155



Chapter-8- Scan Profiles Manager

Scan Profiles (Users/Groups) and Interactive Report Generation

Perform the following steps for applying Scan Profiles (Users/Groups) to permission

reports in Interactive report generation

L
Builk-in
Reporks

&)  Permissions
'% Shares and Resources
&1 Users and Groups

o
1) Click on G Domans under Built-in Reports in the tool bar.

2) Select any one of the permissions reports listed above and click Next to proceed.
3) In the next step, select the option 'Select a Scan Profiles (Users/Groups) ' as

shown below.

Built-in Reports - List of permissions for specific users and groups on folders

Step 2 of 4 : Select a server to view users and groups
Select a server or a scan profile (Computers) or a scan profile (Users\iGroups) to retrieve available users and groups =

Fram. k%“{;

O Select a server to view all the available accounts

D Select & Scan Profile (Computers)

Profile Mame: Eal #

@' Select a Scan Profile (Users § Groups)

Frofile Mame: | Sampls Profile V| [5@']

| Back || met || dcose

o Click button for creating a new Scan Profiles (Users/Groups)

o Clickbutton editing a Scan Profiles (Users/Groups)
Click Next to proceed.

4) In this step the list of users and/or groups present in Scan Profile (Users/Groups)

will be loaded to the selected Account list as shown below:
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Built-in Reports - List of permissions for specific users and groups on folders

Step 3 of 4 ! Select User/Group Account(s)
Select the user andfor group accounts Far which wou would like o view the permissions on files/Folders.

To wiew only a desired set of accounts, select the account type using the checkboxes given below and then click Refresh Accounts,

Account Type: Iser Account Local Group Global Group Refresh Accounts
[] use this enumeration for future use Account Mame: | | 'ﬁ'

Available Aocounts:

Account Marme Account Type
BUILTIMN\ A&dministrators Local Group
BUILTIM| Guests Local Group
BUILTIM|Users Local Group
< >
Back l ’ Mext l ’ Close

5) In the Succeeding steps, select needed details for generating reports for selected

Users and Groups.

Scan Profiles (Users/Groups) and Power Export Tool (off-line report
generation)

You can apply a Scan Profile (Users/Groups) to permissions reports using Power Export
Tool (for off-line generation).

XK .

Power Expork

||é] Built-in Reports 3
D Standard Reports., ..

Permissions

Shares and Resources

scheduled Tasks, .. Users and Groups

< B8 Qb

Darnains

1) Click on

toolbar.

button in the

2) Select any one of the permissions reports listed above and click Next to proceed.

3) In the next step, select the option 'Select a Scan Profiles (Users/Groups)' as

shown below.
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" Power Export - Built-in Reports

Step 2 of 7 : Server Selection

Select & server or a zcan profile (Computers) or & scan profie (UsersWGroups) to retrieve available users
and groups from.

Report Mame:List of permissions for specific users and groups on folders

{} Select a Server

Server Mame: |

{} Select a Scan Profile (Computers)

Profile Mame: Bl g

@' Select a Scan Profile (Users § Groups)

SR T I = simple Profile

[ <Back ][ Mexk= ” Close

o Click button for creating a new Scan Profiles (Users/Groups)

o Click button for editing a Scan Profiles (Users/Groups)

Click Next to proceed.

4) In the next step the list of users and groups present in Scan Profile

(Users/Groups) will be loaded to the selected account list as shown below.
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" Power Export - Built-in Reports

Step 3 of 7 : User/Group Selection

Select the list of users and groups for which you would like to generate the permissions report. To vies only
a desired zet of accounts, zelect the account type using the checkboxes given beloww and then click Refrezh

Accounts,

Feport Mame:List of permissions For specific users and groups on Folders

Account Type: User Account [+] Local Group |+ Global Group [ Refresh Accourts

[ Use this enumeration for Future use Account Marme: | | .ﬁ.
Available Accounts Selected Accounts
Account Mame Account Type
BUILTIMYAdministrators Local Group
BUILTIM\Guesks Local Group
d-> EUILTIM|Users Local Graup
< I
[ <Back ” Mext = ] [ Close ]

5) In the succeeding steps select needed details for generating reports for selected

Scan Profile (Users/Groups).
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8.9 Troubleshooting

If and when a problem arises, please forward the following information to
support@vyapin.com to revert back to you with a solution. These files will be available
where ARKWE is installed.

Error Log File

E.g., <All Users Application Data>\ARKWE 7.x\ARKWEErrorLog.log
NOTE:

<All Users Application Data> is the common area where ARKWE settings will be stored in

the machine running ARKWE. The path will be as follows:

a) Windows XP, Windows 2003 - C:\Documents and Settings\All Users\Application
Data
b) Windows Vista, Windows 2008, Windows 7 - C:\ProgramData
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8.10 How to uninstall ARKWE?

When you uninstall ARKWE through Control Panel - Add / Remove Programs applet,
Windows Installer program will remove only the application files from your machine. But,
the application related files created by ARKWE remain in the computer. In order to
remove ARKWE worker files completely, the uninstall wizard provides a set of cleanup

options to perform the cleanup operation based your selection.

Use this wizard to cleanup the files that are created by ARKWE application selectively

and uninstall ARKWE completely from the machine.

1) Launch the uninstall wizard by clicking Start -> Programs -> Admin Report Kit for
Windows Enterprise v7.x ->ARKWE Uninstall Wizard.

The ARKWE Uninstall Wizard dialog will be shown as below:

ARKMWE Uninstall Wizard
Welcome to ARKWE Uninstall Wizard

This wizard helps vou ko cleanup and uninstall ARKWE completely.

This wizard will guide wou through the steps to cleanup the Files that are created by ARKWE application,
Idsing this wizard wou can:

Cleanup scheduled tasks,

Cleanup ARKMWE application setkings

Cleanup log files

Cleanup Scan Profiles created by ARKWE Scan Profile Manager
ninstall ARKWE application

* ¥ ¥ x ¥

Cancel

Click Next to Proceed

161



Chapter-8- Scan Profiles Manager

2) Select required cleanup options as shown below:

ARKWE Uninstall Wizard

Step 1 of 2: Cleanup Options

Cleaning up the information based on wvour selection

) Uninstall ARKWE application
Remove all application files and uninstall ARKMWE application from the machine,

%) Uninstail ARKWE application and cieanup application settings

Remove all application files and uninskall AREMWE application Fram the machine, &lso cleanup all scheduled
kasks, |og file, exported files and other reparks settings,

< Back ” Mexk

Click Next to Proceed.
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3) Confirm the cleanup and/or uninstall process.

ARKWE Uninstall Wizard

Step 2 of 2: Cleanup Process

Cleaning up the information based on wvour selection

Click. 'Fimish' butkon ko proceed with the ceanup process or click 'Cancel' button to kerminate the uninstall wizard.

Einish ] [ Cancel

Click Finish to run cleanup and/or uninstall process. Click Cancel to close the wizard.

4) Once the file cleanup process is complete, the uninstall wizard will automatically

run Windows Installer program to remove ARKWE application from the machine.
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