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мΦ DŜƴŜǊŀƭ LƴŦƻǊƳŀǝƻƴ 

 

мΦм !ōƻǳǘ ±ȅŀǇƛƴ b¢C{ {ŜŎǳǊƛǘȅ 

aŀƴŀƎŜƳŜƴǘ {ǳƛǘŜ 
Vyapin NTFS Security Management Suite is a powerful solution for auditing and managing 

NTFS security across your entire Windows network. The management suite consists of three 

modules ï the NTFS Security Auditor module, the NTFS Security Manager module and the 

NTFS Change Auditor module.  

 

About NTFS Security Auditor ModuleШ 

NTFS Security Auditor Module provides a powerful reporting solution for auditing NTFS 

security across your entire Windows network. NTFS Security Auditor module provides 

answers to important questions about the security and health of File systems in your servers 

and workstations.  

  
¶ Who has access to what in your Files, Folders and Shares? Is there any 

unauthorized access?  

¶ What type of access has been granted? Who can Read, Modify and Delete 

confidential Files and Folders?  

¶ Do deleted or unknown users have access to files and folders?  
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¶ Who have been given special/explicit permissions on folders? Do the normal rules 

such as "inheritance of permissions by folders from parent" apply or have they been 

broken or subverted?  

¶ Who have unauthorized access to confidential files and folders indirectly because of 

nested group membership?  

¶ Are people sharing folders from their workstations? Are there Shares in workstations 

that need further security scrutiny?  

¶ What type of permissions and conditions have been configured for each the Central 

Access Rules(CAR) in Central Access Policy(CAP) over the domain controller 

(Windows Server 2012)?  

¶ Who have access limited permissions by Dynamic Access Control(DAC)/Central 

Access Policy(CAP) on Which folder?  

¶ Which shared folders and subfolders (in Windows Server 2012) have been 

affected/not affected by the Central Access Policy?  

With Vyapinôs NTFS Security Auditor Module you can perform a complete security scan of 

Shares, Folders and Files present in your network. You can perform an automated inventory 

of permissions on Folders and Files at regular intervals and keep a constant watch on the 

health of your NTFS security. You can also view the effective DAC (Dynamic Access control) 

permissions in Windows Server 2012. Our solution provides a variety of audit reports that are 

simple, elegant and highly customizable for System Administrators, IT infrastructure 

Managers and Systems Audit personnel to use and act on. There are several powerful, ready-

to-use reports that assist in both Management reporting and Compliance reporting 

requirements such as SOX and HIPAA. Vyapinôs NTFS Security Auditor serves your needs of 

administrative tasks as well as complex data preparation tasks for assisting in compliance.  

Top  

About NTFS Security Manager ModuleШ  

NTFS Security Manager module provides a powerful Management tool for managing NTFS 

Security across your entire Windows network. NTFS Security Manager module helps to 

manage the security of Filesystems in your servers and workstations.  
  

¶ Grant permissions in bulk for multiple Accounts to your Files, Folders and Shares.  

¶ Replace existing permissions with new permissions.  

¶ Remove selected Accounts with all its permissions from the Files, Folders and Shares 

permissions list.  

¶ Copy permissions from one File, Folder and Share to bulk of Files, Folders and 

Shares permissions list.  

¶ Remove permissions from explicitly assigned Account permissions.  

¶ Allow or Block inheritance from the parent Share, Folder into the current File, Folder 

and Share.  

¶ View and Modify each Account permissions on Shares, Folders and Files.  
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¶ Replace an account with another account in the shared folder/file permissions list.  

¶ Apply Central Access Policy on shared folder(s)/file(s).  

¶ Revoke Central Access Policy from the shared folder(s)/file(s).  

Vyapinôs NTFS Security Management Suite has been architected using the latest Microsoft 

.NET technology, bringing you the best-in-breed NTFS reporting and management solution for 

your entire Windows Network. The software is highly optimized for performance (using native 

Windows API calls wherever appropriate), resulting in fast data collection of permissions from 

Shares, Folders and Files. You can create data subsets for your network using powerful scan 

options and meaningfully segment your entire network for data collection, reporting and 

managing.  

 

Top  

About NTFS Change Auditor ModuleШ  

NTFS Change Auditor is a monitoring tool to track and audit all changes made to NTFS 

Shares, Folders and files in your servers and workstations. The tool audits all changes by 

collecting events in real time from the Security Event log and reporting what exactly changed 

and when the change was made. The NTFS Change Auditor also maintains a complete 

history of all changes made.  

 

Top  

 

мΦн {ȅǎǘŜƳ ǊŜǉǳƛǊŜƳŜƴǘǎ 
 For latest information on system requirements, click System Requirements  page in our 

website.  
 
 

мΦо Iƻǿ ǘƻ ǇǳǊŎƘŀǎŜΚ 
You can purchase Vyapin NTFS Security Management Suite online from our website 

http://www.vyapin.com/. Please contact our Sales department at sales@vyapin.com for sales 

and price related queries. 

мΦп Iƻǿ ǘƻ ǊŜƎƛǎǘŜǊ ǘƘŜ ǎƻƊǿŀǊŜΚ 
Once you purchase the software online or through any one of our resellers, you will receive a 

sale notification through e-mail from our sales department. We will send you an e-mail with the 

necessary instructions to register the software.  

In case you do not receive an e-mail from our sales team after you purchase the software, 

please send the following information to our sales department at sales@vyapin.com with the 

sales order number: 

https://www.vyapinsoftware.com/system-requirements/NTFS-Management-Suite.pdf
http://www.vyapin.com/
mailto:sales@vyapin.com
mailto:sales@vyapin.com
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Á Company Name: End-user Company Name 

Á Location: City & Country for the Company Name given above 

Please allow 12 to 24 hours from the time of purchase for our sales department to process your 

orders. 

 

Image 1 - Register screen 

Perform the following steps to register the software: 

1. Download evaluation/trial copy of software from the respective product page available 
in our website at http://www.vyapin.com/ 

2. Install the software on the desired computer. 

3. You will receive a license key through e-mail as soon as the purchase process is 
complete. 

4. Click 'Apply' in Application Menu -> About -> Register menu to see the Register dialog 
(as shown in Image 1). 

5. Copy the license key sent to you through email and paste it in the 'License Key' textbox. 
For help on how to copy the license key, click 'See example' link in the Register dialog 
(as shown in Image 2). 

http://www.vyapin.com/
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Image 2 - How to copy license key screen  

 How to copy license key screen  

Request License Key:  

¶ Select About Vyapin NTFS Security Management Suite from File. 

¶ The About Vyapin NTFS Security Management Suite dialog will appear as shown below: 

 
About screen 
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мΦр ¢ŜŎƘƴƛŎŀƭ ǎǳǇǇƻǊǘ 
Vyapin NTFS Security Management Suite Frequently Asked Questions (FAQ) section is 

available online at our website http://www.vyapin.com. 

Please direct all technical support questions to support@vyapin.com.ШInclude the following 
information to expedite a response:Ш 

a) Include the version of the product you are using. 

b) If the problem is associated with installation, include the steps that led to the problem. 

c) If the problem is associated with usage, please state the series of steps you performed. 

d) Include the version of the OS, info about any service packs or hot-fixes and local language 

of the OS installed.  

e) Attach the Error Log File available in the common application data path of Vyapin NTFS 

Security Management Suite (e.g., <Application Data> \Vyapin NTFS Security Management 

Suite\VyapinNTFSSecurityManagementSuiteErrorLog.Log).  

Note:  

<Application Data> is the common area where Vyapin NTFS Security Management Suite 

settings will be stored in the computer running Vyapin NTFS Security Management Suite.The 

<Application Data Folder> can be found from the Help -> About screen. The default path of 

<Application Data Folder> is as follows: The path will be as follows:  

a) Windows Server 2025, Windows Server 2022, Windows Server 2019, Windows Server 

2016, Windows 11, Windows 10 - C:\Users\Public\Documents  

 

нΦ /ƻƴŬƎǳǊŀǝƻƴ {ŜǩƴƎǎ 

 

нΦм 5ŀǘŀōŀǎŜ {ŜǩƴƎǎ 
Vyapin NTFS Security Management Suite may be configured to use either MS-Access MDB or 

SQL Server database for its data storage to generate reports. If you choose SQL server 

settings, it requires an SQL Server to connect and create a new application database. Vyapin 

NTFS Security Management Suite will connect to the specified SQL Server based on 

authentication mode and user credentials to manage its own application database. 

You can access the Database settings by clicking Configuration -> Configuration Settings 

menu in the Vyapin NTFS Security Management Suite main application window and choose 

http://www.vyapin.com/
mailto:support@vyapin.com
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Database settings, as shown below 

   

 
 Ш 

Note: SQL Server option is not applicable to NTFS Security Manager module.  

User Authentication  

 

To connect to SQL Server, Vyapin NTFS Security Management Suite uses the relevant user 

accounts based on the authentication mode as listed below:  

A. Windows Authentication: 
In this method, Vyapin NTFS Security Management Suite uses the currently logged on 
user account while running reports  

B. SQL Authentication: 
In this method, Vyapin NTFS Security Management Suite uses the specified SQL user 
account and password while running reports. Vyapin NTFS Security Management 
Suite module stores the SQL user name and password as a user profile in 'Stored 
User Names and Passwords' applet for its usage.   

Read User Connection Profiles for more details.  

Note: Vyapin NTFS Security Management Suite expects the user account to 

have sufficient privileges to create, add to and delete database in the SQL 

server. 

Database creationШ 

Vyapin NTFS Security Management Suite creates databases in SQL Server based on the 

following database options (whichever is selected) as outlined below:  
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1. Use a single central database for all instances of the application  

 

o A new database will be created in the SQL server by the name 
VyapinNTFSSecurityManagementSuite. Inside the 
VyapinNTFSSecurityManagementSuite database, separate tables will be 
created for each installation of NTFS Security Vyapin NTFS Security 
Management Suite. The table names will be prefixed with the computer name 
that is running Vyapin NTFS Security Management Suite application. Thus, 
each installation of Vyapin NTFS Security Management Suite will deploy its 
own tables based on the computer where Vyapin NTFS Security Management 
Suite is installed. For example, if you install the software on 3 different 
computers, single database with 3 different tables will be created inside the 
single database and each installed application will generate reports separately 
independent of each other.  

o  VyapinNTFSSecurityManagementSuitetmpSchduleInfo database will be 
created in the SQL server for scheduled tasks. 

2. Use a separate database for each instance of the application  

 

o Vyapin NTFS Security Management Suite module creates a single application 
database in the default data storage location used by the SQL Server during 
application launch. Vyapin NTFS Security Management Suite uses the 
following naming convention: VyapinNTFSSecurityManagementSuite-
<COMPUTERNAME>, where COMPUTERNAME is the name of the computer 
running Vyapin NTFS Security Management Suite.  

 

o VyapinNTFSSecurityManagementSuitetmpSchduleInfo<COMPUTERNAME> 
database will be created in the SQL server for scheduled tasks. 

o For example, if the computer running the Vyapin NTFS Security Management 
Suite is óCLIENT01ô, Vyapin NTFS Security Management Suite creates 
'VyapinNTFSSecurityManagementSuite-CLIENT01' with data 
('VyapinNTFSSecurityManagementSuite-CLIENT01.mdf') and log 
(''VyapinNTFSSecurityManagementSuite-CLIENT01_log.LDF') files stored in 
the default SQL data folder in the SQL server (for example, C:\Program 
Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data).  

 

нΦн /ƻƴŬƎǳǊƛƴƎ 5ƻƳŀƛƴκ{ŜǊǾŜǊ 

/ǊŜŘŜƴǝŀƭǎ 
Manage alternate credentials for Domain / Directory Servers. The application by default uses 

the currently logged on user context to enumerate computers and shares and to collect NTFS 

permissions data. If you want to specify alternate Domain Administrator credentials you may 

use this option.  
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Configuring Domain/Server Credentials  

You can access the Domain/Server Credentials settings by selecting the Domain/Server 

Credentials option in the Configuration Settings window.   

 Ш 

The various operations that can be performed in the Domain/Server Credentials screen are 

given below:  

Operation Description 

Add  To Add a new domain or server to the list.  

Edit To Edit the properties of a domain or server in the list. Select a 

domain or server and click Edit button.  

Delete  To Delete a domain or server from the list. Select a domain or 

server and click Delete button.  

Connect To connect to a domain or server in the list. Select a domain or 

server and click Connect button.  

 

 



éǃċƓŔŰШ Ñ[ÉШÉĲĦƨƖŔƣǃШ~ċŰċŊĲůĲŰƣШÉƨŔƣĲ 

 ΝΡ 

нΦо !ŘŘ ŀ ŘƻƳŀƛƴκǎŜǊǾŜǊ 
You may also add one single domain or server at a time to the list of domains or servers in the 

credentials list by using Add Domain or server feature. 

   

Add a domain or server to the listШ 
 Ш 

ΝЮ   Launch Domain/Server Credentials window.  

ΞЮ   
In the Domain/Server Credentials window, click Add button to add a domain or 

server to the list.  

ΟЮ   The New domain or server connection dialog will be displayed as shown below: 

 

 
 Ш  
Enter the name of a domain or server. 
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ΠЮ   

   

Specify user name and the corresponding password to connect to the specified domain 

or server.   

 

Store the above user credential in Microsoft Windows Stored User Names and 

Passwords applet - Vyapin NTFS Security Management Suite allows the user to enter 

different user credentials to connect to the domain. Uncheck the checkbox 'Log on 

using current user' if you like to connect to the domain or server using a different user 

context.  

 

Vyapin NTFS Security Management Suite will store the user credential to connect to 

domain or server in the Microsoft Windows Stored User Names and Passwords applet 

/ Credential Manager for security reasons. The stored user profile is tied to the user 

context (currently logged on user account) in which the profile is created.   

  

ΡЮ  Click OK to add the domain or server to the Domain/Server Credentials list.Ш 

ΣЮ  Vyapin NTFS Security Management Suite will connect to the domain or server with the 
newly provided connection parameters and add it to the list, upon successful 

connection to the domain or server. 
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ΤЮ  Click Cancel to abort the add process of the domain or server to the Domain/Server 
Credentials list.Ш 

 

нΦп 9Řƛǘ ŀ ŘƻƳŀƛƴκǎŜǊǾŜǊ 
To Edit a domain or server in the Domain/Server Credentials, follow the steps given below: Ш 

ΝЮ   Launch Domain/Server Credentials window.Ш 

ΞЮ   In the Domain/Server Credentials window, select any row (domain or server), Click 

Edit button to Edit an existing domain or server in the list, as shown below:  
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 Ш 

ΟЮ   The domain or server name name cannot be modified during the edit operation.  

ΠЮ   Specify user name and the corresponding password to connect to the specified 
domain.   

ΡЮ   Click OK to save and connect to the domain or server with the newly provided 

connection parameters and update the domain or server in the Domain/Server 

Credentials list.  

ΣЮ   Vyapin NTFS Security Management Suite will connect to the domain or server with 
the newly provided connection parameters and modify it in the list, upon successful 

connection to the domain or server.   
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 Ш 

ΤЮ   Click Cancel to retain the existing connection parameters of the domain or server in 

the Domain/Server Credentials list.  

 

нΦр 5ŜƭŜǘŜ ŀ ŘƻƳŀƛƴκǎŜǊǾŜǊ 
Perform the following steps to delete a domain or server: Ш 

ΝЮ   Launch Domain/Server Credentials window.Ш 

ΞЮ   
In the Domain/Server Credentials window, select any row (domain/server), click 

Delete button to delete the domain or server from the Domain/Server Enumeration 

Manager list.   
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 Ш 

ΟЮ   An alert message asking for confirmation to delete the domain or server will be 
displayed as shown below:  

 

 Ш 

ΠЮ   Click Yes to delete the selected domain or server.  

ΡЮ   Click No to abort the delete process of the selected domain or server.  

 

нΦс !ŘŘ ŘƻƳŀƛƴǎ ŦǊƻƳ ŦƻǊŜǎǘ 
In order to connect to a different forest in your Active Directory and configure these domains for 

enumerating computers and generating reports on them, you may use the óAdd Domains from 

Forestô feature. 
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Add domains from forest to the list 

 Ш 

ΝЮ   Launch Domain/Server Credentials window.  

ΞЮ   In the Domain/Server Credentials window, click to add domains from forest button 

to add domains in the forest to the list.  
ΟЮ   The Add domains from forest connection dialog will be displayed as shown below: 

 

 
 Ш  
Enter the name of a forest. 

   
 

  

  

ΠЮ   Specify user name and the corresponding password to connect to the specified forest.   
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   Store the above user credential in Microsoft Windows Stored User Names and 

Passwords applet - Vyapin NTFS Security Management Suite allows the user to enter 

different user credentials to connect to the forest. Uncheck the checkbox 'Log on using 

current user' if you like to connect to the forest using a different user context.  

 

Vyapin NTFS Security Management Suite will store the user credential to connect to 

forest in the Microsoft Windows Stored User Names and Passwords applet / Credential 

Manager for security reasons. The stored user profile is tied to the user context 

(currently logged on user account) in which the profile is created.   

ΡЮ  Click 'Show Domains' button to add the domains in the specified forest to the list and 
select the desired domains in the list. Click OK to add the selected domains to the 

Domain Credentials list as shown below.  
 

 
   

ΣЮ  Vyapin NTFS Security Management Suite will add the selected domains to the 
Domain/Server Credentials list. 
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нΦт /ƻƴŬƎǳǊŜ {a¢t {ŜǊǾŜǊ 
Vyapin NTFS Security Management Suite provides the option to e-mail the reports generated . 

For e-mailing reports, Vyapin NTFS Security Management Suite requires SMTP Server, From 

E-mail Address, To E-mail Addresses (recipients separated by semicolon) and the e-mail 

report format. Vyapin NTFS Security Management Suite maintains a single SMTP Server and 

a From E-mail Address for use by all reports. You can specify a separate set of To e-mail 

addresses (recipients), e-mail report format, subject and body of the message for each 

reports. 

  

You can set SMTP Server and From address by clicking Configuration -> Configuration 

Settings in the Vyapin NTFS Security Management Suite main application window, as shown 

below: 
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нΦу ¦ǎŜǊ /ƻƴƴŜŎǝƻƴ tǊƻŬƭŜǎ 
Vyapin NTFS Security Management Suite creates a user profile in Windows Stored User 

Names and Passwords applet / Credential Manager, in order to store the domain user 

context for enumerating servers using ADSI. 

The stored user profile will be useful for generating reports using Vyapin NTFS Security 

Management Suite under the following scenarios: 

¶ Using an alternate user account to connect to the domain to retrieve servers using 
ADSI.  

¶ Providing credentials that have sufficient rights to enumerate shares present in 
computers within a domain.  

The stored user profile persists for all subsequent logon sessions on the same computer 

where Vyapin NTFS Security Management Suite is installed. The stored user profiles are 

visible to the application under other logon sessions on the same computer. 

The stored user profile created by Vyapin NTFS Security Management Suite is restricted to the 

Windows User Profile context. If the Windows User Profile is maintained locally, Vyapin NTFS 

Security Management Suite stored user profile is accessible only by the same user in the 

same computer. If the user who creates Vyapin NTFS Security Management Suite stored user 

profile, has a Roaming user account in the enterprise, the Vyapin NTFS Security Management 

Suite stored user profile can be accessed by the same user in any computer in the Windows 

enterprise. 

The stored user profile is a generic credential of Windows Stored User Names and 

Passwords applet / Credential Manager and can be used by the application only. The 
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credential information is stored securely in an 256 bit encrypted format in Windows Stored 

User Names and Passwords applet / Credential Manager. 

The stored user profile corresponding to the user account will be used by the application in 

order to connect to the domain, if 'Use ADSI' is selected in Vyapin NTFS Security Management 

Suite Enumeration Settings. 

  

Using the Connection Profile dialog show below, new profile can be created and available 

profiles can be removed from the profiles list. 

  

 
 Ш 

Click Add button to add a new profile and a dialog will appear as shown below: 
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 Ш 

Click Edit button in the Connection Profile dialog to edit available profiles. 

Click Remove button in the Connection Profile dialog to remove available profiles. 

 

нΦф aƻŘǳƭŜ [ƛǎǝƴƎ 
This option allows you to view/hide the license expired modules in the Vyapin NTFS Security 

Management Suite.  

 
You can access the Module Listing option by clicking Configuration -> Configuration Settings 

in the Vyapin NTFS Security Management Suite main application window and selecting 

"Module Listing" node as shown below: 
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¶ Use the Show all modules option to view all available modules in the Vyapin NTFS 
Security Management Suite. 

¶ Use the Show licensed modules only option to hide the license expired modules in 
the Vyapin NTFS Security Management Suite. 

 

оΦ b¢C{ {ŜŎǳǊƛǘȅ !ǳŘƛǘƻǊ 
 Ñ[ÉШÉĲĦƨƖŔƣǃШ ƨĬŔƣŸƖ 

ӂ 

 

оΦм .ǳƛƭǘπƛƴ wŜǇƻǊǘǎ 
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оΦмΦм !ōƻǳǘ .ǳƛƭǘπƛƴ wŜǇƻǊǘǎ 
Built-in reports are a set of predefined reports that are based on some of the common tasks in 

NTFS permissions reporting. Built-in reports are easy to use because of the built-in queries 

that speed up the report generation process.  

 

The built-in reports feature provides reports in the following categories:  

¶ Permissions Reports 

¶ Shares 

 

оΦмΦн Iƻǿ ǘƻ ǾƛŜǿ .ǳƛƭǘπƛƴ tŜǊƳƛǎǎƛƻƴǎ 

wŜǇƻǊǘǎΚ 
Permissions Reports 

Permissions Reports includes reports that focus solely on reporting the access permissions 

assigned to users and groups on objects such as folders etcetera. 

 

Click on button under Built-in Reports. 

   

List of Permissions Reports: 

 Ш 

Report Name Description 

List of permissions for specific users and groups on folders Reports the folder permissions 

assigned to specific users 

and/or groups on a selected 

set of folders. 

List of permissions for folders Reports the permissions 

associated with a 

selected set of folders. 

List of permissions for specific users and groups on files Reports the files 

permissions assigned to 

specific users and/or 

ntfs-folder-permissions-for-a-user-accounts.htm
ntfs-folder-permissions-report.htm
ntfs-file-permissions-for-a-user-accounts.htm
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groups under a selected 

set of folders.  

List of permissions for files Reports the permissions 

associated with files 

under a selected set of 

folders.  

List of all permissions for folders (Inherit & Explicit) Reports the permissions 

for users assigned in the 

folders directly and 

inherited by means of 

nested groups.  

List of effective permissions for users and groups on folders Reports the effective 

permissions for users and 

groups for a set of folders.  

List of effective permissions for users and groups on files Reports the effective 

permissions for users and 

groups for files available 

in a set of folders.  

List of effective permissions for specific users and groups on 

folders 

Reports the effective 

permissions for specific 

users and groups 

available in a set of 

folders.  

List of effective permissions for specific users and groups on 

files 

Reports the effective 

permissions for specific 

users and groups for files 

available in a set of 

folders.  

File and Folder Ownership Reports the set of files 

and folders and their 

ownership.  

List of Folders and Files by Age Reports the set of files 

and folders by age.  

 

 

ntfs-file-permissions.htm
ntfs-folder-permissions-inherited-explicit.htm
effective-permission-on-folders.htm
effective-permission-on-files.htm
effective-user-permissions-on-folders.htm
effective-user-permissions-on-folders.htm
effective-user-permissions-on-files.htm
effective-user-permissions-on-files.htm
ntfs-folders%20and%20files-owner-report.htm
ntfs-folders%20and%20files-by%20age-report.html
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оΦмΦо Iƻǿ ǘƻ ǾƛŜǿ .ǳƛƭǘπƛƴ wŜǇƻǊǘǎ ŦƻǊ 

{ƘŀǊŜǎΚ 
Shares Reports 

The Shares reports can be generated against specific server(s) as well. 

 

Click on button under Built-in Reports. 

  

The Built-in Reports window with the list of reports will be displayed as shown below: 

  

Step 1: Report Selection 

 

Select the report to be generated. Only one report can be generated at a time. Click Next to 

proceed to the next step. 
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Step 2: Select Server(s):  

To configure servers, click Click here to add servers link. 

  

 
   

Click Next to proceed to the next step. 

 Ш 

Step 3: Select Report Criteria 

 

To view the part of the report that is of more significance, change the report criteria settings. 

Only the data that matches the specified criteria will be displayed in the generated report. 
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Click Finish to generate the selected report. 

  

After the data collection process is complete, the report would be generated in a report window 

as shown below: 
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List of Reports:   

Report Name Description 

List of Shares  Reports all the shares and their 

properties excluding the 

permission information.  

List of Shares with permissions  Reports all the shares and their 

properties including the permission 

information. 

 

 

оΦн 5!/ wŜǇƻǊǘǎ 
? 9ШÅĲƓŸƖƣƚ 

ӂ 

 

оΦнΦм !ōƻǳǘ 5!/ wŜǇƻǊǘǎ 
The DAC Reports feature provides many options to view the Dynamic Access Control (DAC) 

effective permissions on shared Folders. You may view the selected Account effective DAC 

permissions on shared folders and the associated effective DAC permissions for specific 

folders. You may also check the folders affected/not affected by DAC Central Access Policies 

and view the Central Access Policy and Central Access Rule (CAR) available on the selected 

Domain/Server. Here are some examples of how you may make effective use of this feature :  

1. Determine what type of permissions and conditions have been configured for each the 

Central Access Rules in Central Access policy over the domain. 

2. Search on who have access limited permissions by DAC on which folders. 

3. Select a set of accounts and determine for which shared folders they have DAC 

permissions. 

4. Determine on which shared folders and sub-folders have been affected/not affected by 

the Central Access Policy. 

5. Select a Set of Domain(s)/Server(s) and determine the configured Central Access 

Policies and Central Access Rules. 

The DAC reports feature provides reports in the following categories :  
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Report Name Description 

Effective DAC permissions for specific users and groups on folders Reports the 

effective DAC 

permissions 

for the 

specified 

users and 

groups. 

Effective DAC permissions for Accounts having permissions on specific 

folders 

Reports the 

effective 

DAC 

permissions 

for the 

specified 

folders. 

List of Central Access Policies (CAP) and Central Access Rules on the 

Domain 

Reports the 

Central 

Access 

Policies 

(CAP) and 

Central 

Access 

Rules 

configured 

for a 

domain.  

Folders affected/not affected by DAC Central Access Policies Reports the 

folders 

affected/not 

affected by 

the DAC 

Central 

Access 

Policy and 

Central 

Access 

Rules. 

 

Note : The DAC Reports feature can run on Windows 8, Windows 8.1, Windows Server 2012 

and Windows Server 2012 R2 computers only.  
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оΦнΦн Iƻǿ ǘƻ ǾƛŜǿ ǘƘŜ ŜũŜŎǝǾŜ 5!/ 

ǇŜǊƳƛǎǎƛƻƴǎ ŦƻǊ ǎǇŜŎƛŬŜŘ ŀŎŎƻǳƴǘǎ Κ 
Effective DAC permissions for specific users and groups on folders: 

Click on button. 

   

The DAC Reports window with the list of reports will be displayed as shown below: 

 Ш 

Step 1: Report Selection 

 

Select the report to be generated. Only one report can be generated at a time. 

 Ш 
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Click Next to proceed to the next step. 

 

Step 2: Configure User/Group Account(s): 
 
 To configure user / group accounts, click Click here to add user or group accounts link. 
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Click Next to proceed.  

Step 3: Configure server or shared folder-list: 

 

To configure servers or shared folders, click Click here to add servers or shared folders menu. 

 Ш 
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NTFS Security Auditor defaults to scanning all the sub-folders under a given shared folder. If 

you want to change the folder traversal and folder level options, click Edité link available 

against each entry. 

 

You can choose Include all sub-folders or Select sub-folder level option. If you choose 

Select sub-folder level option, you should specify the folder level as per the following options: 

  

¶ Include upto N level(s) of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are upto the specified folder traversal level.  

¶ Include only Nth level of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are in the specified folder level only.  
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¶ Include folders after N level(s) of sub-folder(s) in the shared folder : This option 
will view permissions from sub-folders which are after the nth folder level of the 
selected folder.  

¶ Include only leaf nodes in the shared folder : This option will view permissions from 
the last child (leaf) nodes without affecting the parent folderôs permissions.  

Click OK to proceed. 

 

Click Finish to generate the selected report. 

  

After the data collection process is complete, the report would be generated in a report window 

as shown below:  

 Ш 

 

 

оΦнΦо Iƻǿ ǘƻ ǾƛŜǿ ǘƘŜ ŜũŜŎǝǾŜ 5!/ 

ǇŜǊƳƛǎǎƛƻƴǎ ŦƻǊ ǘƘŜ ǎŜƭŜŎǘŜŘ ǎŜǘ ƻŦ ǎƘŀǊŜŘ 

ŦƻƭŘŜǊ Κ 
Effective DAC permissions for Accounts having permissions on specific folders:  

Click on button. 

   

The DAC Reports window with the list of reports will be displayed as shown below:Ш 
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Step 1: Report Selection 

 

Select the report to be generated. Only one report can be generated at a time.Ш 

 

 
 Ш 
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Click Next to proceed to the next step. 

 

Step 2: Configure server or shared folder-list:Ш 
 
To configure servers or shared folders, click Click here to add servers or shared folders link. 

 Ш 

 
   

NTFS Security Auditor defaults to scanning all the sub-folders under a given shared folder. If 

you want to change the folder traversal and folder level options, click Edité link available 

against each entry. 
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You can choose Include all sub-folders or Select sub-folder level option. If you choose 

Select sub-folder level option, you should specify the folder level as per the following options: 

  

¶ Include upto N level(s) of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are upto the specified folder traversal level.  

¶ Include only Nth level of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are in the specified folder level only.  

¶ Include folders after N level(s) of sub-folder(s) in the shared folder : This option 
will view permissions from sub-folders which are after the nth folder level of the 
selected folder.  

¶ Include only leaf nodes in the shared folder : This option will view permissions from 
the last child (leaf) nodes without affecting the parent folderôs permissions.  

 Ш 
Click OK to proceed. 

 

Click Finish to generate the selected report.Ш 

After the data collection process is complete, the report would be generated in a report window 

as shown below:  
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List of Central Access Policies (CAP) and Central Access Rules on the Domain: 



éǃċƓŔŰШ Ñ[ÉШÉĲĦƨƖŔƣǃШ~ċŰċŊĲůĲŰƣШÉƨŔƣĲ 

 ΠΟ 

 

Click on button. 

  

The DAC Reports window with the list of reports will be displayed as shown below: 

  

Step 1: Report Selection 

 

Select the report to be generated. Only one report can be generated at a time.  
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Click Next to proceed to the next step. 

Step 2: Select Server(s) 

 

To configure servers, click Click here to add servers link.  
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Click Finish to proceed to the next step. 

 Ш 

After the data collection process is complete, the report would be generated in a report window 

as shown below: 
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Folders affected/not affected by DAC Central Access Policies:  

Click on button. 

   

The DAC Reports window with the list of reports will be displayed as shown below:Ш 

Step 1: Report Selection 

 

Select the report to be generated. Only one report can be generated at a time.Ш 
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 Ш 

 
 Ш 

Click Next to proceed to the next step. 

 

Step 2: Configure server or shared folder-list: 
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To configure servers or shared folders, click Click here to add servers or shared folders link.  

 
   

NTFS Security Auditor defaults to scanning all the sub-folders under a given shared folder. If 

you want to change the folder traversal and folder level options, click Edité link available 

against each entry. 

   

 

You can choose Include all sub-folders or Select sub-folder level option. If you choose 

Select sub-folder level option, you should specify the folder level as per the following options: 

  

¶ Include upto N level(s) of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are upto the specified folder traversal level.  
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¶ Include only Nth level of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are in the specified folder level only.  

¶ Include folders after N level(s) of sub-folder(s) in the shared folder : This option 
will view permissions from sub-folders which are after the nth folder level of the 
selected folder.  

¶ Include only leaf nodes in the shared folder : This option will view permissions from 
the last child (leaf) nodes without affecting the parent folderôs permissions.  

Click OK to proceed. 

 

Click Finish to generate the selected report.  

After the data collection process is complete, the report would be generated in a report window 

as shown below:  

 

 

оΦо {ŜŎǳǊƛǘȅ ±ƛŜǿŜǊ 
? 9ШÅĲƓŸƖƣƚ 

ӂ 

 

оΦоΦм Iƻǿ ǘƻ ǾƛŜǿ ǘƘŜ ǇŜǊƳƛǎǎƛƻƴǎ ŦƻǊ ǎƘŀǊŜǎ 

ŀƴŘ ƭƻŎŀƭ ŘǊƛǾŜǎ Κ 
The Security Viewer feature allows you to view entire file system permissions. You can use 

many options to view the permissions of shares. With the option Local Drives you can view 
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the permissions of the local system folders and files. With the option Domain you can view 

permissions of the shared folder(s)/file(s) in the entire network.  

 

Click on button. 

 

The Security Viewer window will be displayed as shown below:Ш 

Step 1: Select folder/file path  

 

Select folder/file path by using a option below. 

 

Expand Configured Servers and follow the steps below.  

¶ Expand one or more servers to enumerate its shared folder/file path .  
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¶ Select a shared folder/file path.  

 

Expand Local Drives and follow the steps below.  

¶ Expand and traverse one or more directory to enumerate its subfolders and files.  

¶ Select a directory or subfolder/file path.  

 

Expand Scan Profiles (Computers) and follow the steps below.  
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¶ Expand one or more servers to enumerate its shared folder/file.  

¶ Select a shared folder/file path. 

¶ Click Add new profile link to configure a new Scan Profile for Computers. 

 

Expand Scan Profiles (Shares) and follow the steps below.  

¶ Expand Shares profile and enumerate its shared folder(s)/file(s) list.  

¶ Select a shared folder/file path. 

¶ Click Add new profile link to configure a new Scan Profile for Shares.  
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Step 2: Select an Account   

 

Select an account from the Basic or Advanced permissions list. After selecting an account, 

permissions of that account would be shown in the last column as shown below. 
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You may also verify the inheritance from the parent object (allowed or blocked) to this 

current object by using the option "Allow inherited permissions from the parent to propagate 

this object". If this option is checked then the inheritance from the parent to this current object 

has been allowed, otherwise if unchecked, it has been blocked. 

 

оΦоΦн Iƻǿ ǘƻ ŜƴǳƳŜǊŀǘŜ ǎƘŀǊŜŘ ŦƻƭŘŜǊǎκŬƭŜǎ 

Κ 
The Security Viewer  feature allows many options to enumerate the shared folders/files in the 

entire network. You can also enumerate and view the folders and files in the local file system. 

 

Click on button. 

 

The Security Viewer window will be displayed as shown below.Here is the list of ways you can 

enumerate the shared folders/files in the network.Ш 

¶ Configured Servers  

¶ Local Drives  

¶ Scan Profiles(Computers)  

¶ Scan Profiles(Shares)  
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Expand Configured Servers and follow the steps below.  

¶ Expand one or more servers to enumerate its shared folder/file path .  

¶ Select a shared folder/file path.  

 

Expand Local Drives and follow the steps below.  

¶ Expand and traverse one or more directory to enumerate its subfolders and files.  

¶ Select a directory or subfolder/file path.  
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Expand Scan Profiles (Computers) and follow the steps below.  

¶ Expand one or more servers to enumerate its shared folder/file.  

¶ Select a shared folder/file path. 

¶  Click Add new profile link to configure a new Scan Profile for Computers. 

 

Expand Scan Profiles (Shares) and follow the steps below.  

¶ Expand shares profile and enumerate its shared folder(s)/file(s) list.  

¶ Select a shared folder/file path. 
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¶ Click Add new profile link to configure a new Scan Profile for shares. 

 

 

оΦп tƻǿŜǊ {ŜŀǊŎƘ 

 

оΦпΦм !ōƻǳǘ tƻǿŜǊ {ŜŀǊŎƘ 
The Power Search feature lets you perform powerful, conditional Search queries of NTFS 

Permissions on Files and Folders. You may select specific permissions from the list of 

standard permissions and Advanced (special) permissions and run a query to determine who 

have these permissions on which folders and files. You may Save frequently used queries for 

reuse them later. Here are some examples of how you may make effective use of this feature:  

1. Search on who has Full Control on which folders and files 

2. Select a set of accounts and determine for which folders and files they have Full 

control access.  

3. Determine which accounts have modify or delete permissions on critical files and 

folders. 
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4. Determine what type of permissions members of the Administrators group have on 

specific folders and files.  

5. Determine where Inheritance from Parent folder has been explicitly removed. 

6. Determine Accounts for which folders have explicit Allows or Denys set on them. 
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Click on button under Power Search.  

 

The Power Search window will be displayed as shown below:Ш 

Step 1: Select Shared Folder(s)/Files 

To configure servers or shared folders, click Click here to add servers or shared folders link. 
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Folders that have identical permissions as the parent folder would show up with "Same as 

parent" in User Name and/or Security fields in the report. However, if you do not want folders 

with identical permissions as the parent folder reported, then select Do not display files that 

have same permissions as the parent folder option. This option will not report folders with 

identical permissions as the parent folder. 

 

Note: The "Do not display files that have same permissions as the parent folder" option would 

be enabled by default.  

NTFS Security Auditor defaults to scanning all the sub-folders under a given shared folder. If 

you want to change the folder traversal and folder level options, click Edité link available 

against each entry. 
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You can choose Include all sub-folders or Select sub-folder level option. If you choose 

Select sub-folder level option, you should specify the folder level as per the following options: 

  

¶ Include upto N level(s) of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are upto the specified folder traversal level.  

¶ Include only Nth level of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are in the specified folder level only.  

¶ Include folders after N level(s) of sub-folder(s) in the shared folder : This option 
will view permissions from sub-folders which are after the nth folder level of the 
selected folder.  

¶ Include only leaf nodes in the shared folder : This option will view permissions from 
the last child (leaf) nodes without affecting the parent folderôs permissions.  

¶  

Use Set Search Pattern option to exclude sub-folders that match certain pre-defined 

conditions like Folder name starts with, Folder name ends with. Example Folder name starts 

with test, Folder name ends with share.  
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Click Next to proceed to the next step.  

 
Step 2: Select Access Control Entry Type and Permissions: 

Select ACE Type and permissions to search in the Access Control List of the selected share(s) 

/ folder(s) /files(s) 
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Step 3: Configure User/Group Account(s) (Optional):Ш 

You may select one of the account selection options below: 

¶ Specific Account Types: Select user and/or group, for which you wish to run the 
search. 

¶ Specific Accounts: To configure user / group accounts , click Click here to add user 
or group accounts link. 
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¶ Click Next to proceed to the Next step. 

Step 4: Save SearchШ 
Enter a name and description for search.Ш 
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Click Finish to generate the power search report.Ш 

 
After the data collection process is complete, the report would be generated in a report window 

as shown below:  
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Click on button under Power Search.  

 

The Power Search window will be displayed as shown below:Ш 

Step 1: Select Shared Folder(s)/Files 

To configure servers or shared folders, click Click here to add servers or shared folders link. 

 

Folders that have identical permissions as the parent folder would show up with "Same as 

parent" in User Name and/or Security fields in the report. However, if you do not want folders 

with identical permissions as the parent folder reported, then select Do not display files that 
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have same permissions as the parent folder option. This option will not report folders with 

identical permissions as the parent folder. 

 

Note: The "Do not display files that have same permissions as the parent folder" option would 

be enabled by default.  

NTFS Security Auditor defaults to scanning all the sub-folders under a given shared folder. If 

you want to change the folder traversal and folder level options, click Edité link available 

against each entry. 

 

You can choose Include all sub-folders or Select sub-folder level option. If you choose 

Select sub-folder level option, you should specify the folder level as per the following options: 

  

¶ Include upto N level(s) of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are upto the specified folder traversal level.  

¶ Include only Nth level of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are in the specified folder level only.  

¶ Include folders after N level(s) of sub-folder(s) in the shared folder : This option 
will view permissions from sub-folders which are after the nth folder level of the 
selected folder.  

¶ Include only leaf nodes in the shared folder : This option will view permissions from 
the last child (leaf) nodes without affecting the parent folderôs permissions.  

¶  

Use Set Search Pattern option to exclude sub-folders that match certain pre-defined 

conditions like Folder name starts with, Folder name ends with. Example Folder name starts 

with test, Folder name ends with share.  
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Click Next to proceed to the next step.  

 
Step 2: Search for ACLs that do not have the following permissions 

Select ACE Type and permissions. Search for folders/files that do not have these permissions. 

The search results will contain only those folders/files that do not have the selected 

permissions. 
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Step 3: Search for ACLs that do not have the following accountsШ 

To configure user / group accounts , click Click here to add user or group accounts link. 
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¶ Click Next to proceed to the Next step. 

Step 4: Save SearchШ 
Enter a name and description for search.Ш 
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Click Finish to generate the power search report.Ш 

 
After the data collection process is complete, the report would be generated in a report window 

as shown below:  
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Click on button under Power Search.  

 

The Power Search window will be displayed as shown below: 

 Ш 

Step 1: Select Shared Folder(s)/Files 

To configure servers or shared folders, click Click here to add servers or shared folders link. 

 

Folders that have identical permissions as the parent folder would show up with "Same as 

parent" in User Name and/or Security fields in the report. However, if you do not want folders 

with identical permissions as the parent folder reported, then select Do not display files that 
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have same permissions as the parent folder option. This option will not report folders with 

identical permissions as the parent folder. 

 

Note: The "Do not display files that have same permissions as the parent folder" option would 

be enabled by default.  

NTFS Security Auditor defaults to scanning all the sub-folders under a given shared folder. If 

you want to change the folder traversal and folder level options, click Edité link available 

against each entry. 

 

 

You can choose Include all sub-folders or Select sub-folder level option. If you choose 

Select sub-folder level option, you should specify the folder level as per the following options: 

  

¶ Include upto N level(s) of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are upto the specified folder traversal level.  

¶ Include only Nth level of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are in the specified folder level only.  

¶ Include folders after N level(s) of sub-folder(s) in the shared folder : This option 
will view permissions from sub-folders which are after the nth folder level of the 
selected folder.  

¶ Include only leaf nodes in the shared folder : This option will view permissions from 
the last child (leaf) nodes without affecting the parent folderôs permissions.  

Use Set Search Pattern option to exclude sub-folders that match certain pre-defined 

conditions like Folder name starts with, Folder name ends with. Example Folder name starts 

with test.  
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 Ш 

Click Next to proceed to the next step. 

Step 2: Select Audit Type and Permissions: 
Select Audit Type and permissions to search in the Audit Control List of the selected share(s) 

/ folder(s) /files(s) 
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Step 3: Select User/Group Account(s)Ш 

ΝЮ To configure user / group accounts , click Click here to add user or group accounts 
link. 

2. The selected users will be added to the wizard as shown below:Ш 
3.  

¶ Click Next to proceed to the Next step. 
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 Ш 
Step 4: Save Search 

 Ш 

Enter a name and description for search.Ш 
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Click Finish to generate the power search report.Ш 

After the data collection process is complete, the report would be generated in a report window 

as shown below:  
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Click on to launch the saved search(s) window. The windows shows 

the list of search(s) that were saved over the period of time.  

 
   

The saved search window allows you to perform the following operations:Ш 

¶ Create a new search 

¶ Run an existing search 

¶ Edit an existing search 

¶ Delete a search 

¶ Preview the settings of a search 

Create a new search 

1. To create a new search click New button in the window. The Power Search Dilaog will 
appear on the screen. 
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2. Follow the steps as outlined in How to create a power search report? 

Run an existing search 

1. To Run an existing search click Run button in the window. The Power Search report 
window will appear on the screen and the report will be displayed once the data 
collection is finished. 

2. During edit operation you can modify the search inputs, however, you cannot modify 
the type of the Scan Profile. 

Edit an existing search 

1. To edit an existing search click Edit button in the window. The Power Search Dialog 
will appear on the screen which will allow you to edit the selected search. 

2. During edit operation you can modify the computer list, however, you cannot modify the 
name of the search. 

Delete a search 

To delete a search, select the search you want to delete, and then click Delete button. The 

selected search will be deleted permanently. 

   

Preview the settings of a search 

To preview the settings of a saved search , select a search, and then click View Details button. 

The settings will be displayed in a window as shown below: 
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оΦр /ƻƳǇŀǊŜ !/[ǎ 

 

оΦрΦм !ōƻǳǘ /ƻƳǇŀǊŜ !/[ǎ 
Compare ACLs allows you to compare all inherited and explicit permissions of the shared 

folders. Select any one of the option to compare ACLs are given below:  

  
¶ Compare ACLs of folders 

¶ Compare ACLs of a folder with exported ACL data of another folder 

 

оΦрΦн Iƻǿ ǘƻ ŎƻƳǇŀǊŜ !/[ǎ ƻŦ ŦƻƭŘŜǊǎΚ 
This Compare ACLs features allows you want to compare all inherited and explicit 

permissions on two different shared folders. This option will map and compare only those 

named sub-folders that are common to the specified shared folders.  
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Click on button  

 

The Compare ACLs window will be displayed as shown below:Ш 

Step 1:Select an option to compare ACLs  

 

Click Next to proceed to the Next step.  

 

Step 2: Select shared folder(s) 

    Select a Baseline reference folder and a Folder to compare using browse button.Ш 
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Click to select Baseline reference folder and a Folder to compare in the compare 

ACLs.  

 

 
¶ Include sub-folders: This option will map and compare only those named sub-folders 
that are common to the specified shared folders.Ш 

¶ Exclude inherited permissions: This option will exclude inherited permissions from 
the specified shared folders.Ш 

¶ Use Set sub-folder levels option to set the levels of sub-folder(s) to read ACLs from. 

 

¶ Compare upto N level(s) of sub-folder(s) in the shared folders :This option will 
take specified shared folders of sub-folders which are upto the traversal level and 
compare ACLs only those named sub-folders that are common to the specified shared 
folders 

¶ Compare only Nth level of sub-folder(s) in the shared folders :This option will take 
specified shared folders of sub-folders which are in the specified folder level only and 
compare ACLs only those named sub-folders that are common to the specified shared 
folders. 

¶ Compare folders after N level(s) of sub-folder(s) in the shared folders :This 
option will take sub-folders which are after the nth folder level of specified shared 
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folders and compare ACLs only those named sub-folders that are common to the 
specified shared folders. 

¶ Compare only leaf nodes in the shared folders :This option will take last child (leaf) 
nodes of specified shared folders and compare ACLs only those named sub-folders 
that are common to the specified shared folders. 

Click Finish to generate compare ACLs report. 

 

 

оΦрΦо Iƻǿ ǘƻ ŎƻƳǇŀǊŜ !/[ǎ ƻŦ ŀ ŦƻƭŘŜǊ ǿƛǘƘ 

ŜȄǇƻǊǘŜŘ !/[ Řŀǘŀ ƻŦ ŀƴƻǘƘŜǊ ŦƻƭŘŜǊΚ 
This Compare ACLs features allows you to find differences between a past snapshot of ACLs 

and the current ACLs of a shared folder. This option will map and compare only those named 

sub-folders that are common to the selected shared folder and the exported shared folder 

report.  

 

Click on button  

 

The Compare ACLs window will be displayed as shown below:Ш 

Step 1: Select an option to compare ACLs  
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Click Next to proceed to the Next step.  

 

Step 2: Select shared folder and exported file.The exported file must be from any one of 

the built-in permissions reports. 

     

 

Click to select the shared folder and exported file using browse button. 
Note: You may select an exported file of any one of the built-in permissions reports below:  

¶ List of permissions for folders. 

¶ List of permissions for specific users and groups on folders. 

¶ List of permissions for files. 

¶ List of permissions for specific users and groups on files. 
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¶ Include sub-folders: This option will map and compare ACLs only those named sub-
folders that are common to the selected shared folder and the exported shared folder 
report.  

¶ Exclude inherited permissions: This option will exclude inherited permissions from 
the selected shared folder and exported shared folder report.Ш 

¶ Use Set sub-folder levels to set the levels of sub-folder(s) to read ACLs from. 

 

¶ Compare upto N level(s) of sub-folder(s) in the shared folders : This option will 
take selected shared folder of sub-folders which are upto the specified  traversal level 
and compare ACLs only those named sub-folders that are common to the selected 
shared folder and exported shared folder report.  

¶ Compare only Nth level of sub-folder(s) in the shared folders :This option will take 
selected shared folder of sub-folders which are in the specified folder level only and 
compare ACLs only those named sub-folders that are common to the selected shared 
folder and exported shared folder report.  

¶ Compare folders after N level(s) of sub-folder(s) in the shared folders :This 
option will take selected shared folder of sub-folders which are after the nth folder 
level and compare ACLs only those name sub-folders that are common to the selected 
shared folder and exported shared folder report. 
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¶ Compare only leaf nodes in the shared folders :This option will take selected 
shared folder of last child (leaf) nodes of sub-folders and compare ACLs only those 
name sub-folders that are common to the selected shared folder and exported shared 
folder report. 

¶  

Click Finish to generate compare ACLs report.Ш 

 

 

оΦс {ŜŎǳǊƛǘȅ ±ǳƭƴŜǊŀōƛƭƛǝŜǎ 
  

  

  

  

ÉĲĦƨƖŔƣǃШéƨũŰĲƖċĤŔũŔƣŔĲƚ 

 

оΦсΦм Iƻǿ ǘƻ ǾƛŜǿ {ŜŎǳǊƛǘȅ ±ǳƭƴŜǊŀōƛƭƛǝŜǎ 

wŜǇƻǊǘǎΚ 
Security Vulnerabilities Reports 

ррӂШ 
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Security Vulnerabilities Reports provides reports that focus solely on reporting the 

vulnerabilities access permissions assigned to user and groups on shared folder(s)/file(s). 

 

Click on button. 

   

List of Security Vulnerabilities Reports: 

 Ш 

Report Name Description 

List of all explicit permissions for folders Reports the 

explicit 

permissions 

assigned to 

folders.  

List of folders with broken inheritance and their permissions Reports the 

permissions 

for folders 

with broken 

inheritance.  

List of permissions for orphaned accounts on folders Reports the 

permissions 

for orphaned 

accounts on 

folders.  

List of permissions for disabled user accounts on folders Reports the 

permissions 

for disabled 

user 

accounts on 

folders.  

List of permissions for having destructive access on folders Reports the 

users and 

groups 

having 

destructive 

access 

permissions 

(Full Control, 

Delete etc.) 

on folders.  

explicit-permissions-on-folders.htm
broken-inheritance-on-folders.htm
orphaned-accounts-on-folders.htm
disabled-user-accounts-on-folders.htm
destructive-permissions-on-folders.htm
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List of folders that have Deny permissions set (both Explicit and Inherited) Reports the 

Deny 

permissions 

assigned to 

folders.  

List of user accounts that have indirect access to folders due to nested group 

membership 

Reports the 

user 

accounts 

that have 

indirect 

access 

permissions 

on folders 

because of 

any nested 

group 

membership.  

List of Effective access for specific users and groups on folders Reports the 

effective 

permissions 

of a specific 

user/group 

account on 

folders.  

List of folders that have permissions for 'Everyone' group Reports the 

folders that 

have 

permissions 

for the 

'Everyone' 

group.  

List of folders that have different permissions from parent folder Reports the 

folders and 

files that 

have 

different 

permissions 

from parent 

folder.  

 

 

deny-permissions-on-folders.htm
nested-group-permissions-on-folders.htm
nested-group-permissions-on-folders.htm
effective-permissions-on-folders.htm
everyone-permissions-on-folders.htm
different-permissions-on-folders.htm


éǃċƓŔŰШ Ñ[ÉШÉĲĦƨƖŔƣǃШ~ċŰċŊĲůĲŰƣШÉƨŔƣĲ 

 ΥΤ 

оΦт tƻǿŜǊ 9ȄǇƻǊǘ 

 

оΦтΦм !ōƻǳǘ tƻǿŜǊ 9ȄǇƻǊǘ 
NTFS Security Auditor provides a powerful offline report generation tool called Power Export. 

Power Export allows the user to select multiple reports to be run for several domains and 

servers across the enterprise at scheduled intervals. The Power Export tool has the ability to 

export and/or email the reports in different file formats.Ш 

Please note the following while using the Power Export Wizard: 

ċЮ Scheduled reports will be created as a "task" in Windows Task Scheduler. 
ĤЮ The scheduled job will generate and export/email the reports in different file formats 
(HTML, CSV , XLSX and SQL) to the desired folder path/printer. 

ĦЮ By default, for each task, a sub-folder with the task name will be created under the 
specified export path. All selected Reports will be exported to a time-stamped sub-
folder, in the format "yyyy-mm-dd hh.mm.ss", under the task name folder. Therefore, 
the full folder path for all the exported reports refers to the following directory: <Export 
path><Task name><Time stamp>. 

ĬЮ A separate file will be created for each report in the desired file format. For example, in 
the HTML file format, each report will be created as a .html file. 

Note: NTFS Security Auditor Power Export Wizard will help you create and store the settings 

for a task, which you may view or modify later using the Scheduled Tasks Manager. The task 

will be created with the settings (Schedule Type and Run As parameter) provided using the 

Power Export Wizard. A valid password must be specified for the Run As parameter of the task. 

  

You can schedule the two types of reports (Built-in reports and Security Vulnerabilities Reports) 

available in NTFS Security Auditor.  

 

оΦтΦн ¢ŀǎƪ aŀƴŀƎŜǊ 
The Scheduled Tasks Manager allows you to perform the following operations:Ш 

¶ View summary information for the tasks created 
¶ View exported files of the task 
¶ Edit an existing task 
¶ Delete a task 

View summary information of a task 



éǃċƓŔŰШ Ñ[ÉШÉĲĦƨƖŔƣǃШ~ċŰċŊĲůĲŰƣШÉƨŔƣĲ 

 ΥΥ 

The pane on the left hand side in the Scheduled Tasks Manager window lists the tasks 

maintained in NTFS Security Auditor. To view summary information of a task, select the desired 

task on the left pane. The summary information of the selected task will be displayed in the 

right pane as shown below:  

 

     

 

 
 Ш 

The task summary includes information about the task information, reports selected, 

export/print settings. 

 Ш 

To view the selected servers/domains for a report in the task, click on the hyperlink in the 

Servers/Domains column in the right pane. The Selected Servers/Domains window will be 

displayed as shown below: 
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    Ш  
 
 Ш 

View exported files 

To view the reports generated and exported by the task, perform either one of the following steps:Ш 

¶ Select Scheduled Tasks node on the left pane, and then click on the hyperlink in the 
Exported Files column in the right pane for the desired task. 

          OR 

¶ Select the desired task on the left pane, and then click on the hyperlink next to 
Exported Files. 

Edit Task  

1. Select a task from the Scheduled Tasks Manager Window and Click Edit Task. 

2. Perform the steps as in Schedule Shares, Folders And Files or Schedule Built-in 
Report based on the scheduled report type. While proceeding through the wizard you 
may change the settings, add a new report, delete a report, edit a report, change the 
export path etc., 

3. The new settings will be used when the task runs the next time. 

Delete Task 

To delete a task from the Power Reports Task Manager Window, select the task and Click 

Delete Task. The deleted task will be removed permanently from the Windows Task Scheduler. 

 Ш 

Task Status 

../standard/schedule-standard-report.html
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While running Power Export task configured with permissions reports, you may need to know 

the status of the tasks like last folder being processed, task start time, task complete status. 

For viewing this details, you can use the Task Status option. This option is especially useful 

when the schedule task is created in one user context other than currently logged user context.  

For knowing the status of the running permission report task, perform the following steps:  

 Ш 

1. Select a permission report task from the Scheduled Tasks Manager Window . 
2. The permission report task will be displayed as shown below 

     

 

3. To view the selected folder(s)/ file(s) path being processed (task running), click on the 
hyperlink over the Task Status column in the right pane. The Task Status window will 
be displayed showing the folder(s)/ file(s) path being processed as shown below:  
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оΦтΦо {ŎƘŜŘǳƭŜ .ǳƛƭǘπƛƴ wŜǇƻǊǘǎ 
The built-in reports have been categorized to the following:  

¶ ÂĲƖůŔƚƚŔŸŰƚШÅĲƓŸƖƣƚ 
¶ ÉőċƖĲƚШƖĲƓŸƖƣƚ 

 

оΦтΦп {ŎƘŜŘǳƭŜ {ŜŎǳǊƛǘȅ ±ǳƭƴŜǊŀōƛƭƛǝŜǎ 

wŜǇƻǊǘǎ 
Security Vulnerabilities Reports 

 

Security Vulnerabilities Reports provides reports that focus solely on reporting the 

vulnerabilities access permissions assigned to users and groups on  shared folder(s)/file(s). 

¶ List of all explicit permissions for folders 

¶ List of folders with broken inheritance and their permissions 

¶ List of permissions for orphaned accounts on folders 

¶ List of permissions for disabled user accounts on folders 

¶ List of permissions for accounts having destructive access on folders 

ntfs-permissions-export.html
ntfs-share-permissions-export.html
ntfs-explicit-permissions-on-folders.html
ntfs-broken-inheritance-on-folders.html
ntfs-orphaned-accounts-on-folders.html
ntfs-disabled-user-accounts-on-folders.html
ntfs-destructive-permissions-on-folders.html
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¶ List of folders that have Deny permissions set (both Explicit and Inherited) 

¶ List of user accounts that have indirect access to folders due to nested group 
membership 

¶ List of Effective Access for specific user and groups on folders 

¶ List of folders that have permissions for 'Everyone' group 

¶ List of folders that have different permissions from parent folder 

 

пΦ b¢C{ {ŜŎǳǊƛǘȅ aŀƴŀƎŜǊ 
 Ñ[ÉШÉĲĦƨƖŔƣǃШ~ċŰċŊĲƖ 

ӂ 

 

пΦм DǊŀƴǘ tŜǊƳƛǎǎƛƻƴǎ 
About Grant Permissions 

 

 The Grant Permissions feature allows you to grant permissions to the Share permissions. 

You can use many options like Add the new permissions to the account's existing 

permissions, Replace the account's existing permissions with the new permissions, etc. You 

may select options to Allow, Block inheritance from the parent object and also Replace all 

child objects existing permissions with the inheritable permissions from this object while 

granting permissions for accounts. Here is the list of actions you can perform using the Grant 

Permissions feature. 

  Note: This feature will not break the inheritance from the parent of current object. If you still 

wish to break the inheritance from the parent object, you may use the option "Block Inherited 

permissions from this object's parent" to block inheritance. 

  
 

ntfs-deny-permissions-on-folders.html
ntfs-nested-group-permissions-on-folders.html
ntfs-nested-group-permissions-on-folders.html
ntfs-effective-permissions-on-folders.html
ntfs-everyone-permissions-on-folders.html
ntfs-different-permissions-on-folders.html
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Actions 

Grant permissions for selected Shares: (How to?) 

            Grant permissions for the selected accounts to the selected shared folder(s)/file(s) 

permissions list. 

Replace existing accounts permissions with the new permissions: (How to?) 

            Replace the existing accounts permissions, If an existing account is selected to grant 

permissions to a shared folder. 

Also apply the above to subfolders and files that do not have inheritance set (non-inherited 

folders and files): (How to?) 

            Grant permissions on subfolders and files that do not have inherited permissions from 

its parent object with respect to the above options. 

Remove all the existing explicit accounts and replace with the new accounts: (How to?) 

            Remove all existing accounts that have explicitly assigned permissions for shares 

and replace them with the selected accounts and permissions.  

Replace all explicit permissions existing in descendant with the inherited permissions from 

the current object: (How to?) 

            Remove explicitly defined permissions on all descendant objects and replace them 

with the inheritable permissions from the shared folder(s)/file(s) permissions list.  

Allow inherited permissions from the parent object to the current shares: (How to?) 

            Allow inheritable permissions from the parent object to the current shares. It will not 

affect the already existing explicit permissions.  

Copy and Remove inherited permissions from the parent object to the current shares: (How 

to?) 

            Copy and Remove the inheritable permissions from the parent object to the current 

shares. Copying the inheritable permissions will add the inherited permissions as explicit 

permissions in the shares permissions list. Removing the inherited permissions will remove 

all the inherited permissions from the parent to the current object. 

Schedule the Grant Permissions feature for selected shares: (How to?) 

           Grant permissions for the selected accounts to the selected shared folder(s)/file(s) at 

regular time intervals.  

 

 

пΦмΦм Iƻǿ ǘƻ DǊŀƴǘ tŜǊƳƛǎǎƛƻƴǎ ŦƻǊ ǎŜƭŜŎǘŜŘ 

{ƘŀǊŜǎΚ 
The Grant Permissions feature allows you to 

grant permissions to the Shares. You can use 

many options like Add the new permissions to 

the account's existing permissions, Replace 

the account's existing permissions with the new 

permissions, etc. You may select options to 

grant-permissions-ntfs-permissions.htm
grant-permissions-replaceexistaccount-permissions.htm
grant-permissions-ntfs-permissions-subfolders-files.htm
grant-permissions-replaceallexist-account.htm
grant-permissions-removeallexistchild-account.htm
grant-permissions-ntfs-permissions-allow-inheritance.htm
grant-permissions-ntfs-permissions-copy-inheritance.htm
grant-permissions-ntfs-permissions-copy-inheritance.htm
grant-permissions-ntfs-permissions-schedule.htm
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Allow, Block inheritance from the parent object 

and also Replace all child objects existing 

permissions with the inheritable permissions 

from this object while granting permissions for 

accounts. 

 

Click on button. 

 

The Grant Permissions window will be 

displayed as shown below:Ш 

Step 1: Configure shared folder-list: 

 

 To configure shared folders, click Click here to 

add shared folders link. 

 

Click Next to proceed to the next step. 

Step 2: Configure User/Group Account(s):Ш 
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ΝЮ To configure user / group accounts, 
click Click here to add user or group 
accounts link. 

ΞЮ  

 
 ШClick Next to proceed to the Next step.Ш 

Step 3: Select Access Control type and 

permissions:Ш 
 

Select ACE type and permissions to grant for 

the selected accounts on the selected shared 

folder(s) /files(s) 
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Click Next to proceed to the next step. 

 

Step 4: Apply the required rules to be used 

while assigning permissions: 

 Ш 

Select which rules to apply while assigning 

permissions.  
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 Ш 
Add the new permissions to the account's 

existing permissions option will add the 

selected permissions to the existing 

permissions list and also it will not affect the 

existing permissions. 

You may also use the below options to grant 

permissions and also apply inheritance by 

Inheritance rule    

¶ Replace the account's existing 
permissions with the new 
permissions. 

¶ Also apply the above to subfolders 
and files that do not have inheritance 
set (non-inherited folders and files). 

¶ Remove all existing accounts and 
replace with the selected accounts 
and permissions.  

¶ Replace all child objects existing 
permissions with the inheritable 
permissions from this object. 

Inheritance Rule: 

¶ Allow inherited permissions from this 
object's parent. 

¶ Copy inherited permissions.  

¶ Remove inherited permissions. 
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Replace the account's existing 

permissions with the new permissions  

 

            If a selected account already exists in 

the current list of permissions of the selected 

shared folder(s)/file(s), this option will replace 

all explicitly assigned account permissions 

with the newly selected permissions for that 

account. 

Example:If the share already has some 

accounts with permissions like Allow Read 

and Write and if the same existing accounts 

selected with permissions Deny Modify to 

grant permissions then this option will replace 

the existing accounts previous 

permissions(Allow Read and Write) with new 

permission(Deny Modify). otherwise if the 

selected account not exist in the share 

permissions list then it will add into the 

permissions list. 

Also apply the above to subfolders and 

files that do not have inheritance set (non-

inherited folders and files) 

           This option will grant permissions to 

the selected accounts on subfolders and files 

that do not have inherited permissions from its 

parent object with respect to the above 

options. 

 

Note: If this option is checked, the subfolders 

and files must have the applicable rights for 

the owner or the currently logged on user to 

perform this operation. 

 

Example: If the share has some subfolders 

and files with the blocked inheritance then this 

option will assign permissions based on the 

selected options.  

Remove all existing accounts and replace 

with the selected accounts and 

permissions 

           This option will remove all existing 

accounts that have explicitly assigned 

permissions for the selected shared 

folder(s)/file(s) and replace them with the 

selected accounts and permissions.Note that 

this will not remove inherited permissions from 

parent folder. 
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Caution: All existing account permissions will 

be cleaned up completely and the newly 

selected permissions will be applied.  

 

Example: If the share has 7 accounts then 

this option will remove all the 7 accounts and 

replace with the new selected accounts and 

permissions.  

Replace all child objects existing 

permissions with the inheritable 

permissions from this object 

           This option will remove explicitly 

defined permissions on all descendants of the 

selected shared folder(s)/file(s) and replace 

them with inheritable permissions from the 

selected shared folder(s)/file(s). 

 

Example : If the share has some subfolders 

with the explicitly assigned permissions and 

some subfolders with blocked inheritance then 

this option will remove all explicitly assigned 

permissions of subfolders and allow inherited 

permissions from the parent object.  

Allow inherited permissions from this 

object's Parent 

          This option will allow the selected 

shared folder(s)/file(s) to inherit permissions 

from its parent object.  

 

Example:If the share do not have any 

inherited permissions and the inheritance from 

the parent object blocked then this option will 

allow inherited permissions from the parent 

object.  

Copy inherited permissions 

           This option will copy the permission 

entries that were previously inherited from the 

parent to this selected shared folder(s)/file(s).  

 

Example: If the share already allowed to 

inherit permissions from parent object then 

this option will remove the inheritance and 

add the inherited permissions as explicit 

permissions in the permissions list.  

Remove inherited permissions 

           This option will remove the permission 

entries that were previously inherited from the 
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parent and keep only those permissions 

explicitly defined/granted here.  

Caution: Removing permission inheritance 

from parent may break permissions/policies 

designed with the default inheritance option 

enabled. Use this option after a careful review.  

 

Example:If the share is already set to inherit 

permissions from parent object then this 

option will remove the inheritance from parent 

object.  

Click Next to proceed to the Next step  

 

Step 5: Grant permissions now or Schedule 

it to run later 
     You may use either Run now or Run later 

option. 

¶ In Run now option, you can optionally 
save the input settings as a template. 
Click on Save As Template... and 
enter a name and description to save 
the wizard settings as a template for 
reuse. 

¶ In case of Run later option, enter a 
unique task name and specify its 
schedule settings. 

In Run now option, you can optionally save 

the wizard settings by clicking on Save As 

Template... as shown below: 

Click OK to save the input settings as a 

template. 
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Select Run now option to run the task 

immediately after finishing the wizard steps.  

 

Click Next to proceed to the next step.  

Step 6: Summary  
  This step displays the summary of all the input 

data along with the selected options.  
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Click Finish to complete the Grant Permissions 

wizard. 
 

Permissions will be granted as specified in the 

wizard. The summary of all the input data 

would be shown below along with the "View 

change log" option to view the task completion 

status. 
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пΦмΦн Iƻǿ ǘƻ ǊŜǳǎŜ ǘƘŜ DǊŀƴǘ tŜǊƳƛǎǎƛƻƴǎ 

ǘŜƳǇƭŀǘŜΚ 
The Saved Templates contains the list of saved templates to Grant and Revoke Permissions. 

 

Click on button. The Saved Templates window will be displayed as shown below. 
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The saved templates window allows you to perform the following operations:Ш 

¶ Open an existing template 

¶ Delete a template 

¶ Preview the contents of a template 

Open an existing Template  

1. To open an existing Grant permissions template, select the Grant permissions template 
and click Open button in the window. The Grant permissions Dialog will appear on the 
screen which will allow you to edit the selected template. 

2. During edit operation you can modify the computer list and permissions entries, 
however, you cannot modify the name of the template. 

Delete a template 

To delete a Grant permissions template, select a Grant permissions template which you want to 

delete, and then click Delete button. The selected template will be deleted permanently. 

   

Preview the settings of a Template 

To preview the settings of a saved Template, select a saved Grant permissions template, and 

then click View Details button. The settings will be displayed in a window as shown below: 
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пΦмΦо {ŎƘŜŘǳƭŜ ¢ŀǎƪǎ ŦƻǊ DǊŀƴǘ tŜǊƳƛǎǎƛƻƴǎ 
 

Click on button. 

The Scheduled Tasks allows you to perform the following operations:Ш 

¶ View summary information for the tasks created 
¶ Edit an existing task 
¶ Delete a task 

View summary information of a task 

The pane on the left hand side in the Scheduled Tasks window lists the tasks maintained in 

NTFS Security Manager. To view summary information of a task, select the desired task on the 

left pane. The summary information of the selected task will be displayed in the right pane as 

shown below:  
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 Ш 

The task summary includes information about the task name, task type, view change log. 

 Ш 

To view summary information of the task, select the desired task on the left pane. The 

summary information will be displayed as shown below. 
 
    Ш

 



éǃċƓŔŰШ Ñ[ÉШÉĲĦƨƖŔƣǃШ~ċŰċŊĲůĲŰƣШÉƨŔƣĲ 

 ΝΜΤ 

 
 Ш 

Edit Task  

1. Select a task from the Scheduled Tasks Window and Click Edit Task.... 

2. Perform the steps as in Schedule Grant Permissions feature based on the scheduled 
task type. While proceeding through the wizard you may change the settings, delete a 
task, edit a task etc., 

3. The new settings will be used when the task runs the next time. 

Delete Task 

To delete a task from the Scheduled Tasks Window, select a task and Click Delete Task. The 

deleted task will be removed from the Windows Task Scheduler permanently. 

 Ш 

 

пΦн wŜǾƻƪŜ tŜǊƳƛǎǎƛƻƴǎ 
About Revoke Permissions 

 

 The Revoke Permissions feature provides many options to remove Accounts and their 

permissions from the existing list of ACE entries in shared Folders and Files. You may revoke 

all existing explicit Accounts and also you may selectively revoke a set of permissions 

granted to accounts. Here is the list of actions you can perform using the Revoke 

Permissions feature.  

  Note: This feature will not break the inheritance from the parent of current object. If you still 

wish to break the inheritance from the parent object, you may use the Grant Permissions or 

Modify Permissions feature to block inheritance.  

 Ш 
 

ActionsШ 

Revoke permissions from the selected shares permissions list: (How to?) 

            Remove the selected Account with the selected permissions from the shared 

folder(s)/file(s) permissions list.  

Revoke the selected permissions from all existing explicit accounts in shares permissions list: 

(How to?) 

            Revoke the selected permissions from all existing explicit Accounts in the share 

permissions list.  

Revoke the exact matching permissions from the existing explicit accounts in the shares 

permissions list: (How to?) 

grant-permissions-ntfs-permissions-schedule.htm
revoke-all-accounts-selected-permissions.htm
revoke-all-accounts-match-selected-permissions.htm
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            Revoke existing explicit accounts, only if the selected permissions match exactly with 

the ACE entires in the shares permissions list.   

Revoke all existing explicit permissions from the shares permissions list: (How to?) 

            Revoke the selected permissions from all existing explicit accounts in the share 

permissions list.  

Revoke the exact matching permissions from the shares permissions list: (How 

to?)             Revoke the selected accounts, only if the selected permissions match exactly with 

the ACE entries in the shares permissions list.  

Revoke the selected Accounts and all their permissions from the shares permissions list: How 

to?             Revoke the selected Accounts with all existing explicit permissions in the shares 

permissions list.  

Revoke the Orphaned SIDs from the selected shares permissions list: (How to?) 

            Remove the Orphaned SIDs from the shared folder(s)/file(s) permissions list.  

Revoke all existing permissions for accounts and replace them with new permissions. (How 

to?) 

            Replace existing permissions for the selected accounts with a set of new permissions. 

The accounts will not be removed but the current permissions for the accounts will be 

removed and replaced with new permissions.  

Schedule the Revoke Permissions feature for the selected share permissions list: (How to?) 

            Remove the selected accounts with the selected permissions from the selected shared 

folder(s)/file(s) at regular intervals.  

Schedule the Revoke Permissions feature for all existing explicit permissions from the share 

permissions list: (How to?) 

            Remove all existing explicit accounts from the selected shared folder(s)/file(s) at 

regular time intervals.  

 

пΦнΦм Iƻǿ ǘƻ ǊŜǾƻƪŜ ǇŜǊƳƛǎǎƛƻƴǎ ŦǊƻƳ ǘƘŜ 

ǎŜƭŜŎǘŜŘ ǎƘŀǊŜǎ ǇŜǊƳƛǎǎƛƻƴǎ ƭƛǎǘΚ 
The Revoke Permissions feature provides many options to remove accounts and their 

permissions from the existing list of ACE entries in shared folders and files. You may revoke all 

existing explicit accounts and also you may selectively revoke a set of permissions granted to 

accounts. 

 

Click on button.  

revoke-all-accounts-permissions-ntfs-permissions.htm
revoke-selected-account-match-selected-permissions.htm
revoke-selected-account-match-selected-permissions.htm
revoke-selected-accounts-permissions-ntfs-permissions.htm
revoke-selected-accounts-permissions-ntfs-permissions.htm
revoke-orphaned-sids-permissions-ntfs-permissions.htm
revoke-replace-ntfs-permissions.htm
revoke-replace-ntfs-permissions.htm
revoke-selected-permissions-ntfs-permissions-schedule.htm
revoke-all-permissions-ntfs-permissions-schedule.htm
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The Revoke Permissions window will be displayed as shown below:Ш 

Step 1: Select a Revoke permissions option 

Select any one of the following options:Ш 

¶  

Revoke all existing accounts and their permissions from the selected shared 

folder(s)/file(s) : This option will remove all explicitly assigned accounts with all 

their permissions from the selected shared folder(s)/file(s) permissions list.  

 

Note: This will not affect the accounts which are inherited from the parent of the 

current object. If you still wish to break the inheritance from the parent object, you may 

use the Grant Permissions or Modify Permissions tool to block inheritance.  

¶ Revoke a selected set of accounts and their permissions from the selected 
shared folder(s)/file(s): This option will revoke the selected accounts and their 
permissions from the shared folder(s)/file(s) permissions list. In this option, you can 
selectively revoke a set of permissions granted to accounts.  

¶ Revoke all existing permissions for accounts and replace them with new 
permissions: This option will replace existing permissions for the selected accounts 
with a set of new permissions. The accounts will not be removed but the current 
permissions for the accounts will be removed and replaced with new permissions. 

 



éǃċƓŔŰШ Ñ[ÉШÉĲĦƨƖŔƣǃШ~ċŰċŊĲůĲŰƣШÉƨŔƣĲ 

 ΝΝΜ 

 
Click Next to proceed to the Next step.  

 

Step 2: Configure shared folder-list: 

     

            To configure shared folders, click Click here to add shared folders link. 
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¶ Apply to sub-folders: This option will revoke permissions from sub-folders of the 
selected folders.Ш 

¶ Include files present inside folders: This option will revoke permissions from all files 
present in the added folders and their sub-folders.Ш 

¶ Use Set Search Pattern option to revoke permissions from sub-folders that match 
certain pre-defined conditions like Folder name starts with, Folder name ends with. 
Example: Folder name starts with test, Folder name ends with share.Ш 
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¶ Use Set Folder Levels option to revoke permissions in the selected levels of sub-
folder(s) in the shared folder. 

 

¶ Apply upto N level(s) of sub-folder(s) in the shared folder : This option will revoke 
permissions from sub-folders which are upto the specified folder traversal level.  
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¶ Apply only Nth level of sub-folder(s) in the shared folder : This option will revoke 
permissions from sub-folders which are in the specified folder level only.  

¶ Apply folders after N level(s) of sub-folder(s) in the shared folder : This option will 
revoke permissions from sub-folders which are after the nth folder level of the selected 
folder.  

¶ Apply only leaf nodes in the shared folder : This option will revoke permissions 
from the last child (leaf) nodes without affecting the parent folderôs permissions.  

Click Next to proceed to the Next step.  

  

Step 3: Configure User/Group Account(s)  

You may select one of the account selection options below : 

¶  

All existing accounts that have been assigned explicit permission: This option 

will remove all the explicitly assigned accounts. It will not affect the accounts which 

are inherited from the parent of the current object. 

¶ Selected accounts: This option will remove all or specific permissions for the 
selected accounts.To configure user / group accounts, click Click here to add user or 
group accounts link. 

¶ The selected accounts will be added to the wizard as shown below:Ш 
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Click Next to proceed to the next step.Ш 

 

Step 4: Select Access Control type and permissions: 

You may select one of the options below :  

¶  

All existing permissions: This option will remove all existing permissions with 

accounts from the selected shared folder(s)/file(s) permissions list. 

Example: If the Account has many permissions like Allow type Read,Write,Take 

ownership and Deny type Modify, selecting this option will remove all the Allow and 

Deny permissions.  

¶ Selected permissions: This option will remove only the selected permissions from 
the selected shared folder(s)/file(s) permissions list.  
Example : If the Account has the permissions Allow Read and Write and if Allow 
Read permission has been selected to revoke permissions, then this option will 
remove only Allow Read permissions from the permissions list and the remaining 
Write permissions will exist in the permissions list. 

¶ Revoke only if there is an exact match: 

This option will remove the accounts permissions only when the selected permissions 

match exactly with an accounts existing permissions. 

Example: If a share has some accounts with permission as Allow Read and some 

accounts with permission as Allow ReadandExecute, selecting the Allow Read 

permissions to revoke will remove only the accounts that exactly has Allow Read 

permission. 
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Select ACE type and permissions to revoke the selected accounts on the selected shared 

folder(s) /files(s) 
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Click Next to proceed to the next step.  

 

Step 5: Revoke permissions now or Schedule it to run later  

      You may use either Run now or Run later option. 

¶ In Run now option, you can optionally save the input settings as a template. Click on 
Save As Template... and enter a name and description to save the wizard settings 
as a template for reuse. 

¶ In case of Run later option, enter a unique task name and specify its schedule 
settings. 

Select Run now option to run the task immediately after finishing the wizard steps.  

 

In Run now option, you can optionally save the wizard settings by clicking on Save As 

Template... as shown below: 
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Click OK to save the input settings as a template. 

Click Next to proceed to the next step.  
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Step 6: Selection Summary  

This step displays the summary of data selected to Revoke permissions and you can also 

view and export the existing permissions before changes are applied, by clicking on the 

Export current permissions button. 

 

 
 
Click Finish to complete the Revoke Permissions wizard.Ш 

Permissions will be revoked as specified in the wizard. The summary of all the input data 

would be shown below along with the "View change log" option to view the task completion 

status. 
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пΦнΦн Iƻǿ ǘƻ ǊŜǳǎŜ ǘƘŜ wŜǾƻƪŜ tŜǊƳƛǎǎƛƻƴǎ 

ǘŜƳǇƭŀǘŜΚ 
The Saved Templates contains the list of saved templates to Grant and Revoke permissions. 

 

Click on button. The Saved Templates window will be displayed as shown below. 
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The saved templates window allows you to perform the following operations:Ш 

¶ Open an existing Template 

¶ Delete a Template 

¶ Preview the contents of a Template 

Open an existing Template  

1. To open an existing Revoke permissions, select the Revoke permissions template and 
click Open button in the window. The Revoke permissions Dialog will appear on the 
screen which will allow you to edit the selected template. 

2. During edit operation you can modify the computer list and permissions entries, 
however, you cannot modify the name of the template. 

Delete a template 

To delete a Revoke permissions template, select a Revoke permissions template which you 

want to delete, and then click Delete button. The selected template will be deleted 

permanently. 

   

Preview the settings of a Template 

To preview the settings of a saved Template, select a saved Revoke permissions template, and 

then click View Details button. The settings will be displayed in a window as shown below: 
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пΦнΦо {ŎƘŜŘǳƭŜ ¢ŀǎƪǎ ŦƻǊ wŜǾƻƪŜ tŜǊƳƛǎǎƛƻƴǎ 
 

Click on button. 

The Scheduled Tasks allows you to perform the following operations:Ш 

¶ View summary information for the tasks created 
¶ Edit an existing task 
¶ Delete a task 

View summary information of a task 

The pane on the left hand side in the Scheduled Tasks window lists the tasks maintained in 

NTFS Security Manager. To view summary information of a task, select the desired task on the 

left pane. The summary information of the selected task will be displayed in the right pane as 

shown below:  
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 Ш 

The task summary includes information about the task name, task type, view change log. 

 Ш 

To view summary information of the task, select the desired task on the left pane. The 

summary information will be displayed as shown below. 
 
    Ш
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 Ш 

Edit Task  

1. Select a task from the Scheduled Tasks Window and Click Edit Task.... 

2. Perform the steps as in Schedule Revoke Permissions feature or Schedule Revoke 
Permissions feature for all existing explicit Permissions based on the scheduled task 
type. While proceeding through the wizard you may change the settings, delete a task, 
edit a task etc., 

3. The new settings will be used when the task runs the next time. 

Delete Task 

To delete a task from the Scheduled Tasks Window, select a task and Click Delete Task. The 

deleted task will be removed from the Windows Task Scheduler permanently. 

 Ш 

 

пΦо aƻŘƛŦȅ tŜǊƳƛǎǎƛƻƴǎ 

 

пΦоΦм Iƻǿ ǘƻ ǾƛŜǿ ǘƘŜ ǎƘŀǊŜ ǇŜǊƳƛǎǎƛƻƴǎΚ 
The Modify Permissions feature allows you to view and modify the entire file system 

permissions. You can use many options to modify the permissions of shares. With the option 

Add you can add an account with a permission "Read and Execute". With the option Remove 

you can remove an account and its explicit permissions from the share's permissionslist. You 

can also edit the existing permissions and Allow and Block inheritance from the parent object. 

 

Click on button. 

 

The Modify Permissions window will be displayed as shown below:Ш 

Step 1: Select folder/file path  

 

Select folder/file path by using a option below. 

revoke-selected-permissions-ntfs-permissions-schedule.htm
revoke-all-permissions-ntfs-permissions-schedule.htm
revoke-all-permissions-ntfs-permissions-schedule.htm
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Expand Configured Servers and follow the steps below.  

¶ Expand one or more servers to enumerate its shared folder/file path .  

¶ Select a shared folder/file path.  

¶  

Expand Local Drives and follow the steps below.  

¶ Expand and traverse one or more directory to enumerate its subfolders and files.  

¶ Select a directory or subfolder/file path.  
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Expand Scan Profiles (Computers) and follow the steps below.  

¶ Expand one or more servers to enumerate its shared folder/file.  

¶ Select a shared folder/file path.  

¶ Click Add new profile link to configure a new Scan Profile for Computers. 

 

Expand Scan Profiles (Shares) and follow the steps below.  
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¶ Expand Shares profile and enumerate its shared folder(s)/file(s) list.  

¶ Select a shared folder/file path. 

¶ Click Add new profile link to configure a new Scan Profile for Shares.  

 

Step 2: Select an Account   

 

Select an account from the Basic or Advanced permissions list. After selecting an account, 

permissions of that account would be shown in the last column as shown below. 
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     You may also verify the inheritance from the parent object (allowed or blocked) to this 

current object by using the option "Allow inherited permissions from the parent to propagate 

this object". If this option is checked then the inheritance from the parent to this current object 

has been allowed, otherwise if unchecked, it has been blocked. 

 

пΦоΦн Iƻǿ ǘƻ ƎǊŀƴǘ ǇŜǊƳƛǎǎƛƻƴǎ ŦƻǊ ŀ ǎƘŀǊŜŘ 

ŦƻƭŘŜǊκŬƭŜΚ 
The Modify Permissions feature allows you to view the existing permissions and also allows 

you to grant permissions for the selected shared folder/file, by invoking the Grant Permissions 

wizard. 

 

Click on button. 

 

The Modify Permissions window will be displayed.  

Step 1: Select folder/file path  

¶ Follow the list of options to enumerate the shared folders/files as outlined in How to 
enumerate shared folders/files?  

Step 2: Click Grant permissions and select permission entries 

 

Click the button Grant permissions in the left column top corner. The Grant permissions 

window will be displayed as shown below. 

modify-permissions-enum-share.htm
modify-permissions-enum-share.htm
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¶ Click Next to proceed to the next step. 

¶ Follow the steps 2 through 6 as outlined in How to Grant Permissions for selected 
Shares?.  

 

пΦоΦо Iƻǿ ǘƻ ŀŘŘ ƴŜǿ ŀŎŎƻǳƴǘǎ ǘƻ ǘƘŜ 

ŦƻƭŘŜǊκŬƭŜ ǇŜǊƳƛǎǎƛƻƴǎ ƭƛǎǘΚ 
The Modify Permissions feature allows you to add new accounts with the permission 

ReadandExecute to the permissions list. 

 

Click on button.  

 

The Modify Permissions window will be displayed.Ш 

Step 1: Select folder/file path  

¶ Follow the list of options to enumerate the shared folder/file as outlined in How to 
enumerate shared folders/files?  

grant-permissions-ntfs-permissions.htm
grant-permissions-ntfs-permissions.htm
modify-permissions-enum-share.htm
modify-permissions-enum-share.htm
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Step 2: Click Add button and select accounts 

 

Click Add button in the Basic or Advanced permissions. The Account Selection window will be 

displayed as shown below. 

ΝЮ To configure user / group accounts, click Click here to add user or group accounts link. 
2. The selected accounts will be added to the wizard as shown below:Ш 

 

¶ Click Add button in the Accounts selection window. 

¶ The newly added accounts will be displayed as shown below. 
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пΦоΦп Iƻǿ ǘƻ ǊŜǇƭŀŎŜ ŀƴ ŀŎŎƻǳƴǘ ǿƛǘƘ 

ŀƴƻǘƘŜǊ ŀŎŎƻǳƴǘ ƛƴ ǘƘŜ ǎƘŀǊŜŘ ŦƻƭŘŜǊκŬƭŜ 

ǇŜǊƳƛǎǎƛƻƴǎ ƭƛǎǘΚ 
The Modify Permissions feature allows you to replace an existing account with single or 

multiple accounts by retaining the same permissions in the permissions list. You can replace 

accounts on specified levels of sub-folder and also replace accounts on sub-folders that match 

the specified search pattern. 

 

Click on button.  

 

The Modify Permissions window will be displayed.Ш 

Step 1: Select folder/file path  

¶ Follow the list of options to enumerate the shared folder/file as outlined in How to 
enumerate shared folders/files?  

Step 2: Select an account and click Replace 

¶ Select an account from the Basic or Advanced permissions account list.Ш 
¶ Click Replace button. The Accounts Selection window will be displayed as shown 
below.Ш 

ΝЮ Select the user or group, for which you wish to replace the selected account in the 
folder/file permissions list. 

ΞЮ To configure user / group accounts, click Click here to add user or group accounts link. 

modify-permissions-enum-share.htm
modify-permissions-enum-share.htm
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¶ Replace accounts on sub-folders: This option will replace accounts on sub-folders 
of the selected folder.  

¶ Include files present inside folders: This option will replace accounts on files 
present inside the selected folder. 

¶ Use Set Search Pattern option to perform replace permissions for sub-folders that 
match certain pre-defined conditions like Folder name starts with, Folder name ends 
with. Example Folder name starts with test, Folder name ends with share.  
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¶ Click OK button in the Folder Search Options window. 

¶ Use Set Folder Levels option to replace the accounts in the selected levels of sub-
folder(s) in the shared folder.  

 

¶ Apply upto N level(s) of sub-folder(s) in the shared folder : This option will replace 
the account with the selected account on sub-folders which are upto specified folder 
traversal level.  

¶ Apply only Nth level of sub-folder(s) in the shared folder : This option will replace 
the account in sub-folders which are in the specified traversal level only.  

¶ Apply folders after N level(s) of sub-folder(s) in the shared folder : This option will 
replace the account in sub-folders which are after the nth traversal level of the 
selected folder.  

¶ Apply only leaf nodes in the shared folder : This option will replace the account 
with the selected account in the last child leaf nodes without affecting the parent 
folderôs permissions.  

¶ Click OK button in the Folder Levels window. The Accounts Selection window will be 
displayed as shown below: 
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¶ Click Replace button in the Accounts Selection window. 

 

¶ Click Yes to replace the selected account. 

¶ The updated permissions list will be displayed as shown below:  
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пΦоΦр Iƻǿ ǘƻ ǊŜƳƻǾŜ ǘƘŜ ǎŜƭŜŎǘŜŘ ŀŎŎƻǳƴǘ 

ŦǊƻƳ ǘƘŜ ǎƘŀǊŜŘ ŦƻƭŘŜǊκŬƭŜ ǇŜǊƳƛǎǎƛƻƴǎ ƭƛǎǘΚ 
The Modify Permissions feature allows you to remove the selected account and its 

permissions from folder/file permissions list. 

 

Click on button.  

 

The Modify Permissions window will be displayed.Ш 

Step 1: Select folder/file path  

¶ Follow the list of options to enumerate the shared folders/files as outlined in -
share.htm"How to enumerate shared folders/files?  

Step 2: Select an account and Click Remove 

¶ Select an account from the Basic or Advanced permissions Account list.Ш 
¶ Click Remove  
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¶ Click Yes to remove the selected Account. 

¶ The updated permissions list will be displayed as shown below:  
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пΦоΦс Iƻǿ ǘƻ ŀƭƭƻǿ ƛƴƘŜǊƛǘŀƴŎŜ ŦǊƻƳ ǘƘŜ 

ǇŀǊŜƴǘ ǘƻ ŎǳǊǊŜƴǘ ŦƻƭŘŜǊκŬƭŜ ǇŜǊƳƛǎǎƛƻƴǎΚ 
You may use the Permissions Modifier to allow inherited permissions from the parent to the 

current folder/file permissions. 

 

Click on button.  

 

The Modify Permissions window will be displayed as shown below:Ш 

Step 1: Select folder/file path  

¶ Follow the list of options to enumerate the shared folders/files as outlined in How to 
enumerate shared folders/files?  

Step 2: Check Allow inheritance 

 

     Check the option Allow inherited permissions from the parent to propagate to this 

object. 

 

¶ Click Yes to allow inheritance. 

modify-permissions-enum-share.htm
modify-permissions-enum-share.htm
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¶ The updated permissions list with inherited permissions from the parent object as 
shown below:  

 

 

пΦоΦт Iƻǿ ǘƻ ōƭƻŎƪ ƛƴƘŜǊƛǘŀƴŎŜ ŦǊƻƳ ǘƘŜ 

ǇŀǊŜƴǘ ǘƻ ǘƘŜ ŎǳǊǊŜƴǘ ŦƻƭŘŜǊκŬƭŜ ǇŜǊƳƛǎǎƛƻƴǎΚ 
The Permissions Modifier allows you to block inherited permissions from the parent to the 

current folder/file permissions. 

 

Click on button.  

 

The Modify Permissions window will be displayed.Ш 

Step 1: Select folder/file path  

¶ Follow the list of options to enumerate the shared folders/files as outlined in -
share.htm">How to enumerate shared folders/files?  

Step 2: Uncheck Allow inheritance 
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     Uncheck the option Allow inherited permissions from the parent to propagate to this 

object.Ш 

 

¶ Click the option Copy to copy all the permissions entries that were previously inherited 
from the parent to this current shared folder(s)/files permissions list. 

¶ The updated permissions list with copied permissions from the parent object as shown 
below:  

 

¶ Click the option Remove to Remove the permission entries that were previously 
inherited from the parent and keep only those permissions explicitly defined/granted 
this current shared folder(s)/file(s). 
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¶ The updated permissions list after removing the inherited permissions from the parent 
object as shown below:  

 

 

пΦоΦу Iƻǿ ǘƻ ƳƻŘƛŦȅ ǘƘŜ .ŀǎƛŎ ǇŜǊƳƛǎǎƛƻƴǎΚ 
The Modify Permissions allows you to modify an account's Basic permissions. 

 

Click on button.  

 

The Modify Permissions window will be displayed.Ш 

Step 1: Select folder/file path 

¶ Follow the list of options to enumerate the shared folders/files as outlined in How to 
enumerate shared folders/files?  

Step 2: Select an Account 

 

     Select an account in the Basic permissions to modify its permissions.Ш 

modify-permissions-enum-share.htm
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¶ Check the permissions you want to add and uncheck the permissions you want to 
remove, in the permissions column. 

¶ Click the button Apply to update the basic permissions for the selected account 

    Caution : If all the permissions are unchecked, the account will be completely removed 

from the ACE list.  

 

¶ The updated basic permissions for the selected account as shown below.  
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пΦоΦф Iƻǿ ǘƻ ƳƻŘƛŦȅ ǘƘŜ !ŘǾŀƴŎŜŘ 

ǇŜǊƳƛǎǎƛƻƴǎΚ 
The Modify Permissions allows you to modify an account advanced permissions. 

 

Click on button.  

 

The Modify Permissions window will be displayed as shown below:Ш 

Step 1: Select folder/file path  

¶ Follow the list of options to enumerate the shared folders/files as outlined in How to 
enumerate shared folders/files?  

Step 2: Select an Account 

 

     Select the Advanced permissions account for which you want to modify the permissionsШ 

modify-permissions-enum-share.htm
modify-permissions-enum-share.htm
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¶ Check the permissions you want to add and uncheck the permissions you want to 
remove from the account's advanced permissions. 

¶ Click the button Apply to update the advanced permissions for the selected account. 

¶ you can also modify the propagation level to all it's subfolders and files by using the 
option Apply onto. 

    Caution : If all the permissions are unchecked, the account will be completely removed 

from the ACE list.  
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¶ The updated advanced permissions for the selected account as shown below.  

 

 

пΦп /ƻǇȅ tŜǊƳƛǎǎƛƻƴǎ 
About Copy Permissions 

 

 The Copy Permissions feature allows you to copy permissions from one share to another 

share(s). You can use many options like Add the new permissions to the account's existing 

permissions, Replace the account's existing permissions with the new permissions, etc. You 

may select options to Allow, Block inheritance from the parent object and also Replace all 

child objects existing permissions with the inheritable permissions from this object while 

copying permissions to share. Here is the list of actions you can perform using the Copy 

Permissions feature. 

  Note: This feature will not break the inheritance from the parent of target object. If you still 

wish to break the inheritance from the parent object, you may use the option "Block Inherited 

permissions from this object's parent" to block inheritance. 
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Actions 

Copy permissions from one share to another share(s): (How to?) 

            Copy source shared folder/file permissions to the selected target shared 

folder(s)/file(s) permissions list. 

Replace existing accounts permissions with the new permissions: (How to?) 

            Replace the existing accounts permissions, If an existing account is selected to copy 

permissions to a target shared folder/file. 

Also apply the above to subfolders and files that do not have inheritance set (non-inherited 

folders and files): (How to?) 

            Copy permissions to the target object's subfolders and files that do not have inherited 

permissions from its parent object with respect to the above options.  

Remove all the existing explicit accounts and replace with the new accounts: (How to?) 

            Remove all existing accounts that have explicitly assigned permissions for target 

shares and replace them with the selected accounts and permissions.  

Replace all explicit permissions existing in descendant with the inherited permissions from 

the current object: (How to?) 

            Remove explicitly defined permissions on all descendant objects and replace them 

with the inheritable permissions from the target shared folder(s)/file(s) permissions list.  

Allow inherited permissions from the parent object to the current shares: (How to?) 

            Allow inheritable permissions from the parent object to the target shares. It will not 

affect the already existing explicit permissions.  

Copy and Remove inherited permissions from the parent object to the current shares: (How 

to?) 

            Copy and Remove the inheritable permissions from the parent object to the target 

shares. Copying the inheritable permissions will add the inherited permissions as explicit 

permissions in the target shares permissions list. Removing the inherited permissions will 

remove all the inherited permissions from the parent to the target object. 

 

 

пΦпΦм Iƻǿ ǘƻ /ƻǇȅ tŜǊƳƛǎǎƛƻƴǎ ŦǊƻƳ ƻƴŜ 

ǎƘŀǊŜ ǘƻ ŀƴƻǘƘŜǊ ǎƘŀǊŜόǎύΚ 
The Copy Permissions feature allows you to Copy Permissions from one share to another 

share(s). You can use many options like Add the new permissions to the account's existing 

permissions, Replace the account's existing permissions with the new permissions, etc. You 

may select options to Allow, Block inheritance from the parent object and also Replace all child 

objects existing permissions with the inheritable permissions from this object while copying 

permissions for accounts. 

copy-permissions-ntfs-permissions.htm
copy-permissions-replaceexistaccount-permissions.htm
copy-permissions-ntfs-permissions-subfolders-files.htm
copy-ntfs-permissions-replaceallexist-account.htm
copy-permissions-removeallexistchild-account.htm
copy-permissions-ntfs-permissions-allow-inheritance.htm
copy-permissions-ntfs-permissions-copy-inheritance.htm
copy-permissions-ntfs-permissions-copy-inheritance.htm
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Click on button. 

 

The Copy Permissions window will be displayed as shown below:Ш 

Step 1: Configure Source shared folder-list: 

 

 To configure shared folders, click Click here to add shared folders link. 

 

Click Next to proceed to the next step. 

Step 2: Configure Target shared folder-list: 

 

 To configure shared folders, click Click here to add shared folders link. 
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Click Next to proceed to the next step. 

Step 3: Select Permissions/Access Control Entries:Ш 
 

Select permissios/Access control entries to copy accounts to the selected target shared 

folder(s) /files(s) 
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¶ Use Select explicit permissions only option to select only explicit permissions 
from the source shared folder/file permissions list.  
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¶ Use Select inherited permissions only option to select only inherited permissions 
from the source shared folder/file permissions list.  
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Click Next to proceed to the next step. 

 

Step 4: Apply the required rules to be used while copying permissions: 

   

Select which rules to apply while copying permissions.  

 
   

Add the new permissions to the account's existing permissions option will add the 

selected permissions to the existing permissions list and also it will not affect the existing 

permissions. 

You may also use the below options to Copy Permissions and also apply inheritance by 

Inheritance rule    

¶ Replace the account's existing permissions with the new permissions. 

¶ Also apply the above to subfolders and files that do not have inheritance set (non-
inherited folders and files) 

¶ Remove all existing accounts and replace with the selected accounts and 
permissions. 

  

¶ Replace all child objects existing permissions with the inheritable permissions from 
this object. 

Inheritance Rule: 

¶ Allow inherited permissions from this object's parent. 
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¶ Copy inherited permissions. 

¶ Remove inherited permissions. 

Replace the account's existing permissions with the new permissions  

 

            If a selected account already exists in the current list of permissions of the selected 

target shared folder(s)/file(s), this option will replace all explicitly assigned account 

permissions with the newly selected permissions for that account. 

Example: If the share already has some accounts with permissions like Allow Read and 

Write and if the same existing accounts selected with permissions Deny Modify to Copy 

Permissions then this option will replace the existing accounts previous permissions(Allow 

Read and Write) with new permission(Deny Modify). otherwise if the selected account not 

exist in the share permissions list then it will add into the permissions list. 

Also apply the above to subfolders and files that do not have inheritance set (non-

inherited folders and files) 

           This option will copy permissions to the target object's subfolders and files that do not 

have inherited permissions from its parent object with respect to the above options. 

 

Note: If this option is checked, the subfolders and files must have the applicable rights for 

the owner or the currently logged on user to perform this operation. 

 

Example: If the target share has some subfolders and files with the blocked inheritance then 

this option will copy permissions based on the selected options.  

Remove all existing accounts and replace with the selected accounts and 

permissions 

           This option will remove all existing accounts that have explicitly assigned permissions 

for the selected target shared folder(s)/file(s) and replace them with the selected accounts 

and permissions.Note that this will not remove inherited permissions from parent folder. 

 

Caution: All existing account permissions will be cleaned up completely and the newly 

selected permissions will be applied.  

 

Example: If the target share has 7 accounts then this option will remove all the 7 accounts 

and replace with the new selected accounts and permissions.  

Replace all child objects existing permissions with the inheritable permissions from 

this object 

           This option will remove explicitly defined permissions on all descendants of the 

selected shared folder(s)/file(s) and replace them with inheritable permissions from the 

selected target shared folder(s)/file(s). 

 

Example : If the target share has some subfolders with the explicitly assigned permissions 

and some subfolders with blocked inheritance then this option will remove all explicitly 

assigned permissions of subfolders and allow inherited permissions from the parent object.  

Allow inherited permissions from this object's Parent 

          This option will allow the selected target shared folder(s)/file(s) to inherit permissions 

from its parent object.  
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Example:If the target share do not have any inherited permissions and the inheritance from 

the parent object blocked then this option will allow inherited permissions from the parent 

object.  

Copy inherited permissions 

           This option will copy the permission entries that were previously inherited from the 

parent to this selected target shared folder(s)/file(s).  

 

Example: If the target share already allowed to inherit permissions from parent object then 

this option will remove the inheritance and add the inherited permissions as explicit 

permissions in the permissions list.  

Remove inherited permissions 

           This option will remove the permission entries that were previously inherited from the 

parent and keep only those permissions explicitly selected here.  

Caution: Removing permission inheritance from parent may break permissions/policies 

designed with the default inheritance option enabled. Use this option after a careful review.  

 

Example:If the target share is already set to inherit permissions from parent object then this 

option will remove the inheritance from parent object.  

Click Next to proceed to the Next step  

 

Step 5: Save as template : 
     Enter a name and description to save the input settings as a template.You may reuse this 

template later.  
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Click Next to proceed to the next step  

Step 6: Summary  
  This step displays the summary of all the input data along with the selected options.  
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Click Finish to complete the Copy Permissions wizard. 

Permissions will be copied as specified in the wizard. The summary of all the input data 

would be shown below along with the "View change log" option to view the task completion 

status. 
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пΦпΦн Iƻǿ ǘƻ ǊŜǳǎŜ ǘƘŜ /ƻǇȅ tŜǊƳƛǎǎƛƻƴǎ 

ǘŜƳǇƭŀǘŜΚ 
The Saved Templates contains the list of saved templates to Grant, Revoke and Copy 

Permissions. 

 

Click on button. The Saved Templates window will be displayed as shown below. 

 
   

The saved templates window allows you to perform the following operations:Ш 

¶ Open an existing template 

¶ Delete a template 

¶ Preview the contents of a template 

Open an existing Template  

1. To open an existing Copy permissions template, select the Copy permissions template 
and click Open button in the window. The Copy permissions Dialog will appear on the 
screen which will allow you to edit the selected template. 
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2. During edit operation you can modify the computer list and permissions entries, 
however, you cannot modify the name of the template. 

Delete a template 

To delete a Copy permissions template, select a Copy permissions template which you want to 

delete, and then click Delete button. The selected template will be deleted permanently. 

   

Preview the settings of a Template 

To preview the settings of a saved Template, select a saved Copy permissions template, and 

then click View Details button. The settings will be displayed in a window as shown below: 

   

 

 

пΦр /ƻǇȅ tŜǊƳƛǎǎƛƻƴǎ π !ŘǾŀƴŎŜŘ 

 



éǃċƓŔŰШ Ñ[ÉШÉĲĦƨƖŔƣǃШ~ċŰċŊĲůĲŰƣШÉƨŔƣĲ 

 ΝΡΣ 

пΦрΦм Iƻǿ ǘƻ /ƻǇȅ tŜǊƳƛǎǎƛƻƴǎ ŦǊƻƳ ƻƴŜ 

ǎƘŀǊŜ ǘƻ ŀƴƻǘƘŜǊ ǎƘŀǊŜόǎύΚ 
The Copy Permissions - Advanced feature allows you to Copy Permissions from one share 

to another share(s) by using two options like Copy permissions to all subfolder(s) and Copy 

permissions to specific folders. You can copy permissions on specified levels of sub-folder and 

copy permissions on sub-folders that match the specified search criteria.  

 

Click on button.  

 

The Copy Permissions - Advanced window will be displayed as shown below:Ш 

Step 1: Configure Source shared folder-list: 

 

 To configure shared folders, click Click here to add shared folders link.  

 

Click Next to proceed to the next step. 
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Step 2: Configure Target shared folder-list: 

 

 To configure shared folders, click Click here to add shared folders link. 

 

Click Next to proceed to the next step. 

Step 3: Select copy permission optionШ 
 

Select any one copy option to be performed. 

 

¶ Use Copy permissions to all subfolder(s) option to copy permissions for all 
folders and subfolders in target that exactly matches with source.  
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 Ш

 

¶ Use Copy permissions to specific subfolder(s) option to copy permissions only 
for the folders that match the specified patterns and based on the subfolder level.  
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¶ Use Set Subfolder Levels option to copy permissions in the selected levels of sub-
folder(s) in the shared folder.  
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¶ Copy permissions to matching subfolders upto N level : This option will copy 
permissions on sub-folder(s) which are upto the specified folder traversal level.  

¶ Copy permissions to Nth level matching subfolders only : This option will copy 
permissions on sub-folder(s) which are in the specified folder level only.  

¶ Copy permissions to matching subfolders after N level(s) of sub-folder(s) in 
the shared folder : This option will copy permissions on sub-folder(s) which are 
after the nth folder level of the selected folder.  

¶ Copy permissions to last level leaf matching subfolders only : This option will 
copy permissions on the last child (leaf) nodes without affecting the parent folderôs 
permissions.  

Click Next to proceed to the next step. 

 

  
 

Step 4: Save as template : 
 

     Enter a name and description to save the input settings as a template.You may reuse this 

template later.  
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Click Next to proceed to the next step  

Step 5: Summary  

 

  This step displays the summary of all the input data along with the selected options.  
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Click Finish to complete the Copy Permissions wizard. 

  
Permissions will be copied as specified in the wizard. The summary of all the input data 

would be shown below along with the "View change log" option to view the task completion 

status. 
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пΦрΦн Iƻǿ ǘƻ ǊŜǳǎŜ ǘƘŜ /ƻǇȅ tŜǊƳƛǎǎƛƻƴǎ π 

!ŘǾŀƴŎŜŘ ǘŜƳǇƭŀǘŜΚ 
The Saved Templates contains the list of saved templates to Grant, Copy and Copy - 

Advanced Permissions. 

 

Click on button. The Saved Templates window will be displayed as shown below. 

 
   

The saved templates window allows you to perform the following operations:Ш 

¶ Open an existing template 

¶ Delete a template 

¶ Preview the contents of a template 

Open an existing Template  

1. To open an existing Copy permissions - Advanced template, select the Copy 
permissions - Advanced template and click Open button in the window. The Copy 
permissions Dialog will appear on the screen which will allow you to edit the selected 
template. 
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2. During edit operation you can modify the computer list and permissions entries, 
however, you cannot modify the name of the template. 

Delete a template 

To delete a Copy permissions - Advanced template, select a Copy permissions - Advanced 

template which you want to delete, and then click Delete button. The selected template will be 

deleted permanently. 

   

Preview the settings of a Template 

To preview the settings of a saved Template, select a saved Copy permissions template, and 

then click View Details button. The settings will be displayed in a window as shown below: 

   

 

 

пΦс /ƻǇȅ !ŎŎƻǳƴǘǎ ǿƛǘƘ tŜǊƳƛǎǎƛƻƴǎ 
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пΦсΦм Iƻǿ ǘƻ /ƻǇȅ !ŎŎƻǳƴǘǎ ǿƛǘƘ 

tŜǊƳƛǎǎƛƻƴǎ ŦǊƻƳ ƻƴŜ ǎƘŀǊŜ ǘƻ ŀƴƻǘƘŜǊ 

ǎƘŀǊŜόǎύΚ 
The Copy Accounts with Permissions feature allows you to copy permissions from one 

share to another share(s) under respective levels in source and target, with support for default, 

domain, and user/group account mapping.  

 

Click on button.  

The Copy Accounts with Permissions window will be displayed as shown below:Ш 

Step 1: Configure Source shared folder-list: 

 

 To configure shared folders, click Click here to add shared folders link.  

 

Click Next to proceed to the next step. 
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Step 2: Configure Target shared folder-list: 

 

 To configure shared folders, click Click here to add shared folders link. 

 

Click Next to proceed to the next step. 

Step 3: Select Mapping optionШ 
 

Select any one mapping option to be performed. 

¶ Use Same Accounts in Source (Default Mapping) option to copy permissions for all 
folders and subfolders in target that exactly matches with source. 
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¶ Use Domain Mapping option to replace all the matching source domain user 
accounts with the mapped target domain accounts in the selected shared folder. 
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¶ Use User/Group Mapping option to replace the matching source user/group accounts 
with the mapped target user/group accounts in the selected shared folder. 
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Click Next to proceed to the next step. 

Step 4: Save as template : 

 

    Enter a name and description to save the input settings as a template. You may reuse this 

template later.  
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Click Next to proceed to the next step. 

Step 5: Summary 

 

  This step displays the summary of all the input data along with the selected options.  
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Click Finish to complete the Copy Permissions wizard. 

Permissions will be copied as specified in the wizard. The summary of all the input data would 

be shown below along with the "View change log" option to view the task completion status. 
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пΦсΦн Iƻǿ ǘƻ ǊŜǳǎŜ ǘƘŜ /ƻǇȅ !ŎŎƻǳƴǘǎ ǿƛǘƘ 

tŜǊƳƛǎǎƛƻƴǎ ǘŜƳǇƭŀǘŜΚ 
The Saved Templates contains the list of saved templates to Grant, Copy, Copy - Advanced 

Permissions and Copy Accounts with Permissions. 

 

Click on button. The Saved Templates window will be displayed as shown below. 

 
   

The saved templates window allows you to perform the following operations:Ш 

¶ Open an existing template 

¶ Delete a template 

¶ Preview the contents of a template 

Open an existing Template  

1. To open an existing Copy Accounts with Permissions template, select the Copy - 
Accounts template and click Open button in the window. The Copy Accounts with 
Permissions Dialog will appear on the screen which will allow you to edit the selected 
template. 
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2. During edit operation you can modify the computer list and permissions entries, 
however, you cannot modify the name of the template. 

Delete a template 

To delete a Copy Accounts with Permissions template, select a Copy - Accounts template 

which you want to delete, and then click Delete button. The selected template will be deleted 

permanently. 

   

Preview the settings of a Template 

To preview the settings of a saved Template, select a saved Copy Accounts with Permissions 

template, and then click View Details button. The settings will be displayed in a window as 

shown below: 

   

 

 

пΦт /ƻǇȅ !ŎŎƻǳƴǘ tŜǊƳƛǎǎƛƻƴǎ 

 

пΦтΦм Iƻǿ ǘƻ ŎƻǇȅ ŀŎŎƻǳƴǘ ǇŜǊƳƛǎǎƛƻƴǎ ƛƴ 

ǘƘŜ ǎŜƭŜŎǘŜŘ ǎƘŀǊŜŘ ŦƻƭŘŜǊόǎύκŬƭŜόǎύ 

ǇŜǊƳƛǎǎƛƻƴǎ ƭƛǎǘΚ 
The Copy Account Permissions feature allows you to copy an existing account permissions 

to single or multiple accounts by granting the same existing permissions. You can copy 
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account permissions on specified levels of sub-folder and also copy account permissions on 

sub-folders that match the specified search criteria. 

 

Click on button.  

 

The Copy Account Permissions window will be displayed as shown below:Ш 

Step 1: Configure shared folder-list: 

    To configure shared folders, click Click here to add shared folders link.Ш 

  
 

 

¶ Apply to sub-folders: This option will copy an account permissions on sub-folders of 
the selected folders.Ш 

¶ Include files present inside folders: This option will copy an account permissions on 
files present inside the selected folders.Ш 

¶ Use Set Search Pattern option to copy an account permissions for sub-folders that 
match certain pre-defined conditions like Folder name starts with, Folder name ends 
with. Example: Folder name starts with test, Folder name ends with share.Ш 
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¶ Use Set Subfolder Levels option to copy an account permissions in the selected 
levels of sub-folder(s) in the shared folder. 
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¶ Include upto N level(s) of sub-folder(s) in the shared folder : This option will copy 
an account permissions on sub-folders which are upto the specified folder traversal 
level.  

¶ Include only Nth level of sub-folder(s) in the shared folder : This option will copy 
an account permissions on sub-folders which are in the specified folder level only.  

¶ Include folders after N level(s) of sub-folder(s) in the shared folder : This option 
will copy an account permissions on sub-folders which are after the nth folder level of 
the selected folder.  

¶ Include only leaf nodes in the shared folder : This option will copy an account 
permissions on the last child (leaf) nodes without affecting the parent folderôs 
permissions.  

Click Next to proceed to the Next step.  

  

Step 2: Configure User/Group Account(s):  

The User/Group Account(s) will be added to the wizard as shown below: 

 

¶ Enter a user or group account, for which you wish to Copy Permissions From. 

Note: The source account to copy permissions From must be available in the ACLs 

of the selected shared folder(s).Ш 

¶ Use Remove Source Account from the ACL after the copy operation option to 
remove the source account from the ACL once the copy operation is complete.Ш 
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¶ To configure user / group accounts, click Click here to add user or group accounts 
link., for which you wish to Copy Permissions To. 

 
Click Next to proceed to the next step.Ш 

  
Step 3: Selection Summary  

This step displays the summary of data selected to copy account permissions.  
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Click Finish to complete the Copy Account permissions wizard.  

Permissions will be copied as specified in the wizard. The summary of all the input data would 

be shown below along with the "View change log" option to view the task completion status. 
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пΦу aŀƴŀƎŜ {ƘŀǊŜ tŜǊƳƛǎǎƛƻƴǎ 

 

пΦуΦм Iƻǿ ǘƻ aŀƴŀƎŜ tŜǊƳƛǎƛǎƻƴǎ ŦƻǊ 

ǎŜƭŜŎǘŜŘ ǎƘŀǊŜόǎύΚ 
The Manage Share Permissions feature allows you to manage the share permissions for a 

set of share(s). You can use many rule options like Apply above access permissions to all 

existing accounts in share(s), Add new accounts to the share(s) with the above access 

permissions etc., to manage share permissions for multiple shares at ease.  

 

Click on button. 

 

The Manage Share Permissions window will be displayed as shown below:Ш 

Step 1: Select Share(s): 

 

 To configure share(s), click Click here to add share(s) link. 

 

../../dialogs/ntfs-shares-selection-dialog.htm
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Click Next to proceed to the next step. 

Step 2: Apply Rule: 

 

 Select Access Type, Permissions and the rule to be applied while managing share(s) 

permissions. 
 

  

Apply Rule provides the following options to manage share(s) permissions:  

¶ Apply above access permissions to all existing accounts in share(s) 
 
         This option will assign the above selected Access Type and Permissions to all 
existing accounts in the specified share(s).  

 

¶ Select specific users of the share(s) and apply the access permissions above 
 
         This option will assign the above selected Access Type and Permissions for the 
specific users.  

 

¶ Add new accounts to the share(s) with the above access permissions 
 
         This option will add new accounts to the specified share(s).  

 



éǃċƓŔŰШ Ñ[ÉШÉĲĦƨƖŔƣǃШ~ċŰċŊĲůĲŰƣШÉƨŔƣĲ 

 ΝΥΝ 

¶ Remove accounts having the above access permissions  
 
         This option will remove the accounts who have the above selected Access Type 
and Permissions.  

 

¶ Remove specific accounts from the share(s)  
 
         This rule will remove the specific accounts from the share(s).  

You can use View Existing Permissions option to view the existing share permissions for 

the selected share(s).  

 

Click Finish to complete the Manage Share Permissions wizard and manage permissions. 

Share Permissions will be changed as specified in the wizard. The summary of all the input 

data would be shown below along with the "View change log" option to view the task 

completion status. 

 

 

 

пΦф 5ȅƴŀƳƛŎ !ŎŎŜǎǎ /ƻƴǘǊƻƭ 

 

пΦфΦм !ǇǇƭȅ /ŜƴǘǊŀƭ !ŎŎŜǎǎ tƻƭƛŎȅ 
The Apply CAP feature allows you to apply central access policy on the selected shared 

folder(s)/file(s). You can view and select the required Central Access Policy from the domain 

that belongs to the selected shared folder(s)/file(s). 
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Click on button in the toolbar. 

 

The Apply Central Access Policy window will be displayed as shown below:Ш 

Step 1: Configure shared folder-list: 

 

To configure shared folders, click Click here to add shared folders link. 

 

¶ Apply to all the sub-folders: This option will apply central access policy on all sub-
folders of the selected folders as specified in this wizard.  

¶ Include files present inside folders: This option will apply central access policy on 
all files present in the selected folders as specified in this wizard.  

Click Next to proceed to the next step. 

Step 2: Select Central Access Policy 
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¶ Click Change to view available Central Access Policies that can be applied to the 
selected shared folders/files. 

         Note: You must be a member of the selected shares' domain and connected to the 

shares from a domain-authenticated session to view Central Access Policy information.  
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¶ Select the Central Access Policy from the list of Central Access Policies. After you 
select the Central Access Policy, a list of Central Access Rules that are members of 
the selected Central Access Policy will appear in the tree view. You can view the 
details of the Central Access Rules by selecting the Central Access Rule from the tree 
view.  

 

¶ Click Next to proceed to the next step. 

Step 3: Save as template(Optional)  

Enter a name and description to save the input settings as a template. You may reuse this 

template later.  

 How to reuse the Apply CAP template? 

ntfs-apply-dac-reporting.html
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Click Next to proceed to the next step  

Step 6: Summary  
This step displays the summary of all the input data along with the selected options.  
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Click Finish to complete the Apply Central Access Policy wizard. 

Central Access Policy will be applied as specified in the wizard. The summary of all the input 

data would be shown below along with the "View change log" option to view the task 

completion status. 
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пΦфΦн wŜǾƻƪŜ /ŜƴǘǊŀƭ !ŎŎŜǎǎ tƻƭƛŎȅ 
The Revoke CAP feature allows you to remove a central access policy from the shared 

folders and files. You will also have the option to revoke a central access policy only if the 

selected central access policy applied on the selected shared folders and files.  

 

Click on button in the toolbar.  

 

The Revoke CAP window will be displayed as shown below:Ш 

Step 1: Select a Revoke CAP option 

Select any one of the options below : 

¶  

Revoke any applied CAP from selected shares and folders : This option will 

remove a central access policy from the selected shared folder(s)/file(s).  

 

¶ Revoke a specific CAP from selected shares and folders : This option will revoke a 
central access policy only if the selected central access policy applied on the selected 
shared folders and files.  
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Click Next to proceed to the Next step.  

Step 2: Configure shared folder-list: 

 

To configure shared folders, click Click here to add shared folders link.Ш 
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¶ Apply to all the sub-folders: This option will revoke central access policy from all 
sub-folders of the selected folders as specified in this wizard.  

¶ Include files present inside folders: This option will revoke central access policy 
from all files present in the selected folders as specified in this wizard.  

Click Next to proceed to the Next step.  

  

Step 3: Select Central Access Policy 
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¶ Click Change to view available Central Access Policies that can be applied to the 
selected shared folders/files.  

          Note: You must be a member of the selected shares' domain and connected to the 

shares from a domain-authenticated session to view Central Access Policy information.  
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¶ Select the Central Access Policy from the list of Central Access Policies. After you 
select the Central Access Policy, a list of Central Access Rules that are members of 
the selected Central Access Policy will appear in the tree view. You can view the 
details of the Central Access Rules by selecting the Central Access Rule from the tree 
view.  

 

¶ Click Next to proceed to the next step. 

 

Step 4: Save as template  

Enter a name and description to save the input settings as a template. You can reuse this 

template later. 

How to reuse the Revoke CAP template? 

ntfs-revoke-dac-reporting.html
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Step 5: Selection Summary  

This step displays the summary of data selected to Revoke CAP and you can also view and 

export the existing central access policy before changes are applied, by clicking on the Export 

Current Central Access Policies button.  
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Click Finish to complete the Revoke CAP wizard.  

Central Access Policy will be revoked as specified in the wizard. The summary of all the input 

data would be shown below along with the "View change log" option to view the task 

completion status. 
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пΦмл tƻǿŜǊ {ŜŀǊŎƘ 

 

пΦмлΦм !ōƻǳǘ tƻǿŜǊ {ŜŀǊŎƘ 
The Power Search feature lets you perform powerful, conditional Search queries of NTFS 

Permissions on Files and Folders. You may select specific permissions from the list of 

standard permissions and Advanced (special) permissions and run a query to determine who 

have these permissions on which folders and files. You may Save frequently used queries for 

reuse them later. Here are some examples of how you may make effective use of this feature:  

1. Search on who has Full Control on which folders and files 

2. Select a set of accounts and determine for which folders and files they have Full 

control access.  

3. Determine which accounts have modify or delete permissions on critical files and 

folders. 

4. Determine what type of permissions members of the Administrators group have on 

specific folders and files.  

5. Determine where Inheritance from Parent folder has been explicitly removed. 

6. Determine Accounts for which folders have explicit Allows or Denys set on them. 

 

пΦмлΦн Iƻǿ ǘƻ ǾƛŜǿ tƻǿŜǊ {ŜŀǊŎƘ 

tŜǊƳƛǎǎƛƻƴǎ ό5!/[ύ wŜǇƻǊǘǎΚ 
 

Click on button under Power Search->New Search in button in the 

toolbar.  

 

The Power Search window will be displayed as shown below:Ш 
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Step 1: Configure shared folder-list: 

To configure shared folders, click Click here to add shared folders link. 

 

Folders that have identical permissions as the parent folder would show up with "Same as 

parent" in User Name and/or Security fields in the report. However, if you do not want folders 

with identical permissions as the parent folder reported, then select Do not display files that 

have same permissions as the parent folder option. This option will not report folders with 

identical permissions as the parent folder. 

 

Note: The "Do not display files that have same permissions as the parent folder" option would 

be enabled by default.  

NTFS Security Auditor defaults to scanning all the sub-folders under a given shared folder. If 

you want to change the folder traversal and folder level options, click Edité link available 

against each entry. 
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 Ш 

You can choose Include all sub-folders or Select sub-folder level option. If you choose 

Select sub-folder level option, you should specify the folder level as per the following options: 

  

¶ Include upto N level(s) of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are upto the specified folder traversal level.  

¶ Include only Nth level of sub-folder(s) in the shared folder : This option will view 
permissions from sub-folders which are in the specified folder level only.  

¶ Include folders after N level(s) of sub-folder(s) in the shared folder : This option 
will view permissions from sub-folders which are after the nth folder level of the 
selected folder.  

¶ Include only leaf nodes in the shared folder : This option will view permissions from 
the last child (leaf) nodes without affecting the parent folderôs permissions.  

Use Set Search Pattern option to exclude sub-folders that match certain pre-defined 

conditions like Folder name starts with, Folder name ends with. Example: Folder name starts 

with test, Folder name ends with share.  
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 Ш 

Click Next to proceed to the next step. 

 Ш 

Step 2: Select Access Control Entry Type and Permissions: 

Select ACE Type and permissions to search in the Access Control List of the selected 

share(s) / folder(s) /files(s) 
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 Ш 
 
Step 3: User and/or Group SelectionШ 

ΝЮ To configure user / group accounts, click Click here to add user or group accounts 
menu. 

2. The selected users will be added to the wizard as shown below:Ш 
3.  

¶ Click Next to proceed to the Next step. 
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 Ш 
Step 4: Save Search  Ш 

Enter a name and description for search.Ш 

  
Click Finish to generate the power search report.Ш 
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After the data collection process is complete, the report would be generated in a report window 

as shown below:  

 

 

пΦмлΦо Iƻǿ ǘƻ ƳŀƴŀƎŜ tƻǿŜǊ {ŜŀǊŎƘΚ 
 

Click on to launch the saved search(s) window. The windows shows the 

list of search(s) that were saved over the period of time.  
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The saved search window allows you to perform the following operations:Ш 

¶ Run an existing search 

¶ Edit an existing search 

¶ Delete a search 

¶ Preview the settings of a search 

Run an existing search 

1. To Run an existing search click Run button in the window. The Power Search report 
window will appear on the screen and the report will be displayed once the data 
collection is finished. 

2. During edit operation you can modify the search inputs, however, you cannot modify 
the type of the Scan Profile. 

Edit an existing search 

1. To edit an existing search click Edit button in the window. The Power Search Dialog 
will appear on the screen which will allow you to edit the selected search. 

2. During edit operation you can modify the computer list, however, you cannot modify the 
name of the search. 

Delete a search 

To delete a search, select the search you want to delete, and then click Delete button. The 

selected search will be deleted permanently. 
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Preview the settings of a search 

To preview the settings of a saved search , select a search, and then click View Details button. 

The settings will be displayed in a window as shown below: 

   

 

 

пΦмм /ƘŀƴƎŜ IƛǎǘƻǊȅ 

 

пΦммΦм !ōƻǳǘ /ƘŀƴƎŜ IƛǎǘƻǊȅ 
The Change History feature lets you view the Permissions and Central Access Policies change 

history of NTFS Security Manager with the specified date interval.  

 

For more information about Change History follow the links given below.  

¶ How to view Permissions Change History? 

¶ How to view Central Access Policies Change History? 
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пΦммΦн Iƻǿ ǘƻ ǾƛŜǿ tŜǊƳƛǎǎƛƻƴǎ /ƘŀƴƎŜ 

IƛǎǘƻǊȅΚ 
The Change History feature allows you to view permissions change history of NTFS Security 

Manager. You can view permissions change history between specific date interval by selecting 

From and To dates. By default, it shows the history of last 30 days. You can view permissions 

change history of specific task by selecting task name in the View option.  

 

Click on button in the toolbar. 

 

The Change History window will be displayed as shown below. You can view Permissions 

Change History in one of the following ways. 

¶ Grant Permissions History  

¶ Revoke Permissions History  

¶ Copy Permissions History  

¶ Modify Permissions History  

¶ Copy Account Permissions History  

 

Select required From and To dates. Select Grant Permissions in the View option. Then click 

Show History button. The Grant Permissions history will be displayed as shown below:  
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Select required From and To dates. Select Revoke Permissions in the View option. Then 

click Show History button. The Revoke Permissions history will be displayed as shown below:  

 

Select required From and To dates. Select Copy Permissions in the View option. Then click 

Show History button. The Copy Permissions history will be displayed as shown below:  
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Select required From and To dates. Select Modify Permissions in the View option. Then click 

Show History button. The Modify Permissions history will be displayed as shown below:  

 

Select required From and To dates. Select Copy Account Permissions in the View option. 

Then click Show History button. The Copy Account Permissions history will be displayed as 

shown below:  
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пΦммΦо Iƻǿ ǘƻ ǾƛŜǿ /ŜƴǘǊŀƭ !ŎŎŜǎǎ tƻƭƛŎƛŜǎ 

/ƘŀƴƎŜ IƛǎǘƻǊȅΚ 
The Change History feature allows you to view central access policies change history of 

NTFS Security Manager. You can view central access policies change history between specific 

date interval by selecting From and To dates. By default, it shows the history of last 30 days. 

You can view permissions change history of specific task by selecting task name in the View 

option.  

 

Click on button in the toolbar. 

 

The Central Access Policies Change History window will be displayed as shown below. You 

can view Central Access Policies Change History in one of the following ways. 

¶ Apply CAP History  

¶ Revoke CAP History  
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Select required From and To dates. Select Apply CAP in the View option. Then click Show 

History button. The Apply CAP history will be displayed as shown below.  

 

Select required From and To dates. Select Revoke CAP in the View option. Then click Show 

History button. The Revoke CAP history will be displayed as shown below.  
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рΦ b¢C{ /ƘŀƴƎŜ !ǳŘƛǘƻǊ 
 

рΦм DŜǩƴƎ {ǘŀǊǘŜŘ 

 

рΦмΦм /ƻƴŬƎǳǊŜ CƛƭŜ {ȅǎǘŜƳ hōƧŜŎǘ !ǳŘƛǝƴƎ 
This section provides step-by-step procedure for enabling auditing to track changes to File 

System objects. This process consists of two primary steps:  

 

¶ Enable audit policy using Group Policy Management console in domain. 

(OR) 

Enable audit policy using Local Group Policy Object Editor console in local computer. 

¶ Set up auditing for File or Folder in a computer. 

Enable audit policy using Group Policy Management console in domain. 

 

1. Click Start, Point to Administrative Tools, and then Group Policy Management. 
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2. In the console tree, double-click the name of the forest, double-click Domains, 
double-click the name of your domain, right-click Default Domain Policy, and then 
click Edit. 

3. Under Computer Configuration, double-click Policies, double-click Windows 
Settings, double-click Security Settings, double-click Local Policies, and then click 
Audit Policy. 

4. In the details pane, right-click Audit object access, and then click Properties.  
5. Select the Define these policy settings check box.  
6. Under Audit these attempts, select the Success, check box, and then click OK.  

Note: Audit policy settings configured in the Default Domain Policy will be applied to all the 

workstation(s) and server(s) in the domain.  
 
Enable audit policy using Local Group Policy Object Editor console in local computer. 

 

1. To open the Local Group Policy object Editor console, click Start, click Run, type 
gpedit.msc, and then click OK. 

2. In the console tree, double-click Local Computer Policy to expand it.  
3. Under Computer Configuration, double-click Policies, double-click Windows 
Settings, double-click Security Settings, double-click Local Policies, and then click 
Audit Policy. 

4. In the details pane, right-click Audit object access, and then click Properties.  
5. Select the Define these policy settings check box.  
6. Under Audit these attempts, select the Success, check box, and then click OK.  

 
Set up auditing for File or Folder in a Computer 

 

To setup SACL auditing for a folder or file, perform the following steps: 

1. Open Windows Explorer. 
2. Right-click the file or folder that you want to audit, click Properties. 
3. Click the Security tab, click Advanced, and then click the Auditing tab. 
4. Click Add, and under Enter the object name to select, type Authenticated Users (or 
any other security principal), and then click OK.  

5. In Apply onto, click This folder, subfolders and files.  
6. Under Access, select the Successful check box for Write attributes and Write 
extended attributes. If you want to audit creation and deletion of objects, select the 
Successful check box for Delete, Delete subfolders and files, Create files / write 
data and Create folders / append data. If you want to audit permissions changes in 
objects, select the Successful check box for Change Permissions too. 

7.  If you want to audit ownership changes in objects, select the Successful check box 

for Take ownership. 
8. If you want to audit who have accessed the folders and files, select the Successful 
checkbox for List folder / read data, Read attributes and Read extended attibutes.  

Warning: Enable SACL Auditing for List folder / read data, Read attributes and 

Read extended attributes for your critical folders and files only. Otherwise auditing 

this event on a large number of folders, say, on your root folder or other unwanted 

folders, may cause event flooding.  
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рΦмΦн Iƻǿ ǘƻ ƎŜƴŜǊŀǘŜ ǘƘŜ /ƘŀƴƎŜ wŜǇƻǊǘǎ 

ǎǳŎŎŜǎǎŦǳƭƭȅΚ 
NTFS Change Auditor reports the change data for any audit actions performed on 

Share/Folder/File objects in the File System. The change data is retrieved from the event log of 

the target server(s)/workstation(s) in which the shares reside and the change is made.  

If the generated report continues to remain unavailable, please ensure the following 

points in order to retrieve the event data successfully:  

¶   Enable the Audit object access Policy and set to success in Default Domain Policy or 

Local Computer Policy as shown below: 

 

¶  Select Create files / Write Data, Create folders / append data, Write attributes, Write 

extended attributes, Delete sub folders and files, Delete and Change permissions 

properties for the Folder or File in which you wish to track changes as shown below: 
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¶ШШEŰƚƨƖĲШƣőċƣШÅĲċĬШċƣƣƖŔĤƨƣĲƚШċŰĬШÅĲċĬШĲǂƣĲŰĬĲĬШƓƖŸƓĲƖƣŔĲƚШċƖĲШŰŸƣШƚĲũĲĦƣĲĬШŔŰШ
ŸĤŢĲĦƣќƚШ ƨĬŔƣŔŰŊШƣċĤЮШÉĲũĲĦƣŔŰŊШƣőŔƚШƚĲƣƣŔŰŊШƽŔũũШĦƖĲċƣĲШċШǰƨƖƖǃШŸŉШĲƻĲŰƣƚШŔŰШƣőĲШőŸƚƣШ
ċŰĬШƽŔũũШĦċƨƚĲШĲƻĲŰƣШǰŸŸĬŔŰŊЮШ 

¶ШШ?ŔƚċĤũĲШǯƖĲƽċũũШƓƖŸƣĲĦƣŔŸŰШƣŸШƖĲċĬШĲƻĲŰƣШũŸŊƚаШEŰƚƨƖĲШƣőċƣШƣőĲШƣċƖŊĲƣШ
ƚĲƖƻĲƖоƽŸƖťƚƣċƣŔŸŰШŔƚШŰŸƣШƓƖŸƣĲĦƣĲĬШĤǃШìŔŰĬŸƽƚШǯƖĲƽċũũШƣŸШƖĲċĬШĲƻĲŰƣШũŸŊƚШĤǃШ
ƖĲůŸƣĲШĦũŔĲŰƣƚЮ 

рΦн 5ŀǘŀ /ƻƭƭŜŎǘƻǊ {ŜǩƴƎǎ 

 

рΦнΦм !ōƻǳǘ 5ŀǘŀ /ƻƭƭŜŎǘƻǊ {ŜǩƴƎǎ 
The Data Collector Settings feature provides option to configure the Share/Folder/File Name 

and Event ID for the application to collect the change data. Based on the setting, the 

application will report any change made to the Shares/Folders/Files in the 

servers/workstations.  
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See also 

How to configure a host for data collection?  

How to manage data collection settings configured for a host?  

 

рΦнΦн Iƻǿ ǘƻ ŎƻƴŬƎǳǊŜ ŀ Ƙƻǎǘ ŦƻǊ Řŀǘŀ 

ŎƻƭƭŜŎǝƻƴΚ 
The Data Collector Settings window allows you to add, delete the host or shared folders/files 

to configure for the data collection. 

 

To launch 'Data Collector Settings' window, click menu in the toolbar. The 

'Data Collector Settings' window will appear as shown below:Ш 

 
         Ш

 

 

Data Collection Settings  

    ШTo configure servers or shared folders for data collection, click Add server or shared 

folder... link. 
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¶ You can select button in the Remove column to remove the specified host or 
shared folder(s). 

¶ You can select link to start the data collection process for the specified 
host. 

 

рΦнΦо Iƻǿ ǘƻ ƳŀƴŀƎŜ Řŀǘŀ ŎƻƭƭŜŎǝƻƴ ǎŜǩƴƎǎ 

ŎƻƴŬƎǳǊŜŘ ŦƻǊ ŀ ƘƻǎǘΚ 
The Collector Settings window allows you to perform the following actions:  

1. Select Event IDsШ 
2. Specify Collector settingsШ 
 

To launch 'Collector Settings' window, click link in the Data collector settings 

dialog as shown below:Ш 
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Step 1: Select Event IDs:Ш 

Select any of the event IDs corresponding to the changes, which you want to track, as shown 

below:  
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Step 2: Specify Collector settings: 

 

In this step, the event data collection can be initiated in the following two modes: 

¶ Run now 
¶ Schedule  

The Run now option starts the data collection process instantly as shown below: 

  

 

The Schedule option allows to start the data collection process at scheduled intervals. This 

schedule mode consists of two schedule types, Daily and Weekly options as shown below. A 

schedule task will be created automatically based on the configured host/computer (RD40) 

and its domain name (VOYAGER) in the Windows Task Scheduled. For example, 

Vyapin_Ntfsca_VOYAGER_RD40. You can create a task with the suitable options. 
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Click Finish to start the data collection process for the configured settings.  

 

рΦо /ƘŀƴƎŜ wŜǇƻǊǘǎ 
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рΦоΦм {ƘŀǊŜ !ŎǝǾƛǘȅ wŜǇƻǊǘǎ 

 

рΦоΦмΦм !ōƻǳǘ {ƘŀǊŜ !ŎǝǾƛǘȅ wŜǇƻǊǘǎ 
Share Activity Reports in NTFS Change Auditor is a powerful feature that enables the user to 

report the change data for NTFS Shares Activities such as 'Added', 'Modified', 'Deleted' and 

'Accessed' based on specific event ID(s) in the security event log of servers and workstations. 

You can view change data by specifying the timestamp, host name and share name.  

 

Benefits 

¶ Reports Share activities in a computer with valuable information like When and Who 
made the changes along with Share Name, Local Path and Client Address. 

¶ Reports What exactly is changed, along with Old Value and New Value, When the 
change was made, Where the change was made in Shares and Who made the 
changes in Shares.  

 

See also  

How to generate Shares Accessed Report? 

How to generate Shares Added Report? 

How to generate Shares Modified Report? 

How to generate Shares Deleted Report? 

How to generate Shares All Changes Report?  

 

рΦоΦмΦн Iƻǿ ǘƻ ƎŜƴŜǊŀǘŜ {ƘŀǊŜǎ !ŎŎŜǎǎŜŘ wŜǇƻǊǘΚ 
To generate the Shares Accessed Report, perform the following steps: 

1. Configure object auditing as stated in Configure File System Object Auditing. 
2. Configure the event ID 5140 and shares in Data Collector Settings for security event 
log data collection. For more information, click How to configure a host for data 
collection?  
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3. To launch 'Share Activity Reports - [Shares Accessed]' window, click 

menu in the toolbar. The 
'Report Criteria' window will appear as shown below: 

 

4. Specify the Date range for which you want to generate the reports for. 
5. Select the desired Host Name and Share Name to generate the reports for. 
6. Click Generate button to generate the report. 
7. Once the data collection is complete, the report will be generated in a report window 
as shown below: 
























































































































