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Vyapin NTFS Security Management Suite

M DM

al yIASYSy( {dzAa (S

Vyapin

1 62dzi & LAY b¢C{

Py

NTFS Security Management Suite is a

NTFS security

across your entire Windows n

moduli eBMTFS Security ,AutdiigE  rSenownil tey Mamda gte

NTFS Change

About

Auditor modul e

NTFS Secuwrity Auditor Mod

NTFS Security Auditor Module provides a po
your entire Windows networ
to important questions about t hreves
and workstations.

securi-t

answers

Yy acr oss

has access to what in your Files,

T Who
unauthorized
1T What type

of

confidenti al

f Do

del et ed

(0]

r

access?
access has been granted?
Files and Fol ders?

unknown users have acces
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T Who have

such as

broken or
1T Who have
nested gr
T Are peopl

t hat need

1 What type
Access Ru
(Windows

1T Who have
Access Po

T Which sha
affected/

With Vyapino6s
Shares, Fol de
of permission
heal th of you
permi ssions
simple, elega
Managers and
twse reports
requirements

administratiyv
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be

i n

(0}

n given special/lexplicit

>

eritance of permissions by

-~

subverted

unaut horized access to confid:
oup membership?

e sharing folders from their
further security scrutiny?

of permissions and condition
|l es( CAR) in Central Access Pol
Server 2012)7?

access | imited permissions by

l'icy(CAP) on Which fol der?
red folders and subfolders (
not affected by the Central A

NTFS Security Auditor Modul e
rs and Files present in your
s on Folders and Filestath rmeag
r NTFS security. You can al so
n Windows Server 2012. OQur so
nt and highly @auotremi 2ad8bliaffa
Systems Audit personnel to us
that assist in both Managemen
such as SOX and HUAPAAr Yyapiers

e tasks as well as complex da

To

About NTFS Secumlity Manager Mod

NTFS Security
Security acro
manage the se

Grant per

Manager module provides a po
ss your entire Windows networ
curity of Filesystems in your

mi ssions in bulk for multiple

Replace existing permissions with new

Remove se
permi ssio
1T Copy perm
Shares pe
Remove pe

Al l ow or

|l ected Accounts with all its |
ns | ist.

issions from one File, Fol der
rmi ssions |ist.

rmi ssions from explicitly assi
Bl ock inheritance from the palil

and Share.

f View and

Modi fy each Account permissiorl
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1T Replace an account with another account
1T Apply Central Access Policy on shared f

T Revoke Central Access Policy from the ¢

Vyapinés NTFS Security Management Suite ha
.NET technol ogy, birhmegedgNyP3 ndmorbteistg an:

your entire Wi ndows Network. The s of(tuwsairneg
Wi ndows APl calls wherever appropriate), r
Shares, Folders and Files. You can create
options and meaningful |l y osregdmeetna cyoolulre cetnita

managi ng.

To

About NTFS Chamlge Auditor Modul

NTFS Change Auditor is a monitoring tool t

Shares, Folders and files in your servers
collecting events in real time fromatcthley Se
and when the change was made. The NTFS Cha
history of all changes made.

To

M®PH {28a30SY NBIdzA NBYSYy
For latest information &Iiysg¥snt &mqupdagjgeemre emnn e
website.

MPo | 26 (G2 LIJzNDOKI aSKkK

You can purchase Vyapin NTFS Security Management Sui
http:// www. vydpiars.ec@am/nt act o wral ®sl@sy athbe ma comest at
and price related queries.

mdn | 26 (G2 NBIAAGSNI

Once you purchase the software online or tt
sale notificamdailonfnrdomoawh wal es deparrmamen twi
necessary instructions to register the soft

I n case you do-mmotl rfewomen wararmsmad es team aft.
pl ease send the following i nfoalmad @oyawiicdnhoa
sales order number:



https://www.vyapinsoftware.com/system-requirements/NTFS-Management-Suite.pdf
http://www.vyapin.com/
mailto:sales@vyapin.com
mailto:sales@vyapin.com
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A Company KEames:er Company Name
A LocatCiony & Country for the Company Nam

Pl ease allow 12 to 24 hours from the ti me ¢
order s.

Register Vyapin NTFS Security Management Suite

License Type: NTFS Security Auditor - Evaluation Copy, NTFS Security Manager -
Evaluation Copy, NTFS Change Auditor - Evaluation Copy

To register the software, copy and paste the license key in the textbox below:

Apply Cancel

| mageRelgi ster screen

Perform the following steps to register the

1. Downl oad evaluation/trial copy of softw
i n our wetbtsp:t/e/ vaww. vyapin. com/

2.1l nstall the software on the desired com

3.You wi receive a -naiclenas® egn tdas otpgh
compl et e.

4. Click "Apply" i AppuiReagtiisirer Menremmu t o ¢
(as shown in I mage 1).

5.Copy the |Ilicense key sent to you throug
For help on how to copy the |license key
(as shown in | mage 2).


http://www.vyapin.com/

é! ¢cGRUW N[ EWENHz| Ra! W~¢UecnNWGUqWEe

-+

Howw to copy license key

-+ BEGIN LICENSE KEY (COPY BELDW THIS LINE)--~{Select and then Copy the
zelected text

|l mageH®2w to copy |license key screen

How to copy license key screen
Request License Key:

1T Sel Abtout Vyapin NTFS SecurftogmManage men
T ThAbout Vyapin NTFS Securdigl Mgnewpkmeapp8ar

About VyapinNTFS5ecurityManagementSuite
Vyapin NTF5 Security Management Suite

Copyright @ 2814-2826 Vyapin Software Systems Private Limited. All
Rights Reserwved.

Email: support@vyapin.com Web: www.vyapinsofiware.com
View License Agreement

Computer Mame: rdad

Full Computer Name: rd8d.voyager.local

Program Folder: C:\Program Files (xB5)\Wyapin NTFS Security Management Suite',
application Data Folder: |cC:\Users\Publich\Documents'Wyapin NTFS Security Managem eas
Modules:

NTFS Security auditor vi.2.2 | NTFS Securdity Manager v3.3 | NTFS Change duditor w2.1.1

License Type: 15-day Evaluation Copy
License Description: This software is mearmt solely 'Fnd evaluation purposes )
W
You are on day: 1 of 15
Remaining Days: 14
Register license key..

About screen
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Vyapin NTFS Security Management Suite Freq!

avail able onl imtet m:it/ /owmww.weyaespgitre. com

Please direct all tecétuppatt @Quplhlpchudamsheé:
information to elMpedite a response:

a) I nclude the version of the product vyou
b) I f the problem is associated with insta
c) |I'f the problem is associated with usage
d) I nclude the version of the &@8S,xeisnfaon da bloo

of the OS installed.

e) Attach the Error Log File available in
Security Management SuitWy@eig. NTESp Plicualt
SuiMyeapi nNTFSSecurityManagement SuiteErrorlLo

Not e:

<Application Data> is the common area wher.
settings wild.l be stored in the computer ru
<Application Data Fol der >> cAabno ubte sfcoruenednt.thrTah
<Application Data Folder> is as follows: T

d Windows Server 2025, Windows Server 2022
2016, Windows 1TlWsWwWe,msdibws ulnkent s

HO® [/ 2y U3dz2NF a2y { SkY

Q=
0—//":2-
o=

I

Hom S5FGlFolas {Sky3a

Vyapin NTFS Security Management Sui-Aecmayg |

SQL Server database for its data storage t.
settings, it requires an SQL Server tsoe.co\y
NTFS Security Management Suite will connec-

authentication mode and user credentials ¢t

You can access the Dat £lboad é guetattGiomgisi ghuyr actlii
menu in the Vyapin NTFS Security Managemen!


http://www.vyapin.com/
mailto:support@vyapin.com
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Database settings, as shown below

Configuration Settings *

Database Settings
... Select an option for storing the application data eitherin MS Access or SQL server. Fyou choose SQL server, enter a SGL
- server and the user credential having sufficient privileges to connect, create and delete database in the specified S0L
j]ﬂ SErVer,

=g General
(® Use M5 Access

[ Database Settings )
@, User Connection Profiles O Use SQL Server @
: -yl E-mail Settings

SQL Server:  rd22
e.g.. MSSQLSRV1

'E‘f Domain./Server Credentials

[l Module Listing

& Authertication Mode:

User Name:  sgllogind

Password:

[] Show at startup Cancel
LU

Not 8QL Server optionNT&FSn&ecappiltnycdMialhea g o

User Authentication

To connect to SQL Server, Vyapin NTFS Secur
accounts based on the authentication mode

A.Windows Authentication:
I n this method, Vyapin NTFS Security Ma
user account while running reports
B.SQL Authentication:
I'n this method, Vyapin NTFS Security Ma
account and password while running repo
Suite module stores the SQL user name a
User NamesswonrddsPasappl et for its wusage.
ReaUWlser Connectfioon mbrreef idlegasai | s.
Note: Vyapin NTFS Security Management S
have sufficient privileges to create, a

server.

Dat abasél creati on

Vyapin NTFS Security Management Suite creal
foll owing database options (whichever is s



1. Use

(0]

2.Use

H®H
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a single central database for all i
A new database wild.l be created in t
Vyapi nNTFSSecurityManagement Suite.

Vyapi nNTFSSecurityManagement Suite d
created for each installation of NT
Managemeante.Surhe table names wil/l be
that is running Vyapin NTFS Securit
each installation of Vyapin NTFS Se
own tables based on theTRE®D mpadwerri twh
Suite is installed. For example, if
computers, single database with 3 d
single database and each installedy
independent of each other.

Vyapi nNTFSSecurityManagement Suitetrm
created in the SQL server for sched
a separate database for each instan
Vyapin NTFS Security Management Sui
database in the default data storag
application | aunch. Vyapin NTFS Sec
following naming coSeceuntitoynwMaWvVggema
<COMPUTERNAME>, where COMPUTERNAME

running Vyapin NTFS Security Manage
Vyapi nNTFSSecurityManagement Suitetm
dat abase wil|l be created in the SQL
For exampl e, if the computer runnin
Suite is O6CLIENT016, Vyapin NTFS Se
"Vyapi nNTFSSecurit-MhEANGEeMmMenwiSttht da

('"Vyapi nNTFSSecur i tCLMEMATPeLmendtf SYi tae
(""Vyapi nNTFSSecurit-gMhEBHNgEeMmMehdoSuLDE'
the default SQL data folder \Wmodrham
Fi AMiscrosoft \E®8EQESeISvQ@Drat a) .

[ 2y UIdzZNAY 3 52Y1F Ay

| NBRSYyal t &

Manage alternate credentials for Domain [ |
the currently |l ogged on user context to eni
permi ssions dat a. I f you want tocseeéentfiyalad
use this option.
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Configuring Domain/ Server Credenti a

You can access the Domain/ Server Credenti al
Credentials option in the Configuration Sel

credentials for domain and standalone servers. This credential will be used to view the network
e Active Directory information lilke user status, group members and membership. The application, by

y logged on user context to perform this operation. Click "Add” button option to add a domain ar
2ring a domain or local user credential. Click "Add domains from forest” option to enumerate domains

ﬂ. Add | @7 Edit | a Delete | {'; Connect | &Add domains from forest...

Domains/Server
name

- General
ﬁ Database Settings
@% User Connection Profiles
g E-mail Settings
a Domain,/Server Credentials
ﬁ Module Listing

Forest Name User Name Status

The various operations that can be perfor mi
given bel ow:

Add To Add a new domain or servert

Edit To Edit the properties of a
domain or server and click E

Del et To Del ete a domain or server
server and click Delete butt.

ConnelTo connect to a domain or sel
server and click Connect but -
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H®Po ' RR I R2YIAYkKaSN

You may also add one single domain or serve

credentials | ist by wusing Add Domain or ser
Add a domain dr server to the | i st
L

NKLaunch Domain/ Sewivedowredenti al s

HIn the Domai n/ Server L&’Aecﬂcbnhutatlcsnwtimda)dm

server to the |ist.

OKThe New domain or server connection dia

=

'5:3 Add domain or server @

- 'II’ Specify a Domain or Server name to retrieve shares and

1= folders, Clear the "Log on using current user checkbox to

3.5 gpecify altermate credentialz for connecting ta the domain or
SEIVEL

Domain [or] Server Mame: |
| Log on uging current uger

Hzer Mame:  [WOVAGERYadminwszer]

Paszword:

@

ok ] | LCancel |

Enter the name of a domain or server.
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g )

=3 Add domain ar server ==

- _l!! Specify a Domain or Server name to retieve shares and
= W folders. Clear the "Log on using cument uzer” checkbox to
= B gpecify alternate credentials for connecting to the domain or
SEIVEL
Diarain [or] Server Wame: voyager
Lag on uzing current user

dzer Mame: WOYAGERMadminuser] -

Paszword:  sesssssssss|

Stare the above credentials in Microsaft windows )]
Stored User Mame and Paszwords applet

] ]| Cancel |

[MKSpecify user name and the corresponding

or server.

Store the above user credenti al in Micr
Passwor ds-Vypmlient NTFS Security Managemer
di fferent user credentials to connect t
using current wuser' if you |like to conn
context.

Vyapin NTFS Security Management Suite w

domain or server in the Microsoft Windo
/ Credenti al Manager for security reaso
comnxtte (currently | ogged on user account)

PHKClick OK to add the domain or serMvér to

SHKYyapin NTFS Security Management Suite w

newly provided connection parameters an
connection to the domain or server.
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é

rieve the Active Directory information lilkke user status, group members and membership. The application, by

= cumently logged on user context to peform this operation. Click 'Add’ button option to add a domain or

: er by entering a domain or local user credential. Click "Add domains from forest’ option to enumerate domain:
forest and then supply necessary credential for the selected domain.

Ea General a}, Add | @’Edit | & Delete | {:; Connect |ﬁndd domains from fore
-] Database Settings Domain./Server
ﬁg User Connection Profiles name Forest Name User Name Status
Isl E-mail Settings RD40 VOYAGER voyager'adminuser] | Connected

- i i voyager Wovager local voyageriadminuser] | Connected

THKCIick Cancel to abort the add process o
Credentlilal s 1ist.

HOn 9RAG F R2YIFAYkaSNH
To Edit a domain or server in the Domai n/Ube

NKLaunch Domain/ Sewivedld®r edenti al s

—KIn the Domain/ Server Credentials wiCddccv
ZEdit button to Edit an existing domai



¢ GRUW N[ EWEWNHz] Rq! W~c¢UecnNWGUqWEe

([pN

- - h!pdmuwmtﬁilnpufam&lsnpammﬂdtﬂddhﬂmopbontoaddadmnmor
er by entering a domain or local user credential. Click "Add domains from forest” option to enumerate domait
orest and then supply necessary credential for the selected domain.

Bh Add | GV Edit | b Delete | < Connect | 4% Add domains from for

Domain,/Server
Q., User Connection Profiles name:

il E-mail Settings RD40 | iER ) ‘adminuser! | Connected

3 Domai/Sever G

1l Module Listing

Forest Name User Name Status

L

OKThe domain or server name name cannot

MKSpeci fy user name and the corresponding
domai n.

PHKClI i@k t o save and connect to the domain
connection parameters and update the dc
Credentials | ist

SKVyapin NTFS Security Management Suite v
the newly provided connection parameter
connection to the domain or server
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: credentials for domain and standalone servers. This credential will be used to view the network
evee the Active Directory information like user status, group members and membership. The application, by
currently logged on user contest to perform this operation. Click 'Add’ button option to add & domain or
serVe by entering a domain or local user credential. Click "Add domains from forest” option to enumerate domair
ent forest and then supply necessary credential for the selected domain.

=@ General Bh Add | GV Edit | b Delete | < Connect | 4% Add domains from for
- [ Database Settings Domain/Server

- Q., User Connection Profiles name

|§l E-mail Settings VOYAGER ‘adminuser? | Connected|

4 vona e

Forest Name User Name Status

THCl i@&kncel to retain the existing connec
t he Domain/ Server Credentials 1ist.

HOp 5SESUS || R2YlFAYKSE
Perform the following stepld to delete a dol

NKLaunch Domain/ SewivedHw®wredential s

A 5

In the Domain/ Server Credentials win—-ov
Del ete button to delete the domain or s

Manager | ist.
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Configuration Settings

This setting manages the credentials for domain and standalone servers. This credential will be used to view the network
shares and retrieve the Active Directory information lilkke user status, group members and membership. The application, by
- default, uses the curently logged on user context to perform this operation. Click "Add” button option to add a domain or
standalone server by entering a domain or local user credential. Click "Add domains from forest” option to enumerate domait
from a different forest and then supply necessary credential for the selected domain.

=@ General B Add | G Edit | b Delete | 47 Connect | 4% Add domains from for
----- u Database Settings Diamain/Server
lllll Q‘ User Connection Profiles — Forest Name User Name Status
..... I;l E-mail Settings VOYAGER V55LAB adminuserl  Connected|

&% Domain/Server Credentials vsslsb ~|vsslablocal V5SLAR\adminuserl | Connectad

...... ﬁ Module Listing

[] Show at startup [
]

OKANn alert message asking for confirmatic
di splayed as shown bel ow:

Vyapin NTFS Security Management Suite ﬂ
Deleting the demain/server 'RD40" will also remove the corresponding
alert settings configured for this domain/server. Do you want to
continue?
Yes Mo
L
MKCl ick Yes to delete the selected domain

PHKClick No to abort the delete process of

HdPc ! RR R2YlFAya FTNRY

I n order to connect to a different forest i
enumerating computers and generating report

a

Foresto feature.
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Add domains ftomomhfeorl ¢ st
LU

NHKLaunch Domain/ Sewvedowredential s

EHIn the Domain/ Server Lﬁ‘tecdemdd ad smavii msd ofw
to add domains in the forest to the |is

OKThe Add domains from forest connection

f;, Enurnerate all Dormains in a forest

Specify a Forest Mame. The Forest Mame will be uzed to retieve domainz prezent in the forest. Clear the 'l
_||l. uzing current uzer' checkbox to specify altemate credentialz for connecting to the forest.

Forest Mame; |

Mate: The DMS name pou specify here must be vizible from this computer.
[Thiz computer must be able to resalve the specified DMS name]

| Log on using current user gz [rmatlire o

Ilzer Hame: WY AGER Y adminuzer]

Dramnains in forest

Pazzword:

@

11
Enter the name of a forest

fk Enurnerate all Dornains in a forest

Specify a Forest Hame. The Forest Mame will be uged ta retieve domaing present in the forest. Clear the 'l
_Ill. uzing current user' checkbox to specify altemate credentials for connecting to the forest.

Forest Mame:  voyager local

MNote: The DMS name pou specify here must be vigible from this computer.
[Thiz computer muzt be able to resolve the specified DNS name)

Log on uzsing current uzer Sk Darmaing 5

Ilzer Mame: WOV AGER\adminuzer -

Damainz in farest

Pazsword: sesnennnnne

7 Store the above credentials in Microzoft windows
Stored User Mame and Passwords applet )

— o

[MTHSpeci fy user name and the corresponding
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Store the above user credenti al in Micr
Passwords-Vypmlient NTFS Security Managemer
di fferent user credentials to connect t
current wuser' if you like to connect to

Vyapin NTFS Security Management Suite w

forest in the Microsoft Wi ndows Stored
Manager for security reasons. The store
(cutdgnl ogged on user account) in which

PHKClick ' Show Domai ns' button to add the
select the desired domains in the |ist.
Domain Credentials |ist as shown bel ow.

%, Enumerate all Domains in a forest

Specify a Forest Mame. The Forest Mame will be uzed to retrieve domainz prezent in the forest. Clear the 'l
_I|l. uzing current user' checkbox to specify altermate credentialz for connecting to the forest.

Forest Mame:  voyager.local

Mate: The DMNS name pou specify here must be vizible from this computer.

[This computer must be able ta resalve the specified DNS name] Bt e

[“opager.local |

Log on using current user e Mo = | [ WEMUS

e WOYAGER
|Jzer Mame: YOYAGERSadminuzer -

Pazsword: TTITIITIIIL

7 Store the above credentials in Microzoft windows 2
Stored Uszer Mame and Pazswords applet L2

Cw ) [

SKVYyapin NTFS Security Management Suite w
Domain/ Server Credentials |ist
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Configuration Settings

| oommseer e

~_ This setting manages the credertials for domain and standalone servers. This credential will be used to view the network
shares and retrieve the Active Directory infarmation lilkke user status, group members and membership. The application, by
default, uses the cumently logged on user context to pedform this operation. Click 'Add’ button option to add a domain or

I standalone server by entering a domain or local user credential. Click "Add domains from forest’ option to enumerate domair:
from a different forest and then supply necessary credential for the selected domain.

Elli General a}, Add | @Edtt | & Delete | {:4 Connect |&Add domains from fore
i [ Database Settings :
: é:' User Connection Profiles E:HT:m.f’Sewer Forest Name User Name Status
i g E-mail Settings RD40 VOYAGER voyageradminuser? | Connected
ﬁ Damain/Server Credentials VENUS Vaoyager local voyageriadminuser] | Mot Connec
ﬁ Module Listing voyager Voyagerlocal voyageradminuserl  Connected

[ Show at startup D

HOT [/ 2y U3dzNBE {act

Vyapin NTFS Security ManagemenmaiSluitthee prreopva

Formeai ling reports, Vyapin NTFS Security Ma
E-mai | Addrmasisl, AddrfEesses (recipientd hermaialra
report format. Vyapin NTFS Security Manage!
a FremaiH Address for use by all repor-mail Y

addresses (fmadilpiremptog)t, feor mathe smeég eage afndl
reports.

You can set SMTP Server and From a@adnmfeisguimba
Settings in the Vyapin NTFS Security Manag:
bel ow:
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Configuration Settings @
E-mail Settings
5 Specify the SMTF Server name and Sender [From] e-mail addresz to send the generated reports through e-mail.

- General
L. T] Database Settings A SMTF server is the server that is used for your outgoing e-mail.
'é{\. User Connection Profiles SMTF Server.  RD45

T E-mail Settings
4 Domain/Server Credentials 'w'herj wou zend e-mail, pour name will appear in th.e frpm of the
o outgoing message. Type your name as you would like it to appear.

j Module Listing

From address:  Alex E.Fring(@researchlab. com

E.« someonel@example. com

Show at startup Ok H Cancel

HOy ' &A&SN)/ 2yySOa2y t N

Vyapin NTFS Security ManagemenWi nSduoiwse troerae
Names and Pappw@neldenti al, Manaogearer to stor
context for enumerating servers using ADSI

The stored user profile wildl be usef ul for

Management Suite under the following scena

f Using an alternate user account to conn
ADSI

T Providing credentials that have suffici
computers within a domain.

The stored user profile persists for all S |
where Vyapin NTFS Security Management Suit:
visible to the application under other 1 o0g:
The stored user profile created by Vyapin |
Wi ndows User Profile context. I f the Windo:
Security Management Suite stor ehde usseeme pu soefr
same computer I f the user who creates Vyaj
profile, has a Roaming user account iin the
Suite stored user profil e ecran nbeanayc cceosnspeudt e

enterprise.

The stored user profi IW nidsows gSetnoerreidc Ucsreerd eN
PasswoapdslGrtedent i alanvtlhncagrerbe used by the ¢
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credenti al i nformati a2mb 6i shistt cernecdi Wepenceudr vwefsl oyiS
User Names andappPmlstearedd i al. Manager

The stored user profile corresponding to t|
order to connect to the domain, if 'Use AD:
Suite Enumeration Settings.

Using the Connection Profile dialog show b
profiles can be removed from the profiles
Configuration Settings @

User Connection Profiles

5 Wwapin NTFS Security Management Suite can store user credential information as user profiles for Directory Semvers using

~ Windows Stored User Mame and Passwords applet. To add a user profile, click Add. To delete a user profile, click Remove.
=@ General db Add.. | 2 Edit | % Rernove...
- [ Database Settings
S = Profile Marme Description
onnection Prafiles 2
o) E-mail Settings ¥, WOTAGERadminuser
':" DomainsServer Credentials
el il Module Listing
[] Shows at startup Ok, l [ ol
L
Clickbaddon to add a new profile and a dial
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r

?_, Mewy User Profile @

Create a new uzer profile and stare it in windows stored usemames
and paszwords applet.

User Mame: ™ PathfindertScholes
e.0. . domainsuzernanme

+
Paszward: TIITI L

Confirm Paszword:© sesssess

Deszcription: | r

{* mandatory fields )

ok ] | Cancel

LU
Clickb&Edi o¢n in the Connection Profile dialc¢
Click REewmobiven in the Connection Profile dize

HOp azRdxA S [ Aadasy3

This option allows you to view/hide the 1i:
Management Suite.

You can abdodabet megpdtiiomg by cl| i ¢ k> nQo nCoi ngfuirgaut
in the Vyapin NTFS Security Management Sui!
"Module Listing" node as shown bel ow:
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Configuration Settings

Meodule Listing
Select an option to show/hide the unlicensed modules in the Vyapin NTFS Securty Managemernt Suite, after they reach the

Jj]r_ | license period limit .

=g General
d Databaze Settings
@\ User Connection Profiles
=2 E-mail Settings
9% Domain/Server Credentials

(®) Show all modules

() Show licensed modules anly

[ Show at startup Cancel

T Use S$Sthew all onwtdiudresto view al/l availab
Security Management Suite.

T Use S$Shew | ic e

ens mptdubestonhiyde the |
the Vyapin NTFS u

d
Security Management Sui

o
N

od be¢eC{ {SOdzNRGe&
N[ EWENHz2! Ra! W 21 RqVYl

X

o dm Th VizAVE SILI2 NI &
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odmdm ! B ¥dzivS LIBZNTI @

Buiilnt reports are a set of predefined repor
NTFS permi ssionsdg nr gpeqrotritrsg .arBuielatsy tion ugpwe
that speed up the report generation proces

The Hwirteports feature provides reports in

T Permissions Reports
1T Shares

odMPH | 26 THIVZ tOS\NEWA & A F y
wS L2 NI a K
Permi ssions Reports

Per mi ssions Reports includes reports that
assigned to users and groups on objects su:

E]

Built-in
Reports =

D Permissions

o5 Shares

Cliar. button u#fceRePwirltts.

List of Permissions Reports:
L

Report Name Description

List of permissions for speReports the fo
assigned to sp:
and/ or groups
set of folders

List of permissions for fol Reports t he
associated w
selected set

List of permissions for spe Reports t he
per mi ssions
specific use



ntfs-folder-permissions-for-a-user-accounts.htm
ntfs-folder-permissions-report.htm
ntfs-file-permissions-for-a-user-accounts.htm
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groups under
set of folde

List of permissions for fil Reports the
associated w
under a sele
folders.

List of all per mi ssi ons fOFReportS t he
for users as
folders dire
i nherited by
nested group

List of effective permissioReports the
permi ssions
groups for a

List of effective permissioReports the
permi ssions
groups for f
i n a set of

List of effective permissioReports the

folders per mi ssions
users and gr
availabl e in
folders.

List of effective permissioReports t he

Liles per mi ssions
users and gr
availabl e in
folders.

File and Folder Ownership Reports the
and folders

owner ship.

List of Folders and Files bReports the
and folders



ntfs-file-permissions.htm
ntfs-folder-permissions-inherited-explicit.htm
effective-permission-on-folders.htm
effective-permission-on-files.htm
effective-user-permissions-on-folders.htm
effective-user-permissions-on-folders.htm
effective-user-permissions-on-files.htm
effective-user-permissions-on-files.htm
ntfs-folders%20and%20files-owner-report.htm
ntfs-folders%20and%20files-by%20age-report.html
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{ KIFI NBaKk

Shares Reports

The Shares reports can be generated agains:

LT
Built-im
Reports =
f—:::l Permissions
. Sh . .
Cllccn.'g ares button umndemRePwirltts.
The BuwilRteports window with the |ist of rep

Step 1: Report Selection

Select the report to be generated. OnINyexidom:
proceed to the next step.

Built-in Reports

Step 1 of 3 : Select Report

This window shows the list of Built-in reports available for the selected Built-in report category. E;_
Select any Report to proceed. h}&

=l uf% Shares
[E) Uist of Shares
‘--[E] List of Shares with permissions

Close
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Step 2: Select Server (s):

To configureCbkbkeckehsrectiamé&kdd servers

Built-in Reports - List of Shares with permissions
Step 2 of 3 : Configure Server(s)
Use the link 'Click here to add servers' to add the name of the servers. This wil bring up a dialog

(.
to input servers in serveral different ways. h}&
Server Name Remove
Click here to add servers
RD40 Remove
Back Mext Close

Cl iNcekxtto proceed to the next step.
L

Step 3: Select Report Criteria

To view the part of the report that is of 1
Only the data that matches the specified c|



é! ¢cGRUW N[ EWENHz| Ra! W~¢UecnNWGUqWEe

Built-in Reports - List of Shares with permissions

Step 3 of 3 : Select Report Criteria

To view the part of the report that is of more significance, change the report criteria settings. E;_
Only the data that matches the specified criteria will be displayed in the generated report. H_

Share Type:

Folder Share

Back H Einish H Close

Cl iFciknit «h generate the selected report

After the data collection process is compl
as shown bel ow:

Built-in Reports - List of Shares with permissions = e ==

| Refresh | ;3 Export F Filter IQE-ma\I Find
Report Details
Report Name : |List of Shares with permissions |

Generated on: 09 Mov, 2016 10:21:52 AM Filter: Mot Applied

Domain/Server Share Name Path User Name Access Type Security madmum uses G~
RD40 New folder3 C:\Users\adminuser 3\DesktopiNew folder Everyone Allow Full Contral Unlimited
Users Ci\Users BUILTIM\Administrat Allow Full Contral Unlimited
MNew folder3 C:\sers\adminuser 3\DesktopiNew folder VOYAGER \Administri Allow Full Contral Unlimited
TestShare C:\sers\Administrator Music{TestShare Everyone Allowe Full Contral Unlimited
Users C:\Users Everyone Allow Full Control Unlimited
test ntfs C:\Users\adminuser 3\Desktop'test ntfs Everyone Allow Read Unlimited
TestDoc C:\Users\Administrator \Pictures{TestDoc Everyone Allow Full Contral Unlimited
test ntfs C:\Users\adminuser 3\Desktopltest ntfe VOYAGER \Administr; Allow Full Control Unlimited
Test Share Folder | D:'Test Share Folder Everyone Allow Read Unlimited
test ntfs C:\sers\adminuser 3\Desktoptest ntfs BUILTIN\Administrat Allow Full Contral Unlimited
CONTENT D:\COMTENT VOYAGER \adminuse Allow Full Contral Unlimited
D:\COMTENT Everyone Allow Full Contral Unlimited
D:\COMTENT VOYAGER \adminuse| Allow Full Contral Unlimited
D:\COMTENT VOYAGER \Administr; Allow Full Contral Unlimited
Dimo C:\Usersladminuser 1\Music\Dimao Everyone Allow Full Control Unlimited
CONTENT D:\COMTENT BUILTIM\Administrat Allow Full Contral Unlimited

NTFS Bulk Share | D:\NTFS Bulk Share Everyone Allow Full Contral Unlimited v

< >
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List of Reports:

Report Name Description

List of Shares Reports all the
properties exclu
permission infor

List of Shares with permi sReports all the
properties inclu
information.

oPH b5

9 WANGY! qtf

*c

O PH Pm

/

wS L2 NII &

02dzii 5!/ wSLJ}R

The DAC Reports feature provides many opti
effective permissions on shared Folders. Y«
permi ssions on shared folders and theeasdad:
folders. You may also check the folders afif
and view the Central Access Policy and Cen
Domain/ Server. Here are some examel easeofofh
1. Determine what type of permissions and
Central Access Rules in Central Access
2.Search on who have access | imited per mi
3.Select a set of accounts and deter mine
per mi ssi ons.
4 . Determine on which sfhalrcedr § oH alwe sb eaenrd &
the Central Access Policy.
5.Select a Set of Domain(s)/ Server(s) and
Policies and Central Access Rul es.
The DAC reports feature provides reports i
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Report Name Descrip

Effective DAC permissions for specilReport
ef fect
per mi s
for th
speci f
users
groups.

D T O® O T !

Effective DAC permissions for AccollReport

folders effect
DAC
per mi
for t
speci
fol de

= —h ¥

List of Central Access Policies (C/Report

Domai n Centr
Acces
Pol i ci
(CAP)
Centr
Access
Rul es
conficg
for a
domair

n o

Q)

Folders affected/not affected by D.Repo
fold
e
e

aff
aff
t he
Cen
c
I

N~ + ~ =

Ac
Po
Ce
Ac
Rul

n O < in @

n
Cc

w SO TS go oo

[
t
e
e

Not &he DAC Reports feature can run on Wind
and Windows Server 2012 R2 computers only.
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OoPHDPH | 26 (2 OASE GKS

LISNX¥AadaaArzya FT2N aLISOAU:

Effective DAC permissions for specific use

)

DAC
Reports
Clicacr. button.
The DAC Reports window with the I|Iist of re

L

Step 1: Report Selection

Select the report to be generated. Only on:
L

DAC Reports

Step 1 of 3: Select Report
Select a report from the available DAC Reports.

Dx ipti
—@ DAC Reports escription
E e Select a report from the
----- @ Effective DAC permissions for specific users and groups on folders avaiable DpC Reports.

----- @ Effective DAC permissions for Accounts having permissions on specific folders
----- [E] List of Central Access Polides (CAP) and Central Access Rules on the Domain

------ 5] Folders affected/not affected by DAC Central Access Policies
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DAC Reports - Effective DAC permissions for specific users and groups on folders

Step 1 of 3: Select Report
Select a report from the availsble DAC Reports.

Description

This report lists the effective
DAC permizzions for the
specified users and groups.

[~ [E] DAC Reports

Sl Effective DAC permissions for spedfic users and groups on folders
[E] Effective DAC permissions for Accounts having permissions on specific folders
[E] List of Central Access Polides (CAP) and Central Access Rules on the Domain

Back | Next | | Close

Cl iNcektto proceed to the next step.

Step 2: Configure User/ Group Account (s):

ICladrckumh eaec dwntasd,d alldiaokk. o

To configure user
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DAC Reports - Effective DAC permissions for specific users and groups on folders
Step 2 of 3: Configure User/Group Account(s)

Click 'Click here to add user or group accounts' option to add the user / group accounts to view the
permissions on files/folders.

Account Mame Account Type Remove
Click here to add user or group accounts
voyageriadminuserl Remave
voyageriadminuser2 Remave
voyager\adminuser3 Remove
Back Next Close

Cl iNcekxtto pr oceed.

Step 3: Configure selriver: or shared folder

To configure serversCloirclshtagrea tfmladkd ss enrevha
L
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DAC Reports - Effective DAC permissions for specific users and groups on folders

Step 3 of 3: Configure server or shared folder-list
Use the link 'Click here to add server or shared folder' to add the name of the server or specific share
folders, This will bring up a diglog to input servers and shares in several different ways. After selecting the
list of servers and/or shared folders, click the Edit Options button available for each entry to modify the
default properties such as setting folder levels for scanning each folder.

Server/Shared Folder path Include subk-folders Folder level Folder options Remove

Click here to add server or shared folder

WRD40\Accounts True All Edit... Remove

WRD4Mhcontent True All Edit... Remaove

WRD4MDemo True All Edi... Remove
Back Finish Close

NTFS Security Auditor deffedldtes st auwnsgdeean rai gy
you want to change the folder traversal an
against each entry.

Folder Levels ﬂ

Falder Levels
(® Include all subfolders () Select subfolder level

1 =

1 =

1 =
[ Apply this setting to all folders in list oK, Cancel
You c an lcnhco ousdee -f all lde®S &b e ¢ tf od wdbe ro plteivoen . I f vy

Sel ectf odudleropteiveen, you should specify the |
T I'nclude upto N-flodwWelr((s)) afn g thteh issh aorpetd of
permi ssionkofdems swhi ch are upto the sp

T I'nclude only Nftbl dewes$) of ns ublehissh aorpetd of
permi ssionkofdems swhi ch are in the spec
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T I'nclude folders af-telrdé&r (&8yel s) hTehfissk aob
will view permiaclsdiems Wwhioenh satbhe after t
selected folder
T I'nclude only | eaf nodeTshiisn otphtei osnh awieldl f
the last child (leaf) nodes without aff

Cl iGckKk o proceed.

Cl iFciknitosh generate the selected report

After the data collection process is compl

as shown bel ow:
11

DAC Reports - Effective DAC permissions for specific users and groups on folders |E||E|.
@ Refresh | ;50 Export | 528 E-mail Find =3
Report Details
Report Name : |Eﬁec:live DAC permissions for specific users and groups on folders |
Generated on: 29 Jun, 2016 04:48:30 FM Status: Success Fitter: Mot Applied
Folder Path Sub-Folders Crwner Applied Policy User Name Account Type mﬁ:b&' Security -
l:l VWRD4OMEmplovees Emplovess Share | BUILTIMUAdministratl NTFS Policy BUILTIM\Administrabors Fuule For MTFS Users Delete subfolders and files
Full cantrol =
CREATOR OWMER Rule For MTFS Users Create Files [ write data
Read extended attributes
Read attributes
List Folder | read data
Trawverse folder | execute file
Full cantrol
‘Write attributes
BUILTINY Administr akars Fule For MTFS Users Delete
CREATOR, OWHER Rule For MTFS Users Write extended attributes
BUILTINY Administr akars Fule For MTFS Users Write extended attributes
‘Write attributes
Create folders | append data w
< m >
pe % 5 A - “ A
oPHPO | 29 U2 OASH UKS

LISNX¥AadaaAarzya FT2N OKS &S
F2f RSNJ K

Ef fective DAC permissions for Accounts havi

DAC
Reports
Cl iar. button.
The DAC Reports window with the list Hf re
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Step 1: Report Selection

Select the report to be generated. l®Bnly on:

DAC Reports
Step 1 of 3: Select Report
Select a report from the available DAC Reports.
=[5 DAC Reports Description
: Select rt fi th
@ Effective DAC permissions for specific users and groups on folders a\?afizlah?er;;% R;I;Irt:

@ Effective DAC permissions for Accounts having permissions on specific folders
@ List of Central Access Policies (CAP) and Central Access Rules on the Domain
e 5] Folders affected/not affected by DAC Central Access Policies

[=:]

[

=N
=

m

=
()
[=]

b

DAC Reports - Effective DAC permissions for Accounts having permissions on specific folders

Step 1 of 2: Select Report
Select a report from the availsble DAC Reports.

Descrinti
= [E] DAC Reports EZELELE
. o . Thizs report lizsts the effective
- [E] Effective DAC permissions for specific users and groups on folders DAC permissions for the

specified folders.

@ List of Central Access Policies {CAP) and Central Access Rules on the Domain
- @ Folders affected/not affected by DAC Central Access Policies

[:]

o
[}
=
m
=
0
[=]

o




é! ¢cGRUW N[ EWENHz| Ra! W~¢UecnNWGUqWEe

Cl iNcektto proceed to the next step.
Step 2: Configure selividlt: or shared folder

server sCloircls hmereal tf®o| adkd sséicwhd

To configure

L
DAC Reports - Effective DAC permissions for Accounts having permissions on specific folders
Step 2 of 2: Configure server or shared folder-list
Use the link 'Click here to add server or shared folder' to add the name of the server or specific share
folders, This will bring up a diglog to input servers and shares in several different ways. After selecting the
list of servers and/or shared folders, click the Edit Options button available for each entry to modify the
default properties such as setting folder levels for scanning each folder.
Server/Shared Folder path Include subk-folders Folder level Folder options Remove
Click here to add server or shared folder
WRD4MAccounts True All Edit... Remaove
WRD4Mcontent True All Edit... Remove
WRD4MWDemo True All Edit... Remaove
Back Finish Close

NTFS Security Auditor deffadldtesr st aw ndoean mi mgg
traversal an:

you want to change the folder
against each entry.

Folder Levels “
Folder Levels
(@) Include all subFfolders () Select subfolder level
clude upto |1 | % level of sub-folder(s) in the shared folder
nclude only |1 | ® level of sub-folder(s) e shared folde
clude folders after (1 = |8t level of sub-folder(s e shared folder
] Apply this setting to all folders in list DK Cancel
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You c an lcnhco ousdee -f all lde® &b e ¢ tf od wdbe ro plteivoen . I f vy
Sel ect oduwleropteivoen, you should specify the |
T I'nclude upto N-flodwWelr((s) afn g thteh issh aorpetd of
permi ssionkofdems swhi ch are upto the sp
T I'nclude only Ntbl dewes$) of ns ublehissh aorpetd of
permi ssionkSofdems swihhi ch are in the spec
T I'nclude folders af-ferdé&lr(syels) hTehfissk aob
will view permiaslsdeoems wWwhioenh sabe after t
selected folder.
T I'nclude only | eaf nodeTshiisn otphtei osnh awieldl f
the Il ast child (leaf) nodes without aff
L
Cl iGckk o proceed.
Cl iFciknitosh generate thHl selected report
After the data collection process is compl
as shown bel ow:
DAC Reports - Effective DAC permissions for Accounts having permissions on specific folders E||E|.
1@ Refresh | =3 Export | 5 E-mail Find 5]
Report Details
Report Hame : |facﬁve DAC pemissions for Accounts having pemmissions on specific fnlders|
Generated on: 29 Jun, 2016 04:35:55 PM Status: Success Fitter: Not Applied
Folder Path Sub-Folders Crwner Applied Policy User Name %;:urrt ﬁcess LEm=d Securty ~
I:I\,\RD‘}U\,Employees Employees Share | BUILTIN)Administrat MTFS Palicy CREATOR, O'WHER. Rule Far MTFS Users | Take ownership
Traverse folder [ execute file
List Folder | read data =
Read attributes
Read extended attributes
Create files | write data
Create folders | append data
Write attributes
Write extended attributes
Delete subfolders and files
Delete
Full cantral
OH O | 26 (G2 OASGH |
o -’ Pa Pa
YR LI2t AOASa LISNIYA
List of Central Access Policies (CAP) and
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DAC
Reports
Clicar. button.
The DAC Reports window with the list of re|

Step 1: Report Selection

Select the report to be generated. Only on:

DAC Reports

Step 1 of 3: Select Report
Select a report from the availsble DAC Reports.

Descrinti
[=-[E] DAC Reports escription
. o i Select a report from the

[E] Effective DAC permissions for specific users and groups on folders avalable DAC Reports.

[E] Effective DAC permissions for Accounts having permissions on specific folders
[E] List of Central Access Polides (CAP) and Central Access Rules on the Domain
e 5] Folders affected/not affected by DAC Central Access Policies
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DAC Reports - List of Central Access Policies (CAP) and Central Access Rules on the Domain

Step 1 of 2: Select Report
Select a report from the availsble DAC Reports.

Descrioti
=-[E] DAC Reports SEL
. o . This report lists the Central
[E] Effective DAC permissions for specific users and groups on folders Access Policies (CAP) and
[E] Effective DAC permissions for Accounts having permissions on specific folders Central Access Rules

configured for a domain.

(Sl List of Central Access Polides (CAP) and Central Access Rules on the Domain

Back | Next | | Close

Cl iNcektto proceed to the next step.

Step 2: Select Server(s)

To configureCbkeckehsrectiamé&kdd servers

DAC Reports - List of Central Access Policies (CAP) and Central Access Rules on the Domain

Step 2 of 2 : Configure Server(s)
Use the link 'Click here to add servers' to add the name of the servers. This will bring up a dizlog to input
servers in serveral different ways.
Server Name Remove
Click here to add servers
RO40 Remove
Back | | Finish | | Close
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Cl iFciknit©®h proceed to the next step.
11

After the data collection process is compl
as shown bel ow:

DAC Reports - List of Central Access Policies (CAP) and Central Access Rules on the Domain IEHE.
1@ Refresh | ;3 Export | 53l E-mail Find 2]
Report Details
Report Name : ‘;t of Central Access Policies (CAP) and Central Access Rules on the Doma\n|
Generated on: 29 Jun, 2016 04:41:22 PM Fitter: Not Applied
Domain Name Palicy Name Rule Name Rule Condition User Name Access Type Securty -
l:l WOYAGER 2CAPolicy Iteration2 (@RESOURCE.ITResourceZ | OWMER RIGHTS Aliciy File: &ll Access (Full Control)
Local System Allow File all Access (Full Control)
Builk-in Administrators | Allow File all Access (Full Control)
5-1-5-21-1408905641-1] Allow rodify =
Autharized Users | Testing Team (@RESOURCE. ITResource? | Everyone Allow File all Access (Full Contral)
CAP Ruledd Al Resources Everyone Allow File all Access (Full Contral)
CAP Rule Central Rule For DAC | {{@RESOURCE .compartyl_8 OWMNER RIGHTS Allow File all Access (Full Contral)
Built-in Administrators | Allow File all Access (Full Contral)
Local System Allow File all Access (Full Contral)
WOYAGER adminusers | Allow File all Access (Full Contral)
5-1-5-21-1408905641-11 Allow Modify
Final CAP Policy Central Rule For DAC | {{@RESOURCE .company1_§ Local System Allow File All Access (Full Control)
WOYAGFRY admin serd | Al File &ll Arcess (Full Controlt hd
< mn >
7 4 — 2 h—d 4 ~
OPHDPp | 29 U2 OKSO|l U0UKS

3dz0 T2t RSNA FQSOUSR o0é& !
Folders affected/ not affected by DAC Centr.

)

DAC
Reports
Cliar. button.
The DAC Reports window with the |ist lHf re

Step 1: Report Selection

Select the report to be generated. Wnly on.
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DAC Reports

Step 1 of 3: Select Report
Select a report from the availsble DAC Reports.

Deserin
- [E] DAC Reports escription

Select a report from the
[E] Effective DAC permissions for specific users and groups on folders available D;I;C Reports.

[E] Effective DAC permissions for Accounts having permissions on specific folders
B Ustof Central Access Policies (CAP) and Central Access Rules on the Domain

------ @ Folders affected/not affected by DAC Central Access Policies

Back Next | | Close |
L
DAC Reports - Folders affected/not affected by DAC Central Access Policies
Step 1 of 2: Select Report
Select a report from the avaikble DAC Reports.
o- @ DAC Reports Description
: Thi rt lists the fold
@ Effective DAC permissions for specific users and groups on folders afflzcrftﬁnutlsaffec?e;b:rtie
@ Effective DAC permissions for Accounts having permissions on specific folders DAC Central Access Pelicy

@ List of Central Access Policies {(CAF) and Central Access Rules on the Domain and Central Access Rules.

Back | MNext | | Close

L

Cl iNcekxtto proceed to the next step.

Step 2: Configure selriver: or shared folder
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server sCloirck hagreal tfo |l adkd sséicwhd

To configure

DAC Reports - Folders affected/not affected by DAC Central Access Policies

Step 2 of 2: Configure server or shared folder-list
Use the link 'Click here to add server or shared folder' to add the name of the server or specific share
folders, This will bring up a diglog to input servers and shares in several different ways. After selecting the
list of servers and/or shared folders, click the Edit Options button available for each entry to modify the

default properties such as setting folder levels for scanning each folder.

Server/Shared Folder path Include subk-folders Folder level Folder options Remove

ECIicI( here to add server or shared folder i
WRD4MAccounts True All Edi... Remove
WRD4Mhcontent True All Edit... Remaove
WRD40\Demo True All Edit... Remove
Back Finish Close

NTFS Security Auditor deffadldtesr st aw ndoean i gg
you want to change the folder traversal ani
against each entry.

Folder Levels n
Folder Levels
i® Include all subfolders () Select subfolder level
1 3
1 3
1
[ Apply this setting to all folders in list Ok Cancel
You c an lcnhcol ousdee -f adll ldee® esb e ¢ tf od wlbe ro piteivoen. | f vy

Sel ectf odueropteivoen, you should specify the |

nclude upto N-flodwWelr((s) dfn & thtehissh aorpetd of

T 1
the sp

permi ssionkofdems swihi ch are upto
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T I'nclude only Ntol dewés) of ns ubTehissh aorpetd of

permi ssionkSofdems swihhi ch are in the spec
T I'nclude folders af-ferdé&lr ({ 8yel f s) hTehfissk aoh
will view permieclsdiems Wwhioenh sathe after t
selected folder
T I'nclude only | eaf nodeTshiisn otphtei osnh awieldl f
the last child (leaf) nodes without aff

Cl ikt o proceed.

Cl iFciknitsh generate the selected report

After the data collection process is compl
as shown bel ow:

DAC Reports - Folders affected/not affected by DAC Central Access Paolicies IE"E.
|3 Refresh | 56 Export | 528 E-mail Find .2
Report Details
Report Name : |FOIders affected/not affected by DAC Central Access Policies |
Generated on: 29 Jun, 2016 04:42:24 PM Status: Success Fitter: Not Applied
Folder Path Sub-Folders Crwnier Applied Policy ~
WRD4OiAccounts Accounts WOYVAGERadminuser 1
\RD40IADMING ADMING NT SERVICE) TrustedInstaller
WRDHDLCE [ MT SERVICE! TrustedInstaller
WRD404CONTENT COMTEMT WO AGER)adminuser2 =
VRD40iD4 51 BUILTIMAdministrators
ViRD40iDema Demo YO AGER) administrator
VRD404Dimo Dima YOYAGER) adminuser1
ViRD40\Dacuments Documents YOV AGER) administrator
VRD40iEmployees Share Employees Share BUILTIM\Administrators MTFS Palicy
VRD40IF1 F1 YOYAGER) adminuser2 Final CAP Palicy
YRD40iMemberShip Share MemberShip Share WOYVAGERadminuserl
1 RD40IMETLOGON METLOGON BUILTIM| Administrators Final CAP Palicy
RD40|Mew Folder3 Mew folder3 WOYAGER|adminuser3 Final CAP Policy W

o®dPo { SOdzNRAGé +ASgSNJ

? 9WANGY! qt

ododm | 29 (2 OASSG (GKS |
YR 201t RNAGOSA K

Th8ecurityf &atewree all ows you to view entire
many options to view the per noscsalo nBroiovessih.
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the permissions of the | ocal s yDsotneamy afuo [cdaenr
permissions of the shared folder(s)/file(s
Security
Viewer
Clicacr. button.
The Security Viewer window will |l be displ ay:

Step 1: Select folder/file path

Select folder/file path by wusing a option

This column shows the shared
folders/files available in your netwark
along with the local file system

directories and files. This Accounts column shows the list of

(HeEEIE presen_t i tI_1e_Basic s The Permissions columns shows the
slusliel s ie el list of ACE entries for each Accounts
selected in the Accounts column.

-

a5l Security Viewer |?||E”?|
= Share\Folder path : Accounts:(Basic Permissions) Perinissions Allow Deny

i}

t%l @ Refresh

z g Configured Servers

kS

-‘? Local Drives
Scan Profiles (Computers)

Scan Profiles (Shares)

Acc (Ad ed Permissi
Account Name ACE Type Inherited

Allow Inherited permissions from the parent
to propagate to this object.

ExpaQanfi gur edanSdee rfveelrlsow t he steps bel ow.

T Expand one or mor e servers t o enumer at e
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T Select a shared folder/file path.
ol Security Viewer [ = |[=]
P [ Share\Folder path : Accounts:(Basic Permissions) Permissions Allow  Deny
8 I Qe - ol
ﬁ' =-[3 Configured Servers A | NT AUTHORITN\SYSTEM Modfy ) )
3 .8 RDS5 BUILTIN\Admiristrators Read and Execute (List folder contents) [ &l
G- \\RDS5\ADMINS BUILTINUsers Fead (] (]
G- \\RD25\Bulk Creation VOYAGER \adminuser1 Wiite ) )
2 VOYAGER \adminuser2 Special pemissions |—
[ \\RD85\Contents VOYAGER adminuser3
- \WRDES\DS WVSSLAB adminuserd
[]l;:' “WRODB5WDocKIT 365 Migrator Acc [Adh -ed Permissions)
- \\RDB5\DocKIT v3.0 Account Name ACEType lInherted *
iz \\RD85\Sample NT AUTHORITY \ut... Allow No
8- \\RD85test sampla NT AUTHORITY \ut... Allow No
G- \\RDE5\Test share NT AUTHORITY\SY... Allow No
- \\RDESUsers NT AUTHORITY\SY... Allow No
-8} RD40 BUILTIN\Admiristrators Allow No
-5 Local Drives BUILTIN'Administrators Allow No
- 5can Profiles (Computers) BUILTIN\Users Allow No
&) computer profils BUILTIN\Users Hlow No
Add new profile VOYAGER \admiruser! Allow No v
- Scan Profiles (Shares) Curmrent owner: VOYAGER \adminuser3
& Share prefile Allow Inherited pemmissions from the parent
Add new profile W to propagate to this object.
Ex palnhadcal Bmidvédol |l ow the steps bel ow.
1T Expand and traverse one or more directa
1T Select a directory or subfolder/file pa
ol Security Viewer [ = |[=]
P | Share\Folder path : Accounts:(Basic Permissions) Permissions Allow  Deny
8 [ Qreren G a[
2' =-[3 Configured Servers A | NT AUTHORITN\SYSTEM Modfy ) )
3 58 RD35 NT AUTHORITY \Authenticated Users Read and Execute (List folder contents) [ &l
-0 RD40 BUILTINUsers Read ) )
£-y! Local Drives Write & &
- AN Special permissions |—
- T\
- DA
&-(1] ADCT Ace {Advanced Permissions)
G- All Setup Account Name ACE Type  Inherited
&[] ARKAD BUILTIN'Administrators  Allow Yes
&[] ARKES(setup) BUILTIN\Administrators  Allow Yes
&[] ARKWE NT AUTHORIT\SYS...  Allow Yes
&-(1] bin NT AUTHORITNSYS...  Allow Yes
(1] Bulk Creation NT AUTHORITY \Auth...  Allow Yes
&[] Deme NT AUTHORITY \Auth..  Allow Yes
(1] DocKIT 365 Migrator BUILTIN'sers Allow Yes
&-(1] DecKITva.0 BUILTIN\Users Alow Yes
-] dockit365
(3 DockITsx Cument owner: VSSLAB \adminuser1
@-( Download v Allow Inherited permissions from the parent
< > Y o propagate to this object.
ExpaSadan Profilesafd€ompultews)he steps below
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1T Expand one or more servers to enumerate
T Select a shared folder/file path.
T Cl iAdkd new IprmK it@ configure a new Scan

-

al Security Viewer El@
P [ Share\Folder path : Accounts:{Basic Permissions) Permissions Allow  Deny
% @ Refresh Full Cortrol ) )
= | @05 Local Drives | NT AUTHORITY\SYSTEM Modify O O
= BUILTINAdministrators Read and Execute {List folder cortents) ) )
BUILTIN\Users Read [ [
Write |— |—
Special pemissions |—
7 \\RDS5\ADMINS
-7 \\RD85\Bulk Creation
-E7 \\RDBS\CS P e ——
[ “RD85\Contents Account Name ACE Type Inherited
E-g W\RDES\DS NT AUTHORITY \Auth...  Allow No
- \\RDB5\DocKIT 365 1| T AUTHORITY\AUth... Allow No
- \\ADBE\DocKIT VA0 | NT AUTHORITY\SYS... Allow No
- \\RDB5\Sample NT AUTHORITY\SYS...  Allow No
E “WRD85\est sample BUILTIN'Administrators  Allow No
- \\RDB5\Test share BUILTIN'Administrators  Allow No
- \\RDB5\Users BUILTINUsers Alow No
--------- Add new orofile BUILTINUsers Alow No
=~ Scan Profiles (Shares)
Share prefil Cumrent owner: VSSLAB \adminuser3
Add new profile v Allow Inherited permissions from the parent
< > Y o propagate to this object.

ExpaS$iadan Profilesd(fSohrew)the steps bel ow.

1 Expand Shares profile and enumerate its
T Select a shared folder/file path.
T Cl iAdkd new IprmkK it@ configure a new Scan
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ol Security Viewer [=|[= ][ =]
P | Share\Folder path : Accounts:(Basic Permissions) Permissions Allow  Deny
! green oo a[
5 -7 \WRDES\CS | BUILTIN'Admiristrators Modify O O
3 o NT AUTHORITY\SYSTEM Read and Execute {List folder cortents) ¥ )
-5 \\RDB5\DS NT AUTHORITY Authenticated Users Read ¥ O
[ \\RDB5\DocKIT 365 Migrator | BUILTIN'Users Wiite [l [l
G- \\RD85\DocKIT va.0 Special pemissions [ ]
[]l;:' “WRDB5Sample
[jl:; “WRDBR\test sample
&2 \\RD85\Test share Ace (Advanced Permissions)
- \\RDB5\Users Account Name ACE Type  Inherited
-8 RD4D VSSLAB‘adminuserd  Allow No
-7 Local Drives BUILTIN\Admiristrators  Allow Yes
- Scan Profiles (Computers) BUILTIN'Admiristrators ~ Allow Yes
B computer profile NT AUTHORITY\SYS...  Allow Yes
Add new profile NT AUTHORIT\SYS... Allow Yes
=~ Scan Profiles (Shares) NT AUTHORITY\Auth...  Allow Yes
Share profie NT AUTHORITY Ath...  Allow Yes
i \\RDES5\Contents BUILTIN\Jsers Allow Yes
i \\RDE5\Sample BUILTIN\Jsers Allow Yes
2 \\RDES test sample Cument owner: VSSLAB \adminuser1
Add new orofie Allow Inherited permissions from the parent
W to propagate to this object.
Step 2 Sel ect an Account
Select an account from the Basic or Advanc:
permi ssions of that account would be shown
| Security Viewer El@
P [ Share\Folder path : Accounts:{Basic Permissions) Permissions Allow  Deny
% @Refrezh NT AUTHORITY Autherticated Users Full Cortrol |— |—
3 =-[3 Configured Servers A | NT AUTHORIT\SYSTEM Modify F2 ]
4 .8 RDS5 BUILTIN'\Administrators Read and Execute (List folder conterts) [ O
1-E2 \\RDE5\ADMINS BUILTIN'Users Read ¥ O
3 “\RD25\Bulk Creation VOYAGER adminuser1 Write F2 ]
-l \\RDE5\CS VOYAGER \adminuser2 Special permissions [ O
& 23 eommCe
D...'.%l_‘;' YWRDE5\DS V55LAB adminuserd
- \WRDB5\DocKIT 365 Migrator Acc (Adh -ed Permissions)
-2 \\RDB5\DocKIT v3.0 Accourt Name ACEType Inherted *
- \\RDB5\Sample NT AUTHORITY\Aut... Allow No
B \\RDE5\test sample NT AUTHORITY\Aut... Allow No
- \\RDB5\Test share NT AUTHORIT\SY... Allow No
B \\RDB5\Users NT AUTHORIT\SY... Allow No
-4 RD40 BUILTIN\Admiristrators Allow No
-7 Local Drives BUILTIN\Admiristrators Allow No
=~ Scan Profiles (Computers) BUILTIN\Users Allow No
computer profile BUILTINUsers Allow No
Add new profile VOYAGER\adminuser1 Allow No v
- Scan Profiles (Shares) Curmrent owner: VOYAGER \adminuser3
& Share profile Allow Inherited permissions from the parent
e WWRDB5\Contents v to propagate to this object.
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-

ol Security Viewer [= = ][=]
E Share\Folder path : Accounts:(Basic Permissions) Permissions Allow Deny *
hi}

= |: @ Refresh NT AUTHORITY\Authenticated Users Full Control ) )

2' =-[3 Configured Servers A | NT AUTHORITN\SYSTEM Modfy ¥ )

sl H .

< -8} RD85 BUILTIN'Administrators Read and Execute {List folder corte..  [/] )

B2 \\RDE5\ADMING BUILTIN\Users Read ¥ )

-l \\RD854Bulk Creation VOYAGER \adminuser1 Write ¥ )

- DasCeE VOYAGER adminuser2 Special pemissions

- D25\Contents VOYAGER adminuser3 Traverse Folder/Execute File |7 |—

G- \\RDE5\DS VSSLAB\adminuser3 List Folder/Read Data ¥ [

(-2 \\RDB5\DocKIT 365 Migrstor | Accounts:(Advanced Permissions) Read Attibutes ™ ]

[ \WRD85\DocKIT v3.0 Account Name ACE Type  Inherted * Read Bdended Attributes |7 |—

B \\RDES\Sample NT AUTHORITTSY... Allow No Create Files/Wrtts Data v O

-t WWRDA5\test sample BUILTIN'Administrators Allow No Create Folders/Append Data |7 |—

= BUILTIN'Administrators Allow No Wite Atributes 2 O

G-(=d \\RDE5\Users BUILTIN'sers Allow No Wiits Btended Attibutes 2 O

E]--- RD40 BUILTIN ssrs Alow No Delete Subfolders and Files ] ]
D"f? Local Drives VOYAGER adminuserl Allow No Delete F |—
(- 5can Profiles (Computers) VOYAGER \adminuser?  Allow Mo Read Pemissions ™ O
; computer profile T ) 3 No Change Pemmissions |— |— W
Add new profile \admi
VSSLAB\adminuser3  Allow No ¥ | Mpplyorto:  This folder, subfolders and file
=~ Scan Profiles (Shares) _
Share profile Current owner: VOYAGER\adminuser3 Apply these permissions to objects and/or
P Allow Inherited permissions from the parent containers within this container only.
! “WRDE5\Contents W to propagate to this object.

You may also verify the inheritance frc
current object by wusing the option "AlIl ow
this object?". I f this option is tchtea kteldi ¢ ha
has been all owed, otherwise if unchecked, |

odPodH | 26 (2 SYydzYSN) GS
K

Th8ecurityfv¥anewee all ows many options to e
entire networ k. You can also enumerate and

Security
Viewer
Cl icar. button.
The Security Viewer window wil/| be displ ay:
enumerate the shared fHlders/files in the |
T Configured Servers
T Local Dri ves
T Scan Profiles(Computers)
T Scan Profiles(Shares)
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ol Security Viewer [ = |[=]
E Share\Folder path : Accounts:(Basic Permissions) Permissions Allow Deny
hi}
% @Refrezh
ol
=
sl
=T
Acc {Advanced Permissions)
Account Name ACE Type Inherited
computer profile
Add new profile
- Scan Profiles (Shares)
Share profile
Add new profile
Curment owner:
Allow Inherited permissions from the parent
to propagate to this object.
ExpaQanfi gur edanSde rfveelrlsow t he steps bel ow.
1T Expand one or more servers to enumerate
T Select a shared folder/file path.
ol Security Viewer [ = |[=]
[ Share\Folder path : Accounts:(Basic Permissions) Permissions Allow Deny
hi}
2 | @reren o D @
ﬁ' =-[3 Configured Servers A | NT AUTHORITN\SYSTEM Modfy ) )
E L RD25 BUILTIN"Administrators Read and Execute (List folder conterts) |— |—
&£ \\RDBS\ADMINS BUILTIN'Users Read al al
5 \\RD85\Bulk Creation VOYAGER \adminuser1 Wiite ) )
- WRDERCS VOYAGER adminuser2 Special pemissions |—
- \WRDE5\Cortents VOYAGER adminuser3
-l WWRDE5\DS WS5LAB adminuser3
[t WWRDB5\DocKIT 365 Migrator Acc [Adh ed Permissions)
[~ \\RDB5\DocKIT v3.0 Account Name ACEType Inherted
iz \\RD85\Sample NT AUTHORITY \ut... Allow No
- = \\RDBS\test sampls NT AUTHORITY \ut... Allow No
- \\RDB5\Test shars NT AUTHORITY\SY... Allow No
- \\RDESUsers NT AUTHORITY\SY... Allow No
-8} RD40 BUILTIN\Admiristrators Allow No
- Local Drives BUILTIN\Admiristrators Allow No
- 5can Profiles (Computers) BUILTIN\Users Allow No
computer profile BUILTINUsers Allow No
Add new profile VOYAGER \admiruser! Allow No v
- Scan Profiles (Shares)
= Curmrent owner: VOYAGER \adminuser3
= )
. Share profle Allow Inherited permissions from the parent
Add new profile W to propagate to this object.
Ex p alnac a | Bmidvdol | ow the steps bel ow.
T Expand and traverse one or more directao
T Select a directory or subfolder/file pa
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ol Security Viewer [ = |[=]

E Share\Folder path : Accounts:(Basic Permissions) Permissions Allow Deny
8 | e G a[

2' =-[3 Configured Servers A | NT AUTHORITN\SYSTEM Modfy ) )

3 -8 RD85 NT AUTHORITY \Authenticated Users Read and Execute (List folder conterts) O O

58 RD40 BUILTINUsers Read ) )
£-y! Local Drives Write & &
- AN Special pemissions |—
- T\
B--egw DA
@-3 ADCT Acc (Advanced Permissions)
(-] All Setup Account Name ACEType  Inherited
&[] ARKAD BUILTIN'Administrators  Allow Yes
&[] ARKES(setup) BUILTIN\Administrators  Allow Yes
&[] ARKWE NT AUTHORIT\SYS...  Allow Yes
&-(1] bin NT AUTHORITNSYS...  Allow Yes
(1] Bulk Creation NT AUTHORITY \Auth...  Allow Yes
&[] Deme NT AUTHORITY \Auth..  Allow Yes
(1] DocKIT 365 Migrator BUILTIN'sers Allow Yes
&-(1] DecKITva.0 BUILTIN\Users Alow Yes
-] dockit365
(3 DockITsx Cument owner: VSSLAB \adminuser1
@-( Download v Allow Inherited permissions from the parent
< > to propagate to this object.

ExpaSidan Profilesaf€omplut ewsf) he steps bel ow
1T Expand one or more servers to enumerate
T Select a shared folder/file path.
1T CliAddkdd new IpromK it@ configure a new Scan

ol Security Viewer [ = |[=]

F Share\Folder path : Accounts:{Basic Permissions) Permissions Allow Deny

8 | Qe G o B

g' 2 Local Drives ~ | NT AUTHORITY\SYSTEM Modfy ) )

E - Scan Profiles (Computers) BUILTIN Administrators Read and Execute (List folder contents) l_ l_

BUILTIN\Users Read [ [
Write |— |—
E|--- RDE5 Special permissions l_
(- \\RDBS\ADMINS
E \\RD85\Bulk Creation
(- \\RDBS5\CS Acc {Advanced Permissions)
E]l:; “RD85\Contents Account Name ACE Type Inherited
- \\ADB5\DS NT AUTHORITY\Auth...  Allow No
- \\ADB5\DocKIT 365 || T AUTHORITY\Auth... Allow No
- \\ADBE\DocKIT VA0 | NT AUTHORITY\SYS... Allow No
- \\RDB5\Sample NT AUTHORITY\SYS...  Allow No
- \\ADBStest sample | UL TIN\Admimistrators  Alow No
- \\RDB5\Test share BUILTIN\Admiristrators  Allow No
- \\RDB5\Users BUILTIN\Users Hlow No
Add new profile BUILTIN\Users Allow No
Current owner: VSSLAB \adminuser3
Add new orofie v Allow Inherited permissions from the parent
< > Y to propagate to this object.
ExpaSadan Profilesd(Sbhrew)the steps bel ow.

T Expa
1T Sel e

n d
ct

shares
a

pr
shared

enumer ate it

e pat h.

S
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T Cl iAdkd new IprmKit®e configure a new Scan
ol Security Viewer [=|[= ][ =]
F Share\Folder path : Accounts:(Basic Permissions) Permissions Allow Deny
= || @reresn vssirBaamnsers |[FIe B O
ﬁ' BB DE5\CS | BUILTIN'Administrators Modfy ) )
E @ \ NT AUTHORITY\SYSTEM Read and Execute (List folder conterts) |7 |—

oE NT AUTHORITY \Authenticated Users Read ] (]
G- \\RD25\DocKIT 365 Migrator | BUILTIN\Users Wite &l &l
[ D85\DocKIT v3.0 Special pemissions [ [
- AMRDB5Sample
BB D85'test sample
[H- ARD85Test share Acc [Ad ed Permissi
- \\RD85\Users Accourt Name ACE Type Inherited
D'" RD40 VS5LAB adminuser3 Allow Mo
-, Local Drives BUILTIN\Admiristrators  Allow Yes
Scan Profiles (Computers) BUILTIN\Admiristrators  Allow Yes
computer profile NT AUTHORITY\SYS...  Allow Yes
-~ Add new profie NT AUTHORITY\SYS...  Allow Yes
Scan Profiles (Shares) NT AUTHORITY\Auth...  Allow Yes
Share profile NT AUTHORITY\Auth...  Allow Yes
i \\RDB5\Corterts BUILTIN\Users Hlow Yes
"RDE5\Sample BUILTIN\Users Allow Yes
\RDE5test sampls Cument owner: VSSLAB \adminuser1
- &dd new profile Allow Inherited pemmissions from the parent
vl ¥t propagate to this object.

o dn

(ARG

a

0 2 dzil

odbn Pdbm !

The Power Search feature |l ets you perform
Permi ssions on Files and Folders. You may
standard permissions and Advanced (spenéeatl
have these permissions on which folders an
reuse them | ater Here are some examples of
1.Search on who has Full Control on whi ch
2.Select a set of accounts and determine
control access.
3.Determine which accounts have modify or

folder s.

t 26 SNI { S| NJ

t 26 SN { SI NDK
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4. Determine what type of permissions memb
specific folders and files.
5.Determine where Inheritance from Parent

6. Determine Accounts for which folders ha

obPndH | 296 (2 OASSG t26S]
651 /[0 wSLIX2NIa&aKk

i<
Power
Search -

Permissions (DACL)
Exceptions (DACL)
Permissions (SACL)

. Saved Search
Cl ianr EVEd oeare button under Power Search.

The Power Search window willlbe displayed
Step 1: Select Shared Folder (s)/ Files

To configure serversCloirclshtagrea tfmladkd sséichd
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Power Search Wizard - Permissions {(DACL)

Step 1 of 4: Select Shared Folder(s) / Files

Use the link "Click here to add server or shared folder' to add the name of the server or specific share

folders. This will bring up a3 dialog to input servers and shares in several different ways. After selecting the [
list of servers and/or shared folders, click the Edit Options button available for each entry to modify the

default properties such as setting folder levels for scanning each folder.

Server/Shared folder path Include sub-folders Folder level Folder options Remove

Click here to add server or shared folder

WRD4MWAccounts True All Edit... Remove

WRD4Mhcontent True All Edit... Remove

WRD40\Demo True Al Edit... Remove

Do not display files that have the same permissions as the parent folder Set Search Pattern

[[] Include files present inside folders

Mext Cancel

Fol ders that have identical permi ssions as
parent"”™ in User Name and/or Security field:
with identical permi ssions as Dbenpardnspf
have same permissionsopsitome ghisntoptolodemw
identical permissions as the parent folder
Note The " Do not display files that have sa

be enabled by default

NTFS Security Auditor deffadldtesr st auw ndoean i rgg
you want to change the folder traversal ani
against each entry.
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Folder Levels

Folder Levels
(®) Include all subfolders () Select subfalder level
1 3
1 F
1
[ Apply this setting to all folders in list DK Cancel
You c¢ an lcnhcol ousdee -f all IdeS &sb e ¢ tf od wbe ro p teivoen . I f y

Sel ectf odudleropteiveen, you should specify the |

N -f lod Wdeelr ((ss)) d fn & thteh i ssh aorpetd of

T I'nclude wup
n- fdems swihi ch are upto the sp

to
per mi ssi onfko
T I'nclude only Nftbl tdewes$) of ns ublehissh aorpetd of
permi ssionkolfdems swihi ch are in the spec

T I'nclude folders af-ferdé&lr(syel s hTehfissk aoh
will view permiaslsdeoems wWwhioenh sabe after t
selected folder.

T I'nclude only | eaf nodeTshiisn otphtei osnh awieldl f
the Il ast child (leaf) nodes without aff
1
Us8&et SearclhpPatomentm -fexlcdede tshdt raetfdmede
conditions |ike Folder name starts with, F
with test, Fol der name ends with share.
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Power Search Wizard - Permissions (DACL)

Step 1 of 4: Select Shared Folder(s) / Files
Use the link "Click here to add server or shared folder' to add the name of the server or specific share
folders. This will bring up a3 dialog to input servers and shares in several different ways. After selecting the [
list of servers and/or shared folders, click the Edit Options button available for each entry to modify the

default prc Folder Search Options
m Enter search critera to exclude subfolders | {% i Remove
Click here to
WRD4MAccou  Apply subfolders that start with Apply subfolders that end with Remaove
WRD40'conten :Lnl: :D;' Remove
WRD4DDemo Starts with Pl Ends with ~ Remove

Do not display files that have the same permissions as the parent folder Set Search Pattern

[[] Include files present inside folders

Mext Cancel

Cl iNcekxtto proceed to the next step.

Step 2: Select Access Control Entry Type al

Select ACE Type and permissions to search
[/ folder(s) /[ files(s)
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Power Search Wizard - Permissions {(DACL)

Step 2 of 4: Select Access Control Entry Type and Permissions
Select ACE type and permissions to search in the Access Control List of the selected share(s) / folder(s) /

file(s). IR
ACE Type
Hlow Deny
(@) Show both inherited and explicitly assigned () Show inherted only () Show explicit onfy
Permissions
() Basic Pemissions (®) Special Permissions
[ ] Traverse Folder / Execute File ~
--[ ] List Folder / Read Data
[+ Read Atributes

-[«|Read Extended Atributes

[ |Create Files / Write Data

[ |Create Folders / Append Data

-] Write Attributes

[ ]Write Extended Attibutes

-] Delete Subfolders and Files

-] Delete

[ ]Read Pemissions

[ JChange Pemissions v

[ Show exact match Foldersfiles that have exactly these permissions)

Back Mext Cancel

Step 3: Configure User/ GrbHlup Account (s) (O]

You may select one of the account selectiol

1T Specific Acc®SeheciTypesr and/ or group, f
search.

T Specific Aoccwomif$gure user /[/Clgircoku ph earcec
or group lamkaunt s
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Power Search Wizard - Permissions {(DACL)
Step 3 of 4: Configure User{Group Account(s) {Optional)

This step is optional. Click 'Click here to add user or group accounts' option to add the user / group
accounts to report their permissions on files/folders.

TN
() Specific Account Types
(@) Specific Accounts
Account Name Account Type Remove
Click here to add user or group accounts
vovageradminuseri Remove
voyageradminuser? Remove
voyageradminuserd Remove
Back Mext Cancel

T CI iNcekxtto proceed to the Next step.

Step 4: Sallle Search

Enter a name and délscription for search.
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Power Search Wizard - Permissions {(DACL)

Step 4 of 4: Save Search

Enter 3 name and description for the search.
iy

Search Name: Users who can modify]

Search Description:

Back Finish Cancel

Cl iFciknit oh gener ate the @plbwer search report

After the data collection process is compl
as shown bel ow:

o Power Search Reports - Users who can modify EI@
|Gy Refresh | ;3 Export ':"clcl_-"RemU-,’E columns | 5 E-mail Find .2
Search Details
Search Name: | Users who can modify Search Seftings Merge similar data
Generated on: 30 Jun, 2016 11:14:23 AM Status: Success
Full Path an\tierfﬂle Object Type Enal:_:ln:/File Permissions éﬁ?ﬁenif'rwa Inherited Owner User/Group Name
\\RD40\Accounts | \\RD40V\Accounts | Folder Accounts Full Contral Allow Yes VOYAGER\adminuserl | VOYAGER\adminuserl

VOYAGER\adminuser2
VOYAGER\adminuser3
VRD40\CONTENT | \\RD4O\CONTENT | Folder CONTENT Full Control Allow No VOYAGER\adminuser? | VOYAGER\adminuserl
VOYAGER\adminuser2
VOYAGER\adminuser3
VIRD40\Demo WRD40\Demo Folder Demo Full Control Allow No VOYAGER\Administrate VOYAGER\adminuserl
VOYAGER\adminuser2
VIRD40\Demo'\Doct \\RO40\Demo\Dodl Folder Contents Full Control Allow Yes VOYAGER\Administrato VOYAGER\adminuserl
VOYAGER\adminuser2

VIRD40\Demo'Ham \\RD40\Demo Folder HamiltonBeach | Full Control Allow No VOYAGER\Administrato VOYAGER\adminuserl
VOYAGER\adminuser2

\\RD40\DemalSPLiE \\RD40\Demo\SPLI! Folder Batch Full Cantral Allow Yes VOYAGER\Administrate| VOYAGER\adminuserl
< >
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Power
Search -

Permissions (DACL)
Exceptions (DACL)
Permissions (SACL)

Cl igr  ~avedSearch button under Power Search.
The Power Search window willllbe displayed .
Step 1: Select Shared Folder(s)/Files

To configure serversCloirclshtagrea tfmladkd sséichd

Power Search Wizard - Search for Exceptions (DACL)

Step 1 of 4: Select Shared Folder(s) / Files
Use the link 'Click here to add server or shared folder' to add the name of the server or specific share
folders. This will bring up a dialog to input servers and shares in several different ways. After selecting the IR
list of servers andfor shared folders, click the Edit Options button available for each entry to modify the
default properties such as setting folder levels for scanning each folder.

Server/Shared folder path Include sub-folders Folder level Folder options Remove
Click here to add server or shared folder
WRD4MWAccounts True All Edit... Remaove
WRO4Mhcontent True All Edit... Remaove
WRD4WDemo True All Edit... Remaove
Do not display files that have the same permissions as the parent folder Set Search Pattern

[] Include files present inside folders

Mext Cancel
Fol ders that have identical permi ssions as
parent" in User Name and/ or Security field:
with identical permi ssions as Dbenpardnspf
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have same permi ssionsops$itome ghisentopt odloche w
identical permi ssions as the parent folder.

NoteThe "Do not display files that have sa
be enabled by default.

NTFS Security Auditor deffadldtes st au ndoean i rgg
you want to change the folder traversal ani
against each entry.

Folder Levels

Folder Levels
(® Include all subfolders () Select subfolder level
1 =
1 o
1 =
[ Apply this setting to all folders in list oK, Cancel
You c¢ an lcnhcol ousdee -f all IdeeS &sb e ¢ tf od wke ro p teivoen . I f y

Sel ectf odudleropteiveen, you should specify the |

T I'nclude upto N-flodwWelr((ss)) dfn 4 hteh issh aorpetd of
permi ssionkolfdems swihi ch are upto the sp

T I'nclude only Nfbl dewes$) of ns ublehissh aorpetd of
permi ssionksoffdems swihi ch are in the spec

T I'nclude folders af-ferdé&lr ( 8yel f s) hTehfissk aoh
will view permiclsiems Whioemh saabe after t
selected folder.

T I'nclude o

nly | eaf nodelshiisn otphtei osnh awieldl f
the last child (leaf) nodes without aff

Us&et SearchpPatonmetm -fexlcdeade tshbédt mMaetfdmede
conditions |ike Folder name starts with, F
with test, Fol der name ends with share.
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Power Search Wizard - Search for Exceptions (DACL)

Step 1 of 4: Select Shared Folder(s) / Files
Use the link "Click here to add server or shared folder' to add the name of the server or specific share

folders. This will bring up a3 dialog to input servers and shares in several different ways. After selecting the [

list of servers and/or shared folders, click the Edit Options button available for each entry to modify the

default prc .

P Folder Search Options
Server/Share Enter search criteria to exclude subfolders | .";"-. 3 Remove
R

Click here to
WRD4MAccou  Apply subfolders that start with Apply sub{olders that end with Remave
WRDE4Mconten :Lnl: :D;' Remove

WRD40DEMS | Siats with

.

Ends with P Bemove

Do not display files that have the same permissions as the parent folder Set Search Pattern

[[] Include files present inside folders

Mext Cancel

Cl iNcekxtto proceed to the next step.

Step 2: Search for ACLs that do not have t

Select ACE Type and permissions. Search f o1
The search results wildl contain only those
permi ssions.
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Power Search Wizard - Search for Exceptions (DACL)

Step 2 of 4: Search for ACLs that do not have the following permissions
Select ACE Type and Permissions. Search for folders/files not having these permissions. The search results wil

contain only those folders/files that do not have the selected permissions. L™
ACE Type
Allow Deny

() Showinherted only () Show explicit only  (®) Show inherited or explicit () Show ACLs with both inherited and explicit
Show foldersMiles that do not have these permissions

(®) Basic Pemissions () Special Pemissions

P Full Corttrol

Modify

["]Read and Execute (List Folder Cortents)

["]Read Write and Execute

-] Traverse Folder / Execute File
-.[ ] List Folder / Read Data

--[ ] Read Attributes

-] Read BExtended Attributes
-[_]Create Files / Write Data

[ |Create Folders / Append Data
-] Write Attributes

-.[_|Write Extended Attributes
-.[ ] Delete Subfolders and Files
-] Delete

-[_]Read Pemissions

-.[ ]Change Permissions

[ Take Ownership
[] Show foldersfiles only if all the above pemissions are not present
| Back | | Mext | | Cancel
Step 3: Search for ACLs that doldlnot have t|
To configure user /[/Clgircoku ph earcec otuon tasd d, ucd enrk ko
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Power Search Wizard - Search for Exceptions (DACL)

Step 3 of 4: Search for ACLs that do not have the following accounts (Optional)
Select Accounts and search for folders/files not having these accounts. The search results wil contain onby

ACLs of those folders/files that do not have the selected accounts. [
Account Name Account Type Remove
Click here to add user or group accounts
voyageriadminuserl Remove
voyageriadminuser2 Remove

|:| Show folders/files only if all the above accounts are not present

Back Mext Cancel

T CI iNcekxtto proceed to the Next step.

Step 4: Sallle Search
Enter a name and délscription for search.
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Power Search Wizard - Search for Exceptions (DACL)

Step 4 of 4: Save Search

Enter 3 name and description for the search.
iy

Search Name: Users who can modify]

Search Description:

Back Finish Cancel

Cl iFciknit oh gener ate the @plbwer search report

After the data collection process is compl
as shown bel ow:

o Power Search Reports - Users who can modify EI@
|Gy Refresh | ;3 Export ':"clcl_-"RemU-,’E columns | 5 E-mail Find .2
Search Details
Search Name: | Users who can modify Search Seftings Merge similar data
Generated on: 30 Jun, 2016 11:14:23 AM Status: Success
Full Path an\tierfﬂle Object Type Enal:_:ln:/File Permissions éﬁ?ﬁenif'rwa Inherited Owner User/Group Name
\\RD40\Accounts | \\RD40V\Accounts | Folder Accounts Full Contral Allow Yes VOYAGER\adminuserl | VOYAGER\adminuserl

VOYAGER\adminuser2
VOYAGER\adminuser3
VRD40\CONTENT | \\RD4O\CONTENT | Folder CONTENT Full Control Allow No VOYAGER\adminuser? | VOYAGER\adminuserl
VOYAGER\adminuser2
VOYAGER\adminuser3
VIRD40\Demo WRD40\Demo Folder Demo Full Control Allow No VOYAGER\Administrate VOYAGER\adminuserl
VOYAGER\adminuser2
VIRD40\Demo'\Doct \\RO40\Demo\Dodl Folder Contents Full Control Allow Yes VOYAGER\Administrato VOYAGER\adminuserl
VOYAGER\adminuser2

VIRD40\Demo'Ham \\RD40\Demo Folder HamiltonBeach | Full Control Allow No VOYAGER\Administrato VOYAGER\adminuserl
VOYAGER\adminuser2

\\RD40\DemalSPLiE \\RD40\Demo\SPLI! Folder Batch Full Cantral Allow Yes VOYAGER\Administrate| VOYAGER\adminuserl
< >
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Power
Search =

Permissions {DACL)
Exceptions (DACL)

Permissions (SACL)
Cl igpn  SavedSearch button under Power Search.
The Power Search window wil!/| be displayed .

L
Step 1: Select Shared Folder (s)/ Files

To configure serversCloirclshtagrea tfmladkd sséichd

Power Search Wizard - Permissions (SACL)

Step 1 of 4: Select Shared Folder(s) / Files

Use the link 'Click here to add server or shared folder' to add the name of the server or specific share

folders. This will bring up 3 dialog to input servers and shares in several different ways. After selecting the [
list of servers and/or shared folders, click the Edit Options button available for each entry to modify the

default properties such as setting folder levels for scanning each folder.

Server/Shared folder path Include sub-folders Folder level Folder options Remove

Click here to add server or shared folder

WROMMAccounts True All Edit... Remove

WRO4Mcontent True All Edit... Remove

WRD4MDemo True All Edit... Remaove

Do not display files that have the same permissions as the parent folder Set Search Pattern

[] Include files present inside folders

Mext Cancel

Folders that have identical permi ssions as
parent"” in User Name and/ or Security field
with identical permi ssions as Dbhenpardnspf
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have same permissionsops$itohme ghientoptolodem
identical permi ssions as the parent folder

Note The "Do not display files that have sa
be enabled by default.

NTFS Security Auditor deffadldtesr st aw ndeean mi mgg
you want to change the folder traversal an
against each entry.

Folder Levels

Folder Levels
(® Include all subfolders () Select subfolder level

1 3

1 =

1 =
[ Apply this setting to all folders in list oK Cancel
You c an lcnhcol ousdee -f all ldee® esb e ¢ tf od wlbe ro piteivoen. | f vy

Sel ectf oduwberopiteivoen, you should specify the 1

T I'nclude upto N-flodwWelr((s)) dfn & thteh issh aorpetd of
permi ssionkofdems swhi ch are upto the sp

T I'nclude only Nfbl dewes$) of ns ublehissh aorpetd of
permi ssionkofdems swihhi ch are in the spec

T I'nclude folders af-ferdé&lr ( 8yel f s) hTehfissk aoh
will view permieselsdeoems Wwhioenh sabe after t
selected folder.

T I'nclude o

nly | eaf nodeTshiisn otphtei osnh awieldl f
the Il ast child (leaf) nodes without aff

Us &et SearchpPatonetm fexlcdande thbqt maetfdmede
conditions | ike Folder name starts with, F
with test.
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Power Search Wizard - Permissions (SACL)

Step 1 of 4: Select Shared Folder(s) / Files
Use the link "Click here to add server or shared folder' to add the name of the server or specific share

folders. This will bring up a3 dialog to input servers and shares in several different ways. After selecting the [
list of servers and/or shared folders, click the Edit Options button available for each entry to modify the
default prc .
P Folder Search Options
Server/Share  Cnter search critera to exclude subfolders | .";"-. :  Remove
R
Click here to
WRD4MAccou  Apply subfolders that start with Apply sub{olders that end with Remave
WRDE4Mconten :Lnl: :D;' Remove
WRD4MDemo Starts with X Ends with .4 Remove
oK Cancel

Do not display files that have the same permissions as the parent folder Set Search Pattern

[[] Include files present inside folders

Mext Cancel

L

Cl iNcektto proceed to the next step.

ect Audit Type and Permi ssions:

Step 2: Sel
Type and permissions to searc

Select Audit
/ folder(s) [/ files(s)
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Power Search Wizard - Permissions (SACL)

Step 2 of 4: Select Audit Type and Permissions
Select Audit type and permissions to search in the Audit Control List of the selected share(s) / folder(s) /

fila(s). s
Audit Type
Success Faiure [ | Both Success and Failure
(®) Show both inherited and explicitly assigned () Show inherted only () Show explicit only
Pemissions
-] Full Contral -

-] Traverse Folder / Execute File
[ List Folder / Read Data

[ | Read Attributes

[ | Read BExtended Attributes
-[_]|Create Files / Write Data

[ |Create Folders / Append Data
[ Write Attributes

-.[_|Write Extended Attributes
-[ ] Delete Subfolders and Files
-] Delete

[ | Read Pemissions

[ 1Channe Pemissinns

[] Show exact match folders/files that have exactly these pemissions)

Step 3: Select Usell/ Group Account (s)

onfigure wuser /Clgircoku ph earcec otuon tasd d, ucsl

nk.
e selected users will be adfied to th

T CIl iNektto proceed to the Next step.
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Power Search Wizard - Permissions (SACL)

Step 3 of 4: Configure User/Group Account(s) (Optional)
This step is optional. Click "Click here to add user or group accounts' option to add the user / group

accounts to report their permissions on files/folders. Iig
Account Name Account Type Remove
Click here to add user or group accounts
voyvageriadminuser Remove
voyvageriadminuser2 Remove
voyageriadminuser3 Bemove
Back Mext Cancel
Step 4: Save Search

Enter a name and délbcription for search.
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Power Search Wizard - Permissions (SACL)

Step 4 of 4: Save Search

Enter a name and description for the search.
<

Search MName: Test for Auditing|

Search Description:

Back Finish Cancel

Cl iFciknit ©h gener ate the @plbwer search report

After the data collection process is compl
as shown bel ow:

a Power Search Reports - Test for Auditing [= ==
& Refresh |3 Export Etlc\_-F‘\r:mo'.'r: columns =|;$Efmall Find =
Search Details

Search Name : Test for Auditing Search Settings Menge similar data
Generated on: 30 Jun, 2016 11:59:12 AM Status: Success

A
Full Path ;;Itierfﬁle Object Type Ejal:_jnzmlﬁ Pemigsions %S:SS Caied Inherted Owner
VWRD40\Accounts | WWRD40VAccounts | Folder Accounts Create Files / Write Data Success No VOYAGER\adminuseri

Create Folders / Append Data
Write Attributes

Write Bxtended Attributes
Delete Subfolders and Files
Delete

Change Permissions

VWRD40\Dema W\RD40\Demo Folder Demo Create Files / Write Data Success No VOYAGER\Administrator
Create Folders / Append Data
Write Attributes
Write Extended Attributes
Delete Subfolders and Files
Delete
Change Permissions
Take Ownership
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odndp | 24 2

Power
Search =

Permissions (DACL)
Exceptions (DACL)
Permissions (SACL)

) Saved Search
Cliar to [ aunch

the |list of search(s) that

the saved

were saved

-

Poweer Search Repaorts

==

Thiz window shoves the ligt of zaved Power Search reportz. Select a saved zearch repart from

the list of zaved searches to proceed. Click Edit to edit the zearch zettings, Delete to delete

the zearch, Fun to generate the search repart, Wiew Details to view the search settings s
FLIMMNAN,,

=

Search Hame Search Dezcrption

Uzers who can maodify

1 ] [ 3
Edit ] [ Bun ] [ LDelete ] [Hiew Details] [ Cloze
The saved search window allows yoll to perfc
T Create a new search
f Run an existing search
1T Edit an existing search
1T Delete a search
T Preview the settings of a search

Create a

new Ssearch

1. To create a

appear on the screen.

n Blwwsd aromh i ol itchke wi ndow.

Yyl 3S

sear ch(
over

Th

t 2



D

2.Foll ow the stehoeswatso oaurnndadtne da imower sea

Run an existing search

1. To Run an exi stRiumgtsear dm dlhieckwi ndow. T

window will appear on the screen and th
collection is finished.

2. During edit operation you can modify th
the type of the Scan Profile.

Edit an existing search

1. To edit an exi Etbongteoearohtbdlki swkndow. T
will appear on the screen which will al
2.During edit operation you can modify th
name of the search.
Del ete a search
To del ete a search, select the skal @thd yonw. w
selected search will be deleted permanent]ly

Preview the settings of a search

To preview the settings of a savediswabDéohali
The settings will be displayed in a window

l ¢cGRUW N[ EWEWHz2I Rq! W~¢UcNGWIUqLEe
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Power Search Reports @

This window shows the list of saved Power Search reports. Select a saved search report from Q
the list of saved searches to proceed. click Edit to edit the search settings, Delste to delete ey
the search, Run to generate the search report, View Details to view the seanch settings
summary.

Seanch Mame Search Description

| User Access Check

Search Hame: User Access Check

Selected shares/ folders/files:

--> \\RD10WMEW TEST FOLDER

--> \\RD10A\MEW TEST FOLDER SHARE
--= \\RD10YMtfs test folder permissions
--= \\RO10\Test folder permissions

Access Control Type:
--= Allows
--= Deny

Basic Permissions: | View Details | [ Close
- Road and Fvarita 1 ict Faldar mnntants’

odp [/ 2YLI NB !/ [ &

odPpdm ! 62dzi / 2YLI NB ! /|

Compare ACLs allows you to compare al/|l i nhi
folders. Select any one of the option to c¢
1T Compare ACLs of folders
T Compare ACLs of a folder with exported

odPpPdPH | 26 G2 O2YLI NB

ThiCompar e fAeCaltsur es all ows you want to comps
permissions on two different shared fol der:
named-foullers that are common to the specif

- —
L -
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«l

Compare
ACLs
Cl icar. button
The Compare ACLs window willllbe displayed

Step 1: Select an option to compare ACLs

Cornpare ACLs Wizard @

Step 1 of 2: Select an option to compare ACLs

@ Compare ACLs of folders )

Compare ACLs of a folder with exported ACL data of another folder ﬁ

Mext I I Cancel
Cl iNcektto proceed to the Next step.
Step 2: Select shared folder(s)
Select a Baseline reference folder alldd a
[ Compare ACLs Wizard @

Step 2 of 2: Select shared folder(s).

Select a baseline reference folder and a folder to compare using browse button. Click Set sub<folder levels to set the
levels of subfolder(s)to read ACLs from.

Folder to compare: Browse

Baseline reference Folder: Browse
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CIiLEEﬁJto select Baseline reference folder
ACL s.

-

Compare ACLs Wizard

Step 2 of 2: Select shared folder(s).

Select a baseline reference folder and a folder to compare using browse button. Click Set subfolder levels to set the
levels of subfolder(s)to read ACLs from.

(=Sl

Baseline reference Folder: “\RD10"NEW TEST FOLDER Browse

Folder to compare: ““RD 10" TestShareFolder Browse

| aovee |
==

Indude sub-folders

[ Set sub-folder levels l

[] Exdude inherited permissions

Back II Finish H Cancel I

T I'ncludeokd®hss option will map and &onmhp

that are common to thellspecified shared

T Exclude inheritdd#higpeomit $o®inomws | excl ude
the specifiedllshared folders

T Us&et -Babder opéevelhsto set -ftoHaelrdwel &

i

Folder Levels @

Folder Levels
Compare upto |1 : level of sub-folder(s) in the shared folder
Compare only |1 : level of sub-folder(s) in the shared folder
Compare folders after |1 " level of sub-folder(s) in the shared folder

Compare only leaf nodes in the shared folder

[ oK H Cancel ‘

oo f

T Compare upto N Hfevdletgrs)of nsuahBhish ao ptdi
take specified sHatddrsowthecd af esulpto
compare ACLs onlyfbhdsesesnamatd sub commo
folders

T Compare only Nt-fholleder(s) fi rsutbh®Bhisdh ao ptdi
specified shartdl et dewbi oh saué in the
compare ACLs only-fohdsesnamatd saub commo
fol ders.

T Compare folders aftfeal dNed@Eewv)eli(rs)t REh issud
option wi-ilel deake® whibch are after the nt
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folders and compare ACHo|ldrelry tthagse amaen
specified shared folders.

T Compare only |l eaf nodesTHins tdpt isdrarweidl If
nodes of specified shared folders -hAodde
that are common to the specified shared

Cl iFciknitosh generate compare ACLs report

Compare ACLs E@
Refresh | |:=) Export | [l E-mail Find p
Baseline reference Folder: \RD10\NEW TEST FOLDER
Folder to compare: “\RD10"TestShareFolder
Generated on:8/20/2014 7:17:08 PM Status: Success
Folder Path Sub-Folders User Name Pemissions Access Type  Inherted  Apply To Change Type o
WRD10WEW TEST FOLDER | NEW TEST FOLDE PHOENIX\adminuser4 | Full Control Allow Mo This folder. subfolders and fil
PHOENIXisam Read,Write and Execute Allow No This folder, subfolders and fi E
PHOENIXtest Modify Allow Mo This folder, subfolders and fil Modified [Permissions]
PHOENIXTest group  Read and Execute (List Folder C Allow No This folder, subfolders and fi
PHOENIX{Testgoupes Tn—.!vgn_it_a Fu|£|er f_gn?ume File | Allow Mo This folder. subfolders and fil
PHOENIX\adminuser3 | Modify Allow No This folder, subfolders and fi Modified [Permissions]
WRD10MTestShareF older TestShareFolder | PHOENIX\TestGroup2  Read and Execute (List Folder C Allow Mo This folder, subfolders and fil
PHOENIX TestGroupd I_Jst F?Iderj _Raad Data Allow No This folder, subfolders and fi
PHOENIXtest Read and Execute (List Folder C Allow Mo This folder. subfolders and fil Modified [Permissions]
PHOENIX\Domain User Read and Execute (List Folder C Allow No This folder and files
PHOENIX:adminuser3 | Full Control Allow Na This folder, subfolders and fil Medified [Permissions]
PHOEMN[X'adminuser] | List Folder / Read DataChang... | Allow No This folder, subfolders and...
WRD10\NEW TEST FOLDER\fo| folder PHOEN[X\Testgoupes  Traverse Folder [ Execute File... | Alow ‘fes This folder, subfolders and...
PHOENIX\adminuserd | Full Control Allow Yes This folder, subfolders and fil
PHOENIXisam Read,Write and Execute Allow Yes This folder, subfalders and fi
PHOENIXtest Full Control Allow Mo This folder, subfolders and fil Modified [Permissions], [Inhe
" e T . T ITEr L SR

odpPdo 26 (2 O2YLI NB !,
SELRNIGSR '/ [ RFEGIE 2F |

-

ThiCompar e fACltsures all ows you to find diffe
and the current ACLs of a shared folder. Tt
subol ders that are common to the selected
r eopr t

«

Compare
Cl ican. T button
The Compare ACLs window willllbe displayed
Step 1: Select an option to compare ACLs
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Cornpare ACLs Wizard @

Step 1 of 2: Select an option to compare ACLs

Compare ACLs of folders ()

@ Compare ACLs of a folder with exported ACL data of another folder llj

Mext | | Cancel
Cl iNcektto proceed to the Next step.
Step 2: Select shared folder and exported
the fHuwilpter mi ssions reports.
[ Cormpare ACLs Wizard @

Step 2 of 2: Select shared folder and exported file. The exported file must be from any one of the
built-in permissions reports.
Select the shared folder and exported file using browse button. Click Set sub{older levels to set the levels of subfoldenis)
to read ACLs from.

Baseline reference Folder: Browse

Exported File to compare: Browse llj

Back Cancel

CIiU@EiLo select the shared folder and exp
Not ou may select an export+4a foielrenicfsi @amp a

T List of permissions for folders.

T List of permissions for specific users
T List of permi ssions for files

T List of permissions for specific users
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Cornpare ACLs Wizard

[l

Step 2 of 2: Select shared folder and exported file. The exported file must be from any one of the

built-in permissions reports.

Select the shared folder and exported file using browse button. Click Set subfolder levels to set the levels of subfoldens)

to read ACLs from.

Baseline reference Folder: “\RD10"MEW TEST FOLDER Browse

Exported File to compare: jement SuitehE ¥porth.2015-12-30 10.35.02\List of permizzions for folders HTML | Browse .lj

| Indude sub-folders

| Set sub-folder levels |

Exdude inherited permissions

Back || Finish || Cancel |

T I'ncludktokd®hss option wil!/ map and comp

folders that are common to the selected
report

T Exclude

inheritdg@dippeomit
the selected shared fol

$ ®inows 1 | excl ude
der HIhd exported

T Us&et -Babder tloeveltst he-flodwWelrd sgf toulr ea

e

Folder Levels

Folder Levels
Compare upto |1

Compare onby |1

Compare folders after 1

Compare only leaf nodes in the shared folder

-

=

level of sub-folder(s) in the shared folder
level of sub-folder(s) in the shared folder

level of sub-folder(s) in the shared folder

[ Ok ]| Cancel |

T Compare
take sel
and comp
shared f

T Compare
selected
compare
folder a

1T Compare
option w
l evel an
shared f

f
[
d
o]

upto N fevdlfgrs)ofi nsahehsbaopti
ected s Haerlead rfsolwherc ho farsdurhaptea s
are ACLs onfygltdboset hatmedrsubon
ol der and exported shared folde

only Nt-fholl egere(s)fi rsutbh®Bhisd ao etdi

shardaodl fdelrdemwhofchsalbe in the ¢

ACLs onlyfobhdeesnamatt subkb commo

nd exported shared folder repor

| ders aftfeal dNed (ev)eli(rm)t DEh isdud
I take selfotdedrshwhedhf aldes
compare ACLfsolochérnys tthioste araenec
|l der and exported shared fol de
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T Compare only |l eaf nodesTHhHins tdpt isdrarweidl If
shared folder of | asfotderd @hdatpmpade
name -fsalbders that are common to the sel
folder report.
Cl iFciknit ©oh generate comphhre ACLsS report
Compare ACLs
fresh | |55 Export | Il E-mail Find p
Baseline reference Folder: \RD10\NEW TEST FOLDER
Exported File to compare:  Ch\Users\PublichDocuments\Wpapin NTFS Security Management Suite\E:
Generated on:8/21/2014 11:10:53 AM Status: Success
Access i
Folder Path Sub-Folders User Name Permissions Type Inherted  Apply To Change Type
WRD10NEW TEST FOLDER(B) | NEWTEST FOLCER | PHOENDQadminuserd | Full Control Allows No This folder, subfolders and files | Matched E
PHOENIXsam Read,Write and Execute Allow No This folder, subfoldersand files | Matched
PHOENIXtest Modify Allow No This folder, subfolders and files Matched
PHOENIX\Test group Full Control Allow No This folder, subfoldersand files | Modified [Permissions]
PHOENIXTestgoupes | Traverse Folder / Execute File List Fy Allow Ne This folder and subfolders Medified [Apply To]
PHOENIX\adminuser3 Full Contral Allow No This folder, subfoldersand files | Modified [Permissions]
WRD10{NEW TEST FOLDER(C) | NEW TEST FOLCER | PHOENDQadminuserd | Full Control Allows No This folder, subfolders and files | Matched
PHOENIX\Test group Read and Execute (List Folder Contey Allow No This folder, subfoldersand files | Modified [Permissions]
PHOENIX\sam Read Wiite and Execute Allow: No This folder, subfolders and files | Matched
PHOENIXTestgoupes | Traverse Folder/ Execute File List Fo Allow No This folder, subfoldersand files | Modified [ApplyTo]
PHOENDadminuser3 | Modify Allow Ne This folder. subfolders znd files Medified [Permissions]
PHOENIXtest Modify Allow No This folder, subfolcers and files Matched
\\RD10\WEW TEST FOLDER(B) | folder PHOENIXtest Modify Allow Yes This folder, subfolcers and files Matched
PHOENIX Testgoupes | Traverse Folder / Execute File List Fy Allow Yes This folder and subfolders Medified [Apply To]
PHOENIX\Test group Full Control Allow Yes This folder, subfoldersand files | Modified [Inherited],[Permissio
Modify Allow No This folder, subfolders and files | Matched -
4 i, b
I,I N\

-
7
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ENJHz | Rq! WeéadUWI ¢ AR

odbcdPm | 29
wS LJ2 NII &4 K

Security Vulnerabilities

u

pp L

RaqRIJ}
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Security Vulnerabilities Reports provides |
vulnerabilities access permissions assigne:
g’
Security
Vulnerabilities
Cl icacrd. button.
List of Security Vulnerabilities Reports:
L
Report Name Descri
List of all explicit permissions folReport
explic
per mi s
assign
fol der
List of folders with broken inheritiReport
per mi s
for fo
wi th b
i nher.
List of permissions for orphaned ac(Report
per mi s
for or
accoun
fol der
List of permissions for disabled us«(Repor
per mi s
for di
user
accoun
fol der
List of permissions for having destiReport
users
groups
having
destru
access
per mi s
(Full
Del et e
on f ol


explicit-permissions-on-folders.htm
broken-inheritance-on-folders.htm
orphaned-accounts-on-folders.htm
disabled-user-accounts-on-folders.htm
destructive-permissions-on-folders.htm

¢! ¢cGRUW N[ EWEWNHz2! Ra! W~¢Uc¢nNWGWUqLWEe

List of folders that have Deny per miReport
Deny
per mis
assign
folder

List of user accounts that have indiReport
me mber ship user
accou
t hat
indir
acces
per mi
on fo
becau
any n
group
me mber

O nuw —un n © I S

List of Effective access for specifiReport
effect
per mi s
of a s
user/ g
accoun
fol der

List of folders that have permissiollReport
fol der
have
r
r

per mi s
f o t h
"Every

group.

List of folders that have different Report
fol der
files
have
di ffer
per mi s
from p
fol der



deny-permissions-on-folders.htm
nested-group-permissions-on-folders.htm
nested-group-permissions-on-folders.htm
effective-permissions-on-folders.htm
everyone-permissions-on-folders.htm
different-permissions-on-folders.htm
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obdT t 26SNJ 9ELI2NI

odTdmM ! 62dzil t 26 SNJ 9ELII

NTFS Security Auditor provides a powerful <c

Power Export allows the user to select mult

servers across the enterprise atosthbdal ete

export and/or email the HHeports in differer

Pl ease note the following while using the F

ctdcheduled reports will created as a

HKOThe scheduled job wildl erate and exp
X and

be
gen
(HTML, CSV , XLS SQL) to the desir
HKBY default, fofoedeh wask, thestiask name

specified export path. Al s e | escttaendp eRle ps

I
folder, in trmeddormamm."sysy'y,y under the t:
t hfeul |l f ol der path for all the exposExmc
pat h><Task name><Ti me stamp>.
THA separate file will be created for eac
the HTML file format, each report wil/l

NotdMTFS Security Auditor Power Export Wizar

for a task, which you may view or modify | &
wi || be created with the settings ( Slchiesd wnlge
Power Export Wi zard. A valid password must

You can schedul e theautiiind rtegppoBretcsof i t e pvult Be)
avail able in NTFS Security Auditor.

odT dPH ¢l a1l al yl 3ISNJ

The Scheduled Tasks Manager allows blou to p

T View summary information for the tasks
1T View exported files of the task

T Edit an existing task

1T Del ete a task

View summary information of a task
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The pane on the |l eft hand side in the Schec
mai ntained in NTFS Security Auditor. To vie
task on the | eft pane. The summarydiispfl aymeat

right pane as shown bel ow:

@ Scheduled Tasks @
B[ Scheduled Tasks Task Mame Fun as Schedule Report Type Exported Files &
@ Stancard Report [FEEIE Feports
- b el 3 OERY admming 1 . =
@ Buitin Repart Ta: : PATHFINDER | adminu: ; ting Server Report
{5} Folder Specific L A 1:25 PM every
() Folder Permissio Builtin Report Task | PATHFIMNDER adminus| day, starting Built-in Report Click here to vigw
@ 42212011
Specific User Fil \
. . Falder Specific User . Ab 423 PM BVErY . ] .
@ File Permissions | p, PATHFIMDER adminus| day, starting Built-in Report Click here to view
=]
@ Explicit and Inher 4f22/2011
A At 433 PM every 1
@ Effective Folder | Folder Permission PATHFIMDER adminus| day, starting Built-in Report Click here to view =
(L) Etfective Fils Per 11242!;? ;ﬂ
- " ] : EvERY
@ Specific User Ef ggrenc-:ﬁc User Fils PATHFINDER \adminus| day, skarting Built-in Repart Click here to view
@ Specific User Ef df2zfz011
Ab 4:40 PM every
File Permissions PATHFIMDER adminus| day, starting Built-in Repart Click here ta wiew
412212011
- . Ak 441 PM every
E;rplll.lclt and Inherited PATHFIMDER adminus| day, starting Built-in Report Click here to view
4i2z/2011 3
Ak 4145 PM every
Effective Folder Perm | PATHFINDER\adminus| day, starting Built-in Report: Click _here to view
41222011
Al 4:45 PM every
Effective File Perm PATHFIMDER adminus| day, starting Built-in Repart Click here ta wiew
4222011 -

PR —T— y | EtTask.. | | Delete Task

L

The task summary includes information about
export/ print settings.

L

To view the selected servers/domains for a
Server s/ Dxoomauimns i n t he Sreil gkttt emla Be.r veirs d ®o ma
di splayed as shown bel ow:
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[Selected Servers/Domains [l

Report chares and Resources-Shares |
‘ Domain Mame Server Mame

P&THFIMDER RDS3

PATHFIMDER RD47

P&THFIMDER RD42

PATHFIMDER RDS4

P&THFIMDER RDS2

Close

L

View exported files

To view the reports generated and exldorted

1T Sel Schedul edoTdaes kosn t he | eft pane, and t
ExportedofFiulmams in the right pane for the

OR
1T Select the desired task on the |l eft pan
Exported Files

Edit Task

1.Select a task fhTasmks hMasapeduWend o tv. alnal
2. Perform t heScshediwsl easShanr es, ofScclhdarud-ieA nBdu
Repdratsed on the scheduled report type.

may change the settings, add a new repo
export path etc.,
3. The new settings wil!/| be used when the

Del ete Task

To delete a task from the Power Reports Tas
Del ete Task. The deleted task wildl be remov
L

Task Status


../standard/schedule-standard-report.html
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While running Power Export task configured
the status of the tasks I|ike | ast folder be
For viewing this déaakl Soppyonaeancafhhiuseopthieon
when the schedule task is created in one us

For knowing the status of the running per mi
11

l1.Select a permission repdasksaBManéagem
2. The permission report task will be d

Wh
s p

E:% Scheduled Tasks Task Hame: Stancard Reports Tazks
P 5] tandard Reports [ WOV AGERGHminuser
Report Type: Server Report Exported Files: Click here
Schedule: At 11:05 on 30-12-2015
. Export Export Falcler
Report Mame Servers/Domains be (Export PathiTask Mame)

p— sl

3. To view the selected folder(s)/ file(s)
hyperlinkKaskeiStahamn in the right pane.
be displayed showing the folder (s)/ fil
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'ZEZ' Scheduled Tasks
=] .;:. Scheduled Tasks Task Hame: TestTazk
] =landard REporigy e RO Zladmin

Report Type:  Buitt-in Report Exported Files: Click here
Schedule: At 6:53 AM on 201652012
Shar, Export Export Folder

Fald Task Pragress
Task started at: 26/2012 17:50:26 Abd

Last processed: \WRD4MUsers\kenyonsMy Documents

Close

o n

Evft Task... | [ Delete Task

0dT do { O YR dzfS3JI2 .Ndr&f

The dHwilrteports have been categorized to the

AUl GRt+ RYUt WANGY!I qt
E |

T
T EGCI It W WGY! qt

odT dn { OKSRdzZ S { SOdzNAR i
wS L2 NI &

Security Vulnerabilities Reports

Security Vulnerabilities Reports provides |

vulnerabilities access per mi s s isohnasr eads sfiogl ndee
T List of all explicit permissions for foao
T List of folders with broken inheritance
T List of permissions for orphaned accoun
T List of permissions for disabled user a
T List of permissions for accounts having


ntfs-permissions-export.html
ntfs-share-permissions-export.html
ntfs-explicit-permissions-on-folders.html
ntfs-broken-inheritance-on-folders.html
ntfs-orphaned-accounts-on-folders.html
ntfs-disabled-user-accounts-on-folders.html
ntfs-destructive-permissions-on-folders.html
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T List of folders that have Deny

T List of user accounts that have ind
member ship

T List of Effective Access for specifi

T List of

f ol ders

t hat have

T List of

f ol ders

t hat have

re

C

permi ssions

di fferent

nd® bd¢eC{

X

n & m

DNJ V(i

pe

per mi ssi

Cc
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About Grant Permissions

Th&rant Per hieasiuoms all ows you to grant pel
You can use many options | ike Add the new

permi ssions, Replace the account's existin

may sel ectto oApltlioown,s Bl oc k
child objects

existing

granting permissions

Per mi ssi ons

Not ®hi s ffea

featu

re.

ture wil

wi sh to break the

per mi ssions

from

i nh
this

i nheritance

from

1

permi ssions with th
for account s. Her e ing
not break the inherit
eritance from the par
object's parent"™ to

i

a


ntfs-deny-permissions-on-folders.html
ntfs-nested-group-permissions-on-folders.html
ntfs-nested-group-permissions-on-folders.html
ntfs-effective-permissions-on-folders.html
ntfs-everyone-permissions-on-folders.html
ntfs-different-permissions-on-folders.html
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Actions

Grant permissions (fhbaw sted?2)ct ed Shares:
Grant permissions for the selected acc
permissions |ist.

Repl ace existing accounts per mMiHoswi dms? )wi t F
Repl ace the existing accounts permissi
permi ssions to a shared folder.

Al so apply the above to subfolders a+ad hfeirli

folders @gHdwfio®e}y):
Grant permissions on subfolders and fi
its parent object with respect to the abov

Remove all the existing explicit addHownt o’
Remove all existing accounts that have

and replace them with the selected account

Repl ace all explicit permissions existing
t he curr grHtowo lijog2gt :

Remove explicitly defined permissions
with the inheritable permissions from the

All ow inherited permissions from(tHoev par’er
Al'l ow inheritable permissions from the
affect the already existing explicit per mi

Copy and Remove inherited permissions fHoOR
07?)

—r

Copy and Remove the inheritable permis
shares. Copying the inheritable permissior
permissions in the shares permi sesoshensi wt
al | the inherited permissions from the par

Schedule the Grant Permissi ¢howf eéaPire for
Grant permissions for the selected accc
regular time intervals.

ndomedm |1 2¢ 02 DNIXYYyd t SN
{ KI NBaKk

The&rant Per mieadsiuors al
grant permissions to
many options | ike Add
the account's existingi
the account' s existing
permi ssions, etc. You

D


grant-permissions-ntfs-permissions.htm
grant-permissions-replaceexistaccount-permissions.htm
grant-permissions-ntfs-permissions-subfolders-files.htm
grant-permissions-replaceallexist-account.htm
grant-permissions-removeallexistchild-account.htm
grant-permissions-ntfs-permissions-allow-inheritance.htm
grant-permissions-ntfs-permissions-copy-inheritance.htm
grant-permissions-ntfs-permissions-copy-inheritance.htm
grant-permissions-ntfs-permissions-schedule.htm
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Al |l ow, Bl ock inheritat
and also Replace all
permi ssions with the |
from this object whil:/
account s.

2

>

Grant
Permissions

Cl ian. button.

The Grant Per mi ssi ons
di splayed aslishown bel

Step 1: Configufrle sghal

To configure she@g€tredkf
add shareldi nfko.l der s

Grant Permis

Step 1 of 6: Configure shared folder-list

Use the link "Click here to add shared folder' to add the n
dialog to input shares in several different ways. After sele:
here.

Folder Path
Click here to add shared folder
WROMMACccounts

WRO4Mcontent
WRD40\Demao

Cl iNcekxtto proceed to t he

Step 2: Configure UsH
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NKIo configure user
cl iCdk ck here to a
accoudntnsk.

=10

Grant Permi

Step 2 of 6: Configure User/Group Account(s)

Use the link "Click here to add user or group accounts’ f
files/folders.

Account Name

Click here to add user or group accounts

voyageriadminuser
voyageriadminuser2

voyageriadminuser3

[l iNcektto proceed tdltt

Step 3: Sel ect Access
permi sdi ons:

Sel ect ACE type and p
the selected accounts
folder(s) [/ files(s)
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Grant Permi

Step 3 of 6: Select Access Control type and permissi

Select the access control type and permissions to grant
folder(s)/file(s).

Pemissions

| Full Cortrol
Modify
Read and Execute (List folder contents)

h Write

=[] Advanced Pemissions

i.[#] Traverse Folder/Execute File
[#]List Folder/Read Data
[|Read Attibutes

[#|Read Extended Attributes
[¥|Create Files/Write Data

i [f|Create Folders/Append Data

Access Control Type:
®) Allow () Deny

Apply orto: | This folder, subfolders and files W

[ Apply these pemissions to objects and/or cortainers within this

Cl iNcekxtto proceed to th

Step 4: Apply the req
whil e assigning per mi
L

Select which rules to
permi ssions.
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Grant Permi

Step 4 of 6: Apply Rules

Select the rules using which you would like to add perm
permissions list.

Assignment Rule:
(@) Add the selected pemmissions to the existing permissions list
if the selected accourt already exists in the pemissions list
(@) Add the new pemissions to the account’s existing p
) Replace the account’s existing permissions with the
[ Also apply the above to subfolders and files that do
() Remove all existing accounts and replace with the selected :

["] Replace all child obiect existing permissions with inheritable |
[] inheritance Rule -
o

o
o

L

Add the new permissio
existing peompmioni avi g |
sel ected permissions
permissions |ist and
existing permissions.

You may also use the
permi ssions and al so
I nheritance rul e

1T Replace the accou
permi ssions with
per mi ssi ons.

T Al so apply the ab
and files that do
set -{(nbarited fol

T Remove all exi sti
replace with the
and permi ssions.

T Replace all <child
permi ssions with
permissions from

I nheritance Rul e:

T Al'low inherited p
object's parent.

T Copy inherited pe

1T Remove inherited
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Repl ace the account
permi ssions with the

S

| f a selected accc

the current | ist of p
shared folder(s)/file
al | explicitly assign

with the newly select
account .
Exampllife:t he share alr¢

mi ssions | ist t hen
mi ssions | ist.

pe
pe

accounts with permiss
and Write and if the
selected with permiss
grant permissions the
the existing account s
per mi ssi onasd Adn d wWrRiet
permission(Deny Modi f
selected account not

r

r

Al so apply the above
files that do not hav
inherited folders and

This option wildl g
the selected accounts
t hat do not have inhe

parent object with re
options.

Notelf this option is
and files must have t
the owner or the curr
perform this operatio

Exampllfe:t he share has
and files with the bl
option will assign pe
selected options.

Remove all existing a
with the selected acc
permi ssions

This option wild.l r
accounts that have ex
permissions for the s
folder(s)/file(s) and
selected accounts and
this wild./ not removen
parent folder.
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Caut:i oAl | existing ac
be cleaned up compl et
selected permissions

Examplife:t he share has
this option wildl remo
replace with the new
permi ssions.

Repl a all child obj
permi ssions with the
permissions from this

(9]
¢}

This option wil/l r
defined permissions o
selected shared folde
them with inheritable
selected shared folde

Exampl & the share has
with the explicitly a
some subfolders with
this option will remo
permi ssions of subf ol
permi ssions from the
Al'l ow inherited per mi
object's Parent

This option will a

hared folder(s)/file
from its parent objec

Exampllfe:t he share do 1
inherited permissions
the parent object blo
all ow inherited per mi
object.

Copy inherited permis

This o
entries t
parent to

ption wil C
hat were pre
this select

Examplife:t he share alr
inherit permissions f

this option will remo
add the inherited per
permi ssions in the pe
Remove inherited perrr

This option wil/ r

entries that were pre
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parent and keep only
explicitly defined/gr

Caut iRemoving per mi ssi
from parent may break
designed with the def
enabled. Use this opt

Exampllfe:t he share is ¢
permi ssions from pare
option wil!/ remove th
object.

Cl iNcekxtto proceed to th

I'n Run now option, yo
the wizard settbags A
Templ aatse .s.h.own bel ow:

Grant Perm

Step 5 of 6: Grant Permissions now or Schedule it tc
You rmay run this task now or schedule it for ater.

Step 5: Grant permi ssi
it to run | ater
You may use either R ) @ Save A
opti on ®) Runnow ’
P ' ) Enter 3 name and description to save th
() Runlater ¥
ﬂ | n Run now 0 pt i o n, Template Name: Grant Pemissic
S ay e the I nput set Template Description: |Admin share
Clicgawvwa As Teanpd a
enter a name and d
the wizard setting
reuse. ==
T I'n case of Run | at

uni que task name a
schedule settings.

Clixkk o save the input
templ at e.

N N
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Sel Ran noopt i on t o run

Grant Perm)
i mmedi ately after fini

Step 5 of 6: Grant Permissions now or Schedule it tc
Grant Permis You may run this task now or schedule it for later.

Step 5 of 6: Grant Permissions now or Schedule it to

You may run this task now or schedule it for later.

(®) Run now @ Save As Template...

CL e @
O Runlater @ Task Mame:
Task Mame: Run As VSSPROYwijayahari
Run As VSSPRO\vijayahari Schedule Task: | Daily St
Schedule Task Da
Schedule Task: | Daily Sta 1=H B
Every |1 | day(s

Cl iNcekxtto proceed to toh

Step 6: Summar y
This step displays th
data along with the s¢

N N
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Grant Permis

Step 6 of 6: Summary
Shows the details of all inputs provided in the wizard.

Selection Summary -

Shared folder(s)/file(s):
1. \\RD40\Accounts

2. \RD40\content

3. \\RD40\Demo

Accounts:

1. voyager\adminuserl
2. voyager\adminuser2
3. voyager\adminuser3

Permissions:
Modify

Access Control Type:
Allow

Apply to:

- or [ v

Cl iFciknit©oh compl et e t he

wi zar d.
Permi ssions wil/| be gt
wi zard. The summary of
would be shown bel ow ¢
change |l og" option to
status.

N N



¢! ¢cGRUW N[ EWEWNHz2! Ra! W~¢Uc¢nNWGWUqLWEe

Summary

<Grant permissions Report>
Selected Permission Entries to Grant Pern

Accounts:
voyageriadminuserl
voyageradminuser2
voyageriadminuser3

shares/folders:
VRD40VAccounts
VRD40\ content
VWRD40\ Demo

View change log

Py Py

ndmMmdH | 26 (G2 NBdJzaS (GKS
GSYLJ I §SK

Th8aved Tempolnatacisns t he | ist of saved templ

s |

[l -

Saved
Templates

Clianr. button. The Saved Templ ates windc¢

N N
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Saved Permissions Template @
Select any template from the list of saved templates to proceed. Click Open to modify the

selected template. Click Delete to delete any selected template and Click View Details to view fﬁu
the contents of selected template. 1 Y
Template Name Description Template Tvpe

NGrant permissions task1  forthe Admin share folder

=4 Grant pemissions task2  forthe common share. Grant

::,?, Revoke permissionst...  for Admin shars Revoke

::,Jj, Revoke permissionst...  forthe common share Revaoke

Omen ] [ Lelete ] [EIEW Details ] [ Close ]

The saved templates window allows bou to pe

Open an existing templ ate
Delete a templ ate

Preview the contents of a templ ate

Open an existing Templ ate

1. To open an g Grant permissions t
and O©Olpiemkt t he window. The Grant
screen whic all ow you to edit th

2.During edit operation you can modi fy t
however, you cannot modify the name of

Xi stin
n i t
i

Del ete a templ ate

To delete a Grant permissions template, sel
del ete, anbeltdteent ohi ckKhe selected templ ate

Preview the settings of a Templ ate

To preview the settings of a saved Templ at e
t hen WileiwkDbuaitlonn. The settings wild.l be dis

N N
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Saved Permissions Template

Select any template from the list of saved templates to proceed. Click Open to modify the
selected template. Click Delete to delete any selected template and Click View Details to view
the contents of selected template.

Template Mame Description Template Type

=4 Grant permissions task2  forthe common share. Grart
| Grant permissions task1  forthe Admin share folder

Summary

Template Name: Grant permissions taskl

Selected Security Principals:
1.vssprolAlex
2.vsspro'john

Selected shared folder(s)/file(s):
1. Vwsswksl4\share for adminuser

Selected Permissions:
1. Read

["u"lew Dietails ] [ Close

Access Control Type:

Allmase

=]
S
<
S
@
——
O
e\
)
Pk
o
N
)
©
Q)¢
p—
Q)¢
-+

Scheduled
Tasks

Clicacr button.

The Scheduled Tasks allows you WHo perform t
T View summary information for the tasks
T Edit an existing task
1T Delete a task

View summary information of a task

The pane on the | eft hand side in the Schec

NTFS Security Manager. To view summary info

|l eft pane. The summary informatidni oft He er is

shown bel ow:

N N
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=% Scheduled Tasks Task MName Run as Schedule Task Type Change log
""" @ grant task PHOENIX\adminuser4 TL‘?-[ET:-;T;IH Grant Permissions Click here to view
----- @ revoke select perr " nt GZBPM
..... @ revoke sele exist |revoke select perm IF’H[JENI){‘l,aclminuser‘l llfiﬂfml4on Revoke Permissions | Click here to view
I "
""" @ grant test revoke sele exist IPHDENIX\admmuser‘} ?iEgT4on Revoke Permissions | Click here to view
----- @ grant permissions I .
,,,,, @ revoke 2 grant test PHOENIX\adminuser i‘i ’,1221"%?:‘ an Grant Permissions | Click here to view
..... (%) Reveke permissio| grant permissions PHOENIX \adminuser4 Tifﬁfﬁgﬂ"” Grant Permissions Click hers b visw
revoke 2 PHOENIXN\adminuser$ ?11:,3?_::;623;14% Revoke Permizsions | Click here to view
- At 12:47 PM every
F‘i.ae;l;oke permissions PHOENDX\adminuserd |day, starting Revoke Permissions | Click here to view
11/25/2014

Edit Tazk... LClose
alr D L& | [ petete Task
1]
The task summary includes information about
L
To view summary information of the task, se
summary information wil/ be displayed as st
1]
EI:@ Scheduled Tasks Task NHame: grant permissions
----- (%) grant task Run As: PHOENIX \adminuser4
""" @ revoke select per Tagk Type: Grant Permissions. Task Status: Click here to view
""" (D revoke sele exist  gopoqyie: At 7:44 PI on 1142472014 B
----- @ grant test Sl
""" @ Task Name: grant permissions -
----- @ revoke 2 il
----- @ Reveke permizsio|Selected shared folder(s)/file(s):
1. \\RDI10DWMEWY TEST FOLDER
2. V\RDI10WMEWY TEST FOLDER. SHARE
Selected Account(s): |
1.PHOENT<\adminuserd 3
2.PHOENTK\testgroup
3. PHOENIX \adminuser 3
Selected Permissions:
1. Read and Execute (List folder contents)
Access Control Type:
Allows
Applyonto option: -
[ EditTask. | [ Delete Task |
1 mn 3

N N
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1.Select a t8shettmmditsmedow arEddict i.cTka s Kk .
. rm t heSchedul ea sGriann't P ebramsiesds iomn st hfet
task type. While proceeding through the

edi
W S

t a task etc.,
ettings wildl be used when the

Del ete Task

To delete a task from the Schedul eDe |Taatse&k sTrath

del eted task wild/ be removed from the Windc
11

ndoH wS@21S t SNXYAAAAZY

About Revoke Permi ssions

ThBevoke Perfmesasuoesprovides many options

permi ssions from the existing |list of ACE
all existing explicit Accounts and also yo
grant edutnda sacdHere is the Ilist of actions

Per mi ssions featur e.

Not®his feature will not break the inherit
wish to break the inheritance from the par
Modi fy Permissions feature to block inheri
L

Act ilblns

Revoke permissions from the f6EHbDwcted) share
Remove the selected Account with the se

folder (s)/file(s) permissions |ist.
Revoke the selected permissions from all e
(How to?)

Revoke the selected permissions from al
permi ssions |ist.

Revoke the exact matching permissions from
per mi ssi(odosw Itios?t):

N N


grant-permissions-ntfs-permissions-schedule.htm
revoke-all-accounts-selected-permissions.htm
revoke-all-accounts-match-selected-permissions.htm
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Revoke existing explicit accounts, only
the ACE entires in the shares permissions
Revoke all existing explicit per miiHowi dmos?)f

Revoke the selected permissions from al
permissions |ist.
Revoke the exact matching permi ss(ithnve from
to?) Revoke the selected accounts, only if
the ACE entries in the shares permissions
Revoke the selected Accounts and all t heHorv
t o? Revoke the selected Accounts with al
permissions |ist.

Revoke the Orphaned SIDs from tiHidowelteo®ted

Remove the Orphaned SIDs from the share
Revoke all existing permissions for acdcélomw
to?)

Repl ace existing permissions for the se
The accounts wil/l not be removed but the <c
removed and replaced with new permissions.
Schedul e the Revoke Permissions feat rHo wf d

Remove the selected accounts with the s
folder(s)/file(s) at regular interval s.
Schedul e the Revoke Permissions feature fo
per mi ssi(odosw Itios?t):

Remove all existing explicit accounts f
regular time intervals.

Nn ®H O™

asSt SOUSR

| 26 (G2 NBO21S LIS

aKIFNBa LISNXYAA

ThRevoke Perfmessuoesprovides many options
permi ssions from the existing list of ACE
existing explicit accounts and also you ma:
acocunt s.

2

Revoke

Permissions
Cliacn button.

N N


revoke-all-accounts-permissions-ntfs-permissions.htm
revoke-selected-account-match-selected-permissions.htm
revoke-selected-account-match-selected-permissions.htm
revoke-selected-accounts-permissions-ntfs-permissions.htm
revoke-selected-accounts-permissions-ntfs-permissions.htm
revoke-orphaned-sids-permissions-ntfs-permissions.htm
revoke-replace-ntfs-permissions.htm
revoke-replace-ntfs-permissions.htm
revoke-selected-permissions-ntfs-permissions-schedule.htm
revoke-all-permissions-ntfs-permissions-schedule.htm
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The Revoke Permissions window Wl | be disp
Step 1: Select a Revoke permissions option
Select any one of UWhe following options:

1

evoke all existing accounts and their
folder (sJhifs |l @egptsi)onalwi lelx prleintcoivtel vy avs ¢ ihg
their permissions from the selected sha

NotEhi s wildl not affect the accounts wh
current object. I f you still wish to br
use the Grant Permissions or Modify Per

T Revoke a selected set of accounts and t
shared foldé&@hf{s) optliepswill revoke the
permi ssions from the shared folder(s)/f
selectively revoke a set of permissions

T Revoke alll existing permissions for acc
per mi ssTihoinss:opti on wi | | replace existin
with a set of new permissions. The acco
permi ssions for the accounts will be re

Revoke Permissions Wizard

Select any one of the options to revoke permission entries from the shared folder(s)/file(s).

() Revoke all existing accounts and their permissions from the selected shared folder(s)file(s).

Mote: This option iz useful, when you want to delete all explicithy assigned pemizsions and retain only inherted permissions
from the parent. This is a cleanup option to remove explicit permissions that have accumulated over a period of time.

() Revoke a selected set of accounts and their permissions from the selected shared folder(s)file(s).

Note: This option will remove the selected accounts and their permissions In this option, you can selectively revoke a
set of permissions granted to accounts.

_! Revoke all existing permissions for accounts and replace them with new permissions.

Mate: This option will replace existing pemmissions for the selected accounts with a set of new pemissions. The accounts
will not be remaved but the curent pemissions for the accourts will be removed and replaced with new pemissions.

N N
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Revoke Permissions Wizard

Select any one of the options to revoke permission entries from the shared folder(s)/file(s).

) Revoke all existing accounts and their permissions from the selected shared folder(z)file(s).

Mote: This option is useful, when you want to delete all explicitly assigned pemissions and retain only inherited permissions
from the parent. This is a cleanup option to remove explicit permissions that have accumulated over a period of time.

®) Revokea selected set of accounts and their permissions from the selected shared folder(s)/file(s).

Mote: This option will remove the selected accounts and their permissions In this option, you can selectively revoke a
set of pemissions granted to accourts.

() Revoke all existing permissions for accounts and replace them with new permissions.

Maote: This option will replace existing pemmissions for the selected accounts with a set of new pemissions. The accounts
will not be removed but the curment permissions for the accounts will be removed and replaced with new permissions.

Mext Cancel

Cl iNcektto proceed to the Next step.

Step 2: Configufd ssthared fol der

To configure shg@gredkfbedersop dtidhckkhar ed

NN
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Revoke Permissions Wizard

Step 1 of 5: Configure shared folder-list
Use the link "Click here to add shared folder' to add the name of the specific share folders. This wil bring up a
dizlog to input shares in several different ways. After selection, your list of shared folders wil be displayed

hera.

Folder Path Remowve
Click here to add shared folder
WRD40MAccounts Remove
WRO4Mcontent Remove
WRD40\Demo Remove
Apply to sub-folders Set Search Pattern Set Folder Levels

|:| Include files present inside folders

Back Mext Cancel
T Apply tfoolsdEbhses option will/l rev-bkkedpesmi
selectedldl fol der s.
predbans opsiodoe Wwolderevok

T I'nclude files
present in the addefdoffdldders and their

T Us&et SearchpPatthetrm revok
certaidefpned conditions

I i
Exampl e: Fol der name start

e feodrdiessi dre
ke Fol der nan
s witlH test,

NN
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Revoke Permissions Wizard

Step 1 of 5: Configure shared folder-list

Use the link "Click here to add shared folder' to add the name of the specific share folders. This wil bring up a
leEIEIg to jrreE rhmrar im resenes] AFFAranE memiee AFRAr ealnetine emore liek AF claesd Faldaee el ks rlil-nl-nfrnj

here. Folder Search Options
——— Enter search criteria to include sub{olders Ve E—
Folder Path L 4 Remove
Click here to & j
Apply subfolders that start with Apply subfolders that end with
WRD4MAccoL :EJ :E’ Remove
WRD4Mconter Remove

5

WAD4DDemo | Starts with Ends with g Remove

oK Cancel
Apply to 5 - lder Levels

|:| Include files present inside tolders

Back Mext Cancel

deaptLieovreltso revoke permissions

1T Us&et Fol
(s) in the shared folder

folder

Revoke Permissions Wizard

Step 1 of 5: Configure shared folder-list

Use the link "Click here to add shared folder' to add the name of the specific share folders. This wil bring up a
dizlog to input shares in several different ways. After selection, your list of shared folders wil be displayed

here.
Folder Path Remowve
Click here to add shared Folder Levels
WRD40\Accounts Folder Levels: Remove
WRO<40\content — . Remove
{_) Apply upto |1 - level of sub-folder(s) in the shared folder
WRD40\Dema Remaove

() Apply only |1 = level of sub-folder(s) in the shared folder

() Apply folders after |1 = level of sub-folder(s) in the shared folder
() Apply only leaf nodes in the shared folder

Cancel

Apply to sub-folders

Set Search Pattern Set Folder Levels

|:| Include files present inside folders

Back Mext Cancel

T Apply wupto N Ifeovled grs()s )ofi nms utbhTeh issh aorpetdi ofr
permi ssionksofdems swhi ch are upto the sp

NN
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T Apply only NtH ol @deel sgf i stulh hTeh i ssh aorpetd of nc
permi ssionkSofdems swihhi ch are in the spec

T Apply folders aftdmnlMelrdwdl () tdTeh isahl@orpe
revoke permisdiobnderfsr owimi slhhbare after tt
folder

T Apply only |l eaf nodesThinsthpt istbbmrwidl If od
from the Il ast child (leaf) nodes withou

Cl iNcekxtto proceed to the Next step.

Step 3: Configure User/ Group Account (s)

You may select one of the account selectio

1
Al | existing accounts that have Deies a|
wi | | remove al/l the explicitly assigne
are inherited from the parent of the ¢

T Sel ected alchcdosumtpst:i on wi | | remove all o]
selected accounts. To conf i gQilriec ku sheerr & ty
group atcoknt s

T The selected accounts wil/l be Hdded to

Revoke Permissions Wizard

Step 2 of 5: Configure User/Group Account(s)

Use the link *Click here to add user or group accounts’ to add Users and Groups to revoke their permissions on
files/foldars.

Ii:::i' All existing accounts that have been assigned explicit permissions

(@ Selected accounts () Orphaned SIDs
Account Name Account Type Remove
Click here to add user or group accounts
voyageradminuseri Bemove
voyageriadminuser2 Bemaove
voyageriadminuser3 Bemaove
Back Mext Cancel

NN
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Cl iNcekstto proceed tdlthe next step.

Step 4: Select Access Control type and per

You may select one of the options below

1
Al'l existingThéesmiopsi oms wi | | remove al
accounts from the selected shared fold
Examplife:t he Account has many per missior
ownership and Deny type Modify, selecti
Deny permi ssions.

T Selected peTlmissopnison wi || remove onl>
the selected shared folder(s)/file(s)
Examplé& the Account has the permission:
Read permission has been selected to r
remove only All ow Read permissions fro
Write permisdinonsewiplelr mxsisstons | i st.

T Revoke only if there is an exact match
This option wildl remove the accounts p

match exactly with an accounts existin
Exampllfe:a share has some accounts with
accounts with permission as All ow Read.
permi ssions to revoke will remove only
per mi ssi on.

NN
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Revoke Permissions Wizard

Step 2 of 5: Select Access Control type and permissions
Select the access control type and permissions to revoke from selected shared folder(s)/file(s).

() All existing pemissions
() Selected pemmissions

|:| Read and Execute (List folder contents)
[ ]Read
L[] Wit
=[] Advanced Pemissions
E----DTlaverse Folder/Execute File
i) List Folder/Read Data
i Read fttributes

i}

o
m
@
o
m
ol
0

Back || Mext || Cancel |

Select ACE

type and permissions to revoke
folder (s) [ fil

es(s)

Revoke Permissions Wizard

Step 3 of 5: Select Access Control type and permissions
Select the access control type and permissions to revoke from selected shared folder(s)/file(s).

() All existing permissions
(@ Selected permissions

él--DMvanced Pemissions
i.[ | Traverse Folder/Execute File

[¥]|Read Bdended Attibutes
[ |Create Files/Write Data

Access Control Type:
Allow [] Deny

["] Revoke only if there is an exact match {objects that have exactly these permissions).

Back | | Mext | | Cancel

NN
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Cl iNcekxtto proceed to the next step.

Step 5: Revoke permissions now or Schedul e
You may use either Run now or Run | ater
f I'n Run now option, you can optionally

Save As Teanpd adret.er. a name and descript
as a template for reuse.

T I'n case of Run | ater option, enter a u
settings.

Sel &an noopwt i on to run the task i mmediately
Revoke Permissions Wizard

Step 4 of 5: Revoke Parmissions now or Schedule it to run later
You may run this task now or schedule it for lter.

® Runnow Save As Template...

) Runlater @
VSSPROVwijayahari
Daily 05:32 PM E
1 =
I n Run now option, you can optionalSlaywes #Ase

Templ aatse .s.h.own bel ow:

NN
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Revoke Permissions Wizard

Step 4 of 5: Revoke Permissions now or Schedule it to run later
You may run this task now or schedule i for ater.

G Save As Template

Enter a name and description to save the input settings as a template for reuse later.

Template Name: |F{e\foke Permissions |

=2k Mam:  Template Description: |admir1 share |

| Back || Mext || Cancel |

CliGkk o save the input settings as a templ e

Revoke Permissions Wizard

Step 4 of 5: Revoke Permissions now or Schedule it to run later
You may run this task now or schedule i for later.

® Runnow @ | Save As Template..
) Runlater

Irm
il
pery

L4
fu
)
%)

| Back | | Mext | | Cancel

Cl iNcekxtto proceed to the next step.

NN
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Step 6: Selection Summary

This step displays the summary of data se
view and export the existing permissions b
Export current permissions button.

Revoke Permissions Wizard

Step 5 of 5: Selection Summary

Shows the details of all inputs provided in the wizard. Click Export Current Permissions button to view and
export the existing permissions.

Selection Summary:

Selected Revoke Mode:
Revoke the selected set of accounts and their permissions from the selected shared folder(s)/file(s).

Selected shared folder(s)/file(s):
1. \\RD40VAccounts

2. \\RD4 0 content

3. \\RD40\Demo

Accounts selection mode:
Selected accounts.

Accounts:

1. voyager\adminuserl
2. voyager\adminuser2
3. voyager\adminuser3

Permissions selection mode: g

Export Cument Permissions ﬂ Back Close

Cl iFciknit®sh compl ete the Revollle Permissions w

Per mi ssions wil|l be revoked as specified i
woul d be shown below along with the "View
status.

NN
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summary

<Revoke permissions Report> ~
Selected Permissions Entries to Revoke permissions:

Shares/folders:
VRD40\Accounts
ViRD40 content
VWRED40\Demo

Security Principals:
voyageriadminuserl
voyageriadminuser2
voyageriadminuser3

View change log

Pal Pal

nNPHDOH | 26 (2 NBdJzZaS (GKS
GSYLJ I §SK

Th8aved Tempolnattacisns the | ist of saved templ

s |

[l -

Saved
Templates

Cliad button. The Saved Templ ates windc¢c

NN
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-

Saved Permissions Template @
Select any template from the list of saved templates to proceed. Click Open to modify the
selected template. Click Delete to delete any selected template and Click Yiew Details to view f-g_‘
the contents of selected template. £ \
Template Name Description Template Type
=4 Grant pemissions task? for the common share. Grant
=4 Grant pemissions task1 for the Admin share falder Grant
:% Revoke pemissions task2 for the commen share Revaoke
= | Revolke pemissions task 1 fior Admin share Revoke
4 1 [ 3
Omen ] [ Lelete ] [ Wiew Details ] [ Close ]

The saved templates window allows bou to pe

Open an existing Templ at e
Del ete a Templ ate

Preview the contents of a Templ at e

Open an existing Templ ate

1. To open an existing Revoke

permissions,
cl iOplemutt on in the window. The Revoke p
screen which will allow you to edit the
2.During edit operation you can modify th
however, you cannot modify the name of
Del ete a templ ate
To delete a Revoke permissions template, se

want to del et ©el arudt ttohne.n Tchlei cskel ect ed t empl
permanent| y.

Preview the settings of a Templ at e

To preview the settings of a saved Templ at e
t hen WileiwwkDbuaitlon. The settings wild.l be dis

Z
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Saved Permissions Template

selected template. Click Delete to delete any selected template and Click View Details to view
the conterts of selected template.

Select any template from the list of saved templates to proceed. Click Open to modify the ﬁ
Y

Template Mame Description Template Type
=4 Grant permissions task2 for the common share. Grart
=4 Grant permissions task 1 for the: Admin share folder Grart
=i Revoke permissions task2 for the: commen share Revaoke
| Revoke permissions task 1 for Admin share Revole

Report Hame: Revoke permissions taskl

Selected Revoke Mode:
Revoke the selected set of Accounts and their permissions
from the selected shared folder(s)/file(s) permissions list.

Account Selection Mode:
Selected Accounts

| 3

Selected Security Principals: ] | View Detais | | Close |
1. vsspro‘\Alex
2. Vsspro'james

Solortod charoad foaldoel e flafch-

=
S
I
S
o
——
O
A
0p)
I«
(@R
N
0p)
©
Q)¢
p—
Q)¢
-+

O

Scheduled
Tasks

Clicr button.

The Scheduled Tasks allows you Wo perform t
T View summary information for the tasks
T Edit an existing task
T Delete a task

View summary information of a task

The pane on the |l eft hand side in the Schec

NTFS Security Manager. To view summary info

|l eft pane. The summary informatidni moft heeris

shown bel ow:

Z
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=% Scheduled Tasks Task MName Run as Schedule Task Type Change log
""" (@ grant task PHOENIX\adminuser4 | At #:06 PM on Grant Permissions Click here to view
. 11/20/2014
----- @ revoke select perr
ke select PHOENIX\adminusers |t 5128 PM on Revake Permissi Click hers to view
,,,,, @ revoe sele exist |1EVoke selectperm \adminuser 11/20/2014 evoke Permissions ick here to view
I "
""" @ grant test revoke sele exist IPHDENIX\admmuser‘} ?iEgT4on Revoke Permissions | Click here to view
----- @ grant permizsions I
) At 12:02 PM on o . .
..... @ revoke 2 grant test PHOENIX\adminuser4 11/21/2014 Grant Permissions Click here to view
""" {® Revoke permissiol] orant permissions PHOENIX\adminuser4 | A% 7:4PM on Grant Permissions Click here to view
grantp 11/24/2014 =AEENSE 10 VIEW
) At 7:46 PMon . . .
revoke 2 PHOENIXN\adminuser$ 11/24/2014 Revoke Permissions | Click here to view
. At 12:47 PM every
F‘i.ae;l;oke permissions PHOENDX\adminuserd |day, starting Revoke Permissions | Click here to view
11/25/2014

w1 . [E®Task. | [ DekteTesk
1]
The task summary includes information about
L
To view summary information of the task, se
summary information wil/ be displayed as st
1]
EI:@ Scheduled Tasks Task NHame: Revoke permissions task
""" @ grant task Run As: PHOEMIY \adminuser4
""" @ revoke select per Tagk Type: Revoke Permissions Task Status: Click here to view
""" (D revoke sele exist  gopequle: AL 12:47 PN every day, starting 11/25/2014 -
----- @ grant test Sl
""" @ grant permissions (ro ok Name: Revoke permissions task -
----- @ revoke 2 il
----- @ s [Selected Revoke Mode:
Revoke the selected set of Accounts and their permissicns from the selected shared folder
(s)/file(s) permissions list. i
Apply to sub-folders. 3
Revoke sub-folders that start with:
1. test
Revoke sub-folders that end with:
1. share m
Apply only on 2nd level of sub-falder(s) in the shared folder.
Selected shared folder(s)/file(s):
1. \\RDI10VMEVY TEST FOLDER
2. V\RDI10WMEWY TEST FOLDER. SHARE
Account Selection Mode:
Selected Accounts. -
P [ EdtTask.. | | Delete Task |

P
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L

Edit Task

=

.Select a t8eketdmmd¥smedow arkEdd iCt i.clTkas K .

2.Perform t heScshheedpusl ea sRewo ke P enSwihsesdiud nes R
Permissions feature for alddsedkion itnlge esx
type. While proceeding through the wiza

it a task etc.,

e new settings wild/l be used when the

Del ete Task

To del ete a task from the Schedul ele|Teatse&k sTTialh

del eted task wild/ be removed from the Windc
11

ndo az2zRATFE t SNXYAEAAAZY

Ve

ndodm 126 (2 OASE (GKS

ThModi fy Perfme astsiroemsal |l ows you to view and
permi ssions. You can use many options to mt
Addou can add an account with a per mi sRseinoonv
you can remove an account and its explicit

can also edit the existing permissions and

22

F

et
Maodify
Permissions
Cliar. button.
The Modify Permissions window lWill be disp
Step 1: Select folder/file path
Select folder/file path by wusing a option |

Z
Il


revoke-selected-permissions-ntfs-permissions-schedule.htm
revoke-all-permissions-ntfs-permissions-schedule.htm
revoke-all-permissions-ntfs-permissions-schedule.htm

é!

This column shows the shared
folders/files available in your netwark

along with the local file system X X
directories and files. This Accounts oolgmn shows the _Ilst of

mi':jts pr;::':;tm :’O L t'_]e_BaS'c and The Permissions columns shows the

van OF permissions. list of ACE entries for each Accounts

selected in the Accounts column.

-

! Permissions Mc ifier |E||E||E|
% Share\Folder path : Acc (Basic Permissi Permivsions Allow Deny
S%; @ Refresh

§ ...@ Configured Servers

f’? Local Drives
Scan Profiles {(Computers)
Scan Profiles (Shares)

Accounts:{(Advanced Permissions)
Account Name ACE Type  Inherited

ExpaQanfi gur edanSde rfveelrlsow t he steps bel ow.

1T Expand one or mor e

servers to enumerate
T Select a shared folder/ fil

E x p alnalc a | Bmidvdol |l ow the steps bel ow.

T Expand and traverse one or more directa
file pa

T Select a directory or subfolder/

Z
Il
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o Permissions Modifier = E=h =
@ Share\Folder path : Accounts:(Basic Permissions) Permissions Allow Deny
i o
o |5 i ~
E: 7 g e Servers NT AUTHORITY\Authenticated Users
BUILTIN Users
[—]f? Local Drives
[ A
[ G
Add Replace Bemove
Acc (Advanced Permissions)
-1 All Setup Accourt Name ACE Type  Inherted  #
E| 11 BUILTIN'Administrators~~ Allow Yes
= BUILTIN"Administrators Allow Yes
-] Demo1D NT AUTHORITY\SYST... Allow Yes
-] Demo11 NT AUTHORITY\SYST... Allow Yes
-] Demo12 NT AUTHORITY\Authe...  Allow Yes
[j---[:| Demal3 NT AUTHORITY Authe...  Allow Yes
G-] Demo14 BUILTIN Users Alow Yes
-] Demol5 o v
- Demo2 Cument owner: VSSLAB‘\adminuserd
(-2 Demo3 gl:v;;l;;ﬂ:;ﬂoaﬁgnl:‘;l:;% from the parent
- Demod v Add Replace Remove
< >
ExpaS$idan Profilesaf€ompultews) he steps bel ow

T Expand one or mor e servers t o enumer at e

T Select a shared folder/file path.

T Cl iAdkd new IprmKit® configure a new Scan
C= Permissions Modifier (==
% Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny
%I @Refl'ezh VSSLAB adminuserd
z - DA | BUILTINAdministrators
= e BN NT AUTHORITY\SYSTEM

.. Scan Profiles (Computers) NT AUTHORITY \Authenticated Users

&) computer profile BUILTIN'Users

&) VOYAGER
- RD85

-2 \RDS\ADMINS Add Replace | | Bemove
[ et VWRD85%Bulk Crez Acc (Adh ed Permissions)
[t Account Name ACEType  Inherted
- VSSLAB adminuser3  Allow No
[ RDE5NDS BUILTIN'Administrators  Allow Yes
[ \RDB5"DocKIT = BUILTIN Administrators  Allow Yes
[ \RD85DockKIT v NT AUTHORITY\SY ...  Allow Yes
[ \RD85"Sample NT AUTHORITY\SY ...  Allow Yes
[ \RDB5 est samp NT AUTHORITY Aut...  Allow Yes
£ \RD85\Test shar | NT AUTHORITY\Aut...  Allow Yes
-7 \\RDE5WUsers s v

_____________ Add new profile Cument owner: VSSLAB‘\adminuser1

Scan Profiles (Shares) tﬂélr;vr: ,',g';‘;?:fﬁﬁg“;;‘:;s from the parent
: Share profile v Add Replace Remove
< >
ExpaSidan Profilasd(Sbbhrew)the steps bel ow.

Z
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(O

1T Expand Shares profile and enumerate its
T Select a shared folder/file path.
T Cl iAdkd new IprmKEit®e configure a new Scan

ol Permissions Modifier = Eh
@ Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny
% ) Refresh BUILTIN\Administrators
z 9@ Configured Servers VOYAGER \adminuser1
= -8} RD85 VOYAGER adminuser3
EJ"' RD40 VS5LAB adminuser3
-5 Local Drives
s AN
[ G
i DA Add Replace Remove
-ugw EN Acc (Advanced Permissions)
- Scan Profiles (Computers) Account Name ACE Type Inherited
(@) computer profile BUILTIN"Administrators ~ Allow Ne
VOYAGER VOYAGER \adminuser1  Allow No
Add new profile VOYAGERadminuserd  Allow No
Scan Profiles (Shares) VSSLAB adminuser3 Allow MNo
Share profile
“WRDE5\Contents
“WRD85\test sample Apply onto
_____________ add new profile Cument owner: VOYAGER \adminuser3 .
0 Allow Inherited pe!'rniss_ions from the parert e
to propagate to this object.
Add Replace Remove
Step 2: Select an Account

Select an account from the Basic or Advanc:
permi ssions of that account would be shown

ol Permissions Modifier = EEh
@ Share\Folder path: = Grant Pemissions | Accounts:(Basic Permissions) Permissions Allow Deny ™
% @ Refresh BUILTINAdministrators Full Control |— |—
T | -3 Configured Servers ~ | VOYAGER \adminussr1 Modify ) )
< EI RDE5 VOYAGER \adminuser2 Read and Execute (List folder cont... |7 |—
-l \WRDEFADMING VOYAGER \adminuserd Read |7 |—
& \WADE5\Bulk Creation V55LAB \adminuser3 Write ) )
[ WWRDESCS Special permissions
-l WWRDE5\Contents Traverse Folder/Execute File |7 |—
-5 \\RDE5\DS Add Replace Bemove List Folder/Read Data 2 [
G- \\RDE5\DocKIT 365 Mgl | Acc {Advanced Permissions) Read Attributes Fi ]
[l \\RDB5\DocKIT va.0 Account Name ACEType  Inherted Read Extended Attributes ] .
(-2 \\RD85\Sample BUILTIN'Admiristrators~ Allow No Creats Files/Wite Data ] ]
() \\RDB5'test sample VOYASER adminuser1 Alow Mo Create Folders/Append Data ] [
(-2 \\RD85\Test share VOYAGER\adminuser2  Alow No Wiite Attributes ] ]
-2 \\RD5\Lisers VOYAGER\adminuser3  Allow No Wiite Extended Attibutes O O
-8} RD4D VSSLAB adminuser3 Alow No Delete Subfolders and Files ] ]
-5 Local Drives Delete [ [
Bl AN Read Permissions Fi [ I
E-agw TN Apply onto: | This folder, subfolders and files v
s DA T 0 Apply these pemmissions to objects and/or
e EA s tNk,w Inherited pemmissions from the parent containers within this container only.
0 propagate to this object. Apply Cancel
= ican Profiles (Computers) ” Add Replace Remove
< >

Z
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You may also verify the inheritance from
current object by using the option "Allow
this object". I f this option iparemeckedtthh:
has been allowed, otherwise if unchecked, |

ndodu |1 2¢g G2 3ANFYG LISNJI
F2f RSNk Uf SK

you to grant permissions for the selected
wi zard.

74

F

s
Madify
Permissions
Clicar. button.
The Modify Permissions window wil|l be disp

Step 1: Select folder/file path

T Follow the Ilist of options to enumé¢ogwtte
enumerate shared folders/files?
Step 2: Click Grant permissions and sel ect
Click tice amut pem mnsshenseft column top cor
window will be displayed as shown bel ow.

Z
Il
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. Il |
_:| = | =2 |

EH - - - _- _" - .
= Grant Permissions Wizard
Shai w Deny
5 2 Step 1 of 6: Configure shared folder-list
% O R Use the link "Click here to add shared folder' to add the name of the specific share folders. This will bring up a
g' _g dizlog to input shares in several different ways. After selection, your list of shared folders will be displayed
z here.
o
Folder Path Remove
_LJ Click here to add shared folder
71 |\\RD8S\Contents Remove
i
Mext Cancel
Add Replace Remove

T CIl iNcektto proceed to the next step.
T Follow the steps 2 HbwotuohG6aas €et imise

Shar es?.

ndodo |1 2¢ G2 FRR y$Sg

|

F2ft RSNk Uf S LISNXYAadZaAAZ2YaA

Thdodi fy Perfmé stsiroemmsal |l ows you to add new ¢

ReadandExec uthee permi ssions | i st.

i 74

L
Modify
Permissions
Cliarl button.
The Modify Permissions Ui ndow will be disp

Step 1: Select folder/file path

T Follow the list of op
| d

ons t o enuhhew att e
enumerate shared fo s/ f

il es?



grant-permissions-ntfs-permissions.htm
grant-permissions-ntfs-permissions.htm
modify-permissions-enum-share.htm
modify-permissions-enum-share.htm
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Step 2: Click Add button and select account
Cl iAcdkbutton in the Basic or Advanced per mis
di spl ayed as shown bel ow.
NKIo configure user /Cldrckupm eaecduwntagd,d allsie
2. The selected accounts will be Hdded to
usl Permissions Modifier (s =] =]
E Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny
bi]
%I @Refl'ezh VSSLAB adminuser2
s Accounts Selection Bl
o
= Select User/Group Account(s)
Select the user and/or group accounts for which you would like to Grant the pemissions on Sharesfolders.
Accourt Name Account Type Remove
Click here to add user or group accounts
voyager\adminuserl Remove
voyageriadminuser2 Remove
voyageriadminuser3 Remove
M- WRO
-] RD40
[—jf? Local Drive:
[ AN
- O Add Cancel
- DA _-_----_-i.-
s BN Allow Inherited pemissions from the parert
e to propagate to this object.
- Scan Profiles (Computers)
_ v Add Replace Remaove
>
T Cl iAcdkbutton in the Accounts selection w
T The newly added accounts wil/l be displ a
ol Permissions Modifier [r= 2] ]
e Share\Folder path: | Grant Pemissions | Accounts:(Basic Permissions) Permissions Allow Deny
o
§| @) Refresh VSSLAB \adminuser3
e =3 Configured Servers ~ | BUILTINAdministrators
T & RDE5 NT AUTHORITY\SYSTEM
ARDESADMING NT AUTHORITY\Authenticated Users
\RD85\Bulk Creation BUILTIN'Users
\RDB5\CS
“WRDE5\Contents
\RD25\DS fipiacess |fiemoys
RD85'\DocKIT 365 Miar | Acc (Advanced Per )
\RD85\DocKIT v3.0 Account Name ACEType  Inhented "
WRDB5\Sample VS5LABadminuserd  Allow No
\RDE5 test sample BUILTIN"Administrators ~ Allow Yes
\RD85\Test share BUILTIN Admiristrators ~ Allow Yes
- \RD85\Users NT AUTHORITY\SYS... Allow Yes
[]--- RD40 NT AUTHORITY\SYS... Allow Yes
[-jf? Local Drives NT AUTHORITY\Aut...  Allow Yes
- AN NT AUTHORITY Aut...  Allow Yes
v
E-sgm A e ="
Cument owner: VS5LAB \adminuserl
s DA
s BN Alow Inherited pemmissions from the parent
s to propagate to this object.

- Scan Profiles (Computers)

© Add Replace Remaove

>
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Thdodi fy Perfme stsiroemsal |l ows you to replace ¢
mul tiple accounts by retaining the same pe

account s on

specfiidlieddr l2vel sl 96 seafpbader ac

tdh specified search pattern.

Modify
Permissions
Cl iarl

The Modi fy

button.

Permissions UWvindow will be disp

Step 1: Select folder/file path

T Follow the list of options to enuhbhew atte
enumerate shared folders/files?
Step 2: Select an account and click Repl ac:

T Select

an account from the Basicllor Adv

T Cl iRcekp| baéeét on. The Accounts Selection w

bel dw.
NKBel ect

folder/
=Ko conf

the user or group, for which you
file permissions |ist.
igure user /Cldrckumpmeacecduwntas.d alldie

NC
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(=]

usl Permissions Modifier
@ Share\Folder path: | Grant Permissions | Accounts:(Basic Permissions] Permissions Allow Deny
% @ Refresh Accounts Selection 7 [
g E| RDA5 | Select User/Group Account(s) ¥ [
=T E:ll:; W Select the user and./or group accounts for which you would lilke to Replace the permissions on Shares/folders. ,7 I_
EJl:; N Account Name Account Type Remove '7 I_
-l W Click here to add user or group accounts |7 r
E]lf; W | voyageriadminuser? Remove |— r
B W
Dl:; W Cancel
- W
i W
E-Ed W
- W
- W
-1 RD40
EIEJG Local Driy [T Replace accounts on subfolders » -
s AN [ Include files presert inside folders R -
[ CN
[ DN Replace Cancel
[ Sa
. Scan Profiles (Computers) 0 Allow Inherited pemissions from the parent
; compuier profile to propagate to this object.
= v Add Replace Remaove
< >
1T Replace accodnotlsd@&@€hnsss wkpti on will r-epl d:
of the selected folder
T I'nclude files predéns opside wollderepl e
present inside the selected folder
T Us&et SearclhpPatonetm perfor m r epfloacdee rpse
match cedeédinepgreonditions |ike Folder
wi tElx.a mpFlod der name starts with test, Fo
ol Permissions Modifier (===
[ Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny
gl @F‘ET Accounts '-"\Fllpr'rifwn “ ¥l M
z & @y RDE5  Selec Folder Search Options 7 &
* AN S Enter search criteria for subolders. [Q = B
B2 W [ hce v | ™ o
g W Click || Folder Path: |‘\\RD85‘I,SampIe| | |7 r
WEE W | voyad e O [
EJE; W Replace sub-folders that start with Replace subfolders that end with
EJ"--EE W Cancel
i W Starts with =move | Ends with
BB W
BB W
B W
B WM
-8 RD40
-5 Local Driv —
[ AN O
e O oK Cancel —
s DA .
[ Sa
. Scan Profiles (Computers) 0 Allow Inherited pemissions from the parent
to propagate to this object.
© Add Replace Remaove

NC
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iGkbutton in the Folder Search Optiont

deaptLieovreltso repl ace the accoun

I
der(s) in the shared folder

-

=)
0

13

Add Server

Permissions Modifier ===
Share\Folder path: | Grant Pemissions | Accounts:(Basic Permissions) Permissions Allow Deny
@ Refresh Accounts Selection ¥l [l
EI Select User/Group Account(s) '7 I_
Select the user and/or group accounts for which you would like to Replace the pemissions on Sharesfolders. |7 r
Accourt Name Remove |7 r
1 Folder Levels - 7 &
Click here to add
voyageriadminug | Server or Shared folder Path: |\\RD85\Sample Remove '_ I_
Cancel

- AN
[ cn
- DA
[-a EN
Scan Profiles (Computers) 0 Allow Inherited pemmissions from the parent

-
[-m] RD40 OK Cancel
[-jL-L_i Local Driv

=8 (@] computer profile

Folder Levels:
(®) Apply upto B 2™ Jevelof sub-folder(s) in the shared folder
() Apply onty |1 = level of sub-folder () in the shared folder

() Apply folders after |1 = level of sub-folder(s) in the shared folder

(_) Apply only leaf nodes in the shared folder

Replace accounts on sub{olders
Set Search Pattem Set Folder Levels

[] Include files present inside folders

Replace Cancel

to propagate to this object.

_ © Add Replace Remaove
>

T Apply wupto N Ifeovled grs()s )ofi ms utbhTeh issh aorpetdi ofr
the account with the-fwodldeatse dvha aco warrte a
traversal l evel

T Apply only Nt olldeel( sgf i sault hTeh i ssh aorpetdi of nc
t he accodnotl dienr ssuwbhi ch are in the speci

T Apply folders aftdrolMelrdwgl ( ) t deh isahn @orpe
replace the -Aotdens whisbhbare after the
selected folder

1T Apply only |l eaf nodesThinsthpet istbbmarwidl If od
with the selected account in the | ast ¢
folderds permissions.

T CliGkbutton in the Folder Levels window.
di spl ayed as shown bel ow:

NC
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ol Permissions Modifier (===
E Share\Folder path: | Grant Permissions | Accounts:(Basic Permissions) Permissions Allow Deny
bi] .
% @ Refresh Accounts Selection [ &l
z Select User/Group Account(s) |7 r
= Select the user and./or group accounts for which you would like to Replace the permissions on Shares/folders. IT I_
Account Name Account Type Remove '7 I_
Click here to add user or group accounts |7 r
voyageradminuserZ Remove |— r
Cancel
-] RD40
D Replace accounts on subfolders
[—j@q Local Drivi Set Search Pattem Set Folder Levels
Include files present inside folders
[ AN
- N Replace Cancel
- DA
g BN Alow Inherited pemmissions from the parent
e O to propagate to this object.
- Scan Profiles (Computers)
_ v Add Replace Remove
>
T Cl iReekpl ®a¢ton in the Accounts Selection

[=[= =]

usl Permissions Modifier
E Share\Folder path: | Grant Pemmissions | Accounts:(Basic Permissions) Permissions Allow Deny
i
z | @ Refresh BUILTINAdministrators Full Cortrol ¥ ]
E' .1 RDS5 Pl VO YAGER adminuser] Modify ¥ (]
< l:-; \WRDES\ADMINS VOYAGER \adminuser3 Read and Execute (List folder conte... |7 r
27 \\RD85\Bulk Creation VSSLAB adminuser3 Read ™ [l
e "WRDBE\CS - Vi, “ ,7 I—
£ \\RDS5\Corte NTFS Security Manager & [
< “WRDESDE
(7 \\RD85"DocK Are you sure you want to replace 'VOYAGER\adminuserl' account in ¥ Cancel
the Basic Permissions list?
“WRD85\Dock
= “WRD85\Samp
- \WRDBStest s Yes Mo
-l \WRDBS\Test
[31:; “WROB5 sers VOYAGER \adminuserd  Allow Ne
£ RD40 VSSLAB adminuserd Allow No
E_]EJG Local Drives
i AN
[ CN
[-wg DA
o Curment owner: VOYAGER \adminuser3
[-a EN
.. Scan Profiles (Computers) 0 Alow Inherited pemissions from the parent
to propagate to this object.
computerproﬁle
T oo v Add Replace Remove
>
T CliYekk O replace the selected account
T The updated permissions [|ist wildl be di

NC
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o Permissions Modifier El@
@ Share\Folder path: | Grant Pemissions | Accounts:(Basic Permissions) Permissions Allow Deny
o g
o ... ~ ‘adminuser,
k:: i iljgs DEsADMING VOYAGER \adminuserd
(- \\RDB5\Bulk Creatiory VSSLAB adminuser3
[z DBs\CE
-t WWRDBSContents
- Das\D$
E1- £ \\RDE5\DocKIT 365 Mia Replace Remove
-l WRDE5\DockIT v3.0 Accounts:(Advanced Permissions)
[ = D85 \Sample Account Name ACE Type Inherited
-l WRDA5test sample BUILTIN"Administrators ~ Allow No
- D85\ Test share VOYAGER \adminuser2  Allow Ne
-l \\RDB85\Users VOYAGER \adminuser3  Allow No
- RD40 VSSLAB adminuserd Alow No
[—]L-? Local Drives
- AN
@-ugw G\
[-wg DA This folder, subfolders and files
B EA Cument owner: VOYAGER" \adminuser3
. Scan Profiles (Computers) 0 tAIIDW Inherited permissions from the parent
0 propagate to this object.
c:_omputer profil v Add Replace Remove
< >

ndodp | 26 2 NBY2US (K!
FNRY (KS aKIFINBR F2f RSNJ

ThModi fy Perfme astsuroensal |l ows you to remove tF
permi ssions from folder/file permissions |

it V4

fodify
Permissions
Cl ican. button.
The Modify PermissionslWlvindow will be disp

Step 1: Select folder/file path

T Follow the list of options to enumerate
share. htm"How to enumerate shared fol de
Step 2: Select an account and Click Remove

T Select an account from the Basicllor Adv
T Cl iRcekmo v e

NC
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o]

usl Permissions Modifier
E Share\Folder path: | Grant Pemmissions | Accounts:(Basic Permissions) Permissions Allow Deny
i}
z | @ Refresh BUILTINAdministrators Full Cortrol ¥ (]
| ;
= . RD85 ~ | VOYAGER\adminuser1 Modify ¥l [
=)
= -2 \RDSS\ADMINS VOYAGER\adminuser3 Read and Execute (List folder conte... [l ]
-2 \\RD85\Bulk Creation VSSLAB adminuser3 Read ™ [l
- \\RDB5\CS . \hi “ 7 A
(522 \\RD85\Cort NTFS Security Manager & F
- \\RD85\DS
-2 \WRDBS\Doc Are you sure want to remove 'VOYAGER\adminuserd' account from the Cancel
Basic Permissions list?
[ “WRD85\Dog
- \\RDB5\Sam
[l \WRDBS\test Ves No
[l WWRDE5Test
[31:; “WROB5 sers VOYAGER \adminuserd  Allow Ne
[]--- RD40 VSSLAB adminuserd Alow No
[—jDG Local Drives
- AN
[ CN
[-wg DA
o Cument owner: VOYAGER \adminuser3
[ Sa
. Scan Profiles (Computers) 0 Alow Inherited pemmissions from the parent
to propagate to this object.
=-J® computer profils
T v Add Replace Remaove
>
T CliYekko remove the selected Account
1T The updated permissions |list will be di
o Permissions Modifier
E Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny
i}
EI @) Refresh BUILTIN'Administrators
o : RD&5 ~ | VOYAGER \adminuser1
=)
= G- \RDSS\ADMINS VSSLABadminuser3
-l WWRDE5\Bulk Creation
-2 \\RD85\CS
[ \WRDB5\Contents
G- \\RD85\DS
(5122 \\RDB5\DocKIT 365 Mg Add Replace
-l WRDE5\DockIT v3.0 Acc (Adh ed Permissions)
- \\RDE5\Sample Account Name ACE Type Inherited
[ W\RD85'test sample BUILTIN Administrators ~ Allow No
- "WRD85\Test share VOYAGER\adminuserl  Allow Ne
[31:; “WROBE sers VS 5LAB adminuser3 Allow Ne

-8 RD40
-y Local Drives
[E S WY
- O\

£
[-wg DA
- BN

- Scan Profiles (Computers)
computer profile

Cument owner: VOYAGER" adminuser3

Allow Inherited permissions from the parent
to propagate to this object.

Add Replace

0
Remove

NC
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ndodc |26 G2 lfft26 AYyK:
LI NByd (2 OdzNNByid F2f R!

You may Reremitdhei onst oMoadilfoiweri nherited per mi
current folder/file permissions.

D2

fodify
Permissions
Cl iar. button.
The Modify Permissions window lWill be disp

Step 1: Select folder/file path

T Foll ow the 1|ist o]

f ons to enumkdaowtte
enumerate shared fo s/ f

il es?

Step 2: Check All ow inheritance

Check thA&l lopwiiomherited permissions from
object

-

o Permissions Modifier ===
E Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny
i} =
§| @ Refresh BUILTIN\Administrators
i VOYAGER \admi 1
o Bg Configured Servers ~ adminuser
= & RDE5 VOYAGER'adminuser3
f-ad \\RDBS\ADMINS VS5LAB \adminuserd
E .. = )
B MNTFS Security Manager
e Areyou sure you want to allow the inherited permissions from the parent to
propagate to this object?
[ \WRDB5\DocKI
- \WRDB5\Sample Yes No
- \\RD85\test san
s VOYAGER\adminuser3  Allow No
-l \WRDBS\Users VS5LAB adminuserd Allow No
-8} RD40
[—]L—L_i Local Drives
[ AN
[ CN
(B DA Curment owner: VOYAGER adminuser3
g BN Alow Inherited pemmissions from the parent
e to propagate to this object.
Scan Profiles (Computers)
: — © Add Replace Remove
< >
T CliYekko allow inheritance.

NC
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T The updated permissions I|ist with inher
shown bel ow:
o Permissions Modifier = E =
% Share\Folder path: | Grant Pemissions | Accounts:(Basic Permissions) Permissions Allow Deny
%I OREfI'EEh igilr_;lat:dn;inistmtor: 2
= | B i ~ ‘adminuser
= . i[;!;wm VOYAGER \adminuserd
- \WRDBS\ADMINS V35LAB \adminuserd
B £ \\RDE5\Bulk Creation NT AUTHORITY\SYSTEM
-l \WRDB5CS NT AUTHORITY\Authenticated Users
G1-£2 \\RDE5\Contents RINETINA lears 2
o-E2 DB5\Dg Add Replace Remove
-l \\RDB5\DockIT 365 Migi Accounts:(Advanced Permissions)
[Ny D85\DocKIT v5.0 Account Name ACE Type Inherited 2
-5 \\RDB5\Sample BUILTIN Administrators  Allow No
[ \WRDBS'test sample VOYAGER \adminuserl Allow No
[ \\RDBS5\Test share VOYAGER‘\adminuser3  Allow No
- \WRDB5\Users VSSLAB adminuserd  Allow No
-£H) RD40 BUILTIN Administrators  Allow Yes
E—IIL'L_i Local Drives BUILTIN Administrators  Allow Yes
- AN NT AUTHORITYASY...  Allow Yes
- CA e R Lot L VR ) - Y
Bl DA Cument owner: VOYAGER" adminuser3
- BN glgmégl;;ﬂ:;ﬂoaﬁgni;;i‘g;s. from the parert
9 ican Profiles (Computers) v Add Replace Remove
< >
Vd

n Po PT

LI NBy U

26
az

2

o0f 201

AV K

KS OdzNNByYy (i

ThPer mi ssi onsalMoodnsf iyeoru t o bl ock inherited
current folder/file permissions.
Aodify
Permissions
Cliarl button.
The Modify Permissions Ui ndow will be di
Step 1: Select folder/file path
T Follow the Ilist of options to enumerat
share. htm">How to enumerate shared fol
Step 2: Uncheck All ow inheritance

NC
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Uncheck tAll optiomerited permissions from

obj dlt

o Permissions Modifier (== =]
= Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny
b}
ﬁ @ Refresh BUILTIN Administrators 2
§ BE? Configured Servers Security “
\RDES\ADMING
e - l Selecting this option means that the parent pemission entries
[ \RD85"Bulk Creation L85 that applyto child objects will no longer be applied to this object.
e \RDB5'CS - To copy the pemmission entries that were previously applied
G1-E2 \\RD85\Cortents from the parert to this object. click Copy
- e \WRDBR\DS - To remove the permission entries that were previously applied
) from the parent and keep only those pemissions explicithy
- =f WRDE\DocKIT 365 Migi defined here, click Remove
B2 \\RDB5\DocKIT v8.0 - To cancel this action, click Cancel
- \\RD85\Sample
e \RDE5 test sample — s
[+ \RDB&5\Test share
[t \WRDB5\Users VS5LAB adminuserd  Allow No
-8 RD40 BUILTIN Administrators  Allow Yes
[-jf? Local Drives BUILTIN Administrators  Allow Yes
- AN NT AUTHORITY\SY...  Allow Yes
v
- TN BT e s e =" i
Cument owner: VOYAGER \adminuser3
[-wg DA
g BN Alow Inherited pemmissions from the parent
- O to propagate to this object.
- Scan Profiles (Computers)
_ & Add Replace Remove
£ >
T Click tiCepyptcopy all the permissions e
from the parent to this current shared
T The updated permissions |ist with copie
bel ow:
C= Permissions Modifier = EEh
[P Share\Folder path: = Grant Pemissions | Accounts:(Basic Permissions) Permissions Allow Deny
b}
% @ Refresh NT AUTHORITY\Authenticated Users 2
ol
z Elg Configured Servers | NT AUTHORITYWSYSTEM
& &[5 RDE5 BUILTINAdministrators
DasADMING BUILTIN' Jsers
E RD25\Bulk Creation VOYAGER \adminuser1
A \RDEE\CS VOYAGER \adminuser2
(57 \\RDE5\Cortents VO AGFRAdmin emrd "
(-2 \\RDB5\DS &dd olcess| [RFonov
[ \RD85\DocKIT 365 Migi Accounts:(Advanced Permissions)
[ \RD85\DocKIT v9.0 Account Name ACE Type Inherted *
£ “WRDE5\Sample NT AUTHORITY Authe...  Allow No
- "RD85\test sample NT AUTHORITY\Authe...  Allow No
[l \\RD85\Test share NT AUTHORITY\SYST...  Allow No
-l VWRDES\Users NT AUTHORITYASYST...  Allow No
-8 RD40 BUILTIN'Admiristrators ~ Allow No
[-jf? Local Drives BUILTIN'Admiristrators ~ Allow No
E-uw AN BUILTIN'Users Alow No
v
< TN e - -
Cument owner: VOYAGER \adminuser3
[-wg DA
i BN Allow Inherited pemmissions from the parent
- O to propagate to this object.
- Scan Profiles (Computers)
_ © Add Replace Remove
>
T Click tiRemog®i Rremove the permission entf
inherited from the parent and keep only
this current shared folder(s)/file(s).

NC
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f The updated permissions |ist after remao
object as shown bel ow:

C= Permissions Modifier = Eoh
% Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny
%I O Refresh igilr_;lat:dn;inistmtor:
= | B i ~ ‘adminuser
= . il?;w e VOYAGER \adminuserd
- \WRDBS\ADMINS V35LAB \adminuserd
[ D&5\Bulk Creation
-l WRDESCS
[ D85\Contents
BB DE5\DS Add Replace Remove
-l WRDE5\DockIT 365 Mig Acc (Ad ed Permissi
-l WRDE5\DockIT v3.0 Accourt Name ACE Type Inherited
-l VWRDE5\Sample BUILTIN'Administrators ~ Allow No
-2 \\RDE5\test sample VOYAGER \adminuser1  Allow No
-k VOYAGER\adminuser3  Allow No
-l VWRDEG\Users VSSLAB adminuserd Allow No
-8 RD40
[—]L—L_i Local Drives
[ A
- CA
(e DA Curment owner: VOYAGER adminuser3
- BN 0 tA"OW Inherited pemmissions from the parent
0 propagate to this object.
9 ican Profiles (Computers) v Add Replace Remove
< >

ndody |26 (2 Y2RATeEe GK

ThModi fy Perailseswonywou to modify an account

DL

fodify
Permissions
Cl iar. button.
The Modify Permissions UWUindow will be disp

Step 1: Select folder/file path

T Follow the list of options to enumédaowtte
enumerate shared folders/ files?
Step 2: Select an Account
Select an account in the Basic lHermission

NC
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(O

Permissions Modifier EI@

C=
@ Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny
% ) Refresh BUILTINAdministrators Full Cortrol F (]
o ~ | VOYAGER\adminuser1 Modiy & 0
E VOYAGER \adminuser2 Read and Execute (List folder conte... '7 I_
@ 0
VSSLAB\adminuserd Wiite (] (]
Special permissions |— r
\\RD25\Ds Add Replace Remove Apply Cancel
= “WRD85\DocKIT 365 Migi Acc (Adh ed Per )
-l \\RDE5\DocKIT v5.0 Account Name ACEType  Inherted
lf; WRD85Sample BUILTIN"Administrators Allow Mo
- WRDBS test sample VOYAGER \adminuserl Allow Mo
=i \\RD85\Test share VOYAGER \adminuser2 Alow MNo
[t WMWRDB5WUsers VOYAGER \adminuser3 Allow Mo
[]--- RD40 VSSLAB \adminuserd Allow No
-y Local Drives
[ AN
[ CN
B DA Curment owner: VOYAGER \adminuser3
s A M G
ican Profiles (Computers) oo Add Replace Remove
>
T Check the permissions you want to add a
remove, in the permissions col umn
T Click tHRephwttupdate the basic permissict
Cautilofn all the permissions are unchecked,
from the ACE 1 st
o Permissions Modifier ===
@ Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny
% @ Refresh BUILTINAdministrators Full Cortrol (] ]
T | 263 Configured Servers A | VOYAGERadminuserl Modify ¥ (]
< E| RD&5 VOYAGER \adminuser2 Read and Execute (List folder conte... |7 r
e @ @
27 \\RD85\Bulk Creation VSSLAB adminuser3 Wiite [l [l
l:‘: WRDERCE Special permissions |— r
(4 \\RD85\Contents
7 \\RDB5'DS Add Replace Remove Apply Cancel
£ \WRDE5\DocKIT 365 Migi Acc (Adh ed Permissions)
“WRD85\DocKIT v5.0 Account Name ACEType  Inherited
= \\RD8%Sample BUILTIN*Administrators Allow Mo
- \\RDB5\test sample VOYAGER \adminuser1 Alow Mo
- \WRDB5\Test share VOYAGER \adminuser2 Alow MNo
[31:; “WROB5 sers VOYAGER \adminuser3 Allow Mo
-0 RD40 W5 5LAB adminuser3 Alow MNo
- Local Drives
[ AN
[ CN
- DA Curment owner: VOYAGER \adminuser3
e B O towopagats to s oot e
- Scan Profiles (Computers)
_ w7 Add Replace Remove
>

T The updated basic permissions for the s

N M
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o Permissions Modifier = E=h =
@ Share\Folder path: | Grant Pemissions | Accounts:(Basic Permissions) Permissions Allow Deny
% @ Refresh BUILTIN'Administrators Full Cortrol F (]
T =3 Configured Servers ~ | VOYAGER\adminuserl Modify [ (]
= 5.[@ RDE5 VOYAGER adminuser2 Read and Execute (Ust folder conte.. [ 7] [
£ \\RDES\ADMINS Read 4 a
D85\Bulk Creation VS 5LAB adminuser3 Write |7 r
DesCe Special pemissions |— r
Da5\Contents
D250 Add Replace Remove Apply Cancel

D85\DocKIT 365 Migi Acc (Advanced Permissi

D85\DocKIT v5.0 Account Name ACEType  Inherted
2 \\RD&5\5ample BUILTINAdministrators Allow Mo
“WRDB85test sample VOYAGER \adminuserl Allow Mo
“RD85\Test share VOYAGER \adminuser2 Alow MNo

-l \\RDB5\Users VOYAGER \adminuser3 Allow Mo
[]--- RD40 VSSLAB \adminuserd Allow No
[—jL—? Local Drives
[ AN
[ CN
Cument owner: VOYAGER" \adminuser3
- DA
s BN Allow Inherited pemissions from the parert
e O to propagate to this object.
= Scan Profiles (Computers)
T hd Add Replace Remove

< >

ndoddp | 296 2 YZ2RATFeEe GK:
LISNYAAdaA2yack

ThModi fy Perailseswonywou to modify an account

&
=)
b

s
Madify
Permissions

Cl iar. button.

The Modify Permissions window lWill be disp

Step 1: Select folder/file path

T Follow the list of options to enumdaowtte
enumerate shared folders/files?
Step 2: Select an Account

Select the Advanced permissions account LUf

N M
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o Permissions Modifier = E=h =
@ Share\Folder path: | Grant Pemissions | Accounts:{Basic Permissions) Permissions Allow Deny *~
% ) Refresh BUILTINAdministrators Full Cortrol F F
T | £-(3 Configured Servers ~ | VOYAGER\adminuserl Modify [ [
< EI RDE5 VOYAGER \adminuser2 Read and Execute (List folder cont... |7 |—
e YWRDESADMING VOYAGER \adminuserd Read ¥ )
e “WRDE5\Eulk Creation VSSLAB adminuserd Write |— |—
- \\RD85\CS Special permissions
[ i \\RDB5\Contents Traverse Folder/Execute File ¥ [
B-E2 \\RDE5\DS o FELEEE e List Folder/Read Data ¥ &
G- \\RD85\DocKIT 365 Mig | Accounts:{Advanced Permissions) Read Attributes ¥ &l
E W\RDE5\DocKIT va.0 Account Name ACEType Inherted Read Bxtended Attributes ¥l ]
-7 \\RD85\Sample BUILTIN'Admiristrators~ Allow No Creats Files/Wite Data [ [
G \\RDE5'test sample VOYAGER \adminuserl Alow No Create Folders/Append Data &l &l
-2 \\RD85\Test share VOYAGER\adminuser2 Al No Write Attributes [ &l
-2 \\RD5\Users VOYAGER\adminuser3  Alow No Wiite Extended Attributes ] o
-8 RD40 VSSLAB adminuser3 Alow Mo Delete Subfolders and Fies O O
-y Local Drives Delete [ [
B AN Read Pemissions [ m_ >~
[ Y Apply onto: | This folder, subfolders and files v
- DA Errerimrer LG AR e 0 Apply these pemmissions to objects and.or
[ EA n Alow Inherited permissions from the parent containers within this container only.
to propagate to this object. Poply Cancel
ican Profiles (Computers) oo Add Replace Remove
>
T Check the permissions you want to add a
remove from the account's advanced pern
T Click tWRephwttupdate the advanced per mi ¢
T you can also modify the propagation | ev
opt Apply .onto
Cautilofn all the permissions are unchecked,
from the ACE | i st
ol Permissions Modifier = EEh
@ Share\Folder path: | Grant Pemissions | Accounts:(Basic Permissions) Permissions Allow Deny ™
% @ Refresh BUILTIN\Administrators Modify F F
EI EI@ Configured Servers A | VOYAGER adminuserl Read and Execute (List folder cont... |7 |—
< RDE5 VOYAGER\adminuser2 Read ¥ O
G- \RDSS\ADMINS VOYAGER'adminuser3 Wiite [ [
Ejl:‘; WRDE5Bulk Creation VSSLAB adminuserd Special permissions
- \WRDBS\CS Traverse Folder/Execute File |7 |—
-l \\RDB5\Contents List Folder/Read Data |7 |—
527 \\RDE5\DS i Replace Bemove Read Attibutes Fi M
(-2 \\RD85\DocKIT 365 Migi | Accounts:(Advanced Permissions) Read Extended Attibutes V] ]
[t VWRDE5\DocKIT v3.0 Account Name ACEType  Inherited Create Files/Write Data |— |—
-2 \\RDE5\Sample BUILTINAdminiistrators Alow No Create Folders/Append Data &l &l
G- \\RD85\test sample VOYAGER\adminuser]  Alow No Write Attributes [ &l
G- \\RD85\Test share VOYAGER\adminuser2  Allow No Wiite Extended Attributes ] o
-7 \\RD85\Users VOYAGER\adminuser3  Allow No Delete Subfolders and Files ™ [
-8 RD40 VSSLAB adminuser3 Alow No Delete ™ &l
1 Local Drives Read Pemissions |7 |—
- AN Chanoe Pemmissions [T [T 4
H- s O Apply onto: | This folder, subfolders and files W
i Do\ T 0 Apply these pemmissions to objects and/or
i BN s Alow Inherited permissions from the parert containers within this container only.
to propagate to this object. Apply Cancel
= ican Profiles (Computers) ” Add Replace Remove
£ >

N M
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T The updated advanced permissions for th
o Permissions Modifier = E
@ Share\Folder path: = Grant Pemissions | Accounts:(Basic Permissions) Permissions Allow Deny *
% D Refresh BUILTIN'Administrators Modify (& (&

EI 5@ Configured Servers A | VOYAGER adminuserl Read and Execute (List folder cort... |7 |—
& EI RD&5 VOYAGER \adminuser2 Read ] ]
® WWRDES\ADMING VOYAGERadminuser3 Wiite w ]
- D85'Bulk Creation VS5LAB \adminuser3 Special permissions
g DB5\CS Traverse Folder/Exscute File ] [l
0 D85\Contents List Folder/Read Data ¥ [l
3 DE5\DS i Replace Bemove Read Attributes ¥l A
e DB5\DocKIT 365 Migi | Accounts:(Advanced Permissions) Read Extended Aftibutes v O
o= \\RD85\DocKIT v9.0 Account Name ACEType Inherted Create Files/Wiite Data ) )
-2 \\RDB5\Sample BUILTIN'Admiristrators~ Allow No Create Folders/Append Data ] [
al “WRDB85test sample VOYAGER \adminuserl Allow Mo White Atributes |— |—
| D85\ Test share VOYAGER adminuser? Allow Mo Write Extended Attributes |— |—
[-d \\RDB5\Users VOYAGER adminuser3 Alow Mo Delete Subfolders and Files ¥l ]
-} RD40 VSSLAB adminuser3 Alow No Delete ™ ]
[—]L—L_ﬂ Local Drives Read Pemissions |7 |—
- AN Chanae Pemissions [ [ v
B G Apply onto: | This folder, subfolders and filess v
[-wg DA Urerimer LR HE e g 0 Apply these pemmissions to objects and/or
B EN O Allow Inherited permissions from the parert containers within this container only.
& Scan Profiles (Computers) to propagate to this object. Apply Cancel
T & Add Replace Remove
£ >

nodon [/ 2L t SNX¥A&AAZ2YVA

About Copy Permissions

Th€opy Permisatans all ows you to copy perr
share(s). You can use many options |i ke Ad
permi ssions, Replace the account's existin
may steloepct i ons to All ow, Bl ock inheritance
child objects existing permissions with th
copying permissions to share. Her e i sCdarphye
Permi ssions feature.

Not®his feature wil.l not break the inherit
wish to break the inheritance from the par
permi ssions from this object's parent" to
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Actions

Copy permissions from ond Holwarne ?t)o anot her
Copy source shared folder/file permiss
folder(s)/file(s) permissions |ist.

Repl ace existing accounts per mMiHoswi dms? )wi t F
Repl ace the existing accounts permissi
permi ssions to a target shared folder/ file

Al so apply the above to subfolders a+ad hfeirli

folders @gHdwfio®e}y):

Copy permissions to the target object':
permi ssions from its parent object with re

Remove all the existing explicit addHownt o’
Remove all existing accounts that have

shares and replace them with the selected

Repl ace all explicit permissions existing
t he curr grHtowo lijog2gt :

Remove explicitly defined permissions
with the inheritable permissions from the

All ow inherited permissions from(tHoev par’er
Al'l ow inheritable permissions from the
affect the already existing explicit per mi

Copy and Remove inherited permissions fHoOR
07?)

—r

Copy and Remove the inheritable permis
shares. Copying the inheritable permissior
permi ssions in the target shar esd pparmnmissyic
remove all the inherited permissions from

ndnodm 126 G2 [/ 2L t SN,
aKFENB G2 FYy2G03KSNJ aKIF NB

Th€opy Permisatane all ows you to Copy Perm
share(s). You can use many options | i ke Adc¢
permi ssions, Repl ace the account's existin
may steloepcti ons to All ow, Block inheritance
objects existing permissions with the inhe

permi ssions for account s.

N M
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oif

Copy
Permissions
Cliar button.
The Copy Permissions window wll | be displ a:

Step 1: Configure Sbuste shared folder

To configure shg@lredkfbbedersop dtidhckkhared f o

Copy Permissions Wizard

Step 1 of 6: Configure Source shared folder-list
Use the link 'Click here to add shared folder' to add the name of the specific source share folders. This wil
bring up a dialog to input shares in several different ways. After selection, your list of shared folders will be
displayed here.

Folder path Remove
[] click here to add shared folder
WWRDADWAccounts Remove
[ “wRD40content Remove
[] “RD40Demo Remove
Nexdt Cancel

Cl iNcekxtto proceed to the next step.
Step 2: Configure THairgtet shared folder

To configure she@tedkfbbkderso adtiohckkhared f o

N M
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Copy Permissions Wizard
Step 2 of 6: Configure Target shared folder-list

Use the link 'Click here to add shared folder' to add the name of the specific target share folders. This wil

bring up a dialog to input shares in several different ways. After selection, your list of shared folders will be
displayed here.

Folder path Remove
Click here to add shared folder
WRD40content Remove
WRD40demo Remove
Back Mead Cancel

Cl iNcekxtto proceed to the next step.

Step 3: Select Permissiond/ Access Control

Select permissios/ Access

control entries t
folder(s) [/ files(s)

N M
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Copy Permissions Wizard l

Step 3 of 6: Select Permissions/Access Control Entries
The following list displays the permissions/access control list of source Share/folder. Select the permissions to
copy to the target share(s)/folder(s).

Select Al || Select explicit permissions onty '@' [] Select inherted permissions only .@.

Account Name Access Type  Securty Iz Inherted Apply To
VOYAGERAdministrator ~ Allow Modify False This folder, subfolders and files
VOYAGER \adminuserd Allow Full Contral False This folder, subfolders and files
VOYAGERadminuser1 Allow FullContral True Thig folder, subfolders and files
VOYAGER \adminuser2 Allow FulContral True This folder, subfolders and files
VOYAGER @l Allow ReadAndBExecute True This folder, subfolders and files
VOYAGER \michael Allow ReadAndExecute True Thig folder, subfolders and files
VOYAGER Team auditing  Allow ReadAndExecute True This folder, subfolders and files
< >
Back Mext Cancel
T Us&el ect explicit oppetrinoins stioo nsseloenclty on |l
from the source shared folder/file per

N M
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Copy Permissions Wizard l

Step 3 of 6: Select Permissions/Access Control Entries

The following list displays the permissions/access control list of source Share/folder. Select the permissions to
copy to the target share(s)/folder(s).

[] Select &I Select explict pemissions only 0[] Select inherited permissions only i

Accourt Mame Access Type  Security Iz Inherted Apply To
VOYAGERAdministrator ~ Allow Modify False This folder, subfolders and files
VOYAGER \adminuser3 Allow Ful Contral False This folder, subfolders and files
[ VoY AGER \adminuser1 Allow FullContral True This folder, subfolders and files
] VOYAGER \adminuser? Allow FullContral True Thig folder, subfolders and files
[ VOY¥AGER kalu Allow ReadAndExecute True This folder, subfolders and files
[ VO¥AGER \michael Allow ReadAndExecute True This folder, subfolders and files
] VOYAGER\Team audting  Allow ReadAndExecute True Thig folder, subfolders and files
£ >
Back Mext Cancel
T Us&el ect inheritedopdriminsgioors®lerity onl
from the source shared folder/file per
Copy Permissions Wizard l

Step 3 of 6: Select Permissions/Access Control Entries
The following list displays the permissions/access control list of source Share/folder. Select the permissions to
copy to the target share(s)/folder(s).

[] Select Al [ | Select explicit permissions onty 'ﬁ' Select inhented permissions only .ﬁ.

Account Name Access Type  Securty Iz Inherted Apply To

] VOYAGER Administrator ~ Allow Modify False This folder, subfolders and files

[ VOYAGER \adminuser? Allow Ful Contral False This folder, subfolders and files

VOYAGERadminuser1 Allow FullContral True Thig folder, subfolders and files

VOYAGER \adminuser2 Allow FulContral True This folder, subfolders and files

VOYAGER @l Allow ReadAndBxecute True This folder, subfolders and files

VOYAGER michael Allow ReadAndExecute True This folder, subfolders and files

VOYAGER Team audting  Allow ReadAndExecute True Thig folder, subfolders and files

< >
Back Mext Cancel

N M
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Cl iNcektto proceed to the next step.
Step 4: Apply the required rules to be usc

Select which rules to apply while copying

Copy Permissions Wizard l

Step 4 of 6: Apply Rules
Select the rules using which you would lke to copy permissions to the selected target shared folder(s)\file(s)
permission list,

Azsignment Rule:
(®) Copy the selected permissions to the existing pemissions list
If the selected account already exists in the pemissions list

) Add the new permissions to the account’s existing permissions ﬂ

() Replace the account’s existing pemmissions with the new permissions tl'

[] Mso apply the above to subfolders and files that do not have inheritance set non-nherited folders and files) 'U'
() Remove all existing accourts and replace with the selected accounts and pemissions ﬂ

["] Replace all child object existing permissions with inheritable permission from this object ﬂ
[ Inheritance Rule:
o

o
o

Back Mext Cancel

Add the new permissions to the oapctciooumtwisl [
selected permissions to the existing per mi
per mi ssi ons.

You may also use the below options to Cop)y
I nheritance rule

T Replace the account's existing permiss

T Al so apply the above to subfolders and
inherited folders and files)

T Remove all existing accounts and repla
permi ssions

1T Replace all child objects existing per
this object

I nheritance Rul e:

T Al'l ow inherited permissions from this

N M
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nherited permissions.
i

nherited permissions.

account's existing permissiont
ected account already exists i

with the newly selected per mi ¢
share already has some account

if the same existing accounts st
ons

then this option will replace
Write) with new permission(Deny Mc
the share permissions I|ist then i

the above to subfolders and {il
files)

option will copy permissions to t|
nherited permissions from its parent

option is checked, the subf ol

target share has some subfol de
wi || copy permissions based o1

existing accounts and replace \

option wil/l remove all existing at
sel
permi ssions. Note that thiisnvei Iflr omp tp arre

ected target shared folder(s)/1

existing account permissions wil
permissions wil| be applied.

target share has 7 accounts th
with the new selected account ¢

child objects existing permis:¢
option wildl remove explicitly def/i
shared folder(s)/file(s) and repl
target shared folder(s)/file(s).
the target share has some subfol d¢
subfolders with blocked inheritai

permi ssions of subfolders and edtl
nherited permissions from this obj«

option will allow the selected tar
parent object.
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Exampllfe:t he target share do not have any i
the parent object blocked then this optiol
object.

Copy inherited permissions

This option will copy the permission el
parent to this selected target shared fol«

Examplife:t he target share already all owed t
this option wild.l remove the inheritance al
permissions in the permissions | ist.
Remove inherited permissions

This option wil/l remove the permission

parent and keep only those permissions ex|

Caut iRemoving permission inheritance from
designed with the default inheritance opti
Exampllfe:the target share is already set to
option wil/l remove the inheritance from p:

Cl iNcekxtto proceed to the Next step
Step 5: Save as templ ate

Enter a name and description to save the
templ ate | ater.
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Copy Permissions Wizard

Step 5 of 6: Save as Template(Optional)
Enter a name and description to save the input settings as a template. You may reuse this template later.

Template Name: copy pemissions task 1|

Template Description:

Back Mead Cancel
Cl iNcekxtto proceed to the next step

Step 6: Summary
This step displays the summary of all the

N P
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Copy Permissions Wizard

Step 6 of 6: Summary Report
Shows the details of all inputs provided in the wizard

Selection Summary:
™~

Source shared folder/file:

WRD40\Accounts

Target shared folder(s)/file(s):

1. \\RD40\content

2. \\RD40'\Demo

Selected Permissions/ Access control entries:

1. VOYAGER\adminuserl--=Allow--=>FullControl--=This folder, subfolders and files

2. VOYAGER\adminuser2--=Allow--=FullControl--=This folder, subfolders and files

3. VOYAGER\adminuser3--=Allow--=FullControl--=This folder, subfolders and files
Assignment Rule:

1. Add the new Permissions to the target Account's existing permissions, If the selected Account already exists

in the permissions list o
1

Back Finizh Cancel

Cl iFciknit ©h compl et e the Copy Permissions wiz

Permi ssions will be copied as specified in
would be shown below along with the "View
status.
summary
<Copy permissions Report> ~
Source folder/file:
\\RD40M\Accounts
Target folder(s)/file(s):
WRD40\content
WRD40\Demo

Selected permissions/access control entries:
1. VOYAGER\adminuserl--=Allow--=FullControl--=This
folder, subfolders and files

2. VOYAGER\adminuser2--=Allow--=FullControl--=This
'Fi‘lll"lﬂl" C‘IIH'FI'!II'"E}’C‘ FlF'II"I 'Filﬂ!:‘ v

View change log
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Th&8aved Tenpolnattaeisns the | ist of saved templ
Per mi ssi ons.

Saved

Templates
Cliacr. button. The Saved Templates windc
Saved Permissicns Templates @
Select any template from the list of saved templates to proceed. Click Open to modify the
selected template. Click Delete to delete any selected template and Click View Details to view fg.‘
the contents of selected template. £ \
Template Name Description Template Type
_‘%gmm pemission task1  fortest share Grant
= lcopy permissions task1  for evaluation Copy
_‘%cnw pemissions task?Z  for adminshare Copy
Cpen ] [ Lelete ] [Eew Cietails ] [ Close ]
The saved templates window allows bMou to pe

T Open an existing templ ate
T Delete a templ ate

1T Preview the contents of a templ ate

Open an existing Templ ate

Copy permissions te
window. The Copy p
ow e

you to edit th

1. To open an existin
and ®lpiemktton in the
screen which wild/l 1
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2.During edit operation you can modify th
however, you cannot modify the name of
Del ete a templ ate
To delete a Copy permissions template, sele
del ete, anbeltdhteent ohi ckKhe selected templ ate

Preview th

e settings of a Templ ate

To preview the settings of a saved Templ at e

t hen WileiwkDbuaitlon. The settings wild.l be dis
Saved Permissions Temnplates 3
Select any template from the list of saved templates to proceed. Click Open to modify the
selected template. Click Delete to delete any selected template and Click View Details to view ur#‘
the cortents of selected template. q
%
Template Mame Description Template Tyvpe
_%glant pemission task1  fortest share Grart
A copy pemissions task2  for adminshare Copy
Summary

Template Hame: copy

subfolders and files

L{ |subfolders and files

1. \\rd46'\Test Folder

Selected Permissions/ Access Control Entries:
1.DISCOVERY \adminuser--=Allow--=CreateFiles,
AppendData--=This folder, subfolders and files
2.DISCOVERY\test2--=Allow--=Maodify-->This folder,

3.DISCOVERY'\test4--=Allow--=Maodify--=This folder,

Selected Source shared folder/ file: pialls ] [ Close

Colortod Tarnot charad faldaef el Fflaf e i

permissions taskl

| »

m

Close

nodop /

2 LJe 1l RNOY N E0E6R2 vV &
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Th€opy Per misdvaomésedt ure all ows you to Copy
to another share(s) by wusing two options ||

permi ssions to specific folders. You efaonl dcec
copy penmi 9dioduwdrrs that match the specifie

i

o)
Copy Permissions -
Advanced
Cliar. button.
The Copy PeAdvascedswi ndow will be Ui spl ay:

Step 1: Configure Sbuste shared folder

To configure sh&€tedkfbbdersop dtidhckkhared fo

Copy Permissions-Advanced

Step 1 of 5: Configure Source shared folder-list

Use the link "Click here to add shared folder' to add the name of the specific source share folders. This wil

bring up a3 dialog to input shares in several different ways. After selection, your list of shared folders wil be
displayed here.

Share,Folder UNC Path:

Folder path Remove
[] Click here to add shared folder
\\rd84\extensions Remove
[1 \\rd84\Construction Remove
Mesd Cancel

Cl iNcektto proceed to the next step.
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Step 2: Configure TFairgteit shared fol der

To configure shgredkfbbederso edtiohckkhared f o

Copy Permissions-Advanced

Step 2 of 5: Configure Target shared folder-list

Use the link 'Click here to add shared folder' to add the name of the specific target share folders. This wil

bring up a dialog to input shares in several different ways. After selection, your list of shared folders will be
displayed here.

Share,/Folder UNC Path:

Folder path Remove
Click here to add shared folder
\\rd84\destination Remove
\\rd84\Construction Remove
\\rd84\Shares Remove
Back et Cancel

Cl iNcekxtto proceed to the next step.

Step 3: Select copyl permi ssion option
Select any one copy option to be perfor met¢

s twmptaildn stud fod e rg er)

py permission
er folders in target that

s and sub
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LU

Copy Permissions-Advanced l

Step 3 of 5: Select copy permission option

Select the copy permission to all subfolders option to copy permissions for all folders and subfolders in target
that exactly matches with source. Select copy permissions to specific subfolders option to copy permissions
only for the folders that matches the specified patterns and also based on the subfolder level,

Copy option:
(@) Copy permissions to all subfolders ﬂ

(7) Copy permissions to specific subfolders @)

Folder name:

Search Folders Remave

Subfolder Traversal:

Back MNext Cancel

T Us€opy permissions to ompddiofni ¢ os chofpyl g
for the folders that match the specifi
Copy Permissions-Advanced l

Step 3 of 5: Select copy permission option

Select the copy permission to all subfolders aption to copy permissions for all folders and subfolders in target
that exactly matches with source. Select copy permissions to specific subfolders option to copy permissions
only for the folders that matches the specified patterns and also based on the subfolder level.

Copy option:
() Copy pemmissions to all subfolders ﬂ

(@) Copy pemissions to specfic subfolders ﬁ

Folder name:

Search Folders Remaove

Subfolder Traversal: | Set Subfolder Levels

Back Mext Cancel
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Copy Permissions-Advanced

Step 3 of 5: Select copy permission option

Select the copy permission to all subfolders option to copy permissions for all folders and subfolders in target
that exactly matches with source. Select copy permissions to specific subfolders option to copy permissions
only for the folders that matches the specified patterns and also based on the subfolder level.

Copy option:

() Copy permissions to all subfolders ﬂ

(@) Copy pemissions to specific subfolders ﬂ'

Folder name:
] ||
Search Folders Remove
Starting with: Invoice Remave
Ending with: Manuals Remove

Subfolder Traversal: | Set Subfolder Levels

Back Mext Cancel

T Us&et Subfol ot iloeveéloscopy per mi ssi on-s
folder(s) in the shared folder
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Copy Permissions-Advanced

Step 3 of 5: Select copy permission option
Select the copy permission to all subfolders option to copy permissions for all folders and subfolders in target
that exactly matches with source. Select copy permissions to specific subfolders option to copy permissions
only for the folders that matches the specified patterns and also based on the subfolder level.

Copy option:

.;::;. Copy prmmissinma ta =l aubkfaldam

(® Copy Subfolder Levels
Subfolder Levels:

F
= th
(®) Copy pemigsions to matching subfolders upto 2 - level

() Copy permissions to |1 = level matching subfolders only
() Copy permissions to matching subfolders after |1 = level of sub-folder(s) in the shared folder

() Copy permissions to last level (eaf) matching subfolders onty

oK Cancel

Subfolder Traversal: | Set Subfolder Levels

Back Mext Cancel

T Copy permissions to matchinghssbbdptiden
permi ssiohel dar 68p which are upto the

T Copy permissions to Nth | eveThimatamti ing
permi ssiohel dar 68ap which are in the sp
T Copy permissions to matching subdloddrf(
the sharedhfsel dption wil/| cdpy dper( mi)s 9
after the nth folder | evel of the sele
T Copy permissions to | ast | evelThieafo mta
copy permissions on the |l ast child (I e

per mi ssi ons.

Cl iNcektto proceed to the next step.

Step 4: Save as templ ate

Enter a name and description to save the
templ ate | ater.

N2z
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Copy Permissions-Advanced

Step 4 of 5: Save as Template{Optional)
Enter a name and description to save the input settings as a template. You may reuse this template later.

Template Name: Copy permissions - Adv Task |

Template Description:

Back MNexd Cancel

Cl iNcekxtto proceed to the next step

Step 5: Summary

This step displays the summary of all t he

N2z
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Copy Permissions-Advanced

Step 5 of 5: Summary Report
Shows the details of al inputs provided in the wizard

Selection Summary-
™~
Source shared folder/ file:
\\rd84\extensions
Target shared folder(s)/file(s):
1. \\rd84'\destination
2. \\rd84\Construction
3. \\rd84\Shares
Selected permissions/ access control entries:
1. BUILTIN\Administrators-- =Allow-->FullControl-->This folder, subfolders and files
2. VSSLAB\adminuser2--=Allow--=FullControl-->This folder, subfolders and files
3. VSSLAB\bruce--=Allow-->ReadAndExecute--=This folder, subfolders and files
4. VSSLAB\AlexWilber--=Allow-—->Modify-->This folder, subfolders and files
5. VSSLAB\DBobek--=>Allow-->Write, ReadAndExecute-->This folder, subfolders and files
Subfolder traversal: Yes
W

Back Finish Cancel

Cl iFciknit©oh compl ete the Copy Permissions wiz

Permi ssions will be copied as specified in
would be shown below along with the "View
status.

summary
<Copy Permissions- Advanced Report> ~

Selected option:
Copy permissions to all subfolders

Selected permissions/access control entries:

1. BUILTIN\Administrators--=Allow--=FullControl--=This
folder, subfolders and files

2. VS5LAB\adminuser2--=Allow-->FullControl-- >This folder,
subfolders and files

3. VSSLAB\bruce—-=Allow-->ReadAndExecute--=This folder,
subfolders and files

4. VSSLAB\AlexWilber—>Allow-—=>Modify-—=>This folder,
C‘IIH'FI'!II"IE}’C‘ Flf'll'" 'Filﬂl:‘

Wiew change log Close

N2z



é! ¢cGRUW N[ EWENHz| Ra! W~¢UecnNWGUqWEe

ndpdu |1 26 (2 NBdza® GKS

| RO YOSR GSYLX I 0SK
Th&8aved Tenpolnattaeisns the | ist of saved t-empl
Advanced Per mi ssions.
Saved
Templates
Cliacr. button. The Saved Templates windc
Saved Templates “

Select any template from the list of saved templates to proceed. Click Open to modify the

selected template. Click Delete to delete any selected template and Click View Details to view fﬁu

the contents of selected template. 1

hY

Template Name Description Template Type

=4 Grant Permission TestCheckGrant Grant

_——-,?,Cuw Permizsion TestCheckCopy Copy

= |CopyPermissions-Advanced  TestChecking Copy - Advanced

Cpen Delete Wiew Details Close

The saved templates window allows bMou to pe

T Open an existing templ ate
1T Delete a templ ate

T Preview the contents of a templ ate

Open an existing Templ ate

1. To open an existinfAdCapyegpetreninglsatoems se
per mi s-Aidoemsiced tempDpaelReutandnci nckhe win
permi ssions Dialog will appear on the s
templ at e.

N2z



¢! ¢cGRUW N[ EWEWNHz2! Ra! W~¢Uc¢nNWGWUqLWEe

2.During edit operation you
f

ca
however, you cannot modi t

y
Del ete a templ ate

To delete a CopyYyvpecmdssemps ate, selhdcvamced
templ ate which you wanDet ébtuég dloent. e ,T haen & etl leecr
del eted permanentl y.

Preview the settings of a Templ at e

To preview the settings of a saved Templ at e
t hen WileiwkDbuatlonn. The settings wildl be dis

Saved Templates

Select any prmel=ta fonm tha liok of aoue A termlatan b mrmonmd Cliole Cimam ba e e )
selected te Summary ( !'IJ
the conterd i @
| |=Copy Permissions - Advanced> "
Template |
3 Grant F Selected permissions/access control entries:
::lan P 1.MT AUTHORITY\SYSTEM--=Allow--=FullControl--=This

folder, subfolders and files
2.BUILTINVAdministrators--=aAllow--=FullControl--=This -
folder, subfolders and files
3.BUILTINYUsers—-=Allow-->CreateFiles—=This folder and
subfolders
4 BUILTIN\Users--=Allow—>ReadAndExecute—=This folder,
subfolders and files
5.VOYAGER\adminuser2--=Allow--=FullControl-->This

folder, subfolders and files
A VNVACERVadminncar-- = Allrme-—=Enllrantrnl--=Thic

Open Delete View Details Cloze

W

ndc [/ 2L ! OO02dzy i a
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share to another share(s) under respective
domain, and user/ group account mapping.

g7
Copy Accounts With
Permissions

Clicarn. button.
The Copy Accounts with Permissions wilndow

Step 1: Configure Sbuste shared folder

To configure shg@gredkfbbedersop dtidhckkhared f o

Copy Accounts with Permissions x
Step 1 of 5: Configure Source shared folder-list
Use the link 'Click here to add shared folder' to add the name of the specific source share folders. This
will bring up a dialog to input shares in several different ways. After selection, your list of shared
folders will be displayed here.
share/Folder UNC Fath:
Folder path Remove
[] click here to add shared folder
\\rd40\ Test Inherit Remove
Next Ccancel

Cl iNcektto proceed to the next step.

N2z
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Step 2: Configure TFairgteit shared folder

To configure shgredkfbbedersop dtiohckkhared f o

Copy Accounts with Permissions >

Step 2 of 5: Configure Target shared folder-list
Use the link 'Click here to add shared folder' to add the name of the specific target share feolders. This
will bring up a dialog to input shares in several different ways. After selection, your list of shared
folders will be displayed here.

share/Folder UNC Path:

Folder path Remove

Click here to add shared folder

V\RD20Y\ Target Test Remove
Back Next Cancel

Cl iNcektto proceed to the next step.
Step 3: Select UMapping option
Select any one mapping option to be perfor

T Us&ame Accounts in Sour coet(ienf & wl tc oNbayp p
folders and subfolders in target that e

N2z
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Copy Accounts with Permissions x

Step 3 of 5: Select Default Mapping or Domain Mapping or User/Group Mapping
select 'Default Mapping' to all copy accounts with permissions as available in source. select 'Domain
Mapping" to replace all the matching socurce domain user accounts with the mapped target domain accounts in

the selected shared folder. Select ‘User/Group Mapping' to replace the matching socurce user/group accounts
with the mapped target user/group accounts in the selected shared folder.

E Use Same Accounts in Source (Default mapping) ﬂ

(") Domain Mapping

Source Domain: Target Domain:

(") user/Group Mapping

Csv File Path: El

T Us®omain Maoppgiimn to replace all the ma-
accounts with the mapped target domain

N2z
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Copy Accounts with Permissions >

Step 3 of 5: Select Default Mapping or Domain Mapping or User{Group Mapping
Select 'mefault Mapping' to all copy accounts with permissions as available in source. Select 'Domain
Mapping" to replace all the matching source domain user accounts with the mapped target domain accounts in

the selected shared folder. Select "User/Group Mapping' to replace the matching source user/group accounts
with the mapped target user/group accounts in the selected shared folder.

D Use same Accounts in Source (Default mapping) 0

(®) Domain Mapping

source Domain: |voyager | Target Domain: |vsslab |

() user/Group Mapping

Csv File Path: IZI

T Usd&ser/ GroupoMdapminngo replace the matct
with the mapped target wuser/ group accou

N2z
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Copy Accounts with Permissions x

Step 3 of 5: Select Default Mapping or Domain Mapping or User/Group Mapping

select '"Default Mapping' to all copy accounts with permissions as available in source. Select 'Domain
Mapping' to replace all the matching source domain user accounts with the mapped target domain accounts in
the selected shared folder. Select ‘User/Group Mapping' to replace the matching source user/group accounts
with the mapped target user/group accounts in the selected shared folder.

|:| Use Same Accounts in Source (Default Mapping) @l
(") Domain Mapping

calurce Domain e

Source Domal arget Doma

(® User/Group Mapping

€SV File Path: |C:\Demo\DomainUsers csv.csv | E 1

Source User/Group Target User/Group

3 VS5LAB caine
VOYAGER helen VSSLAB clark
VO Y AGER \adminuserl VS5LAB \adminuser]
WOY AGER \Emily VS5LAB \Bharath
VOYAGER \Andrew VSSLAB bruce
Voyagertissac wsslab“\Davan

| Back | | Hext | | Cancel

Cl iNcektto proceed to the next step.
Step 4: Save as templ ate

Enter a name and description to save the
templ ate | ater.

N2z
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Ceopy Accounts with Permissions *

Step 4 of 5: Save as Template(Optional)
Enter a name and descriptien to save the input settings as a template. You may reuse this template later.

Template Name: |Cop1,' Accounts with Pemmissions Task|

Template Description: |

Back Next Cancel

Cl iNcektto proceed to the next step.

Step 5: Summary

This step displays the summary of all the

NT
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Copy Accounts with Permissions x

Step 5 of 5: Summary Report
Shows the details of all inputs prowvided in the wizard

selection Summary:

Source shared folder/ file:
Wird40'\Test Inherit

Target shared folder(s)/file(s):
1. \\RD20\Target Test

Subfolder traversal: Yes

Permissions/ access control entries:
All source permissions.

Copy permissions option:
Copy permissions to all subfolders.

Selected Mapping Option:
Use Same Accounts in Source(Default Mapping)

Assignment Rule: -

Back Finish Cancel

Cl iFciknit©oh compl ete the Copy Permissions wize

Permi ssions wil|l be copied as specified in
be shown below along with the "View change
Summary

< Copy Accounts with Permisssions> "

Source Shares/folders:
Vrd40\Test Inherit
Target Shares/folders:

WWRD20\Target Test

Selected option:
Copy permissions to all subfolders

Selected Mapping:
Use Same Accounts in Source(Default Mapping)

Taclk Statie:

View change log

NT
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Th&8aved Temnpolnattaeisns the | ist of savedAtdempk
Permi ssions and Copy Accounts with Permissi

Saved

Templates
Cliacr. button. The Saved Templates windc
Saved Templates X
Select any template from the list of saved templates to proceed. Click -
open to modify the selected template. Click Delete to delete any selected rj*;
template and Click view Details to view the contents of selected :iJ -
template. A
Template Name Description Template Type
_‘,jn[:up'_.' Accounts with Permissi... Copy Accounts with Permis
£ >
open Delete View Details Close
The saved templates window allows hou to pe

Open an existing templ ate
Del ete a templ ate

Preview the contents of a templ ate

Open an existing Templ at e

1. To open an existing Copy Accounts wi-th
Accounts t empOmdlreutatnodn cilni ctkhe wi ndow. Tt
Permi ssions Dialog will/l appear on the s
templ at e.

NT
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2.During edit operation you
f

ca
however, you cannot modi t

y

Del ete a templ ate

To delete a Copy Accounts with PAecrcnoiusnstiso ntse .
which you want to Del édtue t oaand Tthieers ed leiceled 1
permanent| y.

Preview the settings of a Templ at e

To preview the settings of a saved Templ at e
templ ate, aVidewhBPdu&itloosk The settings wildl
shown bel ow:

; Summary

< Copy Accounts with Permissions> ”
||Selected permissions/access control entries:

Copy permissions option: I
Copy permissions to all subfolders

Subfolder traversal: Yes

Mapping option:
Use Same Accounts in Source(Default Mapping)

Permissions/ access control entries:

All ennrra narmiccinne

L

o]

ndT [/ 2L ! O02dzyd t SNX

Vd e

ndrodm | 26 G2 0O02Lk | 002

I KS a4St SOUSR akKIFINBR F2i
LISNXY¥AaaArzya fAadk

to single or multiple accounts by granting
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account permissions ohobgeci &nddal svetepwpf.
subolders that match the specified search

Lﬁ_‘\u_[ki-l

Copy Account
Permissions
Cliar. button.
The Copy Account Permissions winddw will b

Step 1: Configufla sshared folder
To configure shgriedkfbbkdersop dtiddbkkkhared f

Copy Account Permissions Wizard

Step 1 of 3: Configure shared folder-list

Use the link "Click here to add shared folder' to add the name of the specific share folders. This will bring up a dizlog
to input shares in several different ways. After selection, your list of shared folders wil be displayed here.

Folder Path Remaowve
Click here to add shared folder
“WWRD4DAccounts Remove
“WWRO40content Remove
WWRD40\Demo Remove
[] Apply to subfolders
[ Include files present inside folders
Mext Cancel
1T Apply toolsdiEthss option will copy a# odcdcel
the selectled folders.
T I'nclude files pre3béns opsiode ol decsopy
files present insildle the selected folde

T Us&et SearclhpPatbothhenrm copy
match cededinepgreondition
wi t h. Example: Folder nam

an accfoalndems
s |ike Folder
e startsllwith

NT
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Copy Account Permissions Wizard
Step 1 of 3: Configure shared folder-list
Use the link 'Click here to add shared folder' to add the name of the specific share folders. This will bring up a dizlog
to input sk ’ T o o T o D
Folder Search Options

Folder Path Enter search criteria for sub{olders. {% Remave

Click here to ]

RDADA Search sub-folders that start with Search subfolders that end with o

\Acc Emove

“WRDAD o :E= :E= Remove

WRO4A0\Den Starts with ’K Ends with ’l Remove
Apply to s e Ider Levels
[] Include files present inside folders : :

Mext Cancel

T Us&et Subfol et ilbemveéloscopy an account
|l evel sf ofdenubs) in the shared folder.

Copy Account Permissions Wizard
Step 1 of 3: Configure shared folder-list

Use the link 'Click here to add shared folder' to add the name of the specific share folders. This will bring up a dizlog
to input shares in several different ways. After selection, your list of shared folders wil be displayed here.

Folder Path Remove
Click here to add share: Subfolder Levels
WRD4DNAccounts Subdolder Levels: Remove
RO content - Remove
N _ () Include upto |1 - level of sub-folder(s) in the shared folder
WRD40\Demo Remove

() Include only |1 = level of sub-folder(s) in the shared folder
() Include folders after |1 s level of sub-folder(s) in the shared folder

-:::Z' Include only leaf nodes in the shared folder

Cancel

Apply to subfolders
[ Include files present inside folders

Set Search Pattem Set Subfolder Levels

Mext Cancel

NT



¢! ¢cGRUW N[ EWEWNHz2! Ra! W~¢Uc¢nNWGWUqLWEe

T I'nclude upto N-flodwWelr((s)) dfn & thteh issh aorpetd of
an account perdios slieoss whhmchulrre upto ¢t}
|l evel

T I'nclude only Nftbl dewes$) of ns ublehissh aorpetd of

an account perdios slieoss whhmchulare in the
T I'nclude folders af-fterdé&lr ({ 8yel f s) hTehfissk aoh
will copy an accouditol gler mi svhii@ems aore «adh
the selected folder
T I'nclude only | eaf nodeTshiisn otphtei osnh awieldl f
permissions on the |l ast child (leaf) no

permi ssions.

Cl iNcektto proceed to the Next step.

Step 2: Configure User/ Group Account (s):

The User/ Group Account (s) wild/l be added to

Copy Account Permissions Wizard

Step 2 of 3: Configure User/Group Account(s)

lUse the link "Click here to add user or group accounts’ to add Users and Groups to view the permissions on
Mote: The source account to copy permissions From must be available in the ACLs of the selected shared folder(s).

Copy Permmissions From:
Accourt name: 0
["] Remove Source Account from the ACL after the copy operation
Copy Permissions To:
Account Name Account Type Remove

Click here to add user or group accounts

f Enter a user or group account, for whi

Not Bhe source account to copy permissict
of the selectedd shared folder (s).

T Us®emove Source Account from the oMQL oan
remove the source account from the WCL

NT



¢! ¢cGRUW N[ EWEWNHz2! Ra! W~¢Uc¢nNWGWUqLWEe
T To configure user J/Cldrckumpeaecdwntad,d alsi
link., for which you wish to Copy Perm

Copy Account Permissions Wizard

Step 2 of 3: Configure User/Group Account(s)

Use the link "Click here to add user or group accounts’ to add Users and Groups to view the permissions on
Mote: The source account to copy permissions From must be available in the ACLs of the selected shared folder(s).

Copy Permissions From:
Accourt name: | voyager'adminuser1 ﬂ
["] Remove Source Account from the ACL after the copy operstion
Copy Permissions To:
Accourt Name Account Type Remave

Click here to add user or group accounts
voyageradminuser? Remove

voyageradminuserd Remove

Cl iNcekxtto proceed tdlthe next step.

Step 3: Selection Summary
This step displays the summary of data sel.

NT
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Copy Account Permissions Wizard

Step 3 of 3: Selection Summary
Shows the details of all inputs provided in the wizard.

Selection Summary:

Selected Shared Folder(s)/File(s):
1. \\RD40\Accounts

2. \\RD40'\content

3. \\RD40\Demo

Copy Permissions From:
1. voyageriadminuserl

Copy Permissions To:
1. voyager\adminuser2
2. voyager\adminuser3

| Back || Finish || Close

Cl iFciknit©oh compl et e the Copy Account per missi

Permi ssions will be copied as specified in
be shown below along with the "View change

summary

< Copy Account permissions Report> ~

Shares/folders:
WRD4 0V Accounts
WRD40\content
WRD40\Demo

Copy Permissions From:
voyageriadminuserl

Copy Permissions To:
voyageriadminuser2
voyageriadminuser3

| View change log |

NT
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ThdManage Share PReramiugei and ows you to manag
set of share(s). You can use many rule opti

existing accounts in share(s), Add new acc!
permi ssi onsnade.shdarme mper mi ssions for multi

in

| [—
Manage Share
Permizsions
Cl ican. button.
The Manage Share Permissions windddw will b

Step 1: Select Share(s):

To configure Cdharke (hee)r,e dloi maldd share(s)

Manage Share Permissions Wizard

Step 1 of 2: Select Share(s)
Use the link 'Click here to add share(s)' to add the name of the specific share(s). This wil bring up 2 dizlog to
input shares in several different ways. After selection, your list of share(s) wil be displayed here.

Share Path Remove
Click here to add share(s
\\RD40\ACcounts
\\RD4OVCOMTENT Remove
Mext Cancel

NT

t

S|


../../dialogs/ntfs-shares-selection-dialog.htm

¢! ¢cGRUW N[ EWEWNHz2! Ra! W~¢Uc¢nNWGWUqLWEe

Cl iNcekxtto proceed to the next step.

Step 2: Apply Rul e:
Select Access Type, Permi ssions and the ru

permi ssions.

Manage Share Permissions Wizard
Step 2 of 2: Apply Rule

Select Access Type & Permission. Select the below rule using which you would like to manage share
permissions to the selected share(s).

Access & Permissions

Access Type: |Allow v | Permissions: Change W

Apply Rule: | Add new accounts to the share(s) with the above access permissions W
Account Mame Account Type Remaove
Click here to add user or group accounts
VOYAGERWdministrator User Remave
VOYAGER\adminuser1 User Remave
VOYAGER\adminuser3 User Remave

Back Finish Cancel

Wiew BExdsting Permissions

Apply Rule provides the following options

T Apply above access permissions to al

This option wildl assign the above se
existing accounts in the specified sha

1T Select specific users of the share(s)

This option will assign the above se
specific users.

1T Add new accounts to the share(s) with

This option will add new accounts to

NY
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f Remove accounts having the above acces

This option will remove the accounts
and Permissions.

1T Remove specific accounts from the shar

This rule wildl remove the specific a

You caVvii eweExi stingopermnssoomnbew the exis
the selected share(s).

Cl iFciknitoh compl et e the Manage Share Per miss

Share Permissions wil/| be changed as speci
data would be shown below along with the "
compl etion status.

summary

Selected Permission Entries to Manage Share:

Applied Rules: Apply above access permissions to all
existing accounts in share(s)
Accounts:

Everyone

VOYAGER\Administrator

VOYAGER\adminuserl

VOYAGER\adminuser3

BUILTIN'Administrators

Selected shares:
VWRED40YAccounts ¥

View change log

nddp 58yEYAO

@
@
0p)
Q)¢
Q)¢
N

ndpdm ! LILIX & / SYaNFt ! O

Théapply fGaRR ure all ows you to apply central
folder(s)/file(s). You can view and select
that belongs to the selected shared fol der:

NY
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DAC

= Apply CAP

Cl iar 8 )] Revoke CAP button in the tool bar.

The Apply Central Access Policy wildhdow will]

Step 1: Configufa sshared folder

To configure sh&€ltedkfbbdersop dtiohckkhared f ol

Apply Central Access Policy Wizard -

Step 1 of 4: Configure shared folder-list

Use the link 'Click here to add shared folder’ to add the name of the specific share folders. This will bring up a
dialog to input shares in several different ways. After selection, your list of shared folders will be displayed

Folder Path Domain Mame Remove
Click here to add shared folder

VRD4\Accounts VOYAGER Remaove
VRD40\CONTENT VOYAGER Remave
V\RD40\Demo VOYAGER Remawve

[ Apply to all the subfolders

] Include files present inside folders

T Apply to afldl déhesssuobpti on will apply ce
folders of the selected folders as spec
T I'nclude files preJans opsiode Wwoldeapply
all files present in the selected folde
Cl iNcekxtto proceed to the next step.
Step 2: Select Central Access Policy

NY
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Step 2 of 4: Select Central Access Policy
Select a Central Access Policy to apply to the share(s)/folder(s). Click Change to view the available Central
Access Policies that can be applied to the selected objects.
Central Access Policy: | Mo Central Access Policy | Change 0
The following Central Access Rules apply: Applies to:
----- Central Access Rules Z
™
Description:
[
™
Permission entries:
Tyvpe Principal Access
1 CliCGhkange view available Central Access
selected shared folders/files.

Not ¥ou must be a member of the selected
shares fromuahdomacnated sesBAcoeass oPel eawy Ciel

NY
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Step 2 of 4: Select Central Access Policy

Select a Central Access Policy to apply to the share(s)/folder(s). Click Change to view the available Central
Access Policies that can be applied to the selected objects.

Central Access Policy: | Suite Resource Rule w | Change @
The following Central Access Rules apply: Applies to:
= Central Access Fules (@RESOURCE compary1_88d12:0381235143 == "Company1") A
. Policy for Suite Check v
Description:

Permigsion entries:

Type Principal Access

Allow COWNER RIGHTS File All Access (Full Contral)

Allow Buitt-n Administrators File All Access (Full Cartral)

Allow 5-1-5-21-1408505641-17485...  File All Access (Full Control)

Allow VOYAGER" kalu ReadfAndExecute

<| m | >
| Back || MNet || Cancel |

T Select the Central Access Policy from t
select the Central Access Policy, a |I|is
the selected Central Access Policy wild.l
deiths of the Central Access Rules by se
View.

T CIl iNekxtito proceed to the next step.

Step 3: Save as templ ate(Optional)

Enter a name and description to save the
templ ate | ater.

How to reuse the Apply CAP template?

NY
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Step 3 of 4: Save as Template{Optional)
Enter a name and description to save the input setfings as a template. You may reuse this template later.

Template Name: |.prly CAP sample|

Template Description: |

Cl iNcekxtto proceed to the next step

Step 6: Summar y
This step displays the summary of all the |

NY
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Step 4 of 4: Summary Report
Shows the details of all the inputs provided in the wizard.

Selection Summary:

Shared folder(s)/ file(s):
1. \RD40\Accounts

2. V\RD40\CONTENT

3. \\RD40\Demo

Central Access Policy Hame:
2CAPolicy]

Cl iFciknitoh compl et e the Apply Central Access

Central Access Policy will be applied as s|
data would be shown below along with the "'
completion status.

< Apply Central Access Policy Report>

Folicy Name:
2CAPolicy

Shares/Folders:
WRD40\Accounts
MRD40\CONTENT
WRD40\Demo

Template Name:
Apply CAP Sample

| “iew change log

NY
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ThBRevoke f@éARure all ows you to remove a cen
folders and files. You wil/| al so have the «
selected central access policy applied on
DALC
2 Apply CAP
Clign & R button in the tool bar.
The Revoke CAP window will lble displayed as

Step 1: Select a Revoke CAP option

Select any one of the options bel ow

Revoke any applied CAP from sTeHiesc toept isch
remove a central access policy from the

1T Revoke a specific CAP from sTeHiex tcept ischra
centr al access policy only if the selec
shared folders and files.

NY
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Select any one of the options to revoke a central access policy from the shared folder(s)/file(s).

®) Revoke any applied CAP from selected shares and folders ﬂ

) Revoke a spacific CAP from selected shares and folders ﬂ

Back || MNet || Cancel

Select any one of the options to revoke a central access policy from the shared folder(s)/file(s).

() Revoke any applied CAP from selscted shares and folders 0

® Revoke a spacific CAP from selected shares and folders ﬂ

| Back || MNet || Cancel

Cl iNcekxtto proceed to the Next step.

Step 2: Configu#e sshared fol der

To configure sh@redkfbbdersop dtiddtkkhared f ol

NY
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Revoke Central Access Policy -

Step 1 of 3: Configure shared folder-list
UUse the link "Click here to add shared folder’ to add the name of the specific share folders. This will bring up a
dialog to input shares in several different ways. After selection, your list of shared folders will be displayed

Folder Path Domain Mame Remaove
Click here to add shared folder

VWRD40\Accounts VOYAGER Remave
VWRD4 0\ content VOYAGER Remave
V\RD40\Demo VOYAGER Remave

[T] Apply to all the subJolders
[ Include files present inside folders

| Back || Met || Cancel
T Apply to afldl dé&hesssuobpti on wi |l | revoke ¢
subol ders of the selected folders as sp
T I'nclude files predéns opsiode wol dersvok
from all files present in the selected

Cl iNcekxtto proceed to the Next step.

Step 3: Select Central Access Policy

NY



é! ¢cGRUW N[ EWENHz| Ra! W~¢UecnNWGUqWEe

Step 2 of 4: Select Central Access Policy
Select a Central Access Policy to revoke from the share(s)/folder(s). Click Change to view available Central
Access Policies that can be applied to the selected objects.
Central Access Policy: | Mo Certral Access Policy v | Change 0
The following Central Access Rules apply: Ppplies to:
----- Central Access Rules z
™M
Description:
[
M
Permission entries:
Type Principal Access
| Back || Net || Concel |
1 CliCGhkange view available Central Access
selected shared folders/files.

Not ou must be a member of the selected
shares fromuahdomacnated sesBAcoeass oPel eawy Ciel
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Step 2 of 4: Select Central Access Policy

Select a Central Access Policy to revoke from the share(s)/folder(s). Click Change to view available Central
Access Policies that can be applied to the selected objects.

Central Access Policy: | Suite Resource Rule v| Change @
The following Central Access Rules apply: Applies to:
[=)- Central Access Rules (@RESOURCE comparny1_88d12c038123a143 == "Company1") -

‘... Palicy for Suite Check

Description:

Permission entries:

Type Principal Access

Allow OWHNER RIGHTS File Al Access (Full Control)

Allow Buitt-in Administrators File All Access (Full Control)

Allow 5-1-5-21-1408505641-17485...  File All Access (Full Control)

Allow VOYAGER kalu ReadAndExecute

<| m | >
| Back || Net || Canced |

T Select the Central Access Policy from t
select the Central Access Policy, a |I|is
the selected Central Access Policy wild.l
deiths of the Central Access Rules by se
View.

T CIl iNekxtito proceed to the next step.

Step 4: Save as templ ate
Enter a name and description to save the
templ ate | ater.

How to reuse the Revoke CAP templ ate?

N &
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Step 3 of 4: Save as Template{Optional)
Enter a name and description to save the input setfings as a template. You may reuse this template later.

Template Name: |F{e\roke CAP sample|

Template Description: |

Back || MNet || Cancel
Step 5: Selection Summary
This step displays the summary of data sel:
export the existing central access pol ikExpd
Current Central bAuctcteosns. Pol i ci es

N &
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Step 4 of 4: Summary Report
Shows the details of all the inputs provided in the wizard.

Selection Summary:

Selected Revoke Mode:
Revoke a specific CAP from selected shares and folders

Shared folder(s)/ file(s):
1. \RD404Accounts

2. \\RD40\content

3. \\RD40'\Demo

Central Access Policy Name:
2CAPolicy

Cl iFciknit©oh compl et e the Revoke CAP wizard.

Central Access Policy wild.l be revoked as s|
data would be shown below along with the "'
compl etion status.

< Revoke Central Access Policy Report>

Selected Revoke Mode:
Revoke a specific CAP from selected shares and folders.

Policy Name:
2CAPolicy

Shares/Folders:
WWRD40\Accounts
VWRD40\content
WRD40\Demo

Tamnlata Mama:

|‘l.|'iewdwangebg|

N &
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ndmn t26SNJ {SI NOK

b

nomndm ! 02dzi t 26SNJ {SI |

The Power Search feature |l ets you perform |
Permi ssions on Files and Folders. You may
standard permissions and Advanced (spenéeatl
have these permissions on which folders an
reuse them | ater. Here are some examples of

1.Search on who has Ful/l Control on whi ch

2.Select a set of accounts and deter mine
contr ol access.

3.Determine which accounts have modify or
fol ders.

4. Determine what type of permissions memb
specific folders and fil es.

5.Determine where I nheritance from Parent

6. Determine Accounts for which folders ha

7

ndmMmnodH | 26 2 QPASH
t SNNMAZAAZ2YA 651 /[0

2 0

t
w S LJ:

(@=N

s
Power
Search -
Mew Search

Saved Search

Clian button under ->PNoewne rSeSaeracrhc hi n bu

tool bar.

The Power Search window willllbe displayed

N &
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Step 1: Configufd ssghared fol der

To configure sh@lredkfbbedersop dtidhckkhared f ol

Power Search

Step 1 of 4: Configure shared folder-list
Use the link 'Click here to add shared folder' to add the name of the specific share folders. This wil bring up a
dizlog to shares in several different ways.  After selecting the list of servers and/or shared folders, click the
Edit Options button available for each entry to modify the default properties such as setting folder levels for
scanning each folder.

Folder Path Include sub-folders Folder level Fulqer Remowve
options
Click here to add shared folder
WRD4MAccounts True All Edit... Remaove
WRD4Mhcontent True All Edit... Remaove
WRD40Demo True All Edit... Remaove
< >
Do not display files that have the same permissions as the parent folder Set Search Pattern
|:| Include files present inside folders
Mext Cancel
Folders that have identical permi ssions as
parent"™ in User Name and/or Security field
with identical permi ssions as Dbhenpardnspf
have same permissionsopsiome ghisnboptolode m
identical permissions as the parent folder
Note The "Do not display files that have sa

be enabled by default

NTFS Security Auditor deffedldtes st auwnsgdeean rai gy
you want to change the folder traversal an
against each entry.

N &
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Folder Levels
Folder Levels
(®) Include all subfolders () Select subfalder level
1 3
1 F
1
[ Apply this setting to all folders in list DK Cancel
L
You c an lcnhcol ousdee -f all ldee® esb e ¢ tf od wlbe ro piteivoen. | f vy

Sel ectf oduwberopteivoen, you should specify the 1

T I'nclude upto N-flodwWelr((s)) dfn g thteh issh aorpetd of
permi ssionkofdems swhi ch are upto the sp

T I'nclude only Nfbl dewes$) of ns ublehissh aorpetd of
permi ssionkofdems swihhi ch are in the spec

T I'nclude folders af-ferdé&lr ({ 8yel f s) hTehfissk aoh
will view permiaeclsdiems Wwhioenh sathe after t
selected folder.

T I'nclude o

nly | eaf nodeTshiisn otphtei osnh awieldl f
the last child (leaf) nodes without aff
Us &et SearchpPatmetm -exlcdeade thdt rmMetfdmede
conditions |ike Folder name starts with, F

with test, Fol der name ends with share.

N &
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Power Search

Step 1 of 4: Configure shared folder-list
Use the link "Click here to add shared folder' to add the name of the specific share folders. This wil bring up a

IjiEhZIg to 5|-.-..-m- im renemes] AFFAramE e AfFrar ralartina Fha liek af camearee sndlare clheead Frldare  Aliel the D]ﬁ
Edit Optior Folder Search Options for
sCanning e
Enter search critera to exclude subfolders | .";"-.
Folder Path B Remove
Click here to s #PPly subfolders that start with Apply subfolders that end with
WRD4MACcou :Ln‘: :E: Remove
WRD<4Mconten | Starts with ~ Ends with P Remove
WRD4MDemo Remove
<. SN 2 |

el

_ O Canc
Do not dis| arch Pattern

[] Include files present inside folders

Mext Cancel

L

Cl iNcekxtto proceed to the next step.
L

Step 2: Select Access Control Entry Type a

Select ACE Type and permissions to search
share(s) [/ folder(s) [/ files(s)

N &
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Power Search

Step 2 of 4: Select Access Control Entry Type and Permissions
Select ACE type and permissions to search in the Access Control List of the selected share(s) / folder(s) /

file(s). i
ACE Type
Hllow Deny
(@) Show both inherited and explicitly assigned () Show inherted only () Show explicit onby
Pemissions
() Basic Pemmissions {®) Special Permissions
..... ] Full Cortrol -] Traverse Folder / Execute File ~

] Modify -] List Folder / Read Data

Read and Execute (List Folder Cortents) -[ | Read Mtributes

Read Wite and Execute -[¥| Read Extended Attributes

-[_]Read - [v|Create Files / Write Data

L[ Wirite [ |Create Folders / Append Data

[ ]Write Attributes

-[]Write Exdended Attibutes

-[_| Delete Subfolders and Filss

-1 Nelete N

[] Show exact match folders/files that have exactly these permissions)

Back Mext Cancel

LU

Step 3: User and/ dt Group Selection

NHKo configure user /Cldrckkupheaceccdwntasid alsi

menu.
2. The selected users will be adied to th

3.

T CI iNcekxtito proceed to the Next step.

N &
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Power Search

Step 3 of 4: Configure User/Group Account(s) (Optional)

This step is optional. Use the link "Click here to add user or group accounts’ to add Users and Groups to view
the permissions on files/folders.

s
Account Name Account Type Remove
Clidk here to add user or group accounts
vovageradminuser Remove
voyvageriadminuser2 Remove
vovageriadminuserd Remove
Back Mext Cancel
L
Step 4: SaWk Search
Enter a name and délbcription for search.
Power Search
Step 4 of 4: Save Search
Enter a name and description for the search.
s
Search MName: IUsers who can modify|
Search Description:
Back Einish Cancel

Cl iFciknit oh generate the @pbwer search report

N &
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After the data collection process is compl
as shown bel ow:

Power Search Reports - User Access Check EI@
1@ Refresh | ;55 Export | S E-mail Find L2
Search Details
Search Name: UserAccess Check
Generated on: 02 Jul, 2014 07:13:40 PM Status: Success
;g{dher.-'File Q:ngd Ec;lrdnzr.-'File Permissions ';[?I_IC;ET_WE Inherited ~ Owner qul:;r;’Srcu: SID =
: VWRD10\NEW TEST | Folder Foldertest Read and Execute ( | Allow No PHOENDOadm PHOENDsar 5-1-5-21-2366372
Yes PHOEND{\adm PHOENI¥\san 5-1-5-21-2366372
VRD10\NEW TEST | Folder NEW TEST FOLD Read and Execute (| Allow No PHOEND{\adm PHOENI®\san 5-1-5-21-2366372
PHOEND(\San 5-1-5-21-2366372
\\RD10\NEW TEST | Folder NEW TEST FOLD Read and Bxecute { | Allow No PHOEND{\adm PHOENIX\sar 5-1-5-21-2366372| =
Share folder Read and Bxecute { | &llow Yes PHOEND{\adm PHOEND\zan 5-1-5-21-2366372
Na PHOENI¥\adm PHOENI¥\San 5-1-5-21-2366372
Foldertest Read and Execute { | Allow Mo PHOEND{\adm PHOEND\sarn 5-1-5-21-2366372
Yes PHOEND{\adm PHOENI®\san 5-1-5-21-2366372
MNEW TEST FOLD Read and Bxecute { | Allow No PHOENIX\adm PHOEND\san 5-1-5-21-2366372
Share folder Read and Bxecute { | &llow Yes PHOEND{\adm PHOEND\zan 5-1-5-21-2366372
No PHOEND{\adn PHOENI\Sar 5-1-5-21-2366372 _
] I 3

nomn®o 26 G2 YIyl3IS t;

%

Power
Search =

Mew Search

Cl icanrl saved Search to launch the saved search(s)

l'ist of search(s) that were saved over the

111
<
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Pouver Search Repaorts

sUmrmark.

Thiz window shiows the list of gaved Power Search reportz. Select a zaved search report from
the list of zaved searches to proceed. Click Edit to edit the search settings, Delete to delete
the zearch, Run to generate the search repart, View Detailz to view the search settings s

-

(=]

Search Mame

Search Description

Uszers who can maodify

L] 1] [ 3
Edt || Bun || Deete ||viewDstals || Clse |
The saved search window allows yoll to perfc
T Run an existing search
T Edit an existing search
1 Delete a search
T Preview the settings of a search

Run an exi

sting search

1. To Run an exi sRiumutsearr dm dlhieckwi ndow. T
window wi ||l appear on the screen and th
collection is finished.

2.During edit operation you can modify th
the type of the Scan Profile.

Edit an ex

i sting search

1. To edit an exi BEdtbongteseaiohtboki wkndow. T
will appear on the screen which will al
2.During edit operation you can modify th
name of the search.
Del ete a search
To delete a search, select the skPal @tiea yon. w
selected search wild.l be deleted permanently

111
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Preview the settings of a search

To preview the settings of a savetdiswabDélhalt
The settings wildl be displayed in a window

Power Search Reports @

This window shows the list of saved Power Search reports. Select a saved search report from Q
the list of saved searches to proceed. click Edit to edit the search settings, Delste to delete ey
the search, Run to generate the search report, View Details to view the seanch settings B
summary.

Seanch Mame Search Description

| User Access Check

Search Hame: User Access Check

Selected shares/ folders/ files:

--> \\RD10WWEW TEST FOLDER

--> \\RD10A\MEW TEST FOLDER SHARE
--= \\RD10YMtfs test folder permissions
--= \\RO10\Test folder permissions

Access Control Type:
--= Allows
--= Deny

P

Basic Permissions: | View Details | [ Close ]
- Road and Fvarita 1 ict Faldar mnntants’

ndmm [/ KFy3S |1 Aad2NEe

nodommdm ! 602dzi / KFy3IS 1 A

The Change History feature |l ets you view t
history of NTFS Security Manager with the

For more information about Change History
f How to view Permissions Change History?
T How to view Central Access Policies Cha

111
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nNdMMPH | 26 (12 GOASE t SNJ
| A402NEK

Th€hange Hfiesatourye all ows you to view per mis
Manager. You can Vview permissions change hi
From and To dates. By default, it shows tnlse

change history of specific task by selecti

@

Change
History -
#. Perrissions

Cliar. Central Access Policies button in the tool bar

The Change History window will be displaye
Change History in one of the following way
T Grant Permissions History
T Revoke Permissions History
T Copy Permissions History
T Modify Permissions History
T Copy Account Permissions History
Change Histery [E=R(ESR(E=3
1y Refresh |56 Export =¢' E-mail Find =
From:  4/23/2015 @+ To: 5292015 @~  View: [Show Al ~| [ Show Histoy
Generated on: 29 May, 2015 05:28:16 PM Status: Success
Task Name %ﬁ: and .;J:;:noeum Share Path Pemissions Access Type Apply To glejlt?;:d :
| <Copy Account per 5/28/2015 5:25:51 | Copy Permissions | \\rd40\test Remove Source Ac( 1 1
5/29/2015 5:25:25 | Copy Permissions | \\rd40\test 1
5/29/2015 5:24:31 | CopyPermissions k \\rd40\TestShare Remove Source Ac{ 1
5/29/2015 5:23:49 | CopyPermissions  \ird40\test 1
5/258/2015 5:23:13 | CopyPermissions | \\rd40\TestShare 1
< Grant permission| 5/29/2015 5:15:36 | voyagerglory \\rd40\TestShare | Read Allow This folder, subfolg Add the new permis 1
5/258/2015 5:15:09 | voyager\adminuse \\rd40\TestShare | Read and Bxecute (| &llow This folder, subfolg Add the new permis 1
5/259/2015 5:14:08 | VOYAGER\gary, VO \\rd40\Test Modify Allow This folder, subfolg Add the new permis 1
5/25/2015 5:12:42 | voyager\david, voy \\rd40\TestShare | Read and Execute (| &llow This folder, subfolg Add the new permis 1
5/29/2015 5:11:36 | voyager\adminuse \\rd40\testshare | Modify Allow This folder, subfolg Add the new permis 1
. - - 3 S— - - - !

Select required Fro@rantd Per dinsdéh@nSeleavc top
Show History button. The Grant Permissions

111
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Change History

[F=N ECB =5

|y Refresh | = Export =.:$ E-rmail Find =
From: 5 @~ To: @ View: |Grant Pemissions V] I Show History
Generated on: 29 May, 2015 05:15:44 FM Status: Success
Task Name %ﬂ: i ';’;;D:m Share Path Pemissions '?I—f;:ss Apply Ta glejlt?izd Task -
| <Grant permission 5/29/2015 5:15:36 | voyagerglory Y\rd40\Testshare | Read Allow This folder, subfolc Add the new permis Task1| =

5/29/2015 5:15:09 | voyager\adminuse \\rd40\TestShare

5/29/2015 5:14:08 | VOYAGER\gary, VO \\rd40\Test

5/29/2015 5:12:42 | voyager\david, voy \\rd40\TestShare

5/29/2015 5:11:36 | voyager\adminuse \\rd40\testshare

Read and Execute {{ &llow

Modify Allow

Read and Execute {{ &llow

Madify Allow

This folder, subfol¢ Add the new permis Task!

This folder, subfolg Add the new permis Task!

This folder, subfal¢ Add the new permis Task!

Thiz folder, subfal¢ Add the new permis Task!

Select required FroRedolHeT®Pedamines heBd&Il ewt o
click Show History button The Revoke Per mi
Change History EI@
|@y Refresh | ;55 Export | 5 E-mail Find 2]
From: 1132013 @ To 2zznz @ View: | Revoke Permizsions v] [ Show History
Generated on: 2/13/2013 2:19:00 PM Status: Success
Task Name Date and Time 'rj:;ceum Share Path Permissions Access Type Apply To giltfcdnzd Ti i

1/29/2013 12:16:41 discovery\test? Wrd46\copy test

<Revokepermissig 1/29/2013 11:57:28 discovery\adminusg \\rd46\copy test ,\) Read

A Read

Allow

Allow

Revoke aselected s Te

Revoke aselected § Te

required
button

Sel ect
Show History

The

111
<

Fro@oppdPéomiasébopnsYeéleacbp:
Copy

Per mi ssions |



¢! ¢cGRUW N[ EWEWNHz2! Ra! W~¢Uc¢nNWGWUqLWEe

Change History EI@

1@ Refresh | = Export | sg) E-mail Find L2

From: 11%2013 [Ev To 2nzizmz [E- iew: | Copy Permissions v] [ Show History

Generated on: 2/13/2013 11:06:55 AN Status: Success

gCCoun Share Path Permissions Access Type Apply To

Task Name Diate and Time
Name

m

<CopyPermissions 1f28/2013 5:39:25 | DISCOVERY\admin| \\rd46\Test Folder: DISCOVERY\adminuser—=Appen DISCOVERY\adminuser—=Allow | DISCOVERY\ac

1/29/2013 5:15:40 | CREATOR OWNER | \\rd46\Test Folder; CREATOR OWNER—=>FullContral | CREATOR OWNER—>Allow ,NT Al CREATOR OWP

Seleeguired From anModofgaPesimm Sesh®a¥i ew of¢
Show History button. The Modify Permission:

[F=% ECB =5

Change History

|y Refresh | ;56 Export =¢' E-mail Find 2]
From: To: (R View: | Modify Pemissions v] I Show History
Generated on: 29 May, 2015 04:57:22 PM Status: Success
Task Name %ﬁ: zod .;g;oeum Share Path Pemissions '-.l;l—f;:ss Ppply To Selected Options 1 i
Il | <Modify permissions3 5/6/2015 7:57:24 P| Old account: VOYA Y\RD40\NTFS Bulk Sh Replace Basic Account, | T)
J :
5/6/2015 5:01:17 P| Old account: VOYA! \\RD40\NTFS Sharel Replace BasicAccount, | T|E
5/6/2015 4:49:26 P| Old account: VOYA! \\RD40\NTFS Sharel Replace BasicAccount, | T
5/6/2015 4:48:26 P| voyager\peter VWRD40\NTFS Sharel ReadandExecute | Allow This folder, subf Add new Accounts T
5/6/2015 4:47:42 P| vsspro\peter \WRD40\NTFS Sharel| ReadandExecute | Allow This folder, subfi Add new Accounts 'lIE'
5/6/2015 4:46:38 P| Old account: VOYA| \\RD40\NTFS Sharel] Replace Basic Account, F'IIE'
5/6/2015 4:45:45 P| 0ld account: VOYA! \\RD40\NTFS Sharel Replace Basic Account | T
] [ ¢ )

Select required FromRoppdAdocodat e ® emr 1éhkes ¢VO re:
Then c¢click Show History button. The Copy A«
shown bel ow:

111
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o B
| Refresh | 56 Export 5E-mai| Find =
From:  4/29/2015 @~ To: 5/29/2015 [E~ View: |Copy Account Pemissions - | | Show Histary
Generated on: 25 May, 2015 05:26:08 PM Status: Success
Access  Apply —
Task Name 'ID'ii: god Accourt Name Share Path Pemissio 'Tf;: %pl' CS);It?Dclt.zd Task
<Copy Account permissiol 5/29/2015 5:25:51 | Copy Permissions From: voyagerirobj Y\rd40\test Remove Source Aci Task C
5/29/2015 5:25:25 | Copy Permissions From: voyager\glor \\rd40\test Task (|
5/29/2015 5:24:31 | CopyPermissions From: voyageripete Y\rd40\TestShare Remowve Source Act Task C
5/29/2015 5:23:49 | CopyPermissions From: voyageriadm \\rd40\test Task C
5/29/2015 5:23:13 | CopyPermissions From: voyageridavi Y\rd40\TestShare Task(
4 n [3

ndmmdo |1 26 02 OASE | Sy
/| KIy3aS | Aad2NEK

Th€hange Hfiesdtourye all ows you to view centre
NTFS Security Manager. You can view central
date interval by selecting From and To da.t ¢
You can view permissions change history of
option.

@3

Change

History -

#L | Permissions
Cl iqr - CentalAccessPelides '\, v { on in the toolbar
The Central Access Policies Change History
can view Central Access Policies Change Hi

9 Apply CAP History
1T Revoke CAP History

111
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Change History fo e ]
73 Refresh Export .::'> E-mail Find 2
From: | 753012013 [Elw | Ta 812013 @B~ “iewy: | Showy 1 W Showe History
Generated on; 5172013 3:458:03 PM Status: Success
A
Tazk Mame Date and Time Share Path Palicy Mame SEI?dEd Task Status
Options
<Revoke Central Ag 8/1/2013 2:28:57 Pl YirdS1\Test folder | Policy For countries | Revoke a central ag Task Completed Successfully
§/1/2013 2:25:39 P \\rdS1\NTFSSM Test Project CAP Revoke a central ac Task Completed Successfully
<Apply Central Accg 3/1/2013 2:18:46 P \ird51Test folder, | NTFS Team Apply to all the sub- Task Completed Successfully
81172013 2:16:10 PHirda1\WNTFSSM Test Finance Apply to all the sub Task Completed Successfully
§/1/2013 12:53:29 | \ird40\ Testing CAF | test Task Completed Successfully
<Revoke Central Ag 8/1/2013 11:34:56 § Yird40\Test MTFS Team Revoke a central ag Task Completed Successfully W
Select required Frompphyd ilé Rdhaet eVsi.e w5 ed petcito n
Hi story button The Apply CAP history wild.@l
Change History E @
0y Refresh Export | =g E-mail Find 23
From: | 7izoeoa  [Ev | To 8 12013 B Yiew: | Apply CAP W Showe Histary
Generated on: §M1/2013 2:19:38 PM Status: Success
Task Mame Date and Time Share Path Palicy Mame SEI?dEd Task Status
Options

<Apply Central Acce 8172013 2:18:46 Pl YirdS14Test Folder, § NTFS Team

&/1/2013 2:16:10 Pl \\rdS1\NTFSSM Tesk Finance

B/1/2013 12:53:29 | |\rd40" Testing CAP | test
81172013 11:30:08 J Yird40YNTFS5M Tesk Finance

7131/2013 6:24:12 F\\rd40\NTFSSA Shar Policy For countries

7)31/2013 5:33:45 | {rd40yNTFSSM Tesh Project CAP

TI3002013 3:38:53 F\ird40\NTFSSA Shar Policy for countries

Apply to all the sub4 Task Completed Successfully

Apply to all the sub- Task Completed Successfully

Task Completed Successfully
Task Completed Successfully

Apply to all the sub- Task completed with the Following errors.
Errors: Access ko the path “\rd40\MNTFS34 ShareiRibbonControlSal

Apply to all the sub- Task Completed Successfully

Task Completed Successfully

Fr oRe
The

Sel ect
Hi story

required
button

Revoke

aokeT@A®adtee sV.i eSve logdti o
CAP history wil
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Change History El@

0, Refresh | 36 Export | 53 E-mail Find 23
From: | 7/ 203 [@v | To THT2013 @ “iew: |Revoke CAP W Shovwe History

Generated on: 772013 2:40:38 PM Status: Success
Task Mame Diate and Time Share Path Palicy Mame gfalt?ocfnzd Task Status

<Revoke Central Az 7/17/2013 2:36:37 F\\rd40\NTFSSA Shat Mo Central Access P Revoke a central ad Task Corpleted Successfully

FIL7I2013 2:32:34 FA\rd40\NTFSSM Test Mo Central Access P Revoke a central ad Task Cornpleted Successfully

FIL7(2013 2:30034 FYird313kest 1 Mo Central Access B Revoke a central ag Task Completed Successfully

pd beC{ [/ KIFIy3aS | dzRA

A

pd®m DSky3a {dF NIGSR

podmdm [/ 2y UITdzNBE CAES {@&.

This sectionbwrtew (pescxetdaip e for enabling a
System objects. This process consists of to

T Enable audit policy using Group Policy

( OR)
Enable audit policy using Local Group F
1T Set wup auditing for File or Folder in a

Enable audit policy using Group Policy Man.

1.Cl iSctkar tPoiAmtmitho strat i aedG@rmodwems Policy .Ma
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2.1n the consodé¢itke ¢ hedfooarbdesdmio biD®émai, ns
douklld ck the name ofc!| yDelra ud a mabomma i enn dgPhot
cl IEdk t

3.Und€omput er Con,f idyoderbaiR@ koinc i ecobiMek do ws
SettjndecabiSelcurity,6 SetowbiLei al P,oldrmrd etst
Audit Policy

4 .1n the detat!| sAapmane 0 brjieghanadc cteRsesnpet t &
5.Sel echbeftihree t hese pcohleiccky bsoext.t i ngs
6. UndAudit thesge sttt &ompteisseheck box, OKnd

NotAudit policy settbefgaulctond o gairleldPldodi & ghpel
wor kst awminde ¢ s girn(l st)yhe domai n.

Enable audit policy using Local Group Poli
1.To open the Local Group PolSitcayr tolRurektty pbE
gpedit,. mnd tBOEKn click
2.ln the consode¢iLmicead, Chanplultesr eR@laindy i t .
3.Und€omputer Con,f idyoderbaiR@ koinc i eccbiMek do ws
SettjndecabiSelcurity b6 SetowbiLei al P,oldrmrcd etst
Audit Policy

4 . 1n the det at!| sAapmane ,0 brjieghanadc cteRsesnpet t &
5.Sel echbeftihree t hese pcohleiccky bsoext.t i ngs
6 .UndAudit these sttt é&opteiseheck box, OKnd

Set up auditing for File or Folder in a Col
To setup SACL auditing for a folder or file
1 .0Open Windows Explorer.
2 . Righltick the file or fol dRropgpdratti ¢gou wa
3.Cliclkecheaiatby Adiviamk eand t hefu cilttiarkg t he
4 .Cl iAkcdkd and Ewmncar t he object muame Awt sente
any other security mrKincipal), and then
5. 1 Apply ,orTbick folder, subfolders and fi
6.Under Access, select t hWriStue catsasrfdrbiutteds

extended attlrfi lywtuesvant to audit creati«

Succescshfeud k Wex eft@er, Del ete subfolders a

datam@reate folderslf sppewdntdata. audit

objects, Suclcectshfeutile Khx nfger Per mioomsi ons
7.1f you want to audit owner sBupc e bcahhegceks
olfrake ownership.

y O want t o audi tf owhdoe rhsa vaenda ¢f @ easde dh ¢
c

f
8 .1 u
[ kbbkstofol der / read dat a, Read att

5 =

e

War nibhmgabl e SACL LAiudti tfianlgddror/ read dat ¢
Read extended oat tyroiubutces ti cal fol ders
this event on a |l arge number of folders
folders, may cause event flooding.
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PpOMPH | 26 (2 ISYSNIGS
5dz0O0OS&aaFdz f e K
NTFS Changer AApudrittsort he change data for any audit act

Share/ Fol der/ File objects in the File System. The ¢
the target server(s)/workstation(s) in which the sh

I f the generated report continues to remair
points in order to retrieve the event dat a

T Enabl Audhé obj eRdl iacyx easrsd s eDe ftaou lstucxoemsesi n nPol i cvy
Local Computasr sholwincyel ow:
L=f Group Policy Management Editor = = 2
File  Action  View Help
e« nE XE = HE
(=] Default Domain Policy [RDA0MOYAGER, ~ || Policy “ Policy Setting
4 A Computer Configuration | Audit account logon events Mot Defined
4 [ Policies | &udit account management Mat Defined
I ] Software Settings | Aadit directory service access Mat Defined
4 [ Wjindows Settings Andit lngon svent Lot Defined
b [ Name Resalution Policy | Audit object access Success
'c_—:' Script.s (Start.upfShutdom | Auditpalicy change FIot Defined
o E?curlty Settlngs. ) | Audit privilege use Mot Defined
b ‘-‘ﬂ Account Pgllcles = | Audit process tracking Mot Defined
« 4 L_DCa|pD|ICIES Audit systemn events Mot Defined
I izf Audit Policy )
> ___ﬁ User Rights Assign
b [f Security Options
[» __E] EventLog
I [4 Restricted Groups
b g System Services
p & Registry
I [ File System
[ i:;’ iired Metweork (JEEE £
B Windows Firewall with
| Metwark List Manager
b Zall Wireless Network (IEEI
p L] Public Key Policies
B | Software Restriction P
B Metwork fccess Prote v
£ 1] >
TSel €&ceate files |/ Write Data, Create folders [/ app

extended attributes, Del et earms@harnfgpd deagrsmiasndi drid es,
propertikEael der ionh edhilceh you wish to track changes as
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|+ Auditing Entry for Sample @

Cbiject
T EE Ehenticated Users Change. ..

apply anka: [This folder, subfolders and files *]
Arcess: Successful Failed
Read attributes i

Read extended atkributes

Create files | varite data
Create folders | append data
Write attributes

‘Write extended attributes

m

Delete subfolders and Files
Delete

Read permissions

Change permissions

FEOREEEEEEOI
OOO0ODOOO0O0OOO

Take ownership

l Apply these auditing entries to objects Clear all

andfor containers within this conktainer only

-

Managing auditing

[ (8] 4 ][ Cancel ]

MEWt 21 BWgdé tlg dj IOR B & I+ qUIUT DR WGWY o g ROV Hq 1T
YATWARqKkt W 2T RgRUNWq¢ AWE NG WHqRUND W6 Rt W UaaqkR
¢cUl Ws R WRecet 3WI2W30qWj YYT RUNOW

2Rt ¢ HGUW3 I Us ¢cdaWG!I YaqUaqRYUWaqY W K¢l w2130 aqllid
b3 201 osY1 tt qeqRYUWRY WOYqWGI YqUeqWT WA! Wi RUOT
| JGYqUWHGRWIUqt 1O

pd®u S50l /2ffSOU2NJI { ¢

poOHOM ! 62dz0 5F 0l / 2tf S

ThBata Coll ectfeeratSietet ipmgpsy i des option to co
and Event | D for the application to coll ec:
application wil/l report any change made to

servers/ workstations.
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See al so
How to configure a host for data collectio
How to manage data collection settings con-

POPHOPH | 26 G2 O2yUIdzNB |
O2ff SOa2YyK

ThBata Coll ectwamd®ent taild gsvs you to add, del
to configure for the data collection.

o

VA

Data Collector

Settings
To |l aunch ' Data Collec. _. - - . memags'i nwit hmeéo w,
'"Data Collector Settings' willhdow wi I 1 appe
L
Data Collector Settings

= Corfigure hosts for data collection. Select any host to view the data collection settings configured for that host.

A

Add server or shared folder...

Server/Host Name Server/Shared Folder path Remove | Data Collector option

Close

Data Coll ection Settings

o configure servers or shalricdk foédeer
f ol dleirnk ..
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Data Collector Settings

¢ Corfigure hosts for data collection. Select any host to view the data collection settings corfigured for that host .

Add server or shared folder...

ServerHost Name Server/Shared Folder path Remove | Data Collector o)
RD40 (VOYAGER) WWRD4D\Mew folder "L:% Click here...
“WRD4DWNTFS folders G’g
\\RD40\My Share i3
“WRD4Dextension '-L:%
\\RD40"\Checking DAC &

T You canf%;beUtetcanémotdabumn to remove the
shared folder (s).

1 You candickhere.. \vinp ¢

host.

O start the data col |

X<

pdHdo 126 02 YIyl3S
O2y U3dzNBR F2NJ I K2af

Th€oll ectorwiSedownaglsl ows you to perform the

o)

1. SelectlWEvent 1 Ds
2. Specify Collllector settings

To launch 'Collectordickhere. ¢y i windewDathi
dialog as dlhown bel ow:

111
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| x|

Data Collector Settings
N Eﬁ’ Corffigure hosts for data collection. Select any host to view the data collection settings corfigured for that host.
Add server or shared folder...
ServerHost Name Server/Shared Folder path Remove | Data Collector option
RD40 (VOYAGER) WRDAD\New folder g |Clickhere...
\RDAO\NTFS folders i3
\\RD40\My Share i3
\\RD4D\extension i3
\WRD40Checking DAC &
Step 1: Seleldlt Event | Ds
Select any of the event | Ds corresponding
bel ow:

Data Collector Settings

*, j*¥ Corfigure hos Collector Settings n
A Step 1of 2: Select Event IDs
——————————————— | Select desired event |Ds for which data has to be collected for the selected host.
Add server or sha
Server Host Name Server Name: |WQD40 ector option
RD40 (VOYAGER) re...
Event IDs: -
Event ID  Description Apply to
4663 An attempt was made to access an object. Al folders, subfolders and files.
4670  Pemissions on an object were changed. Allfolders, subfolders and files.
5140 Anetwork share object was accessed. Share folders anby.
[15142  Anetwork share object was added. Share folders only.
[15143  Anetwork share object was modified. Share folders only.
[15144  Anetwork share ohject was delsted. Share folders anby.
Baclk MNext | | Close |
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Specify Collector settings:

step, the event data collection ca

ThBun noopst i on starts the data collection pr

“, o Corfigure hos

Add server or sha

Data Collector Settings
Collector Settings

Step 2 of 2: Specify Collector settings

Select desired run option, schedule settings and the comesponding date range.

(® Fun now
Server Host Name ,::::, Schedule ector option
RO40 (VOYAGER) FE— - " re...
Vyapin_Mtfsca_VOYAGER_RD40
VOYAGER adminuserl
Draily 03: 58 PM :
Date Range: | Any time ~
Back Close
Close
Th&8chedaptei on allows to start the data coll
schedul e mode consi st add ryiWeve kdspet hi eodnusl ea st ysph
schedule task will be created automaticall"
and its domain name (VOYAGER) in the Windo\

Vyapin_Ntfsca_VQOQYAY®ER cRRbnM4Ocr eate a task wit
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Data Collector Settings

*, [ Configure hop' =" e ! ! et e - = Lt
A Collector Settings H
Step 2 of 2: Specify Collector zettings

Add server or sh| Select desired run option, schedule settings and the comesponding date range.
Server Host Name ) Run now llector option
RD40 (VOYAGER) Schedule are...

Task MName: |Vyapin_Mtfsca_WVOYAGER_RD40

Run As: VOYAGER adminuser1

Schedule: | Daily v Start time:  04: 37 PM 5

Date Range: | Last hour hd
Back Finish Close
Close

Data Collector Settings

*, &% Conrfigure hop'=" e ! ! et et : - Lt
A Collector Settings H
Step 2 of 2: Specify Collector zettings

Add server or sh| Select desired run option, schedule settings and the comesponding date range.
Server Host Name ) Run now llector option
RD40 (VOYAGER) Schedule Bre...

Task Mame: | Vyapin_Mtfsca_VOYAGER_RD40

Run As: VOYAGER adminuser1

Schedule: | Weekly v Start time:  04: 37 PM 5

¥ Mon [#Tue [#|Wed [JThu [JFi [JSat []5un
Date Range: | Last hour hd
Back Finish Close
Close
Cl iFciknito®h st art the data collection process

pdo / KIFIy3aS wSLI2 NI A&
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Share ActivinyNRERBoChange Auditor is a powt
report the cHNBRg§eShat eas Acthi wmist i' Added’ , M
"Accessed' based on specific event | D(s) i
You can view change data by specifying the

Benefits

T RepoShare

made t he

1T RepoWhadaxactly

c

acitn vda tdemput er

wi t h  vWéhl eunanbd¥heo
handedsareael Nreguoewli t haCtlhi eanntd Addr e
i s ¢ haOlgde dVa hadleown gv aWhueeh h e

change waWhemwadie, change WBaarasWleomane t he
chang&sairmes
See al so
How to generate Shares Accessed Report?
How to generate Shares Added Report?
How to generate Shares Modified Report?
How to generate Shares Deleted Report?
How to generate Shares Al Changes Report?

p ®Po dmPH

| 2¢g G2 3IASYSNI OGS

To generSataea etsheAcces speed fRaepmortth,e f ol l owi ng s
l1.Configure object @Qanfiitgwmmge alBi Is¢ a$esit ém
2.Configure thhHela0ed esilh Diadsa iCrol | ectfor Setctui

l og data collection. How tmorceconfnifourmatad
collection?
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3.To launch ' Share]l Artdries tAc Respoad]s’ wi nd

menu in the ti
Report Criteria' window will appear as

.Speci fDmttehefaonrgewhi ch you want to gener a
.Sel ect tHMHeosde Naamnieldlar e Namgener ate the r
.Cl iGeknerbautet on t o generate the report.

.O0nce the data collection is complete, t
as shown bel ow:

~No o bh
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