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1.1 About ARKES

ARK for Exchange Server (ARKES) is an Exchange Server Management and Reporting
solution that addresses the critical functions of auditing and reporting Exchange objects'
configuration settings, usage and security, and server configuration. Our solution allows

you to audit, track and mon itor several hundreds of configuration variables in your
Exchange Server & Active Directory network.

ARKES reads Exchange object information across the entire Exchange Organization from

any remote location, when the Exchange Organization is logically and physically grouped
together. ARKES reports about various objects in Exchange architecture such as
organization, administrative group, routing group, servers, connectors, protocols,
information stores and recipients. ARKES provides several out -of-the -box r eports about
Exchange Server objects' configuration, security and usage.

The information about the organizationds administrat
groups, mailbox stores, public folder stores, system & recipient policies, protocols settings
and various connectors, mailbox users, mail -enabled users and distribution groups/lists

are available across all Exchange Servers in the Exchange Organization.

ARKES reports about several types of Mail Transaction reports, Mail Status reports and

Traffi ¢ Statistics reports. You can specify report filter criteria to view reports on Sender

Mails, Recipients mails, Distribution groups/lists etc. across Exchange mail users in the

Exchange Organization. The reports can be generated for the Exchange Organizati on and
Administrative Group based on the message tracking logs that are stored in your Exchange

Server message tracking transport logs.

The following information fields are available across the Exchange Servers in the Exchange
Organization: Mail transact  ion Date & Time, Client IP, Client Host Name, Server IP, Server
Host Name, Source Context, Connector ID, Source, Event ID, Internal Message ID,
Message ID, Recipient Address, Recipient Status, Total Bytes, Recipient Count, Related
Recipient Address, Refere nce, Message Subject, Sender Address, Return Path, Message
Info, Directionality, Tenant ID, Original Client IP and Original Server IP.

Our latest versi on supports Exchange Server 2016 , apart from supporting the older
versions of Microsoft Exchange Server - Exchange Server 2003, Exchange Server 2007,
Exchange Server 2010  and Exchange Server 2013



1.2 System requirements

Processor

Intel Pentium Processor

Disk Space and
Memory

512 MB RAM and minimum of 20 MB of free disk space

Operating System

Windows 10/ Windows 8.1 / Windows 8 / Windows 7 /
Windows Server 2008 / Windows Server 2008 R2 /
Windows Server 2012 / Windows Server 2012 R2 with
.NET Framework 3.5 and .NET Framework 4.0 with the
latest service packs.

Database

Microsoft SQL Server 2012 (Enterprise / Standard /

Developer / Express edition) or Microsoft SQL Server

2008 (Enterprise / Standard / Developer / Express

edition) or Microsoft SQL Server 2005 (Enterprise /

Standard / Developer / Express edition) running in local
/ remote computer with latest Service Pack.

Software

U Built -in Reports:

Microsoft Data Access Components (MDAC)
v2.5/2.6/2.8

For Mailbox/Public Folder Resources information:
Microsoft Exchange Server MAPI Client and
Collaboration Data Objects 1.2.1 (or) Exchange
2010 / Exchange 2007 Management Tool.

U Traffic Reports

Windows Management Framework Core (WinRM
2.0 and Windows PowerShell 2.0): Required for
retrievin g data from Exchange Server 2016 ,
Exchange Server 2013  Exchange Server 2010.
Applies to Windows Server 2008 only.

For more information about Windows
Management Framework system requirements,
visit the above Microsoft web sites. Exchange
Server 2007 Management Tool: Required for
connecting to Exchange Serve  r 2007 and
retrieving data from Exchange Server 2007 via
member of the same domain computer as the
Exchange Server 2007 or a trusted domain.




1.3 How to purchase

You can purchase ARKES online from our website http://www.vyapin.com/

Please contact our Sales department at sales@vyapin.com for sales and price related

queries.


http://www.vyapin.com/

1.4 How to register the software?

Once you purchase the software online or through any one of our resellers, you will r eceive
a sale notification through e -mail from our sales department. We will send you an e -mail
with the necessary instructions to register the software.

In case you do not receive an e -mail from our sales team after you purchase the software,

please send the following information to our sales department at sales@vyapin.com with

the sales order number:

U Company Name: End-user Company Name

U Location: City & Country for the Company Name given above

Please allow 12 to 24 hours from the time of purchase for our sales department to

process your orders.

Register ARK for Exchange Server

Licenze Type: 30-day Evalustion Copy

To register the software, copy and paste the license key in the texthox below:

Image 1 - Register screen

Perform the following steps to register the software:

1) Download evaluat ion/trial copy of software from the respective product page

available in our website at http://www.vyapin.com/

2) Install the software on the desired computer.


http://www.vyapin.com/

3) You will receive a license key through e -mail as soon a s the purchase process is
complete. You can also request the license key by using the Request License

K e y ébutton in about dialog.

4) Click 6 A p pih Help -> About ARK for Exchange Server -> Register Li cense Keyé

menu to see the  Register dialog (as showninl mage 1).

5) Copy the license key sent to you through email, and pastes it in the 'License Key'
textbox. For help on how to copy the license key, click 'See example ' link in the

Register dialog (as shown in Image 2).

How to copy license key

selected text

- BEGIM LIGENSE KEY (COPY BELOW THIS LINEJ----{SEhgm and then Copy thﬁj

g LF 2L
fOig1dLk

Image 2 - How to copy license key screen

Request License Key

1. Select Help ->About ARK for Exchange Server from toolbar.

2. The About ARK for Exchange Server will appear as shown below:



About ARKES
ARK for Exchange Server

Copyright © 2003-2018 Vyapin Software Systems Private Limited. All Rights Reserved.
Email: support@vyapin.com  Web: www.vyapin.com

View License Agreement

Computer Name: rd35
Full Computer Name: rd35.vsslab.local
Program Folder: C:'\Program Files\ARKES 7.x

Application Data Folder: |c.\sers\Public\Documents\ARKES 7.x
Product:

License Type: 30-day Evaluation Copy
License Description: | This software is meant solely for evaluation purposes anly. This

evaluation version exports and e-mails only the first 100 records.

You are on day: 1of 30
Remaining Days: 29

Reguest license key... Register license key...

3. Click Request license key... button. The Request License Key dialog will appear
as shown below:

Request License Key

Enter the details below to request a license key to register the product. The
license key wil be delivered to the e-mail address stated in this form,

* Contact Mame:

* Compary:
* Email:

* Phaone:
{Country Code, Area Code, Phane Mo )

* Order 1D:
* Full Computer Mame: |rd85.vsslab local

License Type: {Optional)

e.4.. Single License, Site License

Submit Cancel




4. Enter the following details and click Submit to place the license key request
through email.

Contact Name: End-user of the product.

Company: End-user Company Name.

Email: Email address where the license key has to be sent.
Phone: Phone number with country code and area code.

Order ID:  Order/Transaction ID reference.

> > > > > >

License Type: License that was purchased.

1.5 ARKES Reports Primer

ARKES reports about various objects in Microsoft Exchange architecture such as

organization, administrative group, routing group, servers, connectors, protocols,

information stores and recipients. ARKES provides several out -of-the -box reports about

Exchange Serv er objects' configuration, security and usage. The information about the

organi zationés administrative groups, routing groups
public folder stores, system & recipient policies, protocols settings and various connectors,

mai Ibox users, mail -enabled users and distribution groups/lists are available across all

Exchange Servers in the Exchange Organization.

ARKES provides the following major reporting features to address different users'

reporting requirements - Built -in Report s, Power Reports, and Traffic Reports.

Built -in Reports: Presents a set of pre -canned reports classified based on Exchange

objects for each viewing, export and e -mail.
Power Reports: Powerful tool to generate multiple reports at periodic intervalsina s ingle
task. Create a scheduled task to export multiple reports from ARKES to MS -Excel (XLSX),

HTML and Comma Separated Values (CSV) file formats. Power Reports internally uses the
familiar Windows task scheduler for generating reports at different time int ervals - daily,

monthly, weekly etc. Export multiple reports in four simple steps:

a) Select Directory Server to generate the reports on
b) Select the Reports

c) Specify Scope and Delivery Options and

d) Schedule the Export Task.



Traffic Reports provides the following major reporting features to address different users'
reporting requirements - Data Collector, Mail Traffic Reports, Mail Traffic Statistics and

Scheduled Reports.

Data Collector

Collect Now: Provides the facility to ~ import data from Exchange Server Message Tracking

Transport Log to the Application database based on Exchange mail transaction.

Please re fer to the section  Collect Now for more information.

Collect at Scheduled int ervals: Provides the facility to import data from Exchange
Server Message Tracking Transport Log to the Application database, at scheduled
intervals, which is recommended for regular automatic data Collection and importing to

the Application database.

Please refer to the section Collect at Scheduled intervals for more information.

Data Collection History: Presents data collection details from the time you started using
this application. Data Collection History main tains the Data Collector details separately for

each Exchange Server.

Please refer to the section Data Collection History  for more information.

Mail Traffic Reports: Provides all mail transaction reports and stat us reports based on

Exchange mail transaction for viewing, exporting and e -mailing the reports.

Please refer to the section Mail Traffic Reports for more information.

Mail Traffic Statistics: Provides various text and graphical (chart) reports based on the
e-mail transaction information. This info includes number of e -mails sent, e -mail size,

number of senders, number of recipients, subject, etc.

Please refer to the section Mail Traffic Statistics _ for more information.

Scheduled Reports: All Traffic Reports operations can be easily automated, scheduled

and published to various destinations in different formats.
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Please refer to the section Traffic Statistics (_Scheduled Reports ) for more information.

ARKES reports configuration information of all directory objects (Policy, Mailbox and Public
Folder Store, Mailbox, Distribution Group, Contact, Public Folder, etc.) u

respective objects in the Built -in Reports structure.

ARKES Built -in Reports

ARKES Built -in Reports features reports about the following Exchange objects:

Policy

Storage Group

Server

Mailbox and Public Folder Store
Mailbox

Distribution Group

Contact

Public Folder.

Mail Item.

i i (o BN B o B @ Bl @ 2 )]

Please refer to the section Built -in Reports  for more information.

Permissions required for generating reports in ARKES

nder the

The currently logged -on user or the user -credentials entered for Exchange Server login

should have:

U Exchange View Only Administrator role in the Exchange Organization

U For Security reports:

x 'Exchange Administrator' role in the Organization container/ respective object

U To include Hidden recipient in any report - Connect using "Specify user

account" option with Exchange Server admin credentials

ARKES reports about Mailbox and Public Folder resources (including Size, Number of
mail items, Storage limit s, Mailbox Folder Activity, Client Permissions, etc.) as part of
Recipient Reports. The following reports about mailbox and public folder resources have

additional requirements to generate the reports:

11



a) Mailboxes - Size

b) Mailbox - First activity and last  activity
¢) Mailbox Default Folder Security Report

d) Mailbox Folders Properties

e) Mailbox Attachments Summary

f) Mailboxes exceeding quota limits

g) Public Folders Size

h) Public Folder Client Permissions

i) Mailbox Store Resource Utilization

i) Public Folder Store Resource Utilization

The above mentioned reports use a combination of user credentials to deliver the reports
containing directory configuration information such as Alias Name, First Name, Last Name,
E-mail Address, etc. and Informati on Store (Mailbox & Public Folder Store) information
such as Size, Total Number of Items, etc. For these specific set of reports, the 'specified
credential during Connect' will be used to retrieve Directory Service information and
‘currently logged on user ' will be used to retrieve Information Store information. These

reports additionally require a Mailbox Profile to retrieve the Information Store information.

In order to run the mailbox and public folder resource reports successfully, the user
credential and mailbox profile should meet the following requirements, over and above

the permission requirements stated before:

a) The mailbox profile used to generate the reports must be created in the user
context in which the application is to run. In other words, the currently logged on
user context should be able to use that mailbox profile and launch Microsoft Outlook

or any other MAPI client application to view the mailboxes' contents.

b) Currently logged on user has must have 'Full mailbox a c ¢ e gghtdor the mailbox

associated with the given profile for Exchange Server.

¢) The user account that you specify in the mailbox profile should have Admin

permissions in the Mailbox / Public Folder Store object in Exchange Server.

d) The user context in which ARKES applic ation is run should have Admin permissions
in the Mailbox / Public Folder Store object in Exchange Server.
e) The Exchange Server credentials used to generate the reports must be least any

one member of the following groups.
A For Exchange Server 2013 or Exchange Server 2016

o Organization Management  (Microsoft Exchange Security Groups)
o Hygiene Management (Microsoft Exchange Security Groups)
o0 Recipient Management (Microsoft Exchange Security Groups)

12



0 Records Management (Microsoft Exchange Security Groups)
o View-Only Organization Management (Microsoft Exchange Security
Groups)

A For Exchange Server 2010

Organization Management  (Microsoft Exchange Security Groups)
Hygiene Management (Microsoft Exchang e Security Groups)
Recipient Management (Microsoft Exchange Security Groups)
Records Management (Microsoft Exchange Security Groups)
View - Only Organization Management (Microsoft Exchange Security
Groups)

O O O oo

A For Exchange Server 2003

o Domain Administra tors (Designated administrators of the domain)

Read more info about : Configuring mailbox rights and public folder permissions

ARKES reports about Mail Item (Read, Unread, Deleted, High Importance, Normal
Importance, Low Importance and Junk Mails.). The following reports about mail item have

additional requirements to generate the reports:

A The Exchange Server credentials used to generate the reports must have

impersonation permission

Read more info about : Configuring impersonation rights to a mailbox user

Apart from the above, other basic checks include:

U Information Store ser  vice is started

U Mailbox/Public Folder Store is mounted

Hence, in order to generate the mailbox and public folder resource reports successfully,
login as any user say 'DOMAIN \ USER NAME/, create a mailbox profile using that account

and run ARKES by spec ifying the relevant profile and generate the reports.

If you have any restrictions in logging in with a different user account to generate these

reports, you can use the Power Reports feature in ARKES to create multiple scheduled

tasks and have it to run under corresponding user contexts. Using the Power Repo rts you
can create a scheduled task and specify the user account in 'Run As' parameter of

scheduled task to generate the reports for the selected Directory Server.

13



Permissions required for Data Collector in ARKES - Traffic Reports

The currently logged -on user, or the user -credentials entered for the Exchange Server

login should have:

The user at least any one member of the following groups for collect the data in ARKES -

Traffic Reports

U For Exchange Server 2016 and Exchange Server 2013
A Organization Management (Microsoft Exchange Security Groups)

Hygiene Management (Microsoft Exchange Security Groups)

A Recipient Management (Microsoft Exchange Security Groups)
A Records Management (Microsoft Exchange Security Groups)
A View-Only Organization Manag ement (Microsoft Exchange Security Groups)

U For Exchange Server 2010
A Organization Management (Microsoft Exchange Security Groups)
A Hygiene Management (Microsoft Exchange Security Groups)
A Recipient Management (Microsoft Exchange Security Groups)
A Records Management (Microsoft Exchange Security Groups)
A View -Only Organization Management (Microsoft Exchange Security Groups)
U For Exchange Server 2007
A Exchange Organization Administrators
A Exchange Public Folder Administrators
A Exchange Recipient Ad ministrators
A Exchange View -Only Administrators
U For Exchange Server 2003

A Domain Administrators (Designated administrators of the domain)

Important: The client computer should have installed the Exchange Server 2007
Management Tool, and it should be the member of the same domain as the Exchange
Server 2007, or a trusted domain, for to collect the data from the Exchange Server 2007.
Without installing the Exchange 2007 Management tool, and Exchange 2007 credentials,

it cannot collect data from the Exchang e Server 2007 by using the other computers.

Mail Traffic Reports

14



Mail Traffic Reports features reports the following types of mail transactions:

Please refer to the section

a)
b)
c)
d)
e)
f)

)}
h)
i)

All mail transactions
DELIVER Mail Report
DEFER Mail Report
DSN Mail Report

DUPLICATEDELIVER Mail Report

EXPAND Mail Report
FAIL Mail Report

POISONMESSAGE Mail Report
RECEIVE Mail Report
REDIRECT Mail Report
RESOLVE Mail Report

SEND Mail Report
SUBMIT Mail Report

TRANSFER Mail Report

Mail Traffic Reports

Mail Traffic Statistics

Mail Traffic Statistics feature reports the following E

Server Mail Traffic Statistics reports:

a)
b)
c)
d)
e)
f)
9)
h)
i)
)
k)
1)
m)
n)
0)
p)

Please refer to the section

Top Senders by Mail Count
Top Senders by Mail Size
Top Senders by Recipient Count

Top Senders to Groups by Mail Count
Top Senders to Groups by Mail Size
Top Recipients by Mail Count

Top Recipients by Mail Size

Top Groups by Received Mail Count
Top Groups by Received Mail Size
Mail Count by Client IP
Mail Count by Server Host Name
Mail Count by Subject
Mail Count by Size Range
Mail Count by Custom Size Range
Mail Size by Client IP
Mail Size by Subject

ARKES Exportand E ~ -mail

ARKES allows users to export and e

ARKES facilitates export / e

-mail of available reports in MS

Comma Separated Values (CSV) file formats.

for more information.

-Mail Traffic Reports and Exchange

Mail Traffic _Statistics for more information.

-mail the reports from its various features.

-Excel (XLSX), HTML and

15



Using Export feature, the generated reports can be saved in the respective file formats in
the default export folder ('Export' folder in the application data path of ARKES). The export

folder can be modified to a local folder or remote shared folder as desired.

Using E -mail feature, the generated reports can be e -mailed in the respective file formats

to different mail  -enabled recipient objects in the organization.

See Also : Configuring mailbox rights and public folder permissions

1.5.1 Configuring mailbox rights and public folder permissions

ARKES requires the admin user using the application to have certain mailbox rights and
public folder client permissions to gather granular level details from these entities. The
following reports in ARKES will require these additional privileges to gather information

from the mailbox / public folder.

a. Mailboxes - Size

b. Mailbox - First activity and last activity
c. Mailbox Default Folder Security Report

d. Disabled mailboxes (in Exchange Server)
e. Mailbox Folders Properties

f.  Mailbox Attachments Summary

g. Mailboxes exceeding quota limits

h. Public Folders Size

i. Public Folder Client Permissions

j- Mailbox Store Resource Utilization

k. Public Folder Store Resource Utilization

The user credential and mailbox profile used to connect to the Exchange Server must meet

the following requirements:

1) The mailbox profile used to generate the reports must be created in the user

context in which the application is to run. In other words, t he currently logged on

16



user context should be able to use that mailbox profile and launch Microsoft Outlook

or any other MAPI client application to view the mailboxes' contents.

2)

The user account that you specify in the mailbox profile must have Admin

per missions in the Mailbox / Public Folder Store object in Exchange Server.

3)

The user context in which ARKES application is run must have Admin permissions

in the Mailbox / Public Folder Store object in Exchange Server.

Mailbox Store (RD45) Properties

Limits |
Policies

General I Database |
Details I

Group or uger names:

Ful-Test Indesing |

Securty

ﬂ Administrator [PATHFINDER \administiator)

Sipathfinder lncal)

adrinuser [adminus
ﬁEﬁNDNYMDUS LOGON
ﬂ Domain Adminz [PATHFINDERDomain Adrins)
ﬁ Enterprise Admins [PATHFINDERAE nterprize Adminz)

- H
s | Bemove | ure that the
urrently logged

Permissions for adminuser Allaw Deny on /specified user

WS Propere: | | | . | ﬂ account

Delete tree O~ - (adminuser) having

List object O ,"/ "Administer

Open mail send queue D information store"

Administer information store -d—JD J ission

Create named properties in the infarmation store O

Virw informatinn stare stahis | (| ﬂ

For special permissions or for advanced settings,
click Advanced.

Advanced |

o]

Cancel | Apply

| Helg |

The currently logged on user must

have Full mailbox access right for the mailbox

associated with the given user profile to connect to Exchange Server.

17



Change E-mail Account @

Microsoft Exchange Settings
You can enter the required information ko connect ta Microsoft Exchange.

Type the name of your Microsoft Exchange server. For information, see your system
administratar,

Microsoft Exchange server: |rd45.pathfinder.local|
[]use Cached Exchange Mode

Type the name of the mailbox set up for wou by wour adminiskrator, The mailbox name
is usually wour user name,

User Mame: lm Check Mame
More Settings ...
4) The currently |l ogged on wuser mu st have O6Full ma i

Active Directory.

18



Ignace D. Schelaachi Properties HE3 |

Published Cerlificates | Member Of | Diakin | Object | Secuity | Envionment

Sessions | Remote control | Terminal Services Profile | COM+
General | Address I Account I Profile I Telephones | Draanization
Exchange General | E-mail Addresses

Exchange Features Exchange Advanced | Additional Account Info

Simple display name:

™ Hide from Exchange address lists
[~ Downgrade high priority mail bound for 3.400

Yiew and modify custom attributes Tl S dics |
Configure server and account information ILS Settings... |

for Intemet locator service —

Yiew and modify permissions to access B T T i i

thiz mailbox e il o H ‘

ailbox rights for
the mailbox (Ignace
D. Schelaachi) for
ich report has to
Jenerated.

Administrative Group: First Administrative Group

kK | Cancel | Spply | Help I

Permissions for Ignace D. Schelaachi K |

Mailbox Rights |

Group or uger names:

ﬁ Adrministrator [PATHFINDE R \Administrator) a
! adminuser [adminuser@pathfinder. local]
ﬁANDNYMDUS LOGOMW

m Domain Admins (FATHFINDERSD omain Admins)

ﬂ Frtarmrizs A drine IPATHFEIMOEPAE starnrice & drine] _ILI
4 i p

Add... I Remove |

255 Under Allow fo

Permizsions for adminuser Allow Deny ':ar? mhi n:éf(%gg ng
i Wi C
Delete mailbox starage O =
Fead pemissians O, generates the report
Change permissions D.f’f
Take ownership ]
Full mailbox access -} '__!D
Associated external account D D ﬂ

For special permissions or for advanced settings, Advanced I
click Advanced.

| 0K I Cancel | Apply |
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5) In order to run ARKES reports t hat process Public Folders and their items, the user

account that you specify in the mailbox profile must have at least Reviewer client

permissions in the respective public folders.

Communication Properties

| General | Home Page | administration | Forms | Permissions

MName Permission Level
Default Author

adminuser Reviewer
Anonyrmous Contributor

[ Add... ] [ Remaye ] [Eruperties...]

Permissions
Permission Level: |Reviewer -
Read Write
O None [(]create items
(&) Full Details [] create subfolders
[ 1Edit own
CEdit &ll
Delete items Other he qser ECCOL!I"It
: - {adminuser) using
(&) None [ IFolder owner which ARKES
O own [ IFalder contact snerates the repo
Oal Folder visible

ne public folde

E oK I[ Cancel J[

g
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1.5.2 Configuring impersonation rights

In order to retrieve granular level details for the following reports, ARKES requires the

Exchange Server credential provided to have impersonation rights.

a) Read Mail Item

b) Unread Mail Item

c) Deleted Mail Item

d) High Importance Mail ltem

e) Normal Importan ce Mail ltem
f) Low Importance Mail ltem

g) Junk Mail Item

To assign Impersonation rights for a user, walk through the respective Exchange Server

sections.

For Exchange 2016 or Exchange Server 2013

Prerequisites:

Administrative credential for the server running Exchange 2016 or 2013 to

assign role for a user in EAC.

Using EAC:

o Create a mailbox enabled account, say ARKES Service Account in Exchange

Server organization.

o Launch the Exchange Admin Center (EAC) and browse to Permissions ->

Adminroles.Clic k t he fi+0 sign to add a new role.

To access the EAC by going to http://serverFQDN/ecp/default.aspx page
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=l
=) LSO CSREEREG] -4 «din s - wicrouch . > SRARS

Administrator *+ P =

Exchange admin center

recipiens admin roles user roles Outlook Web App policies
permissions _
+ /s @m @ P2

compliance management
& manage NAME .

Compliance Management

Delegated Setup
protection
This role group will allow a specified user,
responsible far compliance, to properly configure

mail flow - - ’
W Help Desk and manage compliance settings within Exchange

Discovery Management

in accordance with their policy

mobile Hygiene Management
Assigned roles:
Organization Management

public folders Data Loss Prevention
Public Folder Management Information Rights Management
Inified messaging Retention Management

Recipient Management .
View-Only Audit Logs

Servers Records Management View-Only Configuration

View-Only Recipients
Server Management

hybrid
UM Management Members:
View-Only Organization Management
Write scope:
Default
1 selected of 12 total
e eee— = —_— f— T T T — - —— P=— m— | —— = T -}

o Create a role with the following specifications.

Name : User Impersonate.

Description  : User role with impersonation rights for ARKES.

Write  Scope : Default.

Roles: Add the Role name AApplicationl mpersonationo
Members : Add the User AARKES Service Account 0.
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new role group

|User Impersonate

Description:

Allows this user to impersonate other user mailboxes.

Write scope:

® | Default v

Organizational unit:
O |
Roles:

NAME

Applicationimpersonation

Members:

NAME 4 | DISPLAY NAME

save

cancel

0 Save the changes and wait for few minutes for the settings to replicate.
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For Exchange 2010 Prerequisites:

Administrative  credentials for the server running Exchange 2010 that has Client
Access server role installed.

Domain Administrator credentials, or a credential with permission to create and

assign roles and scopes.

Remote PowerShell installed on the computer from which you will run the

command.

Using Management Shell:

o

Create a mailbox enabled ARKES Account, say ARKES Service Account in Exchange

Server organization. 0 Open the Exchange Management Shell.

Run New -ManagementRoleAssignment T

Name:impersonationAssignmentNa me T Role:Applicationimpersonation T
User:ARKES Service Account command

B8 Machine: RD70.spacenet.local =101 %]
en w—Mana olefissignmer ame inpersonationflzs ignnentNane F 1 1onim enation

n32 >Ne

Using PowerShell:

(0]

Open PowerShell and run the following cmdlets in the specified order:

"Add -PSSnapin Microsoft.Exchange.Management.PowerShell.E2010"
Run New -ManagementRoleAssignment T

Name:impersonationAssignmentName T Role:Applicationlmpersonation T

User:ARKES Service Account command
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B select Windows PowerShell

PS C:\Users\adminuser4> add—-pssnapin Microsoft.Exchange.Management.PowerShell.E2010

PS C:\Users\adminuser4> New—ManagementRolefAssignment —Name:impersonationfissignmentName —Role:ApplicationImpersonation
User:servicefAccount"

PS C:\Users\adminuserd>.

For Exchange 2007 Prerequisites:

i Administrative credentials for the server running Exchange 2007 that has Client
Access s erver role installed.
ii. Domain Administrator credentials, or a credential with permission to create and

assign roles and scopes.
Using Management Shell:

o0 Create a mailbox enabled ARKES Account, say ARKES Service Account in

Exchange Server organization. 0 Open the Exchange Management Shell.

Run Get - ExchangeServer | where {$_.IsClientAccessServer -eq $TRUE} |
ForEach -Object{Add -ADPermission -ldentity $_.distinguishedname -User
(Get -User -ldentity ARKES Service Account | select - object).identity

extendedRig htms -Exch -EPI -Impersonation} command

@-Machine: RD77 | Scope: spacenet.local 3

[PS]1 C:\Documents and Settings\adminuser2>Get—ExchangeServer | where {5_.IsClien
tAccessServer —eq STRUE> | ForEach-Object {Add-ADPermission —Identity $_.disting
uishedname —-User (Get-User —Identity servicefccount | select—object).identity —e

xtendedRight ms—Exch—EPI-Impersonation?
[PS] C:\Documents and Settings\adminuser2da

Using PowerShell:

o0 Open PowerShell and run the following cmdlets in the specified order:
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"Add -PSSnapin Microsoft.Exchange.Management.PowerShell. E2010"

Run Get -ExchangeServer | where {$_.IsClientAccessServer -eq $TRUE} |
ForEach -Object {Add -ADPermission -ldentity $_.distinguishedname -User
(Get -User  -ldentity ARKES Service Account | select - object).identity
extendedRight ms -Exch -EPI -Impersonation} command.

B select windows PowerShell

PS C:\Docu :s A Setti a i Add-PSSnapin Mice ft.Exchange .Management 11.Admin

PS G:\Document sBe Get—-ExchangeServer where {5_.IsClientAccessSe —eq STRUEY ! PorEach—Ohjectms
{Add-ADPerm i tinguishedname -lUser {(Get-User —Identity serwviceAccount | select—-ohject).identity -ex
tendedRight

PS C:\Documents and Settings‘adminuser2> _
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1.6 List of available Built-in Reports for Exchange 2016/2013/2010/2007

Report Category Name

Report Category Description

Organization Reports

Organization level reports for an Exchange Organization

Server Reports

Server reports for an Exchange Organization

Information Store

Reports

Organization

Reports Information Store reports for an Exchange

Recipient Reports

Recipient reports for an Exchange Organization

Mailbox Reports

Mailbox reports in an Exchange Organization

Mail User Reports

Mail User reports in an Exchange Organization

Distribution Group

Reports

Distribution Group reports in an Exchange Organization

Mail Contact Reports

Mail Contact reports in an Exchange Organization

Public Folder Reports

Public Folder reports in an Exchange Organization

Mail ltem Reports

Mail Item reports in an Exchange Organization

Organization Reports:

Report Displa Report
> Py > o Field Name
Name Description
Exchange Security settings in Owner, Name, Type, Permissions
Administrators the Exchange
Report Organization

Address Lists
Summary Report

Address Lists
configuration
details

Recipients filter, Creation date, Last
modification, Owner, Name, Type,
Permissions

Offline Address
Book Summary
Report

Offline Address
Books configuration
details

Offline Address Book, Generation Server,
Default offline address book, Included
address lists, Client Support, Enable Web
based distribution, Offline address books,
Enable public folder distribution

Offline Address
Book Security
Report

Offline Address
Books security
settings

Owner, Name, Type, Permissions

Managed Folders
Summary

Managed Folders
settings

Description, Folder Type, Folder comment
when the folder is viewed in Outlook, Folder
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Report

name when the folder is viewed in Office
Outlook, Storage limit (KB) for this folder and
its subfolders, Do not allow users to minimize
this comment in Outlook

Managed Folders
Security Report

Managed Folders
security settings

Owner, Name, Type, Permissions

Exchange Servers
Configuration
Details Report

Exchange Servers
in the Organization
and their
configuration
details

Version, Role(s), Last modification

Exchange Servers
Security Report

List of Exchange
Servers and
security settings

Owner, Name, Type, Permissions

Remote Domains
Report

List of Remote
Domains and their
properties

Last modification, Domain Name, Out -of
office message types delivered to this remote
domain

Allow automatic replies, Allow automatic
forward, Allow delivery reports, Allow non
delivery reports, Display senders name on
messages, Use message text line wrap at
column, Exchange rich text format, MIME
character set, Non MIME character set

Accepted Domains
Report

List of Accepted
Domains and their
properties

Last modification, Accepted Domain, Is
Default, E -mail Handling

Transport Rules
Report

List of Transport
Rules and their
properties

Last modification, Priority, Comment,
Conditions

Journaling Rules
Report

List of Journaling
Rules and their

Last modification, Status, Send Journal
reports to e -mail address, Scope, Journal

properties messages for recipient setting, Journal
messages for recipient
Send Connectors List of Send Last modification, Connector status, Protocol

Report

Connectors and
their properties

logging level, Specify the FQDN in response
to HELO or EHLO, Maximum message setting,
Maximum message size (KB)

Type, Address, Cost, Scoped Send connector,
Hub Transport Server name

Send mail options, Enable Domain Security
(Mutual Auth TLS), Smart hosts, Smart host
authentication, Basic Authentication User
name, Use the External DNS Lookup settings
on the transport server

Global Settings
Report

Global Settings
details

Last modifi cation, Transport Limit
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Maximum r eceive size settings, Transport
Limit Maxim um receive size (KB), Transport
Limit Maximum send size settings, Transport
Limit Maximum send size (KB), Transport
Limit Maximum  number of recipients settings,
Transport Limit Maximum number of

recipients

Managed Folder
Mailbox Policy
Settings

Managed Folder
Mailbox Policies and
their configuration
details

Last modification, Folder Name

Managed Folder
Mailbox Policy
Usage Report

Managed Folder
Mailbox Policies and
the Managed
Folders in which
they are used

Last modification, Folder Type, Folder Mailbox
Policy Name

Managed Folder
Mailbox Policies
Security Report

Managed Folder
Mailbox Policies and
their security

Last modification, Owner, Name, Type,
Permissions

settings
Exchange Exchange Last modification, Is Default, Allow non
ActiveSync ActiveSync Mailbox i - i
. . provisio nable devices, Refresh interval
Mailbox Policy Policies and their
Settings settings, Refresh interval (hours), Windows

configuration
details

File Shares, Windows SharePoint Services

Require password, Require alphanumeric
password, Minimum number of complex
characters, Enable password recovery,
Require encryption on the device, Require
encryption o n the storage card, Allow simple
password, Number of failed attempts allowed,
Minimum password length, Time idle before

password must be reentered (in minutes),

Password expiration (days), Enforce password

history

Include past calendar items, include past
email items, Message size limit settings, Limit
message size to (KB), Allow synchronization

when roaming, Allow
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HTML formatted e -mail, Allow attachments to

be downloaded to the device, Maximum

attachment size (KB)

Allow removable storage, Allow cam era, Allow
Wi-Fi, Allow infrared, Allow Internet sharing

from the device, Allow remote desktop from

the device, Allow  synchronization from a
desktop, Allow Bluetooth

Allow brow ser, Allow consumer mail, Allow
unsign ed applications, Allow unsigned
installation packages, Allowed Application File
name, Allowed Application File hash ID,

Blocked Applications

Exchange Exchange Last modification , Is Default, Applied to, Path
ActiveSync ActiveSync Mailbox
Mailbox Policy - Policies and the
Usage Report mailboxes that use

each policy
Exchange Exchange Last modification, Owne  r, Name, Type,
ActiveSync ActiveSync Mailbox Permissions

Mailbox Policies
Security Report

policies and their
security settings

UM Mailbox Policy
Settings

Unified Messaging
Policies and their
configuration
details

Last modification, Associated dial plan,
Maximum greeting duration (minutes), Allow
missed call notifications

Fax Identity, Text sent when a UM Mailbox is
enabled, Text sent when a UM PIN is rese t,
Text included with a voice message, Text
included with a fax message

Minimum PIN length,  PIN lifetime (days),
Number of previous PINs to disallow, Allow
common patterns in PIN, Number of incorrect
PIN entries before automatically reset,
Number of incorrect PIN entries before UM
mailbox is locked out

Allow calls to subscribers within the same dial
plan, Allow calls to extensions, Allowed in -
country/region rule groups from dial plan,

Allowed international rule groups from dial

plan

E-mail Address
Policies Report

E- mail Address
policies and their
configuration
details

Last modification,  Priority, Applied,
Conditions, Email Address Type, Email
Address
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E-mail Address
Security Report

E-mail Address
policies and their
security settings

Last modification,
Permissions

Owner, Name, Type,
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Server Reports:

Report Field Name
Report o
. Description
Display
Name
WebDAV & WebDAV & Outlook Owner, Name, Type, Permissions
Outlook Web Web Access
Access directories and
settings their settings
Exc'hange Exchange Last modification, Internal URL, External URL
ActlyeSync ActiveSync
Settings directory
Report configuration
details
Offline Offline Address Last modification, Polling interval (minutes)
Address Book B.ook Distribu_tion
Distribution directory settings
Settings
Report
IMAP4 List of IMAP4 Last modification, Banner string, TLS
Settings protocols and their Connection IP Addresses, TLS Connection
Report settings Ports, SSL Connection IP Addresses, SSL

Connection Ports

Logon Method, X509 certificate name, Message
MIME format, Calendar Retrieval, URL of
Outlook Web Access server

Authenticated time - out (seconds),
Unauthenticated time  -out (seconds), Maximum
connections, Maximum connections from a

single IP address, Maximum connections from

a single user, Maximum command size (bytes),
Proxy target port

POP3 Settings
Report

List of POP3
protocols and their
settings

Last modification, Banner string, TLS
Connection IP Addresses, TLS Connection

Ports, SSL Connection IP Addresses, SSL
Connection Ports

Logon Method, X509 certificate name, Message
MIME format, Message sort order, Calendar
Retrieval, URL of Outlook Web Access server

Authenticated time  -out (seconds),
Unauthenticated time  -out (seconds), Maximum
connections, Maximum connections from a

single IP address, Maximum connections from
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a single user, Maximum command size (bytes),
Proxy target port

Receive
Connectors
Report

Receive
Connectors and
their settings

Last modification, Connector status, Protocol
logging level, Specify the FQDN in response to
HELO or EHLO, Maximum message size (KB),
Local IP Addresses, Local Ports, Remote IP
addresses

Transport Layer Security (TLS), Enable Domain
Security (Mutual Aut  h TLS), Basic
Authentication, Offer Basic Authentication only
after starting TLS, Exchange Server
authentication, Integrated Windows
authentication, Externally Secured (for
example with IPsec)
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Information Store Reports for

Exchange

2016 or Exchange 2013

Report Display Name

Report Description

Field Name

Mailbox Database
Settings

Mailbox databases and their
configuration details
including limits, general
settings and database
settings

Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive at
(KB), Warning message
interval, Keep deleted items
for (days), Keep deleted
mailboxes for (days), Do
not permanently delete
mailboxes and items

Default Mailbox folder
database, Offline address
book

Last modification,
Database path, Database
copy path, Last full
backup, Last incremental
backup, Status, Journal
messages for recipient
setting, Journal messages

for recipient, Maintenance
schedule, Do not mount
this store at startup, This
database can be
overwritten by a restore

Mailbox Database
Security Report

Mailbox databases and their
security settings

Last modification, Owner,
Name, Type, Permissions

Mailbox Database File
Security

Mailbox databases and their
database file security
settings

Exchange Database,
Name, Type, Permissions

Mailbox Database
Summary Report

Mailbox Database and their
size, number of mailboxes in
it

Exchange Database, Size
(KB), Streaming
database, Streaming
database size (KB),
Number of Accounts

Mailbox Database Details
Report

Mailbox Database and the
list of mailboxes in it

Number of Accounts,
Account Name, Account
Path
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Mailbox Database
Resource Utilization
Report

Mailbox databases with

their pre -defined limits and

current usage

Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive
at (KB), Display Name,
Mailbox, Windows NT
Account, Total K, Total no
of Items, Last Logon
Time, Last Logoff Time,
Deleted Items K, Full
Mailbox Directory Name,
Total no of Associated
Messages
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Information Store Reports for 2010:

Report Display Name

Report Description

Field Name

Mailbox Database
Settings

Mailbox databases and their
configuration details
including limits, general
settings and database
settings

Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive at
(KB), Warning message
interval, Keep deleted items
for (days), Keep deleted
mailboxes for (days), Do not
permanently delete
mailboxes and items

Default Mailbox folder
database, Offline address
book

Last modification,
Database path, Database
copy path, Last full
backup, Last incremental
backup, Status, Journal
messages for recipient
setting, Journal messages

for recipient, Maintenance
schedule, Do not mount
this store at startup, This
database can be
overwritten by a restore

Mailbox Database
Security Report

Mailbox databases and their
security settings

Last modification, Owner,
Name, Type, Permissions

Public Folder Database
Settings

Public folder databases and
their configuration details
including limits, general
settings and database
settings

Database path, Database
copy path, Last full
backup, Last incremental
backup, Status,
Maintenance schedule, Do
not mount this store at
startup, This database can
be overwritten by a
restore

Issue warning at (KB),
Prohibit post at (KB),
Maximum item size (KB),
Warning message interval,
Keep deleted items for
(days), Do not
permanently delete
mailboxes and items, Age
limit for all folders in this
public folder database

(days)

Public Folder Referral
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Public Folder Databases
Security Report

Public folder database and
their security settings

Last modification, Owner,
Name, Type, Permissions

Mailbox Database File
Security

Mailbox databases and their
database file security
settings

Exchange Database,
Name, Type, Permissions

Mailbox Database
Summary Report

Mailbox Database and their
size, number of mailboxes in
it

Exchange Database, Size
(KB), Streaming database,
Streaming database size

(KB), Number of Accounts

Mailbox Database Details
Report

Mailbox Database and the
list of mailboxes in it

Number of Accounts,
Account Name, Account
Path

Mailbox Database
Resource Utilization
Report

Mailbox databases with their
pre -defined limits and
current usage

Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive
at (KB), Display Name,
Mailbox, Windows NT
Account, Total K, Total no
of Items, Last Logon
Time, Last Logoff Time,
Deleted Items K, Full
Mailbox Directory Name,
Total no of Associa ted
Messages

Public Folder Database
File Security

Public folder databases and
their database file security
settings

Exchange Database,
Name, Type, Permissions

Public Folder Database
Summary Report

Public Folder Database and
their size, number of Public

Folders in it

Exchange Database, Size
(KB), Streaming
database, Streaming
database size (KB),
Number of Accounts

Public Folder Database
Details Report

Public Folder Database and
the list of Public Folders in it

Number of Accounts,
Account Name, Account
Path
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Public Folder Database
Resource Utilization
Report

Public folder databases with
their pre -defined limits and
current usage

Display Name, Total K,
Total no Items, Created,
Last Access Time, No of
Owners, No of Contacts,
Folder, Folder Path, Full
Public Folder Directory
Name, Total no
Associated Messages,
Deleted Items K
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Information Store Reports for 2007:

Report Display Name

Report Description

Field Name

Storage Groups Settings

Storage groups and their
configuration details

Last modification, Log
path, System path, Log
file prefix, Enable circular
logging

Storage Groups Security
Report

Storage groups and their
security settings

Last modification, Owner,
Name, Type, Permissions

Mailbox Database
Settings

Mailbox databases and their
configuration details
including limits, general
settings and database
settings

Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive at
(KB), Warning message
interval, Keep deleted items
for (days), Keep deleted
mailboxes for (days),
permanently delete
mailboxes and items
Default public folder
database, Offline address
book

Do not

Last modification,
Database path, Database
copy path, Last full
backup, Last incremental
backup, Status, Journal
messages for recipient
setting, Journal me ssages
for recipient, Maintenance
schedule, Do not mount
this store a t startup, This
database can be
overwritten by a restore

Mailbox Database
Security Report

Mailbox databases and their
security settings

Last modification, Owner,
Name, Type, Permissions
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Public Folder Database
Settings

Public folder databases and
their configuration details
including limits, general
settings and database
settings

Database path, Database
copy path, Last full
backup, Last incremental
backup, Status,
Maintenance schedule, Do
not mount this store at
startup, This database can
be overwritten by a

restore

Issue warning at (KB),
Prohibit post at (KB),
Maximum item size (KB),
Warning message interval,
Keep deleted items for
(days), Do not
permanently delete
mailboxes and items, Age
limit for all folders in this
public folder database
(days)

Public Folder Referral

Public Folder Databases
Security Report

Public folder database and
their security settings

Last modification, Owner,
Name, Type, Permissions

Mailbox Database File
Security

Mailbox databases and their
database file security
settings

Exchange Database,
Name, Type, Permissions

Mailbox Database
Summary Report

Mailbox Database and their
size, number of mailboxes in
it

Exchange Database, Size
(KB), Streaming database,
Streaming database size

(KB), Number of Accounts

Mailbox Database Details
Report

Mailbox Database and the
list of mailboxes in it

Number of Accounts,
Account Name, Account
Path

Mailbox Database

Mailbox databases with

Issue warning at (KB),

Resource Utilization
Report

their pre -defined limits and
current usage

Prohibit send at (KB),
Prohibit send and receive
at (KB), Display Name,
Mailbox, Windows NT
Account, Total K, Total no
of ltems, Last Logon
Time, Last Logoff Time,
Deleted Items K, Full
Mailbox Directory Name,
Total no of Associated
Messages
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Public Folder Database
File Security

Public folder databases and
their database file security
settings

Exchange Database,
Name, Type, Permissions

Public Folder Database
Summary Report

Public Folder Database and
their size, number of Public

Folders in it

Exchange Database, Size
(KB), Streaming
database, Streaming
database size (KB),
Number of Accounts

Public Folder Database
Details Report

Public Folder Database and
the list of Public Folders in it

Number of Accounts,
Account Name, Account
Path

Public Folder Database
Resource Utilization
Report

Public folder databases with
their pre -defined limits and
current usage

Display Name, Total K,
Total no Items, Created,
Last Access Time, No of
Owners, No of Contacts,
Folder, Folder Path, Full
Public Folder Directory
Name, Total no
Associated Messages,
Deleted Items K
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Recipient Reports: Mailbox Reports:

Report Display Name

Report Description

Field Name

Mailbox - General
Information & Address
Details

List of mailboxes and their
general and address settings

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Initials, Last
name, Description, Office,
Telephone number, Phone

Numbers (Others), E  -mail,

Web page, Web Page Address
(Others)

Street, PO Box, City,
State/province, Zip/Post  al
Code, Country/region

Mailbox Created and
Modified Dates

List of mailboxes and their
creation date

Display Name, Alias Name,
Fully qualified domain name
of object First name, Last
name Created, Modified

Mailbox Membership

List of mailboxes and their
membership settings

Display Name, Alias Name,
Fully qualified domain name
of object First name, Last
name Number of
Membership groups, Member
Of, Member Of E -mail,
Primary group name, Primary
group E -mail

Mailbox E -mail
Addresses Report

List of mailboxes and their E
mail Addresses

Display Name, Alias Name,
Fully qualified domain name
of object First name, Last
name Email Address Type,
Email Address
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Mailboxes - Exchange
Settings Report

List of mailboxes and their
Exchange General settings

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive at
(KB), Warning message
interval

Simple display name, Hide
fro m Exchange address lists,
ILS Server, ILS Account

Managed folder mailbox
policy, Retention start date,
Retention end date,

Incoming message size

(KB), Outgoing message size
(KB), Accept messages from,
Reject messages from,
Require that all senders are
authenticated, Home Server,
Mailbox Store, Storage

Limits Settings, Issue
warning at (KB), Prohibit
send at (KB), Prohibit send
and receive at (KB), Deleted

Item Retention Settings,

Keep deleted item for (days),
Do not permanently delete
items, Give Send on behalf

of permission to, Forwarding
address to, Deliver messages
to both forwarding address

and mailbox, Recipient Limits

Mailbox Message Size
Restrictions Report

List of mailboxes and their
Message Size Restrictions

settings

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Incoming message size
(KB), Outgoing message size
(KB)
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Mailbox Message
Delivery Restrictions
Report

List of mailboxes and their
Message Delivery
Restrictions settings

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Accept messages from,
Reject messages from

Mailbox Messaging
Records Management
Report

List of mailboxes and their
Messaging Records
Management settings

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Managed folder mailbox
policy, Retention start date,
Retention end date

Mailbox - Storage
Quotas

List of mailboxes and their
Storage Quota settings

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Home Server, Mailbox Store,
Storage Limits Settings,
Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive at
(KB), Deleted Item

Retention Settings, Keep
deleted item for (days), Do
not permanently delete items

Mailbox - Delivery
Options

List of mailboxes and their
Delivery Options settings

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Give Send on behalf of
permission to, Forwarding
address to, Deliver messages
to both forwarding address
and mailbox,

Recipient Limits
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Mailbox Features
Report

List of mailboxes and their
Features settings

Owner, Name, Type,
Permissions

First name, Last name

Protocol, Enable for Mailbox,
Use protocol defaults,
Message encoding, Default
character set, Use Microsoft

Exchange rich -text format,
Exchange ActiveSync mailbox
policy

Mailbox Rights Report

List of mailboxes and the
rights defined for each
mailbox

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Owner, Name, Type,
Permissions

Mailbox Permissions
Report

List of mailboxes and the
permissions defined for each
mailbox

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Owner, Name, Type,
Permissions

Mailboxes hidden from
Address Book

List of all mailboxes that are
hidden from the address
book

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name
Simple display name

Mailboxes with
duplicate display
names

List of mailboxes that have
duplicate display names

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Disabled mailboxes (in
Active Directory)

List of mailboxes whose user
accounts are disabled in AD,
but having Exchange content
and AD user account in
Exchange store and AD
respectively.

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name
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Mailboxes with no
Quota Limits

List of mailboxes that have
no quota limits defined for
them

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Home Server, Mailbox Store,
Storage Limits Settings,
Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive at
(KB), Deleted Item Retention
Settings, Keep deleted item
for (days), Do not
permanently delete items

Mailboxes - Size Report

Mailboxes and their
respective sizes

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Home Server, Mailbox Store,
Storage Limits Settings,
Issue warning at (KB),
Prohibit send at (KB),

Prohibit send and receive at
(KB)

Mailbox, Windows NT
Account, Total K, Total no of
Items, Last Logon Time, Last
Logoff Time, Deleted Items

K, Full Mailbox Directory
Name, Total no of

Associated Messages

Mailbox - First activity
and last activity

Mailboxes activity based on
the mail item date in Inbox,

Sent Iltems and Deleted
Items folder

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Deleted Items activity date,
Deleted Items message
count, Deleted Items size
(KB), Inbox activity date,
Inbox message count, Inbox
size (KB), Sent Items activity
date, Sent ltems message
count, Sent Items size (KB)
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Mailbox Default Folder
Security Report

Security defined on the
Inbox, Sent Items and
Deleted Items folders in each
mailbox

Display Name, Alias Name,
Fully qualified domain name
of object

First name, Last name

Folder Name, Account
Name, Permission Level

Disabled mailboxes (in
Exchange Server)

List of mailboxes whose user
accounts are removed from
AD, but having Exchange
content in Exchange store.

Object Path Object Name
Object Name Mailbox
Windows NT Account Total K

Total no of Items Last Logon
Time Last Logoff Time

Deleted Items K Full Mailbox
Directory Name Total no of
Associated Messages

List of mailboxes that
use disabled mailboxes
in their security

List of mailboxes that use
disabled mailboxes (in Active
Directory) for granting
access.

Object Path Object Name
Display Name Alias Name
Fully qualified domain name
of object First name Last
name Owner Name Type
Permissions

Mailbox Folders
Properties

List of mailbox folders with
their size, number of items,
number of unread items,
created by and modified by
information.

Object Path Object Name
Display Name Alias Name
Fully qualified domain name
of object First name Last
name Folder Name Folder
Path Size Folder Description
Created Date Modified Date
Email Address Container
class Folder Type Has
subfolders Number of
subfolders Number of items
Number of unread items
Associated content count
Has rules Created By Last
Modified By

Mailbox Attachments

List of mailbox folders and

Object Path Object Name
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Summary

the attachments available as
part of the mailbox items
with their file name,
extension, created date and
modified date.

Display Name Alias Name
Fully qualified domain nam e
of object First name Last
name Attachment Display
Name Attachment File Name
Attachment Long File Name
Attachment Path Name
Attachment Long Path Name
Attachment Encoding
Attachment Extension
Attachment Method
Attachment Transport Name
Attachment Created Date
Attachment Last Modified
Date

Mailboxes exceeding
quota limits

List of mailboxes which
exceed the quota limits
defined for them.

Object Path Object Name
Display Name Alias Name
Fully qualified domain name
of object First name Last
name Home Server Mailbox
Store Storage Limits
Settings Issue warning at
(KB) Prohibit send at (KB)
Prohibit send and receive at
(KB) Mailbox Windows NT
Account Total K Total no of
Items Last Logon Time Last
Logoff Time Deleted Items K
Full Mailbox Directory Name
Total no of Associated
Messages

Mailboxes which can
use OWA feature

List of mailboxes for which
Outlook Web Access feature
is enabled

Object Path Object Name
Display Name Alias Name

Fully qualified domain name

of object First name Last

name Protocol Enable for
Mailbox Use protocol defaults
Message encoding Default
character set Use Microsoft
Exchange rich -text format
Exchange ActiveSync  mailbox

policy
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Mailbox Usage Report

List of mailboxes with their
size and the number of
folders, number of items,
number of read mails,
number of unread mails,
number of appointments,
number of contacts, number
of tasks.

Object Path Object Name
Display Name Alias Name
Fully qualified domain name
of object First name Last
name Mailbox Size (MB)
Number of folders Number of
items Number of read mails
Number of unread mails
Number of appointments
Number of tasks Number of
contacts.
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Mail User Reports:

Report Display
Name

Report Description

Field Name

Mail Users -
General &

Address Settings
Report

List of mail users and
their ~ general and
address settings

Display Name, Alias Name, Fully
qualified domain name of object

First name, Initials, Last name,
Description, Office,

Telephone number, Phone Numbers
(Others), Email, Web page, Web Page
Address (Others)

Street, PO Box, City,
State/province, Zip/Posta |
Code, Country/region

Mail User Created

List of mail users and

Display Name, Alias Name, Fully

settings

and Modified their creation date qualified domain name of object
Dates )

First name, Last name

Created, Modified
Mail User List of mail users and Display Name, Alias Name, Fully
Membership their membership qualified domain name of object First

name, Last name

Number of Membership groups,
Member Of, Member Of E  -maill,
Primary group name,

Primary group E - mail

Mail User E -mail
Addresses Report

List of mail users and
their E - mail Addresses

Display Name, Alias Name, Fully
gualified domain name of object First
name, Last name

Email Address Type,
Email Address

Mail Users
Exchange Settings
Report

List of mail users and
their Exchange settings

Display Name, Alias Name, Fully
gualified domain name of object First
name, Last name

Incoming message size  (KB), Accept
messages from, Reject messages

from, Require that all senders are
authenticated

Mail User Message
Size Restrictions
Report

List of mail users and
their Message Size
Restrictions

settings

Display Name, Alias Name, Fully
gualified domain name of object First
name, Last name Incoming message
size (KB)
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Mail User Message

List of mail users and

Display Name, Alias Name, Fully

ge“V?rY tFI:eir I.\/Ie-ssage Qelivery qualified domain name of object First
R:;t(:lr(t:tmns estrictions settings name, Last name
Accept messages from,
Reject messages from, Require that all
send ers are authenticated
Mail Users List of mail users and Display Name, Alias Name, Fully
Permissions their corresponding qualified domain name of object First
Report permissions

name, Last name Owner, Name, Type,
Permissions

Mail Users hidden
from Address Book

List of mail users that
are hidden from
address book

Display Name, Alias Name, Fully
qualified domain name of object First
name, Last name Simple display
name
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Distribution Group Reports:

Report Display Name

Report Description

Field Name

Distribution Groups -
General Settings Report

List of distribution groups
and their general settings

Display Name, Alias Name,
Fully qualified domain name
of object

Group name (pre -
Windows 2000),
Description, E -mail,
Group Scope, Group
Type, Notes

Managed By

Distribution Group
Created and Modified
Dates

List of distribution groups
and their creation date

Display Name, Alias Name,
Fully qualified domain name
of object

Created, Modified

E- mail

Distribution Group
Membership

List of distribution groups
and their membership
settings

Display Name, Alias Name,
Fully qualified domain name
of object

Number of Membership
groups, Member Of,
Member Of E -mail

Distribution Group E  -mail

Addresses Report

List of distribution groups

and their E -mail Addresses

Display Name, Alias Name,
Fully qualified domain name
of object

Email Address Type,
Email Address

Distribution ~ Groups -
Exchange Settings
Report

List of distribution groups
and their Exchange
settings

Display Name, Alias Name,
Fully qualified domain name
of object Message size (KB)

Simple display name,
Expansion Server, Hide from
Exchange address lists,

Send out -of-office messages
to originator,

Delivery Options

Distribution Group
Message Size

List of distribution groups
and their Message Size

Display Name, Alias
Name, Fully qualified

Restrictions Report

Restrictions settings

domain name of object

Message size (KB)
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Distribution Group
Message Delivery
Restrictions Report

List of distribution groups
and their Message Delivery

Restrictions settings

Display Name, Alias Name,
Fully qualified domain name
of object

Accept messages from,
Reject messages from,
Require that all senders are
authentic

Distribution Groups
Permissions Report

List of distribution groups
and their corresponding
permissions

Display Name, Alias Name,
Fully qualified domain name
of object

Owner, Name, Type,
Permissions

Distribution Groups
hidden from Address

Book

List of distribution groups
that are hidden from
address book

Display Name, Alias Name,
Fully qualified domain name
of object Simple display
name

Empty Distribution
Groups

List of distribution groups
with no members

Display Name, Alias Name,
Fully qualified domain name
of object

Group name (pre -
Windows 2000),
Description, E -mail,
Group Scope, Group
Type, Notes

Distribution Groups -
Users who can modify
Mail -enabled group
membership

List of Distribution groups
and the mailboxes that
have been given modify
group membership rights.

Object Path Object Name
Display Name Alias Name
Fully qualified domain name
of object Owner Name Type
Permissions

List of Distribution
Groups that use disabled
mailboxes in their
security

List of Distribution groups
that use disabled
mailboxes (in Active
Directory) for granting
access.

Object Path Object Name
Display Name Alias Name
Fully qualified domain name
of object Owner Name Type
Permissions
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Mail Contact Reports:

Report Display
Name

Report Description

Field Name

Mail Contacts
General & Address
Settings Report

List of mail contacts
and their general and
address

settings

Display Name, Alias Name, Fully
qualified domain name of object

First name, Initials, Last name,
Description, Office, Telephone
number, Phone Numbers (Others), E
mail, Web page, Web Page Address
(Others)

Street, PO Box, City,
State/province,
Zip/Postal Code,
Country/region

Mail Contact
Created and
Modified Dates

List of mail contacts
and their creation date

Display Name, Alias Name, Fully
qualified domain name of object

First name, Last name

Created, Modified

Mail Contact
Membership

List of mail contacts
and their membership
settings

Display Name, Alias Name, Fully
qualified domain name of object First
name, Last name

Number of Membership groups,
Member Of, Member Of E  -mail

mail Addresses
Report

Mail Contact E -

List of mail contacts and
their E - mail Addresses

Display Name, Alias Name, Fully
qualified domain name of object First
name, Last name

Email Address Type,
Email Address

Mail Contacts
Exchange Settings
Report

List of mail contacts
and their Exchange
settings

Display Name, Alias Name, Fully
qualified domain name of object First
name, Last name

Incoming message size

(KB), Accept messages from, Reject
messages from, Require that all
senders are authenticated

Mail Contact
Message

Size Restrictions
Report

List of mail contacts
and their Message Size
Restrictions settings

Display Name, Alias Name, Fully
qualified domain name of object First
name, Last name

Incoming message size
(KB)
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Mail Contact
Message

Delivery
Restrictions

Report

List of mail contacts
and their Message
Delivery Restrictions
settings

Display Name, Alias Name, Fully
gualified domain name of object First
name, Last name

Accept messages from,
Reject messages from, Require that
all senders are authenticated

Mail Contacts

List of mail contacts

Display Name, Alias Name, Fully

Permissions and their corresponding | qualified domain name of object First
Report permissions name. Last name

Owner, Name, Type,

Permissions
Mail Contacts | List of mail contacts Display Name, Alias Name, Fully
hidden from | that are hidden from qualified domain name of object First

Address Book

address book

name, Last name
Simple display name
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Public Folder Reports:

Report Display
Name

Report Description

Field Name

Public
General Settings

Report

Folders -

List of public folders
and their general
settings

Display Name, Alias Name, Fully
qualified domain name of object Folder
Name, Path, Address List

Name, Public Folder Description,
Maintain per -user read and unread
information for this folder

Public Folder
Created and
Modified Dates

List of public folders
and their creation date

Display Name, Alias Name, Fully
qualified domain name of object

E-mail
Created, Modified

Public Folder
Membership

List of public folders
and their membership
settings

Display Name, Alias Name, Fully
qualified domain name of object
Number of Membership groups,
Member Of, Primary group name,
Member Of E -mail

Public Folder E
mail Addresses
Report

List of public folders
and their E -malil
Addresses

Display Name, Alias Name, Fully
qualified domain name of object Email
Address Type, Email Address

Public Folders
Limits Report

List of public folders
and their limits settings

Display Name, Alias Name, Fully
qualified domain name of object Issue
warning at (KB), Prohibit post at (KB),
Maximum item size at (KB), Keep
deleted item for (days), Age limit for
replicas (days)

Public Folders
Replication
Settings
Report

List of public folders
and their replication
settings

Display Name, Alias Name, Fully
qualified domain name of object
Replicate content to these public stores,
Public folder replication interval,
Replication message received,
Replication message priority

Public Folders -
Exchange Settings
Report

List of public folders
and their Exchange
General settings

Display Name, Alias Name, Fully
qualified domain name of object

Home Server, Mailbox Store, E
Public Folder Tree

Simple display name, Hide from
Exchange address lists

-mail,

Public Folder
Message Size
Restrictions
Report

List of public folders
and their Message Size
Restrictions settings

Display Name, Alias Name, Fully
qualified domain name of object

Incoming message size (KB),
Outgoing message size (KB)

Public Folder
Message Delivery

List of public folders
and their Message

Display Name, Alias Name, Fully
qualified domain name of object
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Restrictions

Delivery Restrictions

Accept messages from, Reject

Report settings messages from, Require that all
senders are authenticated

Public Folder List of public folders Display Name, Alias Name, Fully

Permissions and their qualified domain name of object

Report corresponding

permissions

Owner, Name, Type, Permissions

Public Folders
hidden from
Address Book

List of public folders
that are hidden from
address book

Display Name, Alias Name, Fully
qualified domain name of object

Simple display name

Public Folder
Client

Permissions
Report

List of public folders
and their
corresponding client
permissions

Display Name, Alias Name, Fully
qualified domain name of object

Home Server, Mailbox Store, E -mail,

Public Folder Tree

Path, Address List Name, Public Folder
Description

Folder Path, Client Permissions

Public Folders Size
Report

Public folders and their
respective size

Display Name, Alias Name, Fully
qualified domain name of object

Path, Address List Name, Public
Folder Description

Home Server, Mailbox Store, E -mail,
Public Folder Tree

Total K, Total no Items, Created, Last
Access Time, No of Owners, No of
Contacts, Folder, Folder Path, Full Public
Folder Directory Name, Total no
Associated Messages, Deleted

Iltems K

List of Publ ic
Folders that use
disabled
mailboxes in their
security

List of public folders
that use disabled
mailboxes (in Active
Directory) for granting
access.

Object Path Object Name Display Name
Alias Name Fully qualified domain name
of object Owner Name

Type Permissions

Empty Public
Folders

List of public folders
whose size is zero or
having no folders /
items in it.

Object Path Object Name Display Name
Alias Name Fully qualified domain name
of object Path Address List Name Public
Folder Description

Home Server Mailbox Store E - mail
Public Folder Tree Total K Total no Items
Created Last Access Time No of Owners,
No of Contacts Folder, Folder Path Full
Public Folder

Directory Name Total no Associated
Messages Deleted Items K
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Mail Item Reports:

Report Display
Name

Report Description

Field Name

Mail Item Summary

List of mailboxes and
their summary of mail
items.

First name, Last name

Email Address, Total number of
folders,Total number of items Total
number of read mails,Total number
of unread mails,Total number of
appointments,Total number of

tasks, Total number of contacts

Mail Item Details

List of mailboxes and
their details  of mail
items.

First name, Last name

Email Address,Total number of
folders, Total number of items Total
number of read mails,Total number
of unread mails, Total number of
appointments,Total number of
tasks, Total number of contacts ,
Folder name,Folder path,Number of
subfolders,Number of items,Number
of read mails,Number of unread
mails

Read Mail Item Report

List of Read Mail Items.

First name, Last name

Email Address,Folder Name,Folder
Path,From,To,Subject,Body,ltem
Size,Has Attachments,Item Created
Date,ltem Received Date,ltem Sent
Date,ltem Last Modified Name,ltem
Last Modified Time

Unread Mail ltem
Report

List of UnRead Mail
Items.

First name, Last name

Email Address,Folder Name,Folder
Path,From,To,Subject,Body,ltem
Size,Has Attachments,ltem Created

Date,ltem Received Date,ltem Sent

Date,ltem Last Modified Name,ltem
Last Modified Time
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Deleted Mail ltem
Report

List of Deleted Mail
Items.

First name, Last name

Email Address,Folder Name,Folder
Path,From,To,Subject,Body,ltem
Size,Has Attachments,Iltem Created
Date,ltem Received Date,ltem Sent
Date,ltem Last Modified Name,ltem
Last Modified Time

High Importance Mail
Item Report

List of High Importance
Mail Items.

First name, Last name

Email Address,Folder Name,Folder
Path,From,To,Subject,Body,ltem
Size,Has Attachments,ltem Created
Date,ltem Received Date,ltem Sent
Date,ltem Last Modified Name,ltem
Last Modified Time

Normal Importance
Mail ltem Report

List of Normal
Importance Mail ltems.

First name, Last name

Email Address,Folder Name,Folder
Path,From,To,Subject,Body,ltem
Size,Has Attachments,ltem Created

Date,ltem Received Date,ltem Sent
Date,ltem Last Modified Name,ltem

Last Modified

Low Importance Mail
Item Report

List of Low Importance
Mail Items.

First name, Last name

Email Address,Folder Name,Folder
Path,From,To,Subject,Body,ltem
Size,Has Attachments,Iltem Created
Date,ltem Received Date,ltem Sent
Date,ltem Last Modified Name,ltem
Last Modified Time

Junk Mail Item Report

List of Junk Mail Items.

First name, Last name

Email Address,Folder Name,Folder
Path,From,To,Subject,Body,Iltem

Size,Has Attachments,ltem Created
Date,ltem Received Date,ltem Sent
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Date,ltem Last Modified Name,ltem Last
Modified Time

Sent ltem Report

List of Sent Mail Items.

First name, Last name

Email Address,Folder Name,Folder
Path,From,To,From Address,To
Address,Cc,Bcc,Subject,Body,ltem
Size,Has Attachments,ltem Created
Date,ltem Received Date,ltem Sent
Date,ltem Last Modified Name,ltem Last
Modified Time

Received Mail Item
Report

List of Received Mail
Items.

First name, Last name

Email Address,Folder Name,Folder
Path,From,To, From Address,To
Address,Cc,Subject,Body,ltem Size,Has
Attachments,ltem Created Date,ltem
Received Date,ltem Sent Date,ltem Last
Modified Name,ltem Last Modified Time

Response Time Report

List of responses sent for
Mail Items.

Mailbox Name,Email Address,Folder
Name,Object
Path,Subject,From,To,Received Date,Has
Attachments,Has Responses,Sender
User Name,Sender Email
Address,Sender Folder Name,Sender
Folder Path,Sender Subject,Sender From,
Sender To, Sender Sent Time, Sender
Has Attachments, Mail Item Info
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1.7 List of available Built-in Reports for Exchange 2003

Report Category Name

Report Category Description

Organization Reports

Organization level reports for an Exchange

Organization

Policy Reports

Policy reports for an Exchange Organization

Information Store

Reports Information Store reports for an Exchange

Organization

Protocol Reports

Protocol reports for an Exchange Organization

Connector Reports

Connector reports for an Exchange Organization

Recipient Reports

Recipient reports for an Exchange Organization

Mailbox - Enabled User

Reports

Mailbox - Enabled User reports in an Exchange

Organization

Mail - Enabled User Reports

Mail - Enabled User reports in an Exchange

Organization

Mail - Enabled Group Reports

Mail - Enabled Group reports in an Exchange

Organization

Contact Reports

Contact reports in an Exchange Organization

Public Folder Reports

Public Folder reports in an Exchange Organization
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Organization Reports:

Report Display
Name

Report Description

Field Name

Exchange
Organization
Security Report

Security settings in
the Exchange
Organization

Owner, Name, Type, Permissions

Administrative
Groups Security
Report

Administrative Group
details and security
settings

Owner, Name, Type, Permissions

Address Lists
Summary Report

Address Lists
configu ration details

Filter rules, Creation date, Last
modification,

Administrative note

Address Lists
Security Report

Address Lists security
settings

Owner, Name, Type, Permissions

Recipient Update
Services Summary
Report

Recipient Update
Services settings

Creation date, Last modification,
Administrative note, Domain,
Exchange server, Windows 2000

Domain Controller,
Update interval

Recipient Update
Services Security
Report

Recipient Update
Services security
settings

Owner, Name, Type, Permissions

Exchange Servers

Configuration
Details

Report

Exchange Servers in
the Organization and
their configuration
details

Creation date, Last modification, Last
applied, Version, Enable subject
logging and display, Enable message
tracking, Remove log files, Remove
files older than (days)

Exchange Servers
Policy Report

List of Exchange
Servers and the
policies created in the
servers

Last modification, Policy Name, Policy
Path

Exchange Servers
Security Report

List of Exchange
Servers and security
settings

Owner, Name, Type, Permissions

Routing Groups
Properties Report

List of routing groups
and their properties

Creation date, Last modification

Routing Groups
Security Report

List of routing groups
and their security
settings

Owner, Name, Type, Permissions
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Policy Reports

Report

Display Report Description Field Name

Name

Server Server Policies and Creation date, Last modification, Last

Policy their configuration applied, Enable subject logging and display,

Settings details Enable message tracking, Remove log files,
Remove files older than (days)

Server Server Policies and the Creation date, Last modification, Last

Policies Exchange Servers on applied, Applied to, Path

Usage which they are used

Report

Server Server Policies and Object Path Object Name

Policies their security settings Owner Name Type

Security Permissions

Report

Mailbox Mailbox Store Policies Creation date, Last modification,

Store Policy and their configuration Administrative note, Last applied, Exchange

Settings details including limits, database, Exchange streaming database,

general settings and Maintenance interval, Do not mount this
database settings store at start -up, This database can be

overwritten by a restore, Default public
store, Offline address list, Archive all
messages se nt or received by mailboxes
on this store, Clients support SIMIME
signatures, Display plain text messages in a
fixedsized font, Issue warning at (KB),
Prohibit send at (KB), Prohibit send and
receive at (KB), Warning message interval,
Keep deleted items f  or (days), Keep deleted
mailboxes for (days), Do not permanently
delete mailboxes and items

Mailbox Mailbox Store Policies Creation date, Last modification, Last

Stores and the mailbox stores applied, Applied to , Path

Policy that use each policy

Usage

Report

Mailbox Mailbox store policies Owner, Name, Type, Permissions

Store and their security Issue warning at (KB),

Policies settings Prohibit post at (KB),

Security

Report
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Public Public Folder Store Maximum item size at (KB), Warning

Folder Policies and their message interval, Keep deleted items for

Store Policy | configuration details (days), Do not permanently delete

Settings including limits, mailboxes and items, Age limit for all

general settings and folders in.t_his ;tore (days_), Crgation date,
database settings Last.mod|f|cat|on, Administrative note, Last

applied, Exchang e database, Exchange
streaming database, Maintenance interval,
Do not mount this store at start -up, This
database can be overwritten by a restore,
Associated public
folder tree, Clients support S/IMIME
signatures, Display plain text messages in a
fixedsize d font

Public Public Folder Store Creation date, Last modification, Last

Folder Policies and the public applied, Applied to, Path

Store Policy folder stores that use

Usage each policy

Report

Public Public Folder store Owner, Name, Type, Permissions

Folder policies and their

Store security settings

Policies

Security

Report

Recipient Recipient policies and Filter rules, Creation date, Last

Policies their configuration modification, Administrative note, Last

Report details applied, Enabled Generation types, Enabled
Generation addresses, Disabled Generation
types, Disabled Generation addresses

Recipient Recipient policies and Owner, Name, Type, Permissions

Policies their security settings

Security

Report
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Information Store

Report Display Name

Report Description

Field Name

Storage Groups Settings

Storage groups and their
configuration details

Transaction log location,
System path location,
Log file prefix, Zero out
deleted database pages,
Enable circular logging,
Creation date, Last
modification,
Administrative note

Storage Groups Security
Report

Storage groups and their
security settings

Owner, Name, Type,
Permissions

Mailbox Store Settings

Mailbox stores and their
configuration details
including limits, general
settings and database
settings

Creation date, Last
modification,
Administrative note,
Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receiv
at (KB), Warning
message interval, Keep
deleted items for (days),
Keep deleted mailboxes
for (days), Do not
permanently delete
mailboxes and items,
Default public store,

Offline address list,

Archive all messages sent

or received by mailboxes
on this st ore, Clients
support SIMIME
signatures, Display plain
text messages in a
fixedsized font, Exchange
database, Exchange
streaming database,
Maintenance interval, Do
not mount this store at
start -up, This database
can be overwritten by a
restore

Mailbox  Stores
Usage Report

Policy

Mailbox stores and the
policies used in each store

Policy Name, Policy Path,
Last modification
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Mailbox Store Security
Report

Mailbox stores and their
security settings

Owner, Name, Type,
Permissions

Public Folder Store
Settings

Public folder stores and their
configuration details
including limits, general
settings and database
settings

Associated public folder
tree, Clients support
S/MIME signatures,
Display plain text
messages in a fixedsized
font, Exchange database,
Exchange streaming
database, Do not mount
this store at start  -up,
This database can be
overwritten by a restore,
Creation date, Last
modification,
Administrative note,
Issue warning at (KB),
Prohibit send at (KB),
Maximum item  size at
(KB), Keep deleted items
for (days), Do not
permanently delete
mailboxes and items,

Age limit for all folders in
this store (days)

Public Folder Store Policy
Usage Report

Public folder stores and the
policies used in each store

Last modification, Policy
Name, Policy Path

Public Folder Stores
Security Report

Public folder store and their
security settings

Owner, Name, Type,
Permissions

Mailbox Store Database
Security

Mailbox stores and their
physical database security
settings

Exchange Database,
Name, Type, Permissions

Mailbox Store Summary
Report

Mailbox Store and their
size, number of mailboxes in
it

Exchange Database, Size
(KB), Streaming
database, Streaming
database size (KB),
Number of Accounts

Mailbox Store Details
Report

Mailbox Store and the list of
mailboxes in it

Number of Accounts,
Account Name, Account
Path
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Mailbox Store Resource
Utilization Report

Mailbox stores with their
pre -defined limits and
current usage

Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive
at (KB), Display Name,
Mailbox, Windows NT
Account, Total K, Total no
of Items, Last Logon
Time, Last Logoff Time,

Deleted Items K, Full
Mailbox Directory Name,
Total no of Associated
Messages

Public Folder Store
Database Security

Public folder stores and
their physical database
security settings

Exchange Database,
Name, Type, Permissions

Public Folder Store
Summary Report

Public Folder Store and their
size, number of Public

Folders in it

Exchange Database, Size
(KB), Streaming
database, Streaming
database size (KB),
Number of Accounts

Public Folder Store
Details Report

Public Folder Store and the
list of Public Folders in it

Number of Accounts,
Account Name, Account
Path

Public Folder Store
Resource Utilization
Report

Public folder stores with
their pre -defined limits and
current usage

Display Name, Total K,
Total no Items, Created,
Last Access Time, No of
Owners, No of Contacts,
Folder, Folder Path, Full
Public Folder Directory
Name, Total no
Associated Messages,
Deleted Items K
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Protocol Reports:

Report Display Name

Report Description

Field Name

Internet Client Services
Summary Report

Internet Client Services
configuration details

Creation date, Last
modification,
Administrative note,

Name, DNS Name, IIS
Description, Allow this
virtual server to host
Instant Messaging user
account, Limit number of
connections to,
Connection time -out
(minutes), Include all
public folders when a
folder list is requested,
Enable fast message
retrieval, Enable logging,
Active log format, Timeout
(secs), Exchange Path

HTTP Virtual Servers
Configuration Report

List of HTTP virtual servers
and their configuration
details

Creation date, Last
modification,

Administrative note, IP

Address, TCP Port, SSL
Port, Limit number of
connections, Time -out
(secs), Exchange Path

HTTP  Virtual
Security Report

Servers

List of HTTP virtual servers
and their security settings

Owner, Name, Type,
Permissions

IMAP4 Virtual Servers
Configuration Report

List of IMAP4 virtual servers
and their configuration
details

MIME encoding,
Character set, Use
Exchange rich -text
format, IP Address, TCP
Port, SSL Port, Limit
number of connections to,
Connection time -out
(minutes), Include all
public folders when a
folder list is requested,
Enable fast message
retrieval, Authentication
Type, Basic
Authentication Domain,
Creation date, Last
modification,
Administrative note
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IMAP4  Virtual
Security Report

Server

List of IMAP4 virtual servers
and their security settings

IP Address, TCP Port, SSL
Port, Limit number of
connections to,

Connection time -out
(minutes), Creation date,
Last modification,
Administrative note,
MIME encoding,
Character set, Use
Exchange rich -text
format, Authentication
Type, Basic
Authentication Domain

POP Virtual Servers

Security Report

List of POP virtual servers
and their security settings

Owner, Name, Type,
Permissions

SMTP Virtual Servers
Configuration Report

List of SMTP virtual servers
and their configuration
details

Authentication Type,
Basic Authentication

Domain, IP List, Relay IP
List, Allow all computers
which successfully
authenticate to relay,
Limit message size to

(KB), Limit session size to
(KB), Limit number of
messages per connection
to, Limit number of
recipients per message to,
Send copy of NonDe livery
Report to, Bad mail
directory, Forward all malil
with unresolved recipients
to host, First retry interval
(minutes), Second retry
interval
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(minutes), Third retry
interval (minutes),
Subsequent retry interval
(minutes), Outbound
Delay notification
(Minutes), Outbound
Expiration timeout
(Minutes), Local Delay
notification (Minutes),
Local Expiration timeout
(Minutes), Authentication
method, Authentication
account, TLS Encryption
enabled, Limit number of
connections to, Outgoing
Connection Time -out
(Minutes), Limit number
of connections per domain
to, Outgoing TCP port,
Maximum hop count,
Masquerade

domain, Fully -qualified
domain name, Smart
Host, Attempt direct
delivery before sending to
smart host, Perform
reverse DNS lookup on
incoming messages,
External DNS servers, IP
Address, TCP Port, SSL
Port, Limit number of
connections to,
Connection time -out
(minutes), Enable logging,
Active log format,
Creation date, Last
modification,
Administrative note

SMTP Virtual Servers
Security

List of SMTP virtual servers
and their security settings

Owner, Name, Type,
Permissions

IM Virtual Servers
Configuration Report

List of IM virtual servers and
their configuration details

Creation date, Last
modification,
Administrative note,
Name, DNS Name, IIS
Description, Allow this
virtual server to host
Instant Messaging user
account

IM Virtual
Security Report

Servers

List of IM virtual servers and
their security settings

Owner, Name, Type,
Permissions
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Connector Reports:

Report Display Name

Report Description

Field Name

Connectors Summary
Report

Creation date, Last
modification,
Administrative note

Lotus cc:Mail Connectors
Configuration Report

List of Lotus cc:Mail
Connectors and their
configuration details

Export Containers,
Export contacts, Export
groups, Container, When
replicating a mailbox
whose Windows account
does not exist, Filtering,
Filters, Message Size,
Exchange -cc:Mail
directory u pdate
schedule, Accept
messages from, Reject
messages from,
Connector scope, Type,
Address, Cost,
Administrators Mailbox,
cc:Mail post office Name,
Language, Path, Connect
As, Allow ADE to
propagate synchronized
entries, Preserve
forwarding history

Lotus cc:Mail Connectors
Security Report

List of Lotus cc:Mail
Connectors and their
security settings

Owner, Name, Type,
Permissions

Lotus Notes Connectors
Configuration Report

List of Lotus Notes
Connectors and their
configuration details

Connector scope, Type,
Address, Cost, Container,
When replicating a
mailbox whose Windows
account does not exist,
Export Containers,

Export contacts, Export
groups, Accept messages
from,

Reject messages from,
Notes Server, Notes INI
file location, Connec tor
mailbox, Polling interval,
Notes Server language,
Convert Notes DocLinks
to
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Lotus Notes Connectors

List of Lotus Notes
Connectors and their

Owner, Name, Type,

Security Report

security settings

Permissions

MS Mail Connectors
Configuration Report

List of MS Mail Connectors
and their configuration
details

Administrators Mailbox,
Primary Language for
Clients, Maximize MS
Mail 3X Compatibility,
Enable message
tracking, Message size,
MS Mail Connector (PC)
MTA Services, Post
offices Serviced,
Connector scope, Type,
Address, Cost, Network,
Post office, Sign on ID,
Sign on Password,
Connections, Confirm
before Connection
changes are applied

MS Mail Connectors
Security Report

List of MS Mail Connectors
and their security settings

Owner, Name, Type,
Permissions

MS Schedule Plus
Connectors Configuration
Report

List of MS Schedule Plus
Connectors and their
configuration details

Administrators mailbox,
Schedule+ group, Alias
name, Update Frequency
(minutes), Send Updates
for this administrative
group only

MS Schedule Plus
Connectors Security
Report

List of MS Schedule Plus
Connectors and their
security settings

Owner, Name, Type,
Permissions

Novell GroupWise
Connectors Configuration
Report

List of Novell GroupWise
Connectors and their
configuration details

Exchange - GroupWise
directory update
schedule, Container,
When replicating a
mailbox whose Windows
account does not exist,
Filtering, Filters,
Connector scope, Type,
Address, Cost, Accept
messages from, Reject
messages from, API
Gateway Path, NetWare
Account, Message size,
Delivery Order, Export
Containers, Export
contacts, Export groups
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Novell GroupWise
Connectors Security

List of Novell GroupWise
Connectors and their

Owner, Name, Type,
Permissions

Report

security settings

Routing Group
Connectors Configuration
Report

List of Routing Group
Connectors and their
configuration details

Connection time, Use
different delivery times
for oversize messages,
Oversize messages are
greater than (KB),
Routing Oversized
Connection time,
Allowed priorities,
Allowed types, Allowed
sizes, Accept messages
from, Reject messages
from, Connects this
routing group with, Cost,
Local bridgehead servers,
Do not allow public folder
referrals,

Remote Bridgehead
Server, Remote
Bridgehead Virtual
Server

Routing Group
Connectors Security
Report

List of Routing Group
Connectors and their
security settings

Owner, Name, Type,
Permissions

SMTP Connectors
Configuration Report

List of SMTP Connectors and

their configuration details

SMTP options, Local
bridgeheads, Do not
allow public folder
referrals, Accept
messages from, Reject
messages from,
Connector scope, Type,
Address, Cost, Allow
messages to be relayed
to these domains,
Allowed priorities,
Allowed types, Allowed
sizes

SMTP Connectors
Security Report

List of SMTP Connectors and

their security settings

Owner, Name, Type,
Permissions
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Recipient Reports:

Mailbox -Enabled User Reports:

Report Display Name

Report Description

Field Name

Mailbox Enabled User
General Information &
Address Details

List of mailboxes and their
general and address
settings

Display Name, Alias
Name, Fully qualified
domain name of object,
Street, PO Box, City,
State/province, Zip/Postal
Code, Country/region,
First name, Initials, Last
name, Description, Office,
Telephone number, Phone
Numbers (Others), Email,
Web page, Web Page
Address (Others)

Mailbox Enabled User
Created and Modified
Dates

List of mailboxes and their
creation date

First name, Last name,
Display Name, Alias
Name, Fully qualified
domain name of object,
Created, Modified

Mailbox Enabled User
Membership

List of mailboxes and their
membership settings

First name, Last name,
Display Name, Alias
Name, Fully qualified
domain name of object,
Number of Membership
groups, Member Of,
Member Of E -mail,
Primary group name,
Primary group E - mail
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Mailbox Limits

List of mailboxes and their
limits settings

Display Name, Alias
Name, Fully qualified
domain name of object,
Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive
at (KB), Warning
message interval, First
name, Last name, Home
Server, Mailbox Store,
Incoming message size
(KB), Outgoing message
size (KB), Storage Limits
Settings, Issue warning
at (KB), Prohibit send at
(KB), Prohibit send and
receive at (KB), Deleted
Item Retention Settings,

Keep deleted item for
(days), Do not
permanently delete i

tems

Mailboxes -
Settings Report

Exchange

List of mailboxes and their
Exchange General settings

Display Name, Alias
Name, Fully qualified
domain name of object,
Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive
at (KB), Warning message
interval, Simple display
name, Hide from
Exchange address lists,
ILS Server, ILS Account,
First name, Last name,
Home Server, Mailbox
Store, Incoming message
size (KB), Outgoing
message size (KB), Give
Send on behalf of
permission to, Forwarding
address to, Deliver
messages to both
forwarding address and
mailbox, Recipient Limits,
Storage Limits Settings,
Issue warning at (KB),
Prohibit send at (KB),
Prohibit send and receive
at (KB), Deleted Iltem
Retention Settings, Keep
deleted item for (days),
Do not permanently delete
items
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Mailbox Delivery
Restrictions Report

List of mailboxes and their
Delivery Restrictions settings

First name, Last name,
Accept messages from,
Reject messages from,
Display Name, Alias
Name, Fully qualified
domain name of object

Mailbox E -mail
Addresses Report

List of mailboxes and their E
mail Addresses

Email Address Type, Email
Address, First name, Last
name, Display Name, Alias
Name, Fully qualified
domain name of object

Mailbox Rights Report

List of mailboxes and the
rights defined for each
mailbox

Owner, Name, Type,
Permissions, Display
Name, Alias Name, Fully
qualified domain name of

object, First name, Last
name

Mailbox Permissions
Report

List of mailboxes and the
permissions defined for

each mailbox

First name, Last name,
Owner, Name, Type,
Permissions, Display
Name, Alias Name, Fully
qualified domain name of
object

Mailboxes hidden from
Address Book

List of all mailboxes that are
hidden from the address
book

Simple display name,
Display Name, Alias
Name, Fully qualified
domain name of object,
First name, Last name

Mailboxes with duplicate
display names

List of mailboxes that have
duplicate display names

Display Name, Alias
Name, Fully qualified
domain name of object,
First name, Last name

Disabled mailboxes (in
Active Directory)

List of mailboxes whose user
accounts are disabled in AD,
but having Exchange

content and AD user account
in Exchange store and AD
respectively.

User logon name, User
logon name (preWindows
2000), Display Name,
Alias Name, Fully qualified
domain name of

object, First name, Last
name
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Mailboxes with no
Limits

Quota

List of mailboxes that have
no quota limits defined for
them

Home Server, Mailbox
Store, Issue warning at
(KB), Prohibit send at
(KB), Prohibit send and
receive at (KB), Warning
message interval, Display
Name, Alias Name, Fully
qualified domain name of
object, First name, Last
name

Mailboxes - Size Report

Mailboxes and their
respective sizes

Home Server, Mailbox
Store, Storage Limits
Settings, Issue warning at
(KB), Prohibit send at
(KB), Prohibit send and
receive at (KB), Mailbox,
Windows NT Account,
Total K, Total no of
Items, Last Logon Time,
Last Logoff Time, Deleted
Items K, Full Mailbox
Directory Name, Total no
of Associated Messages,

Display Name, Alias
Name, Fully qualified
domain name of object,
First name, Last name

Mailbox - First activity
and last activity

Mailboxes activity based on
the mail item date in Inbox,
Sent Items and Deleted
Items folder.

Deleted Items activity
date, Deleted Items
message count, Deleted
Items size (KB), Inbox
activity date, Inbox
message count, Inbox size
(KB), Sent Items activity
date, Sent Items message
count, Sent Items size
(KB), Display Name, Alias
Name, Fully qualified
domain name of object

Mailbox Default Folder
Security Report

Security defined on the
Inbox, Sent Items and
Deleted Items folders in
each mailbox

Display Name, Alias
Name, Fully qualified
domain name of object,
First name, Last name,
Folder Name, Account
Name, Permission Level
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Disabled mailboxes (in
Exchange Server)

List of mailboxes whose user
accounts are removed from
AD, but having Exchange
content in Exchange store.

Object Path Object Name
Object Name Mailbox
Windows NT Account
Total K Total no of Items
Last Logon Time Last
Logoff Time Deleted
Items K Full Mailbox
Directory Name Total no
of Associated Messages

List of mailboxes that
use disabled mailboxes
in their security

List of mailboxes that use
disabled mailboxes (in
Active Directory) for
granting access.

Object Path Object Name
Display Name Alias Name
Fully qualified domain
name of object First name
Last name Owner

Name Type Permissions

Mailbox Folders
Properties

List of mailbox folders with
their size, number of items,
number of unread items,
created by and modified by
information.

Object Path Object Name
Display Name Alias Name
Fully qualified domain
name of object First name
Last name Folder

Name Folder Path  Size
Folder Description
Created Date Modified
Date Email Address
Container class Folder
Type Has subfolders

Number of subfolders
Number of items Number
of unread items
Associated content count
Has rules Created By Last
Modified By

Mailbox Attachments
Summary

List of mailbox folders and
the attachments available as
part of the mailbox items
with their file name,
extension, created date and
modified date.

Object Path Object Name

Display Name Alias Name
Fully qualified domain

name of object First name
Last name

Attachment Display Name
Attachment File Name
Attachment Long File
Name Attachment Path
Name Attachment Long
Path Name Attachment
Encoding Attachment
Extension Attachment
Method Attachment
Transport Name
Attachment Created Date
Attachment Last Modified
Date
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Mailboxes exceeding
quota limits

List of mailboxes which
exceed the quota limits
defined for them.

Object Path Object Name
Display Name Alias Name
Fully qualified domain
name of object First name
Last name Home

Server Mailbox Store
Storage Limits Settings
Issue warning at (KB)
Prohibit send at (KB)
Prohibit send and receive
at (KB) Mailbox Windows
NT Account Total K Total
no of Items Last Logon
Time Last Logoff Time
Deleted Items K Full
Mailbox Directory Name
Total no of Associated
Messages

Mailbox inactivity

List of mailboxes which are
not used for N days based
on last logoff.

Object Path Object Name
Display Name Alias Name
Fully qualified domain
name of object First name
Last name Home

Server Mailbox Store
Storage Limits Settings
Issue warning at (KB)
Prohibit send at (KB)

Prohibit send and receive

at (KB) Mailbox Windows
NT Account Total K Total
no of ltems Last Logon
Time Last Logoff Time
Deleted Items K Full
Mailbox Directory Name
Total no of Associated
Messages

Mailboxes which can use
OWA feature

List of mailboxes for which
Outlook Web Access feature
is enabled.

Object Path Object Name
Display Name Alias Name
Fully qualified domain
name of object First name
Last name Protocol Enable
for Mailbox Use protocol
defaults Message encoding
Default character set Use
Microsoft Exchange
richtext format Exchange
ActiveSync mailbox policy
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Mail - Enabled User Reports:

Report Display Name

Report Description

Field Name

Mail - enabled Users
General & Address

Settings Report

List of mail -enabled users
and their general and
address settings

Display Name, Alias
Name, Fully qualified
domain name of object,
First name, Initials, Last
name, Description, Office,
Telephone number, Phone
Numbers (Others), Email,
Web page, Web Page
Address (Others),

Street, PO Box, City,
State/province, Zip/Postal
Code, Country/region

Mail -enabled User
Created and Modified
Dates

List of mail -enabled users
and their creation date

First name, Last name,
Created, Modified,
Display Name, Alias
Name, Fully qualified
domain name of object

Mail -enabled User
Membership

List of mail -enabled users
and their membership
settings

First name, Last name,
Number of Membership
groups, Member Of,
Member Of E -mail,
Primary group name,
Primary group E  -mail,
Display Name, Alias
Name, Fully qualified

domain name of object

Mail -enabled Users -
Exchange Settings
Report

List of mail -enabled users
and their Exchange
Advanced settings

Display Name, Alias
Name, Fully qualified
domain name of object,
Simple display name, Hide
from Exchange address
lists, ILS Server, ILS
Account, E -mail,
Incoming message size
(KB), First name, Last
name

Mail - enabled User
Delivery Restrictions
Report

List of mail -enabled users
and their Delivery
Restrictions settings

Display Name, Alias
Name, Fully qualified
domain name of object,
Accept messages from,
Reject messages from,
First name, Last name
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Mail -enabled User E -mail
Addresses Report

List of mail users and their E
mail Addresses

Email Address Type,

Email Address, Display
Name, Alias Name, Fully
qualified domain name of
object, First name, Last
name

Mail -enabled Users
Permissions Report

List of mail -enabled users
and their corresponding
permissions

Display Name, Alias
Name, Fully qualified
domain name of object,
First name, Last name,
Owner, Name, Type,
Permissions

Mail -enabled Users
hidden from Address

Book

List of mail -enabled users
that are hidden from
address book

Display Name, Alias
Name, Fully qualified
domain name of object,
Simple display name,
First name, Last name
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Mail - Enabled Group Reports:

Report Display
Name

Report Description

Field Name

Mail - enabled
Groups - General
Settings Report

List of mail -enabled
groups and their
general settings

Display Name, Alias Name, Fully
qualified domain name of object,
Group name (pre -Windows 2000),
Description, E -mail, Group Scope,
Group Type, Notes, Managed By

Mail - enabled
Groups - Members
Report

List of mail -enabled
groups and their
corresponding members

Number of Members, Members,
Member E -mail, Display Name,
Alias Name, Fully qualified domain
name of object

Mail -enabled Group
Membership

List of mail -enabled
groups and their
membership settings

Number of Membership groups,
Member Of, Member Of E  -maill,
Display Name, Alias Name, Fully
qualified domain name of object

Mail - enabled Group
Created and
Modified Dates

List of distribution
groups and their
creation date

E- mail, Display Name, Alias
Name, Fully qualified domain
name of object, Created, Modified

Mail - enabled
Groups - Exchange
Settings Report

List of mail -enabled
groups and their
Exchange General
settings

Display Name, Alias Name, Fully
qualified domain name of object,
Message size (KB), Simple display
name, Expansion Server, Hide
from Exchange address lists, Send
out - of - office messages to

ori ginator, Delivery Options

Mail - enabled Group
Delivery
Restrictions Report

List of mail -enabled
groups and their
Delivery Restrictions
settings

Accept messages from, Reject
messages from, Display Name,
Alias Name, Fully qualified domain
name of object

Mail -enabled Group
E- mail Addresses
Report

List of Mail -enabled
Groups and their E
Addresses

-mail

Email Address Type, Email
Address, Display Name, Alias
Name, Fully qualified domain
name of object

Mail -enabled
Groups Permissions
Report

List of mail -enabled
groups and their
corresponding
permissions

Display Name, Alias Name, Fully
qualified domain name of object,
Owner, Name, Type, Permissions
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Mail - enabled
Groups hidden from

List of mail -enabled
groups that are hidden

Display Name, Alias Name, Fully
qualified domain name of object,

Address Book

from address book

Group name (pre -Windows 2000),
Group Scope, Group Type, Simple
display name

Mail -enabled groups
- Users who can
modify Mailenabled
group membership

List of Mail -enabled
groups and the

mailboxes that have

been given modify group
membership rights.

Object Path Object Name Display
Name Alias Name Fully qualified
domain name of object Owner

Name Type Permissions

List of Mail -enabled
Groups that use
disabled mailboxes
in their security

List of Mail -enabled
groups that use disabled
mailboxes (in Active
Directory) for granting
access.

Object Path Object Name Display
Name Alias Name Fully qualified
domain name of object Owner

Name Type Permissions
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Contact Reports:

Report Display Name

Report Description

Field Name

Contacts - General &
Address Settings Report

List of contacts and their
general and address
settings

Street, PO Box,
City, State/province,
Zip/Postal Code,
Country/region, First
name, Initials, Last
name, Description,
Office, Telephone
number, Phone Numbers
(Others), E -mail, Web
page, Web Page Address
(Others), Display Name,
Alias Name, Fully
qualified domain name
of object

Contact Created and
Modified Dates

List of contacts and their
creation date

Display Name, Alias
Name, Fully qualified
domain name of object,
First name, Last name,
Created, Modified

Contact Membership

List of contacts and their
membership settings

Number of Membership
groups, Member Of,
Member Of E -mail, First
name, Last name,
Display Name, Alias
Name, Fully qualified
domain name of object

Contacts - Exchange

List of mailboxes and their

E-mail, Incoming

Settings Report

Exchange General settings

message size (KB), First
name, Last name,
Simple display name,
Hide from Exchange
address lists, ILS Server,
ILS Account, Display
Name, Alias Name, Fully
qualified domain name
of object

Contact Delivery
Restrictions Report

List of contacts and their
Delivery Restrictions
settings

Display Name, Alias
Name, Fully qualified
domain name of object,
First name, Last name,
Accept messages from,
Reject messages from
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Contact E -mail
Addresses Report

List of mail contacts and
their E -mail Addresses

First name, Last name,
Display Name, Alias
Name, Fully qualified
domain name of object,

Email Address Type,
Email Address

Contacts Permissions
Report

List of contacts and their
corresponding permissions

First name, Last name,
Display Name, Alias
Name, Fully qualified
domain name of object,
Owner, Name, Type,
Permissions

Contacts hidden from
Address Book

List of contacts that are
hidden from address book

Simple display name,
Display Name, Alias
Name, Fully qualified
domain name of object,
First name, Last name
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Public Folder Reports:

Report Display Name

Report Description

Field Name

Public Folders - General
Settings Report

List of public folders and their

general settings

Display Name, Alias
Name, Fully qualified
domain name of object,
Folder Name, Path,
Address List Name,
Public Folder Description,
Maintain per -user read
and unread information
for this folder

Public Folder Membership

List of public folders and
their membership settings

Display Name, Alias
Name, Fully qualified
domain name of object,
Number of Membership
groups, Member Of,
Primary group name,

Member Of E -mail

Public Folders - Limits
Report

List of public folders and
their limits settings

Issue warning at (KB),
Prohibit post at (KB),
Maximum item size at
(KB), Keep deleted item
for (days), Age limit for
replicas (days), Display
Name, Alias Name, Fully
qualified domain name
of object

Public Folders -
Replication Settings

Report

List of public folders and
their replication settings

Replicate content to
these public stores,
Public folder replication
interval, Replication
message received,
Replication message
priority, Display Name,
Alias Name, Fully
qualified domain name
of object

Public Folder Created and
Modified Dates

List of public folders and
their creation date

Display Name, Alias
Name, Fully qualified
domain name of object,
E-mail, Created,
Modified
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Public Folders -
Exchange Settings
Report

List of public folders and
their Exchange General
settings

Home Server, Mailbox
Store, E -mail, Public
Folder Tree, Display
Name, Alias Name, Fully
qualified domain name
of object, Simple display
name, Hide from
Exchange address lists

Public Folder Delivery
Restrictions Report

List of public folders and
their Delivery Restrictions
settings

Accept messages from,
Reject messages from,
Display Name, Alias
Name, Fully qualified

domain name of object

Public Folder E -mail
Addresses Report

List of public folders and their
E-mail Addresses

Email Address Type,
Email Address, Display
Name, Alias Name, Fully
qualified domain name
of object

Public Folder Permissions
Report

List of public folders and
their corresponding
permissions

Display Name, Alias
Name, Fully qualified
domain name of object,
Owner, Name, Type,
Permissions

Public Folders hidden
from Address Book

List of public folders that
are hidden from address
book

Display Name, Alias
Name, Fully qualified
domain name of object,
Simple display name

Public Folder Client
Permissions Report

List of public folders and
their corresponding client
permissions

Display Name, Alias
Name, Fully qualified
domain name of object,
Home Server, Mailbox
Store, E -mail, Public
Folder Tree, Path,
Address List Name,
Public Folder Description,
Folder Path, Client
Permissions

89



Public Folders Size
Report

Public folders and their
respective size

Path, Address List Name,
Public Folder Description,
Home Server, Mailbox
Store, E -mail, Public
Folder Tree, Display
Name, Alias Name, Fully
qualified domain name

of object, Total K, Total
no ltems, Created, Last
Access Time, No of
Owners, No of Contacts,
Folder, Folder Path, Full
Public Folder Directory
Name, Total no
Associated Messages,
Dele ted Items K

List of Public Folders that
use disabled mailboxes in
their security

List of public folders that
use disabled mailboxes (in
Active Directory) for
granting access.

Object Path Object Name
Display Name Alias
Name Fully qualified
domain name of object
Owner Name Type
Permissions

Empty Public Folders

List of public folders whose
size is zero or having no
folders / items in it.

Object Path Object Name
Display Name Alias Name
Fully qualified domain
name of object Path
Address List Name

Public Folder Description
Home Server Mailbox
Store E -mail Public Folder
Tree Total K Total no
Items Created Last
Access Time No of
Owners No of Contacts,
Folder, Fol der Path, Full
Public Folder Directory
Name Total no
Associated Messages
Deleted Items K
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1.8 List of available Mail Traffic Reports for Exchange 2016/2013/2010/2007

Report Category
Name

Report Category Description

Mail Transaction
Reports

All Mail transaction reports in an Exchange
Organization

Mail Status Reports

All Mail transaction Mail Status reports in an
Exchange Organization

Mail Transaction Reports:

Report Display Name

Report Description Field Name

All mail transactions

To reports all types of mail

. . . Time Stamp, Sender,
transaction with their

Recipients, Message
status. Subiject, Event ID, Total
Bytes, Recipient Count,
Client IP, Message ID
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Mail Status Reports:

Field Name

Time Stamp, Sender, Recipients, Message Subject, Event ID, Total Bytes, Recipient

Count, Client IP, Message ID

Report Display Name

Report Description

BADMAIL Report

A message was submitted by the Pickup directory
or the Replay directory that cannot be delivered
or returned

DELIVER Mail Report

A message was delivered to a mailbox

DEFER Mail Report

Message delivery was delayed

Mailbox Database Security
Report

Mailbox databases and their security settings

DSN Mail Report

A delivery status notification DSN) was generated

DUPLICATEDELIVER Mail Report

A duplicate message was delivered to the
recipient. Duplication may occur if a recipient is a
member of two distribution groups. Duplicate
messages are detected and removed by the
information store

EXPAND Mail Report

A distribution group was expanded

FAIL Mail Report

Message delivery failed

POISONMESSAGE Mail Report

A message is put in the poison message queue or
removed from the poison message queue

RECEIVE Mail Report

A message was received and committed to the
database. The RECEIVE event can be SMTP
receive or mail submitted by STOREDRIVER

REDIRECT Mail Report

A message was redirected to an alternative
recipient after an Acti
service lookup

RESOLVE Mail Report

A message's recipients were resolved to a
different e -mail address after an Active Directory
lookup

SEND Mail Report

A message was sent by Simple Mail Transfer
Protocol (SMTP) to a different server

SUBMIT Mail Report

A SUBMIT event is logged by the Mail Submission
service on an Exchange 2007 computer that is
running the Mailbox server role. The SUBMIT
event is logged when the service has successfully
notified a Hub Transport server that a message is
awaiting submission  in the mailbox store

TRANSFER Mail Report

Recipients were moved to a forked message
because of content conversion, message recipient
limits, or agents
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1.9 List of available Mail Traffic Reports for Exchange 2003

Report Category Name

Report Category Description

Mail Transaction Reports

All Mail transaction reports in an Exchange
Organization

Mail Status Reports

All Mail transaction Mail Status reports in
an Exchange Organization

Mali Transaction Reports:

Report Display Name

Report Description

Field Name

All mail transactions

To reports all types of mail
transaction with their
status.

Time Stamp, Sender,
Recipients, Message
Subject, Entry Type,
Recipient Count, Client IP,
Message ID, Server Name,
Total Bytes, Priority
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Mail Status Reports:

Field Name

Time Stamp, Sender, Recipients, Message Subject, Entry Type, Recipient Count, Client
IP, Message ID, Server Name, Total Bytes, Priority

Report Display Name

Report Description

Message transfer in

The message was received from a server, a connector, or
a gateway

Probe transfer in

An X.400 probe was received from a gateway, a link, or a
message transfer agent (MTA)

Report transfer in

A delivery receipt or a non -delivery report (NDR) was
received from a server, a connector, or a gateway

Message submission

The message was sent by the client

Probe submission

An X.400 probe was received from a user

Probe transfer out

An X.400 probe was sent to a gateway, a link, or an MTA

Message transfer out

The message was sent to a server, a connector, or a
gateway

Report transfer out

A delivery receipt or an NDR was sent to a server, a
connector, or a gateway

Message delivered

The message was delivered to a mailbox or a public folder

Report delivered

A delivery receipt or an NDR was delivered to a mailbox

StartAssocByMTSUser

ReleaseAssocByMTSUse

Message redirected

The message was sent to mailboxes other than the
mailboxes of the recipients

Message rerouted

The message was routed to an alternative path

Downgrading

An X.400 message was downgraded to 1984 format
before relay
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Report absorption

The number of delivery receipts or of NDRs exceeded a
threshold and the reports were deleted

Report generation

A delivery receipt or an NDR was created

Unroutable report
discarded

A delivery receipt or an NDR could not be routed and was
deleted from the queue

Gateway deleted message

The administrator deleted an X.400 message that was
queued for a gateway

Gateway deleted probe

The administrator deleted an X.400 probe that was
queued for a gateway

Gateway deleted report

The administrator deleted an X.400 report that was
queued for a gateway

Local delivery

The sender and the recipient are on the same server

Backbone transfer in

Mail was received from another MAPI system across a
connector or across a gateway

Gateway transfer out

The message was sent through a gateway

Gateway transfer in

The message was received from a gateway

Gateway report transfer in

A delivery receipt or an NDR was received from a
gateway

Gateway report transfer
out

A delivery receipt or an NDR was sent through a gateway

Gateway report generation

A gateway generated an NDR for a message

SMTP queued outbound

Outgoing mail was queued for delivery by the Internet
Mail Service

SMTP transferred
outbound

Outgoing mail was transferred to an Internet recipient

SMTP received inbound

Incoming mail was received from by the Internet Malil
Service

SMTP transferred

Incoming mail that was received by the Internet Mail
Service was transferred to the information store
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SMTP message rerouted

An Internet message is being rerouted or forwarded to
the correct location

SMTP report transferred In

A delivery receipt or an
Mail Service

NDR was received by the Internet

SMTP report transferred
out

A delivery receipt or an NDR was sent to the Internet Malil
Service

SMTP report generated

A delivery receipt or an NDR was created

SMTP report absorbed

The receipt or the NDR could not be delivered and was
absorbed. (You cannot send an NDR for an NDR.)

SMTP submit message to

AQ

A new message is submitted to Advanced Queuing

SMTP begin outbound
transfer

A message is about to be sent over the wire by SMTP

SMTP bad mail

The message was transferred to the Badmail folder

SMTP AQ failure

A fatal Advanced Queuing error occurred. Information
about the failure was written to the Event Manager

SMTP local delivery

A message was successfully delivered by a store drive
(logged by Advanced Queue)

SMTP submit message to
cat

Advanced Queuing submitted a message to the
categorizer

SMTP begin submit
message

A new message was submitted to Advanced Queuing

SMTP AQ failed message

Advanced Queuing could not process the message. The
message caused an NDR to be sent, or the message was
put in the Bad mail folder

SMTP submit message to SD

A message was submitted to the store driver by the MTA

SMTP SD local delivery

The store driver successfully delivered a message
(logged by store driver)

SMTP SD gateway delivery

The store driver transferred the message to the MTA

SMTP NDR all

All recipients were sent an NDR

SMTP end outbound transfer

The outgoing message was successfully transferred

SMTP message scheduled to
retry categorization

SMTP message categorized
and queued for routing

SMTP message routed and
gueued for remote delivery
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SMTP message scheduled to
retry routing

SMTP message queued for
local delivery

SMTP message scheduled
to retry local delivery

SMTP message routed and
gueued for gateway delivery

SMTP message deleted by
Intelligent Message Filtering

SMTP message rejected by
Intelligent Message Filtering

SMTP message archived by
Intelligent Message Filtering

Message redirected to the
alternate recipient
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1.10 List of Available Statistics Reports

List of available Mail Traffic Statistics Reports for Exchange 2016/2013/2010/2007 and 2003

Reports Name:

©CoNoO~wWNE

Top Senders by Mail Count

Top Senders by Mail Size

Top Senders by Recipient Count

Top Senders to Groups by Mail Count
Top Senders to Groups by M ail Size
Top Recipient by Mail Count

Top Recipients by Mail Size

Top Groups by Received Mail Count
Top Groups by Received Mail Size

. Mail Count by Client IP

. Mail Count by Server Host Name

. Mail Count by Subject

. Mail Count by Size Range

. Mail Count by Custom Size Range

. Mail Size by Client IP

. Mail Size by Subject

. Recipient Sent and Received Mail Count
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1) Top Senders By Mail Count:

Description: Who are the current top email senders by mail count of
the Exchange organization?

Report Fields: Sender Address, Total Mail Count

Supported Versions: Exchange Server 2016/ 2013/2010/2007 & 2003

Options Used:

Filter Options:
U Display Order: Show Top N Records, Shop Last N Records, Show All Records

0 Time Span Option: Today, Last N days, Last Week, Last Month, Custom
Month (Selected Year), Custom Date
0 Summarize by Reports Option: Reports by Day, Reports by Week, and
Reports by Month, Reports by Quarter, and Reports by Half Year, Reports by
Year.
Results:

U Export Options: Export/Email with (HTML/CSV/XLSX) formats
U Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report: Using Summarize by Reports Option
2-D View: Using 'Cylinder' Style
LEI File View Tools Window Help

A

Built-in Reports PuwérRepuﬁs Traffic Reports

Server: RD70.SPACENET.LOCAL w [RD70.SPACENET LOCAL] - Top Senders by Mail Count -

ERF] EEIEDUITS & Criteria Reports Chart View
|| Top Senders by Mail Count
--[8] Top Senders by Mail Size ‘ [ Save |

[ Top Senders by Recipient Cour '
--[E] Top Senders to Groups by Mail ¢
5] Top Senders to Groups by Mai ¢
[ Top Recipient by Mail Count
-8 Top Recipients by Mail Size
E) Top Groups by Received Mai Co From [ 11/18/2014 12:00:00 AM ] To [ 1/17/2015 10:22:12 AM ]
-8 Top Groups by Received Mail Siz
—[2 Mail Count by Client P 5
B Mail Count by Server Host MName
[ Mail Count by Subject 4
-[E] Mail Count by Size Range
--[E] Mail Count by Custom Size Rang
-5 Mail Size by Client 1P
) Mail Size by Subject
--[E] Recipient Sent and Receved M3

ARKES - Mail Traffic Reports

Top Senders by Mail Count - RD70.SPACENET.LOCAL

Mail Count
(=T Y]
S —

Senders Mail Address

.

[] 2D view Style: | Cylinder W
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3-D View: Using 'Cylinder' Style

*I File View Tools Window Help - =

8 A

Built-in Reports PuwérRepuﬁs Traffic Reports

Server: RD70.SPACENET.LOCAL W [RD70.SPACENET .LOCAL] - Top Senders by Mail Count -

-] Reports & Criteria Reports Chart View
|| Top Senders by Mail Count
lé Top Senders by Mail Size ‘ [ Save |
% Top Senders by Recipient Couni ' ~\
-] Top Senders to Groups by Mail ( . .
8 Top Senders to Groups by Mail ¢ ARKES - Mail Traffic Reports
B Top Recipient by Mail Count
-8 Top Recipients by Mal Size
--[E] Top Groups by Received Mai Co From [ 11/18/2014 12:00:00 AM ] To [ 1/17/2015 10:22:12 AM ]
-8 Top Groups by Received Mail Siz
-8 Mail Count by Client P
-[E] Mail Count by Server Host Name 6
8 Mail Count by Subject
-8 Mail Count by Size Range
& Mail Count by Custom Size Rang

Top Senders by Mail Count - RD70.SPACENET.LOCAL

[ Mail Size by Clent IP
-2 Mail Size by Subject
[© Recipient Sent and Received Ma

Mail Count

A s, o,
&, Foeg, o, % My,

L
ﬂcﬁ:&/ d %@%

Senders Mail Address

. .

3D View Style: | Cylinder w

2. Top Senders by Mail Size:

Who are the current top email senders by mail size of the Exchange
organization?

Report Fields: Total Mail Size in Bytes, Total Mail Size in KB, Total Mail Size in MB
Supported Versions: |[Exchange Server 2016 / 2013 / 2010 / 2007 2003

Options Used:

Description:

Filter Options:

Display Order: Show Top N Records, Show Last N Records, Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month (Selected
Year), Custom Date

1 Summarize by Reports Option: Reports by Day, Reports by Week, Reports by Month,
Reports by Quarter, Reports by Half Year, Reports by Year.

f
f

Results :

1 Export Options: Export/Email with (HTML/CSV/XLSX) formats
1 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:

2-D View: Using 'Wedge' Style
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(= ARKES - Mail Traffic Reports )
Top Senders by Mail S5ize - RD49.ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]
3000
2500
g
E 2000
(7]
E 1500
5
1000 -
00—
]
L Senders Mail Address y

3. Top Senders By Recipient Count:

Who are the current top email senders by recipient count of the Exchange

Description: o
P organization?

Report Fields: Sender Address, Total Recipients Count

Supported Versions: |Exchange Server 2016 / 2013/ 2010/ 2007 & 2003

Options Used:

Filter Options:

Display Order: Show Top N Records, Show Last N Records, Show All Records

1
1 Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month (Selected
Year), Custom Date

1 Summarize by Reports Option: Reports by Day, Reports by Week, Reports by Month,
Reports by Quarter, Reports by Half Year, Reports by Year.

Results :

1 Export Options: Export/Email with (HTML/CSV/XLSX) formats
1 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:
2-D View: Using 'Emboss’ Style
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3000

ARKES - Mail Traffic Reports =
Top Senders by Recipient Count - RD49 ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]

2500

2000

Recipient Count

\.

Senders Mail Address

4. Top Senders to Groups by Mail Count:

Description:

Who are the current top email senders to distribution groups by mail count of
the Exchange organization?

Report Fields:

Sender Address, Total Mail Count

Supported
Versions:

Exchange Server 2016 / 2013/ 2010 & 2007

Options Used:

Filter Options:

Results:

Sample Report:

Display Order: Show Top N Records, Show Last N Records, Show All Records

1
1 Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month (Selected
Year), Custom Date

1 Summarize by Reports Option: Reports by Day, Reports by Week, Reports by Month,
Reports by Quarter, Reports by Half Year, Reports by Year.

1 Export Options: Export/Email with (HTML/CSV/XLSX) formats
1 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

2-D View: Using 'Default’ Style
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f” ARKES - Mail Traffic Reports W

Top Senders to Groups by Mail Count - RD49 ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]
2500 3
2000
5 1500
=]
5]
s 1000
500
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\ Wy,

5. Top Senders to Groups by Mail Size:

Who are the current top email senders to distribution groups by mail size of the
Exchange organization?

Report Fields: Total Mail Size in Bytes, Total Mail Size in KB, Total Mail Size in MB

Supported Exchange Server 2016 / 2013 / 2010 & 2007
Versions:

Options Used:

Description:

Filter Options:

Display Order: Show Top N Records, Show Last N Records, Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month (Selected
Year), Custom Date

1 Summarize by Reports Option: Reports by Day, Reports by Week, Reports by Month,
Reports by Quarter, Reports by Half Year, Reports by Year.

f
f

Results :

1 Export Options: Export/Email with (HTML/CSV/XLSX) formats
1 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:
2-D View: Using 'Cylinder' Style
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o ARKES - Mail Traffic Reports 2
Top Senders to Groups by Mail Size - RD49.ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]
20000
— 15000
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: 10000 -
]
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W .

6. Top Recipients By Mail Count:

Who are the current top email recipients by mail count of the Exchange

Description: .
P organization?

Report Fields: Recipients Address, Total Received Mail Count

Supported Versions: |[Exchange Server 2016 / 2013/ 2010 / 2007 & 2003

Options Used:

Filter Options:

Display Order: Show Top N Records, Show Last N Records, Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month (Selected
Year), Custom Date

1 Summarize by Reports Option: Reports by Day, Reports by Week, Reports by Month,
Reports by Quarter, Reports by Half Year, Reports by Year.

f
f

Results :

1 Export Options: Export/Email with (HTML/CSV/XLSX) formats
1 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:
2-D View: Using 'Light To Dark' Style
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(& ARKES - Mail Traffic Reports W
Top Recipient by Mail Count - RD4S.ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]
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7. Top Recipients by Mail Size:

Who are the current top email recipients by mail size of the Exchange

Description: .
P organization?

Report Fields: Recipients Address, Total Mail Size in Bytes, Total Mail Size in KB

Supported Versions: |[Exchange Server 2016 / 2013 / 2010/ 2007 & 2003

Options Used:

Filter Options:

1 Display Order: Show Top N Records, Show Last N Records, Show All Records
1 Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month (Selected
Year), Custom Date

1 Summarize by Reports Option: Reports by Day, Reports by Week, Reports by Month,
Reports by Quarter, Reports by Half Year, Reports by Year.

Results :

1 Export Options: Export/Email with (HTML/CSV/XLSX) formats
1 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:
2-D View: Using 'Cylinder' Style
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£ ARKES - Mail Traffic Reports i
Top Recipients b]r Mail Size - RD49.ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]
30000
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8. Top Groups by Received Mail Count:

Who are the current top email received groups by mail count of the
Exchange organization?

Report Fields: Groups Name, Total Mail Count
Supported Versions: Exchange Server 2016 / 2013/ 2010 & 2007
Options Used:

Description:

Filter Options:

Display Order: Show Top N Records, Show Last N Records, Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month
(Selected Year), Custom Date

1 Summarize by Reports Option: Reports by Day, Reports by Week, Reports by Month,
Reports by Quarter, Reports by Half Year, Reports by Year.

f
f

Results :

1 Export Options: Export/Email with (HTML/CSV/XLSX) formats
1 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:
2-D View: Using 'Wedge' Style
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"r ARKES - Mail Traffic Reports
Top Groups by Received Mail Count - RD49 ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8,/2012 11:46:53 AM ]

3000

2500

2000

Mail Count

Groups Name
\ Wy,

9. Top Groups by Received Mail Size:

Who are the current top email groups by received mail size of the Exchange
organization?

Groups Name, Total Mail Size in Bytes, Total Mail Size in KB, Total Mail Size
in MB

Supported Versions: [Exchange Server 2016 / 2013/ 2010 & 2007

Description:

Report Fields:

Options Used:

Filter Options:

Display Order: Show Top N Records, Show Last N Records, Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month (Selected
Year), Custom Date

1 Summarize by Reports Option: Reports by Day, Reports by Week, Reports by Month,
Reports by Quarter, Reports by Half Year, Reports by Year.

f
f

Results :

1 Export Options: Export/Email with (HTML/CSV/XLSX) formats
1 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:
2-D View: Using 'Emboss' Style
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Mail Size(KB)

ARKES - Mail Traffic Reports
Top Groups by Received Mail Size - RD49ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8,/2012 11:46:53 AM ]

Groups Name

108




10) Mail Count by Client IP:

Description: Reports the total mail count for each client IP of the
Exchange organization?

Report Fields Client IP, Total Mail Size in Bytes, Total Mail Size in KB,
Total Mail Size in MB

Supported Versions Exchange Server 2016/ 2013/2010/2007 & 2003

Options Used:
Filter Options:

Display Order: Show Top N Records, Shop Last N Records, Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month
(Selected Year), Custom Date

U0 Summarize by Reports Option: Reports by Day, Reports by Week, and
Reports by Month, Reports by Quarter, and Reports by Half Year, Reports by
Year.

Results:

U Export Options: Export/Email with (HTML/CSV/XLSX) formats
U Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:

2-D View: Using 'Cylinder' Style

& ARKES - Mail Traffic Reports i)
Mail Count by Client IP - RD49.ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]
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2000
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(=]
e
s 1000
500
0
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. V.
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11) Mail Count by Server Host Name:

Description Reports the total mail count for each server host name of
the Exchange organization?

Report Fields Sender Address, Total Mail Count

Supported Versions Exchange Server 2016/ 2013/2010 & 2007

Options Used:
Filter Options:

Display Order: Show Top N Records, Shop Last N Records, Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom
Month (Selected Year), Custom Date

U0 Summarize by Reports Option: Reports by Day, Reports by Week, and
Reports by Month, Reports by Quarter, and Reports by Half Year, Reports by
Year.
Results:

U Export Options: Export/Email with (HTML/CSV/XLSX) formats
U Graphical Reports: Displayed 2D / 3D Bar Chart with Save optio ns

Sample Reports:

2-D View: Using 'Default' Style

(" ARKES - Mail Traffic Reports
Mail Count by Server Host Name - RD49.ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]

4.1.{.‘)

5000

Mail Count

'90’0, '90708 /?Q-’G) 0070‘9 QQ?q/ '9000) '90734 '90’00 '9%& '9%99

Server Host Name
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12) Mail Count by Subject:

Description Reports the total mail count for each mail subject of the

Exchange organization?

Report Fields Mail Subject, Total Mail Count

Supported Versions

Exchange Server 2016/ 2013/2010/2007 & 2003

Options Used:
Filter Options:

Display Order: Show Top N Records, Shop Last N Records, Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month
(Selected Year), Custom Date

U Mail Subject: Check Availability, equal to, not equal to, starts with, ends with,
does not start with, does not end with, contains, does not contain

U Summarize by Reports Option: Reports by Day, Reports by Week, and
Reports by Month, Reports by Quarter, and Reports by Half Year, Reports by
Year.

Results:
U Export Options: Export/Email with (HTML/CSV/XLSX) formats
U0 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Reports:

2-D View: Using 'Light to dark' Style
a ARKES - Mail Traffic Reports R
Mail Count by Subject - RD49.ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]
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200
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-
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. ’ y,
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13) Mail Count by Size Range:

Description: Reports the total mail count based on the mail size ranges
of the Exchange organization?

Report Fields: Mail Size in KB, Total Mail Count

Supported Versions Exchange Server 2016/ 2013/2010/2007 & 2003

Options Used:

Filter Options:

0 Display Order: Show Top N Records, Shop Last N Records, Show All Records

0 Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month
(Selected Year), Custom Date
0 Summarize by Reports Option: Reports by Day, Reports by Week, and
Reports by Month, Reports by Quarter, and Reports by Half Year, Reports by
Year.
Results:

U Export Options: Export/Email with (HTML/CSV/XLSX) formats
U0 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report

2-D View: Using 'Cylinder' Style

4 ARKES - Mail Traffic Reports R
Mail Count by Size Range - RD49 ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]
20000
15000
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14) Mail Count by Custom Size Range:

Description

Reports the total mail count based on the given mail size
ranges of the Exchange organization?

Report Fields

Mail Size in KB, Total Mail Count

Supported Versions

Exchange Server 2016/ 2013/2010/2007 & 2003

Options Used:

Filter Options:

Display Order: Show Top N Records, Shop Last N Records, Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom Month
(Selected Year), Custom Date

U0 Summarize by Reports Option: Reports by Day, Reports by Week, and
Reports by Month, Reports by Quarter, and Reports by Half Year, Reports by
Year.

Results:
U Export Options: Export/Email with (HTML/CSV/XLSX) formats
U Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report

2-D View: Using 'Emboss’ Style

( ARKES - Mail Traffic Reports i)
Mail Count by Custom Size Range - RD49.ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]
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15) Mail Size by Client IP:

Description: Reports the total transaction mail size for each client IP
of the Exchange organization?

Report Fields: Client IP, Total Mail Size in Bytes, Total Mail Size in KB,
Total Mail Size in MB

Supported Versions Exchange Server 2016/ 2013/2010/2007 & 2003

Options Used:

Filter Options:

Display Order: Show Top N Records, Shop Last N Records, Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom
Month (Selected Year), Custom Date
U Summarize by Reports Option: Reports by Day, Reports by Week, and
Reports by Month, Reports by Quarter, and Reports by Half Year, Reports by
Year.
Results:

U Export Options: Export/Email with (HTML/CSV/XLSX) formats
U Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:

2-D View: Using 'Default’ Style

( ARKES - Mail Traffic Reports
Mail Size by Client IP - RD49.ADVENTURE.LOCAL
From [ 12/11/2011 12:00:00 AM ] To [ 6/8/2012 11:46:53 AM ]
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16) Mail Size by Subject:

Description: Reports the total transaction mail size for each malil
subject of the Exchange organization?

Report Fields: Mail Subject, Total Mail Size in Bytes, Total Mail Size in
KB, Total Mail Size in MB

Supported Versions Exchange Server 2016/ 2013/2010/2007 & 2003

Options Used:
Filter Options:

Display Order: Show Top N Records, Shop Last N Records, Show All Records

Mail Subject: Check Availability, equal to, not equal to, starts with, ends with,
does not start with, does not end with, contains, does not contain

U Time Span Option: Today, Last N days, Last Week, Last Month, Custom
Month (Selected Year), Custom Date
U Summarize by Reports Option: Reports by Day, Reports by Week, and
Reports by Month, Reports by Quarter, and Reports by Half Year, Reports by
Year.
Results:

U Export Options: Export/Email with (HTML/CSV/XLSX) formats
U Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:

2-D View: Using 'Wedge' Style

(" ARKES - Mail Traffic Reports
Mail Size by Subject - RD49.ADVENTURE.LOCAL
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17. Recipient Sent and Received Mail Count

Description: Reports the total mails sent and received in the
Exchange organization.

Report Fields: Recipient Address, Total Sent Mail Count, Total Received
Mail Count

Supported Versions Exchange Server 2016/ 2013/2010/2007 & 2003

Options Used:
Filter Options:
Display Order: Show All Records

Time Span Option: Today, Last N days, Last Week, Last Month, Custom
Month (Selected Year), Custom Date

0  Summarize by Reports Option: Reports by Day, Reports by Week, Reports
by Month, Reports by Quarter, Reports by Half Year, Reports by Year

Results:

U Export Options: Export/Email with (HTML/CSV/XLSX) formats
0 Graphical Reports: Displayed 2D / 3D Bar Chart with Save option

Sample Report:

2-D View: Using 'Wedge' Style

0 ARKES - Mail Traffic Reports )
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2 Configure ARKES

Configuration Settings

Configure Directory Server

Configure Exchange Server

Configure Exchange Server for Traffic Reports
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2.1 Configuration ARKES

ARKES requires the following settings to be configured to generate reports.

Settings

Description

Configure Exchange
Server

ARKES maintains a list of Exchange Servers and
Directory Servers in Configuration Settings. You can
add/edit/delete/connect both Exchange Servers and
Directory Servers to generate reports.

Configure Exchange
Server for Power
Reports

The Server Configuration Settings maintains a list of
Exchange Servers (Exchange Server 2016/ 2013/2010
/2007 and 2003 ) that can be managed through Power
Reports. Using the Server Configuration settings dialog,

you can add/edit/delete the Exchange Servers and

connect to the available Exchange Servers to generate
reports.

Configure Exchange
Server for Traffic
Reports

The Server Configuration Settings maintains a list of
Exchange Servers (Exchange Server 2016/ 2013/2010
/ 2007 and 2003) that can be managed through Traffic
Reports. Using the Server Configuration settings dialog,

you can add/edit/delete the Exchange Se rvers and
connect to the available Exchange Servers to generate
reports.

Configure SQL Server

ARKES maintains its application database(s) in SQL
Server. To create and maintain database in SQL Server,
specify the SQL Server (Enterprise / Standard /

Develo per / Express edition) and authentication method.
The user account specified must have sufficient
privileges to create and delete the database in SQL
Server.

Configure SMTP Server

ARKES will use the SMTP Server and From Address to e
mail the reportstot  he respective recipients.

Profile Manager

ARKES can store your logon information for SQL Servers
using Windows Stored User Names and Passwords
applet. The stored profiles will be used to connect to SQL
Server when necessary.
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2.2.1 Launch Configuration Settings

You can launch Built -in Reports Configuration Settings by performing the following steps:

1. Click Tools button in toolbar and Configuration Settings menu from the Tools
menu.

2. The Configuration Settings dialog will be displayed.

3. Click Exchange Servers in left pane to view Server Configuration Settings in right
pane.

4. The Configuration Settings window will be displayed as shown below

Configuration Settings

Exchange Servers
h& Use this dialog to manage Exchange Server and Directory Servers through ARKES, Click Add Server to add a new Exchange Server and Directory Server, Select an
- Exchange Server and Directory Server in the list ko Edit/Deletefverify connection and connect ta the selected Exchange Server and Direckary Server,

[ 3OL Database Settings % Add Server | % Edit Server | % Delete Server | % Connect
$ Exchange Servers

g E-rmail Settings
@ Profile Manager

Exchiange Server Name Exchiange User Mame Directory Server Mame  Directary User Marme Connection Status

R vitlocal orbithsam ROD7G orbithzam Mot connected

ROT75wsslabulocal wislabhadminuser RD20 wislabhadminuserd

(0] 4 | | Cancel | Apply

The various operations that can be performed in the Configuration Settings are given below:are given
below:

Add Server To Add Server to the server list.

Edit Server | To Edit the properties of the server in the server list, Select a server and click Edit button

Delete Server | To Delete a server from the server list, Select a server and click Delete button.

Connect To connect to the server in the list. Select a server and click Connect button.
OK To connect with the selected server and launch the report window. Click OK button.
Cancel To close the Configuration Settings window. Click Cancel button.
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2.2.2 Add a Server

You have to specify Exchange Server and Directory Server information to add server in

Server Configuration list.

Exchange Server - This section contains the information required to connect to Exchange
Server.
Directory Server - This section contains the information required to connect to Active

Directory Server (Domain Cont roller), which the Exchange Server uses to retrieve its

Exchange Organization information.

Add Server to the List

1) Launch Configuration Settings dialog

|5 Add Server

2) Inthe Configuration Settings window, click button to add a new server.

3) The Add Server dialog will be displayed as shown below:
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Add Server

Add New Exchange Server and Directory Server

The Exchange Server and Directony Server will be used to retrieve Erchange resource and Exchange
arganization information. Faor Exchange Server, select Exchange version, enter Exchange Server name, Lser
name and Pagzzword. For Directory Server, enter Domain Controller name, User name and Pazsword.

Exchange Version: | Select anp Version  » | MAPI Profile: < Select Profile » {j

Exchange Server Mame:
e.0., rd20. contozo. local

Izer Mame: W

Paszword:

Connechion Statuz: < Status »

Damain Contraller Hame:
Izer Mame: ¥
Pazzwaord:

Connection Statuz: < Skatus »

Connect Cancel

For Exchange Server:

v

Select an Exchange Version from the Exchange Version dropdown.

Exchange Server Name: Specify Exchange Servername ( 2016/ 2013/2010/2007)
in FQDN (Fully Qualified Domain Name) format. e.g., RD70.SPACENET.LOCAL
User Name:  Specify a user name which has necessary permissions to collect data

in DOMAIN \USER NAME format. e.g., spacenet \adminuser4.

Password:  Enter the password for the specified user.

For Directory Server:

4)

5)

v

v

v

Domain Controller Name: Specify the Domain Controller (Directory Server)
name.

User Name:  Specify a user name which has necessary permissions to collect data
in DOMAIN \USER NAME format. e.g., spacenet \adminuser4.

Password:  Enter the password for the specified user.

Click =elzct Profile hyperlink to select a mailbox profile for specific Exchange user. MAPI is
mandatory only for Exchange 2007 and is optional for Exchange 2003. It is not required

for Exchange 2010 and later versions.

Select a profile from Profile Name dropdown to retriev e the resource information from
the Exchange Server. It is required only for mailbox and public folder resource reports.
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MAPI Profile

railbox Profile Manager
Select a mailbox profile ta retrieve Mailbox/Public Folder Rezources information

Fraofile Marme: | - Select a profile - W MNew Delete

& mailbox profile iz a collection of information about the meszage services providers
that a uzer of a client application wants to be available during a particular MAP| seszion.

] Cancel

6) ARKES will store the user credentials for both Exchange Server and Directory Server in

the Microsoft Windows Stored User Names a nd Passwords applet for security reasons.

The stored user profile is tied to the user context (currently logged on user account) in
which the profile is created.

Add Server

Add New Exchange Server and Directory Server

The Exchange Server and Directony Server will be used to retrieve Erchange resource and Exchange
arganization information. Faor Exchange Server, select Exchange version, enter Exchange Server name, Lser
name and Pagzzword. For Directory Server, enter Domain Controller name, User name and Pazsword.

Exchange Wersion: | Exchange 2010 v | MAPI Profile: < Select Profile » {j

Exchange Server Mame: | RD75. vezlab.local
e.0., rd20. contozo. local

dzer Mame: | weslabhadminuzer W

EERERTETTETY

Paszword:

Connechion Statuz: < Status »

Domain Contraller Mame: |RD20

dzer Mame: | weslabhadminuzer] ¥

EEEERF R

Pazzwaord:

Connection Statuz: < Skatus »

Connect Cancel

7) Click Connect to establish a connection to the server.
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Add Server

Add New Exchange Server and Directory Server

The Exchange Server and Directony Server will be used to retrieve Erchange resource and Exchange
arganization information. Faor Exchange Server, select Exchange version, enter Exchange Server name, Lser
name and Pagzzword. For Directory Server, enter Domain Controller name, User name and Pazsword.

Exchange Version:

Exchange Server Mame:

Izer Mame:

Paszword:

Connection Status:

Damain Contraller Hame:
Izer Mame:

Pazzwaord:

Connection Statusz;

Exchange 2010 w | MAP| Profile: < Select Profile »

RO75. vaslab.local
e.0., rd20. contozo. local

vzslabhadminuzer] W

EERERTETTETY

< Status > (5

RD20
vazlabhadminuser] ¥
< Status > (53

ok,

8) Click OK to add the serverin  Server Configuration Settings list.
9) Click Cancel to close / abortthe Add Server dialog.

Cancel
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2.2.3 Edit a Server

To Edit a Directory Server listing in the Connection Manager, follow the steps given below:

1. Launch Configuration Settings dialog

2. In the Configuration Settings window, select any Exchange server in the server list

and click = Edit Server 1 veon

Configuration Settings

Exchange Servers
h& Use this dialog to manage Exchange Server and Directory Servers through ARKES, Click Add Server to add a new Exchange Server and Directory Server, Select an
- Exchange Server and Directory Server in the list ko Edit/Deletefverify connection and connect ta the selected Exchange Server and Direckary Server,

[ 3OL Database Settings % Add Server | % Edit Server | % Delete Server | @ Connect
@ Exchange Servers !
X X Exchiange Server Name Exchiange User Mame Directory Server Mame  Directary User Marme Connection Status
g E-rmail Settings
. RODT76E.orbitlocal orbithsam RDTE orbithzam Mot connected
@ Profile Manager
b
CK | | Cancel Apply

3. The Edit Server dialog will be displayed as shown below:
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Edit Server
Edit Exchange Server and Directory Server
The Exchange Serser will be uzed ta retrieve Exchange resource information. The Director Server will be uzed

ta refrieve Exchange organization information. Far Eschange Server, enter Exchange User name and
Fazsword. For Directory Server, enter Domain Contraller Uzer name and Paszword.

Exchange Version:  Exchange 2010 MAPI Profile: < Select Profile » {j

Exchange Server Mame:  RDY5 vazlab.local
e.0., rd20. contozo. local

dzer Mame: | weslabhadminuzer W

EERERTETTETY

Paszword:

Connechion Statuz: < Status »

Domain Contraller Mame:  RDED

dzer Mame: | weslabhadminuzer] ¥

EEEERF R

Pazzwaord:

Connection Statuz: < Skatus »

Connect Cancel

In Edit Server dialog, Exchange Server Name, Directory Server Name and Exchange

Version cannot be modified during the edit operation.

Specify user name and the corresponding password to connect with the specified

server.

Click Connect to the Exchange and Directory server with the newly provided
connection parameters and update the server in the Server Configuration Settings

list.

ARKES will connect to the server with the newly provided connection parameters and
modify it in the list, upon successful connec tion to the server.
Click Cancel to retain the existing connection parameters of both Exchange and

Directory Servers in the Server Configuration Settings list.
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2.2.4 Delete a Server

Perform the following steps to delete a Directory Server:

1) Launch Configuration Settings dialog.

2) In the Configuration Settings window, select any row, click 55 Delete Server hytton to

delete the server from the Configuration Settings list.

Configuration Settings

Exchange Servers
& Use this dialog to manage Exchange Server and Directory Servers through ARKES. Click Add Server to add & news Exchange Server and Directory Server, Select an
- Exchange Server and Directory Server in the list ko Edit/Deletefverify connection and connect ta the selected Exchange Server and Direckary Server,

[ 3OL Database Settings % Add Server | % Edit Server | % Delete Server | @ Connect

@ Exchange Servers !
X X Exchiange Server Name Exchiange User Mame Directory Server Mame  Directary User Marme Connection Status

g E-rmail Settings

R
@ Profile Manager

orb orb 1] Mot connected

] . i 1 RD7&
ROT75wsslabulocal wislabhadminuser RD20 wislabhadminuserd

| oK || Cancel | Apply

3) Analert message asking for confirmation to delete the server will be displayed as sh own
below:

Delete Exchange Server

o Do wouwant to delete 'RO76.orbitlocal' ¥

es Mo

4) Click Yes to delete the selected Server.

5) Click No to abort the delete process of the selected Server.
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2.2.5 Connect to a Server

Perform the following steps to connect to a server:

1. Launch Configuration Settings dialog.

& Connect button to connect

2. Inthe Configuration Settings window, select any row, click
to the server in the Configuration Settings list.

Configuration Settings

Exchange Servers
& Use this dialog to manage Exchange Server and Directory Servers through ARKES. Click Add Server to add a news Exchange Server and Directory Server, Select an
Exchange Server and Directory Server in the list to Edit/Deleteferify connection and connect ko the selected Exchange Server and Direckory Server.

[ﬁ S0L Database Settings % Add Server | E’ Edit Server | % Delete Server | % Connect
? Exchange Servers i
. . Exchange Server Mame  Exchange User Mame Directory Server Mame  Directory User Mame Connection Status
@ E-rnail Settings
. RO76.orbitlocal arbitsam ROTE arhithsam Mot connected
@f Profile Manager
»
OF | | Cancel Apply
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3. The Connect Server dialog will be displayed as shown below:

Connect Server
Connect Exchange Server and Directory Server
The Exchange Server and Directory Server will be used to retrieve Exchange report information. Thiz dialog

cohhects ko the Exchange Server and Directory Server and shows the detailed connection pracess for the
servers. Click Close to the cloze the window.

Exchange Version:  Exchange 2010 kAP Prafile: < Select Prafile » llj

Exchange Server Mame:  RDY5 vazlab local
e.q., rd20.contoso.local

zer Mame:  waslabsadminuzer

EERER TR R

Paszward:

Connection Statuz: < Skatus » V)

Domain Controller Mame:  BDZ0
ger Mame:  wezlabhadminuzer

Paszwiord:

Connection Statuz: < Status » )

Cloze

4. Click Close to retain the existing selection of the server in the Configuration Settings

list.
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2.3 Configure Exchange Server

The Connection Manager maintains a list of Exchange Servers (Exchange Server 2016 /
2013/2010/2007) that can be manag ed through ARKES. Using the Connection Manager
window, you can add/edit/delete the Exchange Servers and connect to the available

Exchange Servers to generate reports.

2.3.1 Launch Configuration Settings

You can launch Power Reports Server Configuration Settings by performing the following
steps:

1. Click Power Reports button in toolbar.

2. Select New Task andclick Built -in Reports ... button from the right pane.

3. The Create New Task Wizard window will be displayed.

4. Click"..." view Server Configuration Settings.

5. The Server Configuration Settings window will be displayed as shown below:

Server Configuration Settings

new Exchange Server and Directory Server. Select an Exchange Server and Directory Server in the list bo EditjDeleteYerify

a |Jse this Server Configuration Settings to manage Exchange Server and Directory Servers through ARKES, Click Add Server to add a
connection and connect ko the selected Exchange Server and Directory Server.

% Add Zerver | @v Edit Server | % Delete Server | ﬁo Connect

Exchange Server name Exchange User name Directory Server name Directary User name Cannection Status

hit.local thsam RDTE orbitysam Mot connected

ROTSwsslablocal vsslabyadminuser] RD20 vsslabyadminuser] Mot connected

oK | | Cancel
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The various operations that can be performed in the Configuration Settings are given below:

Operation

Add Server

Edit Server

Delete Server

Connect

OK

Cancel

Description

To Add Server to the server list.
To Edit the properties of the server in the server list, Select a server
and click Edit button

To Delete a server from the server list, Select a server and click Delete
button.

To connect to the server in the list. Select a server and click Connect
button.

To connect with the selected server and launch the report window.
Click OK button.

To close the Server Configuration Settings window. Click Cancel
button.
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2.3.2 Add a Server

You have to specify Exchange Server and Directory Server information to add server in Server

Configuration list.

Exchange Server - This section contains the information required to connect to Exchange
Server
Directory Server - This section contains the information required to connect to Active

Directory Server (Domain Controller), which the Exchange Server uses to retrieve its Exchange

Organization information.

Add Server to the list

1) Launch Server Configurati  on Settings dialog.
2) In the Server Configuration Settings window, click button to add a new server.
3) The Add Server dialog will be displayed as shown below:

Add Server

Add New Exchange Server and Directory Server

The Exchange Server and Directory Server will be used to retieve Exchange resource and Exchange
argahization infarmation. Far Exchange Server, zelect Exchanage version, enter Exchange Server name, Lzer
name and Pazsword. For Directory Server, enter Domain Controller name, zer name and Pazsword.

Exchange Version: | Select any Wersion v | MA&P| Profile: < Select Profile » llj

Exchange Server Mame:
e.q., rd20.contoso.local

Izer Mame: W

Paszward:

Connection Statuz: < Skatus »

Dramain Controller M arne:
Izer Mame: W

Paszwiord:

Connection Statuz: < Status »

Connect Cancel
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For Exchange Server:

a Selectan Exchange Version from the Exchange Version dropdown.

b Exchang e Server Name: Specify Exchange Server name ( 2016/ 2013/2010/2007) in

FQDN (Fully Qualified Domain Name) format. e.g., RD70.SPACENET.LOCAL

¢ User Name: Specify a user name which has necessary permissions to collect data in
DOMAIN \USER NAME format. e.g., spac  enet\adminuser4.

d Password: Enter the password for the specified user.

For Directory Server:

a Domain Controller Name : Specify the Domain Controller (Directory Server) name.

b User Name : Specify a user name which has necessary permissions to collect data in
DOMAIN \USER NAME format. e.g., spacenet  \adminuser4.
¢ Password: Enter the password for the specified user.

4. Click =2glect Profile hyperlink to select a mailbox profile for specific Exchange user. MAPI is
mandatory only for Exchange 2007 and is optional for Exchange 2003. It is not

required for Exchange 2010 and later versions.

5. Select a profile from Profile Name dropdown to retrieve the resource information from
the Exchange Server. It is required only for mailbox and public folder resource
reports.

MAPI Profile

Mailbox Profile Manager
Select a mailbox profile to retneve Mailbox/Public Folder Rezources information

Praofile Marme: | - Select a prafile - W Mew Delete

& mailbox profile iz a collection of information about the meszage services providers
that a uzer of a client application wants to be available during a particular MAP| sezzion.

k. Cancel

6. ARKES will store the user credentials for both Exchange Server and Directory Server
in the Microsoft Windows Stored User Names and Passwords applet for security
reasons. The stored user profile is tied to the user context (currently logged on user
account) in which the pro  file is created.
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Add Server

Add New Exchange Server and Directory Server

The Exchange Server and Directony Server will be used to retrieve Erchange resource and Exchange
arganization information. Faor Exchange Server, select Exchange version, enter Exchange Server name, Lser
name and Pagzzword. For Directory Server, enter Domain Controller name, User name and Pazsword.

Exchange Wersion: | Exchange 2010 v | MAPI Profile: < Select Profile » {j

Exchange Server Mame: | RD75. vezlab.local
e.0., rd20. contozo. local

dzer Mame: | weslabhadminuzer W

EERERTETTETY

Paszword:

Connechion Statuz: < Status »

Domain Contraller Mame: |RD20

dzer Mame: | weslabhadminuzer] ¥

EEEERF R

Pazzwaord:

Connection Statuz: < Skatus »

Connect Cancel

7. Click Connect to establish a connection to the server.
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Add Server

Add New Exchange Server and Directory Server

The Exchange Server and Directony Server will be used to retrieve Erchange resource and Exchange
arganization information. Faor Exchange Server, select Exchange version, enter Exchange Server name, Lser
name and Pagzzword. For Directory Server, enter Domain Controller name, User name and Pazsword.

Exchange Version:

Exchange 2010 w | MAP| Profile: < Select Profile » {j

Exchange Server Mame:

Izer Mame:

Paszword:

Connection Status:

RO75. vaslab.local
e.0., rd20. contozo. local

vzslabhadminuzer] W

EERERTETTETY

< Status > (5

Domain Contraller Mame: |RD20
dzer Mame: | weslabhadminuzer] ¥
PaSSWD[d i g e e o

Connection Status: < Status > (52

2k, Cancel

8. Click OK to add the server in Server Configuration Settings list.
9. Click Cancel to close/abortthe Add Server dialog.
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2.3.3 Edit an Exchange Server

To edit a server listing in the Configuration Settings, follow the steps given below:

1. Launch Server Configuration Settings dialog.
2. Inthe Server Configuration Settings window, select any server listed in the server list

and Click & Edit Server 1 0
Server Configuration Settings

new Exchange Server and Directory Server. Select an Exchange Server and Directory Server in the list bo EditjDeleteYerify

a |Jse this Server Configuration Settings to manage Exchange Server and Directory Servers through ARKES, Click Add Server to add a
connection and connect ko the selected Exchange Server and Directory Server.

% Add Zerver | E’ Edit Server | % Delete Server | ﬁo Connect

Exchange Server name Exchange User name Directory Server name Directary User name Cannection Status
ROTE.arbit.local arbithzam ROTE arbithzam Mot connected
3
Q. | | Cancel

3. The Edit Server dialog will be displayed as shown below:
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Edit Server

Edit Exchange Server and Directory Server

The Exchange Serser will be uzed ta retrieve Exchange resource information. The Director Server will be uzed
ta refrieve Exchange organization information. Far Eschange Server, enter Exchange User name and
Fazsword. For Directory Server, enter Domain Contraller Uzer name and Paszword.

Exchange Version:  Exchange 2010 MAPI Profile: < Select Profile » {j

Exchange Server Mame:  RDY5 vazlab.local
e.0., rd20. contozo. local

dzer Mame: | weslabhadminuzer W

EERERTETTETY

Paszword:

Connechion Statuz: < Status »

Domain Contraller Mame:  RDED

dzer Mame: | weslabhadminuzer] ¥

EEEERF R

Pazzwaord:

Connection Statuz: < Skatus »

Connect Cancel

In Edit Server, the Exchange Version, Exchange Server name and Domain Controller
name cannot be modified during the edit operation.

Specify user name and the corresponding password to connect with the specified
server.

Click Connect with the newly provided connection parameters and update the server

in the Server Configuration Settings list.

ARKES will connect to the server with the newly provided connection parameters and
modify it in the li  st, upon successful connection to the server.

Click Cancel to retain the existing connection parameters for both Exchange Server
and Directory Server in the Server Configuration Settings list.
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2.3.4 Delete an Exchange Server

Perform the following steps to delete a server:

1. Launch Server Configuration Settings dialog.

2. In the Server Configuration Settings window, select any row, click |55 Delete Server
button to delete the server from the Configuration Settings list.

Server Configuration Settings

new Exchange Server and Direckory Server, Select an Exchange Server and Directary Server in the list ko Edit/DeleteVerify

& IJse this Server Configuration Settings to manage Exchange Server and Directory Servers through AREES. Click Add Server to add a
connection and connect to the selected Exchange Server and Directory Server,

% Add Server | % Edit Server | % Delete Server | @ Connect

Exchange Server name Exchange User name Directory Server name Directory User name Connection Status

RODTE.arbit.local arbithzam ROTE Mot connected

RDT7Swsslablocal vislabhadminuser RD20 vislabhadminuser Mot connected

| 4 | | Cancel

3. An alert message asking for confir mation to delete the server will be displayed as
shown below:

Delete Exchange Server

o Do youwant to delete 'RD76.orbit. ocal' ¥

Yes Mo

4. Click Yes to delete the selected server.
5. Click No to abort the delete process of the selected server.
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2.3.5 Connect to a Server

Perform the following steps to connect to a server:

1. Launch Server Configuration Settings dialog.

2. Inthe Server Configuration Settings window, select any row, click [ Connect button to

connect to the server in the Configuration Settings list.

Server Configuration Settings

IJse this Server Configuration Settings to manage Exchange Server and Directory Servers through AREES. Click Add Server to add a
new Exchange Server and Direckory Server, Select an Exchange Server and Directary Server in the list ko Edit/DeleteVerify
connection and connect to the selected Exchange Server and Directory Server,

% Add Server | % Edit Server | % Delete Server | % Connect

Exchange Server name Exchange User name Directory Server name Directory User name Connection Status
RDYE.arbit.local arbithzam ROTE arbithzam Mot connected
[
ok | | Cancel

3. The Connect Server dialog will be displayed as shown below:
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Connect Server
Connect Exchange Server and Directory Server
The Exchange Server and Directony Server will be Lged to retrieve Eschange report information. This dialog

cohnects bo the Exchange Server and Directory Server and shows the detailled connection process for the
zervers, Chick Cloze to the cloze the window.

Exchange Version:  Exchange 2010 AP Prafile: < Select Profile » llj

Exchange Server Mame:  RDY5 vazlab.local
e.0., rd20. contozo. local

zer Mame:  waslabhadminuzer

EERER TR

Paszword:

Connection Status: < Status > (53

Domain Contraller Mame:  RDED

zer Hame:  waslabhadminuzer]

EEEER PR

Pazzwaord:

Connection Status: < Status > (52

Cloze

Click Close to retain the existing selection of the Exchange server in the Server

Configuration Settings list.
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2.4 Configure Exchange Server for Traffic Reports Data Collector

The Connection Manager maintains a list of Exchange Servers (Exchange Server 2016 /
2013 / 2010 / 2007 and 2003) that can be managed through ARKES - Traffic Reports.
Using the Connection Manager window, you can add/edit/delete the Exchange Servers and

connect to the available Exchange Servers to generate reports.

2.4.1 Launch Configuration Settings

You can launch Traffic Reports Ser  ver Configuration Settings by performing the following

steps:

1) Click Collect Now button in the toolbar or Collect Now menu from the Tools menu.

2) The Collect Now Wizard window will be displayed.
3) Click Next.
4) Click Add ( +) button.

5) The Connection Manager window will be displayed as shown below:

Server Configuration Settings

|Jse this Server Configuration Settings to manage Exchange Server and Directory Servers through ARKES, Click Add Server to add a
new Exchange Server and Directory Server. Select an Exchange Server and Directory Server in the list bo EditjDeleteYerify
connection and connect ko the selected Exchange Server and Directory Server.

% Add Server | [l Edit Server | [L Delete Server | [ Connect

Exchange Server name Exchange User nhame Directary Server name Directary User name

2 Click_here to add server...

ok | | Cancel
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The various operations that can be performed in the Connection Manager are given below:

Operation Description

Add To Add an Exchange Server to the server list.

Edit To Edit the properties of the Exchange Server in the server list,
Select an Exchange Server and click Edit button

Delete To Delete an Exchange Server from the server list, Select an
Exchange Server and click Delete button.

View To view the properties of the Exchange Server in the list, Select an

Properties Exchange Server and click Properties button.

Connect To connect to the Exchange Server in the list and launch the report
window, Select an Exchange Server and click Connect button.

Close To close the Connection Manager window. Click Close button.
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2.4.2 Add a Server

You have to specify the Exchange Server information for adding server in Traffic Reports.

1) Launch Server Configuration Settings dialog.

=
2) Click Add ( ‘:!.'.LI) New Server button.
3) The New Exchange Server window will be displayed as shown below:

Server Configuration Settings

new Exchange Server and Directory Server. Select an Exchange Server and Directory Server in the list bo EditjDeleteYerify

a |Jse this Server Configuration Settings to manage Exchange Server and Directory Servers through ARKES, Click Add Server to add a
connection and connect ko the selected Exchange Server and Directory Server.

% Add Server | [l Edit Server | [L Delete Server | [ Connect

Exchange Server name Exchange User nhame Directary Server name Directary User name

2 Click_here to add server...

ok | | Cancel

%.ﬂ.dd Server

To Add an Exchange Server select button to add a new server.
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Add Server

Add New Exchange Server and Directory Server

The Exchange Server and Directony Server will be used to retrieve Erchange resource and Exchange
arganization information. Faor Exchange Server, select Exchange version, enter Exchange Server name, Lser
name and Pagzzword. For Directory Server, enter Domain Controller name, User name and Pazsword.

Exchange Version: | Select anp Version  » | MAPI Profile: < Select Profile » {j

Exchange Server Mame:
e.0., rd20. contozo. local

Izer Mame: W

Paszword:

Connechion Statuz: < Status »

Damain Contraller Hame:
Izer Mame: ¥

Pazzwaord:

Connection Statuz: < Skatus »

Connect Cancel

For Exchange Server:

a)
b)

c)
d)

Select an Exchange Version from the Exchange Version dropdown.

Exchange Server Name: Specify Exchange Server name ( 2016/
2013/2010/2007/2003) in FQDN (Fully Qualified Domain Name) format. e.g.,
RD70.SPACENET.LOCAL

User Name: Specify a user name which has necessary permissions to collect data in
DOMAIN \USER NAME format.e.g., spacenet \adminuser4.

Password: Enter the password for the specified user.

For Directory Server:

a)
b)

c)

Domain Controller Name: Specify the Domain Controller (Directory Server) name.
User Name: Specify a user name which has necessary permissions to collect data in
DOMAIN \USER NAME format.e.g., spacenet \adminuser4.

Password: Enter the password for the specified user.
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Add Server

Add New Exchange Server and Directory Server

The Exchange Server and Directom Server will be used to retrieve Exchange reszource and Exchange
arganization infarmation. For Exchange Server, select Exchange version, enter Exchange Server name, Uzer
name and Pazsword. For Directary Server, enter Domain Controller name, Lzer name and Pazsword.

Exchange Yersion: | Exchange 2010 w | MAP Profile: < Select Profile » llj

Exchange Server Mame: |RDY5 wzslab local
e.q., rd20. contoso. local

Jzer Mame: | weslabadminuzen W

HEHRHRMHHRER

Pazzword:

Connection Status: < Status »

Dramain Controller Mame: |RD20

Jgzer Mame: | veslabhadminuzer] W

HERERRERHKER

Pazgwiord:

Connection Status: < Status »

Connect Cancel

Click OK to store the server connection in Server config uration settings dialog

Click Cancel to close / abort Add Server process in Server Configuration dialog.

Connection Option: Available connection options for each Exchange Version
List of Exchange Servers Use different user context
Exchange 2003 a
Exchange 2007 X
Exchange 2010 a
Exchange 2013 a
Exchange 2016 a

Representation: X)BotAléwed owed, (
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4. Traffic Reports will connect to the Exchange Server with the newly provided
connection parameters and add it to the list, upon successful connection to the
Exchange Server.

Server Configuration Settings

new Exchange Server and Directory Server. Select an Exchange Server and Directory Server in the list bo EditjDeleteYerify

a |Jse this Server Configuration Settings to manage Exchange Server and Directory Servers through ARKES, Click Add Server to add a
connection and connect ko the selected Exchange Server and Directory Server.

% Add Zerver | E’ Edit Server | % Delete Server | ﬁo Connect

Exchange Server name Exchange User name Directory Server name Directary User name Cannection Status
ROTE.arbit.local arbithzam ROTE arbithzam Mot connected
3
| Q. | | Cancel

5. Click OK button to connect to the server and collect its data by using the Data

Collector. Traffic Reports will connect to the specified Exchange Server with the

provided connection parameters and add it to the list, upon successful connection to it
6. Click Cancel to close the Server Configuration Settings.
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2.4.3 To Edit a Server

To Edit a server listing in the Configuration Settings, follow the steps given below:

1) Launch Server Configuration Settings dialog.

2) In the Server Configuration Settings window, select any server listed in the server list

and Click [ Edit Server button.

Server Configuration Settings

new Exchange Server and Directory Server. Select an Exchange Server and Directory Server in the list bo EditjDeleteYerify

& Idse this Server Configuration Settings to manage Exchange Server and Directory Servers through AREES, Click Add Server to add a
connection and connect ko the selected Exchange Server and Directory Server.

% Add Server | E’ Edit Server | % Delete Server | ﬁo Connect

Exchange Server name Exchange User nhame Directary Server name Directary User name
RODYa.arbit.local arbithzam RDVE arhitisam
b
ak. | | Cancel

3) The Edit Server dialog will be displayed as shown below:
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4)

5)
6)

7

8)

Edit Server
Edit Exchange Server and Directory Server
The Exchange Serser will be uzed ta retrieve Exchange resource information. The Director Server will be uzed

ta refrieve Exchange organization information. Far Eschange Server, enter Exchange User name and
Fazsword. For Directory Server, enter Domain Contraller Uzer name and Paszword.

Exchange Version:  Exchange 2010 MAPI Profile: < Select Profile » {j

Exchange Server Mame:  RDY5 vazlab.local
e.0., rd20. contozo. local

dzer Mame: | weslabhadminuzer W

EERERTETTETY

Paszword:

Connechion Statuz: < Status »

Domain Contraller Mame:  RDED

dzer Mame: | weslabhadminuzer] ¥

EEEERF R

Pazzwaord:

Connection Statuz: < Skatus »

Connect Cancel

In Edit Server, the Exchange Server Name, Directory Server Name and Exchange
Version cannot be modified during the edit operation.

Specify user name and the corresponding password to connect to the specified server.

Click Connect tothe server with the newly provided connection parameters and update

the server in the Server Configuration Settings list.

ARKES will connect to the server with the newly provided connection parameters and
modify it in the list, upon successful connection to the server.

Click Cancel to retain the existing conn ection parameters of both Exchange Server and

Directory Server in the Server Configuration Settings list.
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2.4.4 Delete a Server

Perform the following steps to delete a server:

1) Launch Server Configuration Settings dialog.

In the Configuration

Settings window, select any row, click

delete the server from the Configuration Settings list.

Server Configuration Settings

% Delete Server button to

|Jse this Server Configuration Settings to manage Exchange Server and Directory Servers through ARKES, Click Add Server to add a

a new Exchange Server and Directory Server. Select an Exchange Server and Directory Server in the list bo EditjDeleteYerify
connection and connect ko the selected Exchange Server and Directory Server.

% Add Zerver | E’ Edit Server | % Delete Server | ﬁo Connect

Exchange Server name

Exchange User nhame

Directary Server name

Directary User name

ROTE.arhitlocal

3)

as shown below:

orbitysam

RD7E

Delete Exchange Server

o Do wou want to delete 'RD75wsslabulocal’ from the list?

s Mo
4) Click yes to delete the selected Exchange Server.
5) Click No to abort the delete process of the selected

orbitisam

| ok | | Cancel

An alert message asking for confirmation to delete the server will be displayed

server.
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2.4.5 Connect to Server

Perform the following steps to connect to a server:

1) Launch Server Configuration Settings dialog.

2) In the Configuration Settings window, select any row, click (8 Connect button to

connect to the server in the Configuration Settings list

Server Configuration Settings

new Exchange Server and Direckory Server, Select an Exchange Server and Directary Server in the list ko Edit/DeleteVerify

& IJse this Server Configuration Settings to manage Exchange Server and Directory Servers through AREES. Click Add Server to add a
connection and connect to the selected Exchange Server and Directory Server,

% Add Server | % Edit Server | % Delete Server | % Connect

Exchange Server name Exchange User name Directory Server name Direckory User name
[ -o76.orbit local orbithsam RD76 orbitisam
RDT7Swsslablocal vsslabhadminuser RD20 wislabhadminuzer

ok | | Cancel

3) Click OK tolaunchthe report  window with the selected server

4) Click Cancel to retain the existing selection of the Exchange server in the Server

Configuration Settings list.
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2.6 Configure SQL Server

ARKES uses SQL Server database for its data storage to generate Exchange reports.
ARKES requires an SQL Server runnin g SQL Server 2005 / 2008 / 2012 (Enterprise /
Standard / Express editions) to connect and create a database. ARKES will connect to the
specified SQL Server based on authentication mode and user credential to manage its own

application databases.

ARKES will prompt for the SQL settings (Server name, authentication mode, user name
and password) when Built  -in Reports / Power Reports / Custom Reports feature is launched

for the very first time. SQL Server Settings dialog appears as shown below:

Configuration Settings

, SO0L Database Settings
X Enter a 3L Server running SOL Server 2005 [ 2008 f 2012 (Enterprise | Standard ) Express f Developer) edition and the user credential having sufficient privileges
to connect, create and delete database in the specified SQL Server.

[ SOL Database Settings
@ Exchange Servers

@ E-rmail Settings

@ Profile Manager

SGL Server:  RD26

£.g., M33QLIRYL

@/" Authentication Mode:

() windows Authentication (Currently logged on user)

(®) SOL Server Authentication

User Mame: | sglloging W

Password: essssssew

Subsequently, ARKES maintains its application settings (SQL settings, E -mail settings,
Power Reports tasks and history) in a set of XML files created in the application installation

folder.

You can also specify SQL Server settings to use by clicking Tools --> Configuration Settings

menu in the ARKES main application window, as shown below
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User Authentication

To connect to SQL Server, ARKES uses the relevant user accounts based on the

authentication mode as listed below:

A. Windows Authentication

In this method, ARKES uses the currently logged on user account while running Quick
Reports (under interactive mode) and uses 'Run As' account while running Power
Reports task (run as a scheduled task or using Run Now option) to authenticate the

user in SQL Server.

B. SQL Authentication:

In this method, ARKES uses the specified SQL user account and password for running
Quick Reports and Power Reports tasks. ARKES stores the SQL user name and password

as a user profile in 'Stored User Names and Passwords' applet for its usage.

Read Profile Manager for more details.

NOTE: ARKES expects the user account to have sufficient privileges to create, add
to and delete database in the SQL server.

Database Creation

ARKES creates databases in SQL Server as per the information outlined below:

A. Built -in Reports
Built -in Reports feature in ARKES creates a single application database in the default
data storage location used by the SQL Server during application launch. ARKES uses

the following naming convention for its Quick Reports database:
ARKES-Data-<RUNNING SERVER NAME>

For example: ARKES creates 'ARKES -Data-RD61' with data ('ARKES -Data -
RD61.mdf") and log (ARKES -Data-RD61_log.LDF') files stored in the default SQL

data folder in the SQL server (C: \Program  Files \Microsoft = SQL
Server \MSSQL.1\MSSQL\Data). .
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B. Power Reports

Power Reports feature in ARKES creates a database in the default data storage location

used by the SQL Server for every run instance of the Power Reports (scheduled) task,

either at the scheduled time interval or when using Run Now option. ARKES uses the
following name convention for its Power Reports database:

ARKES-Data -<RUNNING SERVER NAME> -<TASK NAME> -<yyyymmddhhmmss>

For example: ARKES creates 'ARKES  -Data -RD48 - MailboxTask -20100103043507" with
data (ARKES -Data - RD48 - MailboxT ask-20100103043507.mdf") and log (ARKES -Data -
RDA48 - MailboxTask -20100103043507_log.LDF')

The above files are stored in the default SQL data folder in the SQL server (C: \ Program
Files\ Microsoft SQL Server \MSSQL.1\MSSQL\Data)

C. Traffic Reports

Traffic Repo rts creates a separate database in the SQL Server as per the information

outlined below:

It creates a single application database in the default data storage location used by
the SQL Server during application launch. Traffic Reports uses the following nam ing

convention for its feature database:

ARKES- TrafficReports -Data -<RUNNING SERVER NAME>

For example, it creates 'ARKES -TrafficReports -Data-RD61' with data (ARKES -
TrafficReports -Data -RD61.mdf") and log (ARKES -TrafficReports -Data-RD61_log.LDF")

files sto redinthe default SQL data folder in the SQL server (C: \Program Files \Microsoft
SQL Server \MSSQL.1\MSSQL\Data).

Note: ARKES application won't delete the Traffic Reports database and it will deleted

by manually only.

Database cleanup

ARKES will delete the Built-in Reports database while uninstalling the ARKES application from the machine.
ARKES deletes the Power Reports database after generating the reports as specified by the user. You
can also cleanup the ARKEs databases corresponding to a task or a task history instance using the

'Remove History' or 'Cleanup History' options in ARKES main application.
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Traffic Reports database will be deleted by manually only.
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2.7 Configure SMTP Server

ARKES provides the optionto e -mail the reports generated using Power Reports tasks. For
e-mailing reports, ARKES requires SMTP Server, From E -mail Address, To E -mail Addresses
(recipients separated by semicolon) and the e -mail report format. ARKES maintains a single
SMTP Server and a From E  -mail Address for use by all Power Report tasks. You can specify

a separate set of Toe -mail address es (recipients), e -mail report format, subject and body

of the message for each Power Report task.

You can set SMTP Server and From Address by clicking Tools -> Configuration Settings

menu in the ARKES main application window, as shown below:

Configuration Settings

, E-mail Settings
X Specify the SMTP Server name and Sender (From) e-mail address to send the generated reports to users through e-mail,

[ SOL Database Settings
@ Exchange Servers

@ E-rmail Settings

@ Profile Manager

SMTP server is the server used For sending e-mail. Enter a valid SMTP server

SMTP Server:  RC7O

Enter a valid e-mail address for From address field that will be displaved in the e-mail containing the generated
repart,

Fram Address: | David@contoso,com

.., someone@example,cam
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2.8 Profile Manager

ARKES creates a user profile in Windows Stored User Names and Passwords applet,
in order to store the SQL and Directory Server user context for report generation using

Built -in Reports and Power Reports feature.

The stored user profile will be useful for generating reports using ARKES under the following

scenarios:

U Using an SQL Server having a dedicated SQL user account for report generation using
ARKES (highly recommended)

U Using an SQL Server where SQL authentication mod e is enabled
U Using an alternate user account to connect to the Directory Server to retrieve

Exchange Organization information

The stored user profile persists for all subsequent logon sessions on the same computer
where ARKES isinstalled . The stored user profiles are visible to the application under other

logon sessions on the same computer.

The stored user profile created by ARKES is restricted to the Windows User Profile context.
If the Windows User Profile is maintained locally, ARKES stored user profile is accessible
only by the same user in the same computer. If the user who creates ARKES stored user
profile, has a Roaming user account in the enterprise, the ARKES stored user profile can

be accessed by the same user in any computer i n the Windows enterprise.

The stored user profile is a generic credential of Windows Stored User Names and
Passwords applet and can be used by ARKES application only. The credential information
is stored securely in a 256 bit encrypted format in Windows S tored User Names and

Passwords  applet.

The stored user profile corresponding to the SQL user account will be used by ARKES
application in order to connect to the SQL Server, if SQL authentication is enabled in ARKES

SQL settings.
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Using the Profile Manager Dialog shown below, new profile can be created and available

profiles can be removed from the profiles list.

Configuration Settings

, Profile Manager
% ARKES can store user credential information as user profiles for SQL Servers and Directory Servers using Windows Stored User Mames and Passwaords applet. To
add a user profile, click Add. To delete a user profile, click Remove.

[ SOL Database Settings Eggédd # Rernowve

@ Exchange Servers
E-rmail Setti

@ rall sEtngs ﬂ planet\adminiztrator

& Prefile Manager € VOvAGER\administrater
ﬂ wopagerfarmadmin_sp13-1

Profile Hame Description

Click New buttontoadda new profile and a dialog will appear as shown below:

Mew User Profile

Create a new user profile and store it in Windows stored
usernames and passwords applet,

User name: * OrbitSan
&.0. domainjusername

L
Password: TIIIIIL
0 £
Confirm Password: " | geesssssss

Description: Exchange Crganization Admin

(. * mandatary fields )

To remove available profiles, Click Remove button in the Profile Manager Dialog.

See Also : ARKES Configuration Settings section.
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3 ARKES Features

ARKES provides the following features.

List of Features

Description

Built -in Reports

The Built -in reports feature provides several out -of-the -box
reports across Exchange Administrative groups/Servers in

the Exchange Organization. The reports can be generated

for the Organization, Administrative Group, Server and

Routing Group scope, based on Exchange containers like
Address Lists, Policies, Routing Group, Protocol, Storage

Group, Information Store, Recipients etc.,

Power Reports

ARKES provides a periodic bulk report generation tool called

Power Reports. Power Reports tool allows the user to select
multiple Built -in and Custom reports to be run for several
Exchange objects (namely, Policy, Protocol Connector,

Mailbox Store, Public Folder Store, Mailboxes, Distribution
Groups, Contac ts and Public Folders), with powerful report
scope options and finally run the reports at scheduled
intervals. The Power Reports tool has the ability to export
and e -mail the generated reports.

Traffic Reports
Collect Now

The Collect Now feature allow s you to collect and import the
specified date & time of Mail transaction details from the
Exchange Server Message Tracking Logs, to application's
database. You can collect for various date range Mails in
Exchange Server like New Mails, Last month Mails, L ast
week Mails, Last N days Mails and Custom date mails etc.,

The Exchange Message Log Reporter Application database
contains all Mail details from the time you started using the
application.

Traffic Reports

The ARKES - Traffic Reports provides a periodic bulk data

Collect at collecting tool called Collect at Scheduled intervals. Schedule
Scheduled tool allows the user to select the Exchange server with
intervals powerful data collection scope (date Range) option and
finally run the data collection at scheduled intervals.
Data Traffic The Data Collection History contains data collection details,
Reports - from the time you started using the application. It maintains

the Data Collector details separately for each server in use

Collection History

to update the Mail transaction status details, by using Data
Collector feature.

Mail Traffic
Reports

The Mail Traffic Reports feature provides several types of

Mail transaction reports across Exchange mail users in the
Exchange Organization. The reports can be generated for
the Exchange Organization and Administrative Group based
on application database that are collected in your Exchange
Server Message Tracking Logs using Data Collector.
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Mail Traffic
Statistics

Provides the facility to reports in various Mail Traffic

Statistics Reports like, Top Senders By Count, Top recipients

By Count, Top Senders By Size, Top Recipients by Size,
Distribution Groups Mail Statistics Reports, Email Size

Reports and etc... Statis  tics reports divided by Traffic

Statistics and Schedule Intervals operations. All Traffic
Reports operations can be easily automated scheduled and
publish them to various destinations in different formats.

The Mail Traffic Statistics provides the graphic al
representation's reports. This graphical report displays a (3D
& 2D) bar chart showing server traffic evolution during a
time frame.

Scheduled
Reports  (Traffic
Statistics)

Mail Traffic Reports operations can be easily automated
scheduled and published to various destinations in different
formats.
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3.1 Built-in Reports

The Built -in reports feature provides several out -of-the -box reports across Exchange
Administrative groups/Servers in the Exchange Organization. The reports can be
generated for the Organization, Administrative Group, Server and Routing Group scope,

based on Exchange containers like Address Lists, Policies, Routing Group, Protocol,
Storage Group, Information Store, Recipients etc.,

The benefits of using the Built -in reports are as follows:

1) Easy to use Wizard

2) Reports can be generated for particular infor mation at Organization,
Administrative Group, Server, Routing Group level

3) Customize report view by selecting the desired fields

4) Store report parameters (Server Name, Admin Group Name, Routing Group Name,
Profile Name) for generating the report again with the same set of report
parameters.

5) Exportand e -mail the generated reports
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3.1.1 How to generate Built-in Report?

Perform the following steps to generate a built -in report:

rl‘
=
Built-in Reports

Select button in the toolbar.

The Built -in Reports window with the available servers in Configuration Settings will be
displayed as shown below: If no server is configured in it, then ARKES will display the

Configuration Settings dialog for the user to configure servers.

File  Wiew Tools ‘Window  Help

= .
= =5 A
Built-in Reports | Power Reports | Traffic Reports
Server: |RD?5.vssIab.IocaI v|

=-®; Organization Reports

72 Information Store Reports
ﬁ Server Reports

€T Recipient Reports

- I Mail ltem Reports

A Listof Reports 1

Step 1: Server and Report Selection

1) Select the desired server from the Server dropdown to view the list of available

reports for the selected server.
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A Listof Reports ]

[
[
[

File  Wiew Tools Mindow Help
Built-ir Reparts | Power Reports | Traffic Reparts
Server: ‘ RD7S,vsslab. local W |
5@, Organization Reports 2

#-32 Infarmation Store Reports

£33 Server Reports

=-#F Recipient Reports

EI& Mailbox Reports

Bl Mailbox - General Informa
- E] Mailbox Created and Moc
B Mailbox Membership

B Mailbox E-mail Addresses
B Mailboxes - Exchange Sett
- E] Mailboxes - Message Size
Bl Mailbox Message Delivery

Bl Mailbox Messaging Recor

B Mailboxes - Storage Quot

- B Mailboxes - Delivery Optic
- E] Mailboxes - Features Repc
Bl Mailbox Rights Report

B Mailbox Permissions Repc
Bl Mailboxes hidden from Ac
- B Mailboxes with duplicate ¢
--[E] Disabled mailboxes (in Act «

>

E

2)

Expand the de

sired reports container. Select the desired report.

Step 2: Specify Search Scope

Select the desired search scope option to proceed.

Step 1 of 2: Specify Search scope

Select the desired recipients for which the report has to be generated. Select Entire organization OR desired
containers to generate the report for all recipients in the organization / in a zet of containerz in the organization.

1) Select Specific mailbox -enabled user(s) only option to generate the report for
selective mailbox(s).

Built-in Reports Wizard

Click Browse ta browse for containers in the organization.

(@) Specific mailbox-enabled user(s) only () Al mailbox-enabled user(s) in specific containers

me Add.

& Mo recipient object added. Click 'Add..." to select recipient objects to generate the selected Built-in repart.
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U Click Add ... button to select mailbox(s) from Directory server. In Recipient picker

dialog, select the desired mailbox(s) and click OK.
U You can also specify the search criteria in Recipient p icker dialog to filter the desired
objects.
Recipient Picker

= E EE “ Select the desired recipient objects for which report haz to be generated.

Search: @& Find Mow  Clear

M ame Organizational Unit Emaill Address 2
5 Spstemialbowieldc]c?.. CN=Spstembdalboxie0dc]c23-8923-4...  Systembd ailboxfeldc]c29-
!_) DizcovernySearchiaibox.. CH=DizcovenSearchiailbox {D9198...  DiscoverySearchM ailbox{l
5 FederatedEmail 4c1f4d8...  CM=FederatedEmail 4c1f4d8b-8173-4...  FederatedEmail. 4c1f4d30-
E) Caine Michael L . L4 1.l

W
< >
ak. || Cancel |
5 object(s) selected. 10 objecti(s) found,
2) Select all mailbox -enabled user(s) in specific containers option to generate

report for the entire Organization (or) select Organizational Units/Containers in the

Organization.

Built-in Reports Wizard

Step 1 of 2: Specify Search scope
Select the desired recipients for which the report hiaz to be generated. Select Entire organization OF dezired
containers to generate the repart for all recipientz in the arganization £ in a set of containers in the organization.
Click Browse to broweze for containers in the organization,

Fﬁf{

() specific mailbox-enabled userfs only i@ Al mailbox-enabled useris) in specific containers

Containers to zearch |

Search option:

(") Entire Organization

@] Selected containers in Organization %3 Erowise. ., ./‘ Edit Options X Remowve

Container Path Inciude sub-containers

0U=5P10 Accountz, OL=5F Service Accounts DC=vszlab DC=local  Falze

i

3 Bl Flifkly

Cancel

Select Entire Organization option to generate report for the entire Organization.
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In order to select specific containers, select Selected Containers in Organization
option and then click Browse to select containers in the domain. The container

browser dialog will be d  isplayed as shown below:

Exchange2010

Select an OU or a container.

o e

|| Microsoft Exchange Spstern Objects s
| NTDS Quatas

{ | Program Data

-2 | 5F Service Accounts
{2 5P03 Accounts
{2 5PO7 Accounts
2] 5P10 Accounts
{2 5P1E Accounts
| 5P Usger Accounts

| 5P1E User Accounts
+-{ | System

- Users

o[ [F

) F-E- - [
(FEN FEY FEN F]

k. Cancel

U Select the desired container and click OK. Note that only one container may be

selected at a time. To select another container, click Browse ... again.

U ARKES defaults to scanning base container only. If you want to scan all the sub -
containers under a given container click Edit Options . The Container Options

dialog will be displayed as shown below:

F Container Options

Container Path: |QJ=5P10 Accounts, OU=5P Service
Aocounts, DC=vazlab DC=local

[ ] Include sub-containers

k. Cancel
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Built-in Reports Wizard

Step 1 of 2: Specify Search scope
Select the desired recipientz for which the report haz to be generated. Select Entire organization OF dezired

containers to generate the repart for all recipients in the organization / in a zet of containers in the organization.

Click Browse to browse for containers in the arganization.
() specific mailbox-enabled user(s) only (@ Al mailbox-enabled user(s) in specific containers
Containers to zearch

Search option:
i) Entire Organization

(®) Selected containers in Organization Iflj:l Browse.. 7 Edit Options % Rermive

Container Path Include sub-containers
QU=5P10 Accounts, QU=5F Service Accounts DC=vsslab,DC=local  Falke

Mexst =

U Click Next to proceed to the next step.

Step 3: Specify Search Criteria

Built-in Reports Wizard
Step 2 of 2: Specify Search Criteria

Specify a suitable zearch criteria to generate the report for a set of recipients or Exchange objects that matches it.

Click Edit Criteria to conzstruct the complex search criteria.

Criteria:

Cancel

=
=5

Edit Criteria

< Back Finizh

This step allows you to apply report criteria by specifying conditions to restrict the objects

for report data collection.

Cancel
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1) To set a criteria for the report, click Edit Criteria.

2) The Report Criteria window shows up on screen. Select a field, an operator,
specify a value for the condition. Click Add to Filter button to add the filter condition.

The Report Criteria window will be displayed as shown below:

' Report Criteria

Tofilker by field values, vou may zelect a field and an operator from the cormezponding drop-down
liztz, and then specify a walue. Click Add ta filker ta add the Ffilker candition.

Field Operator W alue
[t ember Of] W= W

AMD ta Filter 0F ta Filker
(1) 181 ¥% 1% IS

Firzt Mame] = 'Caine’

tember 0f] = 'Becipient Management’

] Cancel

3) Click OK to apply the criteria to the report.

4) The applied report criteria would be displayed a s shown below:

Built-in Reports Wizard
Step 2 of 2: Specify Search Criteria

Specily a suitable search criteria to generate the report for a et of recipients or Exchange objects that matches it. H%n{;

Click Edit Criteria to construct the complex search criteria.

Criteria: | [First Name] = 'Caine'
OR [Member OFf] = 'Recipient Management'

< Back Finizh Cancel

and
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Click Finish to generating the report.

Once the data collection process is complete, the report data will be displayed in a report

window as shown below:

Built-in Reports - RD20 - Exchange2010 - [Exchange 2010]

.Refresh |36 Export | 7 Filter | QE mail |F|nd |:|.|

[==]=]

Total number of objects: 1 Displayed 1 of 1 records,

Repart: |Mailb0x Membership | Server: RDZD Group by: | Object Mame W Report View: | Default

umnber of

] ) Member OF Primary group ) _
Mailbo . Membership Member OF E-mail name Primary group E-mail
groups
Caine Michael Q Damnain Admins Darnain Users
Group For Distribution GD@Evysslab, local Domain Users

Hygiene Management

Domain Users

Organization Managerment

Domain Users

Public Folder Management

Domain Users

Recipient Managerment

Daormain Users

Records Managernent

Daormain Users

Yigw-Only Organization Managenenk

Daormain Users

Follow the above mentioned similar steps to run a different report.
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3.1.2 Report Scope options

Report Scopes and their applicable report objects

Version

Report Scope Name

Applicable objects

Exchange Server 2016

Organization (No scope)

Recipients and other objects

Administrative Group

Mailbox Database

Server

Mailbox Database

Exchange Server 2013

Organization (No scope)

Recipients and other objects

Administrative Group

Mailbox Database

Server

Mailbox Database

Exchange Server 2010

Organization (No scope)

Recipients and other objects

Administrative Group

Storage Group
Mailbox Database
Public Folder Database

Server

Storage Group
Mailbox Database
Public Folder Database

Storage Group

Mailbox Store
Public Folder Store

Exchange Server 2007

Organization (No scope)

Recipients and other objects

Administrative Group

Storage Group
Mailbox Database
Public Folder Database

Server

Storage Group
Mailbox Database
Public Folder Database

Storage Group

Mailbox Store
Public Folder Store

Exchange Server 2003

Organization (No scope)

Recipients and other objects

Administrative Group

Policy

Storage Group
Mailbox Store
Public Folder Store
Virtual Server
Connector
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Server

Storage Group
Mailbox Store
Public Folder Store
Virtual Server

Routing Group

Connector

Storage Group

Mailbox Store
Public Folder Store

Report objects and their applicable scopes

Version

Applicable Objects

Report Scope Name

Exchange Server 2016

Recipients and other
objects

Organization (No scope)

Mailbox Database

Administrative Group
Server

Exchange Server 2013

Recipients and other
objects

Organization (No scope)

Mailbox Database

Administrative Group
Server

Exchange Server 2010

Recipients and other
objects

Organization (No scope)

Mailbox Database

Administrative Group
Server

Public Folder Database

Administrative Group
Server

Exchange Server 2007

Recipients and other
objects

Organization (No Scope)

Storage Group

Administrative Group
Server

Mailbox Database

Administrative Group
Server
Storage Group

Public Folder Database

Administrative Group
Server
Storage Group

Exchange Server 2003

Recipients and other objects

Organization (No scope)

Policy

Administrative Group

Storage Group

Administrative Group
Server

Mailbox Store

Administrative Group
Server
Storage Group
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Public Folder Store

Administrative Group
Server
Storage Group

Virtual Server

Administrative Group
Server

Connector

Administrative Group

3.1.3 How to find data in a report?

You can use the find feature in ARKES to search for specific data in a report.

To search for data in a report, just type the characters or words you want to find in the

find edit box available in the report window and click on

Find david l'i’l .

1) ARKES performs a case insensitive search of the specified search criteria in the report.

2) The search criteria should not be enclosed within quotation marks.

3) You can use the "*" wildcard character in the search criteria. The "*" wildcard character

act as a place holder for zero or more characters. However, note that you cannot use

the "?" wildcard character in the search criteria.

For instance, if you want to search for the 'Domain’ in a report, Type Domain, without

guotations, in the edit box, and then ¢ licks on Find Button.

By default, ARKES adds an asterisk as a suffix to the specified search criteria, if no

wildcard character is present in it. In this case, ARKES finds a match in the report for

all fields that have the text Domain followed by zero or

Domain, Domain Controllers, Domain Admins, etc.

more characters, that is,

For all the matches found, ARKES highlights the corresponding columns in the grid,

and scrolls the grid automatically to the first occurrence.

4) ARKES finds additional occurrences 0 f the specified search criteria instantaneously. To

locate other occurrences of the same search criteria in a report you need to scroll the

report grid downwards.
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Built-in Reports - RC90 - First Crganization -

.Refresh |i=6 Export | 7 Filter | @E rmail | Find mE|

Report: |Mailb0x - zeneral Information and Address Details

[Exchange 2013]

[= @ ]==]

Total nurmber of objects: 5 Displayed 5 of 5 records,

| Server: RDS90 Group by | Object Mame % | Report Wiew: |Defa

Mailbo:

. Display Kame Alias Mame Fully qualified d...  First name Initials Last name Description
Aaron M. Cook Aaron M. Cook bulkuser Planet.localfSP2013, Aaron il Cook.
Adriniskrator Adrniniskrator Adminiskrator Plamet.localiUsers/a Built-in accounk For
Draniel Dranigl Daniel Plaret.localfUsers/0 Danigl
Paul 5, Avery Paulstien Paul Planet.localfUsers/F Paulstien
Reandi 1. kumar Feandi 1. kumar randi Planet.local{Exchant Randi bl kumar For Test User
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3.2 Report Views

Report Views comprises of the following information:

U List of tabs and their corresponding fields pertaining to the report
U Field ordering

U Group by fields

U Default group by field

U Show object path

U Default view

Using report view, a custom view can be cr eated with the desired set of fields available
across tabs that are related to a given report. The selected fields can be ordered so that

generated report will be shown in the given field order.

Any field from the list of selected fields can be added to t he list of available group by fields.

A single field from the list of available group by fields can be set as default group by field.
The default group by field will be shown as first column (with the column values merged)

while displaying the report output

It can be accessed from the Report View dropdown in report window.

Report View: |Default '! U= | 2
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3.2.1 Create a Report View

Perform the following steps to create a report view:

1) Inthe Built -inreport output window, select any report view from the Report

Report View! | Defaul: v F | =

View dropdown ( ), based on which a new

report view has to be created.

2) Click New button ( = ). New Report View window will be displayed as shown below:

Mew Report Wiew

Create a new cuskom view based on the current view, You can seleck Shaw Objeck Path in repart checkbos ko show
the full path of the object For which the report information is displayed.

Report Yiew Mame:

Select available figlds From:

General W
Available Fields: Shiow Fields in this order; Avvailable Group By Fields;
Descripkion Chbject Path A 1 Objeck Mame
E-mail Cbject Mame
Initials First name
Office Lask name - i
Phone Murmbers {Others) Email Address
Telephone number Total number of Folders
Web page Total number of items
Weh Page Address (Others) Taotal nurmber of read mails
Total nurmber of unread mails
Total number of appointment
Total nurmber of tasks
Total nurmber of contacts
Falder name b
Cefault Group By: | Object Mame W

[ | show Object Path in report (a4 Cancel

3) In New Report View window, the report view information corresponding to the

selected report view will be loade d.
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4)
5)

6)

7

8)

9)

10)

11)

12)

Specify name of the report view to be created in Report View Name textbox.

Select any of the tabs from 'Select available fields from' dropdown. The list of

fields corresponding to the selected tab will be loaded in 'Available Fields' list box.

Select the desired field in 'Available Fields' list box and click >> button to add it

to the selected field list represented by 'Show fields in this order' list box.

Select the desired field in 'Show fields in this order' list box and click << button

to remove it from the selected field list. The removed field will be added to
'‘Available Fields' list box.

Select the desired field in 'Show fields in this order' list box and ¢ lick and V
buttons to move the field to upper and lower position respectively, and set the

desired field order in report view.

Select the desired field in 'Show fields in this order' list box and click >> button
to add it to the 'Available Group By Field s' list box. The added field will get

automatically added to 'Default Group By' dropdown.

Select the desired field in 'Available Group By Fields' list box and click << button
to remove it from the available group by field list. The removed field will get

automatically removed from 'Default Group By' dropdown.

Select the desired field in 'Default Group By' dropdown, to be set as default group

by field while displaying the report output.

Click 'Show Object Path in report' checkbox to show the object path ( in LDAP

format) as part of report data in the report window.
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Mew Report View

Create a new custom view based on the current view, Yoo can seleck Show Object Pathin report checkbos ko show
the full path of the object For which the report information is displayed.

Report Yiew Mame:

Select available fields Fram:

General W
Available Fields: Shiow Fields in this order: Byvailable Group By Fields:
Descripkion W Faolder Path - 4 Obieck Mame
E-mail Mail Count W
Initials Fram
Office << | |To 1
Phione Murmbers (Others Subiject
Item Size (KEB)
Weh Page Address (Others) Has Attachments

Item Created Date
Itemn Received Date
Item Sent Date =
Itermn Last Madified Mame
Itemn Last Maodified Time
lephone number

£

Cefault Group By: | Object Mame W

[ show Object Path in report Cancel

13) Click OK to save the report view. After the report view is saved successfully, the
report view gets added to the reports view dropdown in the Built -in reports output

window.

14) Click Cancel to abort the report view creation.
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3.2.2 Edit a Report View

Perform the following steps to edit a report view:

1. Inthe Built -in report output window, select any report view from the Report View

dropdown.

2. Click Edit( )button. Edit Report View window will be displayed as shown below:
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Create a new custom view based on the current view, Yoo can seleck Show Object Pathin report checkbos ko show

Edit Report Yiew

the full path of the object For which the report information is displayed.

Report Yiew Mame: Tesk view

Select available fields Fram:

General W

Available Fields: Shova Fields in this order:

Descripkion W Chbject Path

m_ Object Mame

Initials First name

Office << | |Last name

Phone Murmbers (Others) Email &ddress

Telephone number Total number of Folders

Web page Total number of ikems

Web Page Address {Tthers) Total number of read mails
Total number of unread mailz
Total number of appointrment
Taotal nurmber of tasks
Total nurmber of contacts
Folder narne

Cefault Group By: | Object Mame W

[ ] show Cbiject Path in report

Byvailable Group By Fields:

4 Objeck Mame
Objeck Path
First nare
; Last name
Total number of Folders
Tatal nurmber of ikems

Email Address
Total number of appaintrents

FF

£

Total number of read mails

3. In Edit Report View window, the report view information corresponding to the

selected report view will be loaded.

4. During Edit operation,

5. Select

fields corresponding to the selected tab will

6. Select

a. For Built -in Report, Report View Name and any other settings cannot be

modified. Only 'Show Object Path in report'

value alone can be modified.

b. For Custom Report, Report View Name alone cannot be modified. All other

settings can be modified.

any of the tabs from 'Select available fields from' dropdown. The list of

be loaded in 'Available Fields' list box.

the desired field in 'Available Fields' list box and click >> button to add it

to the selected field list represented by 'Show fields in this order’ list box.

7. Select the desired field in 'Show fields in th

is order' list box and click << button to

remove it from the selected field list. The removed field will be added to 'Available

Fields' list box

8. Select

buttons to move the field t

desired field order in report view.

the desired field in 'Show fields in this order' list box and click * and V

0 upper ad lower position respectively, and set the
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9. Select the desired field in 'Show fields in this order' list box and click >> button to
add it to the 'Available Group By Fields' list box. The added field will get
automatically added to 'Default Group By' dropdown.

10. Select the desired field in 'Available Group By Fields' list box and click << button
to remove it from the available group by field list. The removed field will get
automatically removed from 'Default Grou p By' dropdown.

11. Select the desired field in 'Default Group By' dropdown, to be set as default group
by field while displaying the report output.

12. Click 'Show Object Path in report' checkbox to show the object path (in LDAP

format) as part of report data i n the report window.

Edit Report Yiew

Create a new custom view based on the current view, Yoo can seleck Show Object Pathin report checkbos ko show
the full path of the object For which the report information is displayed.

Repart Yiew Mame: Tesk view

Select available fields froms:

General W
Available Fields: Shaw Figlds in this arder: Bevailable Group By Figlds:
Cescription - Cbject Path Al ¢ Object Mame
_ Ohject Name Object Path
Initials First name Firsk name
Office << | |Last name 1 Last name
Phone Murmbers (Others) Email Address Total number of Folders
Telephone number Total number of Folders Total number of items
Web page Total number of ikems Total number of read mails
Wb Page Address (Others) Total number of read mails Email Address
Total number of unread mails Total number of appointments
Total number of appointrment =

Total number of tasks
Taotal nurmber of contacks
Folder name i

L

Cefault Group By: | Object Name W

[ show Object Path in report Cancel

13. Click OK to save the report view. After the report view is saved successfully, the
report view gets added to the reports view dropdown in the Built -in reports output

window.

14. Click Cancel to abort the report view edit operation.
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3.2.3 Delete a Report View

Perform the following steps to delete a report view:

1. Inthe Built -inreport output window, select any report view from the Report View

dropdown.
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2. The default view for the given report cannot be deleted. i.e. If the selected view is

default view for the given report id, then the view cannot be deleted.

3. Click Delete ( )button.

4. An alert message asking for confirmation to delete the report view will be displayed

as shown below:

Delete Report Wiew

o Srewou sure you want to delete the custor wiew Testwiewn' 7

Yes Mo

5. Click Yesto deleteth e selected report view.

6. Click No to abort the delete process of the selected report view.

3.3 How to view Connection Status?

Click on hyperlink in Add Server or Edit Server dialog in Server Configuration Settings
while connecting to a  server, to verify the connection process for the specified Exchange

Server or Directory Server.
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Connection Status

Connection status for Exchange Server
Connecting to 'R0 Y6 orbit local' ...

Creating rungpace in 'R0 7EE. orbit local' ..
Opening runzpace in ‘B0 FEE. arbit lacal' ..
Idnable to connect to 'RD7EE. arbit. local
The netwaork, path was naot found.

kake sure the zerver name iz walid.

The connection status shows how the connection to Exchange Server and Directory Server

is made and displays the step by step update of the connection process while the

application connects to both Exchange Server and Directory Server.

The connection status can be copied using Copy button. This helps you to copy the

entire Connection status to the clipboard.

The connection status can be sent via email to Vyapin Su Send Report

pport by using

button, if you face any difficulty in connecting to the Exchange Server / Directory Server.
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5 Specify SMTP Server name, From Address, To address, Subject and Body of the e-mail message.
3

SMTP Server:

From:

Send

Subjeck;

[ ] attach Lag File:

E-mail Report

RO20

James

|5up|:u:urt@wapin.cnm

Connection skatus in ARKES

i UsersiPubliciDocuments ARKES 7. xLogl ARKESErrarLog, bxk

Direcktory User name:

Connection Skatus:

Direckory Server narne:

RD76
orbithsam

Connecting to 'RO7E6,orbit,local' ..
(_reating runspace in 'RO766.orbit.local' ..
Dpening runspace in 'RO7E6, orbit local' ...
IUnable to connect ko 'RO7EE. orbit.lacal
The network path was not Found,

Make sure the server name is valid,
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3.4 How to Export data?

The Export feature helps the user to export report data generated by ARKES to a file
using various formats namely HTML/MDB/CSV/PDF/XLS/TIFF.

i
Click on button in the report window or select Export option under File menu

to export report data to a file in the desired format.

Export

Select the export path, format and file name far the report to be

exported.
SRRV serst PublichDocuments SRKES 7.#4E xport
File Format: | HTML W

File Mame: | Read Mail ltem Report

E xport to time-stamped sub-folder

Mote: This evaluation verzion exports only 100 records.

Cancel

Specify a file hame to export report data to or acc ept the default file name. Specify the
export path and select a desired file format. The path refers to the destination location

where the output file generated should be stored. It can be given using the Browse button.

By default, the report will be expo rted to a time -stamped sub -folder in the format
'YYYYMM-DD HH.MM.SS' under the specified export path. This will be useful to avoid

overwriting of existing files, if any, in the specified export path.

In MDB file format, the information is stored as tables in databases. For each report, a
new database will be generated with a table for holding the report data for the domain.
The database name and the table name will be the name of the report, by default or the

given name, if specified.

In CSV file format, the information is stored as comma separated values. For each report,

a CSV file will be generated. The name of the CSV file will be the name of the report.

In HTML, PDF, XLS and TIFF file formats; the information is stored in html, Pd f, xIs and
tiff files respectively. For each report, a file corresponding to the selected file format will

be generated. The name of the file will be the name of the report.
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3.5 How to Refresh Data?

Refresh the current report data to view the latest i nformation from the Directory Server.
Click Refresh | putton in the toolbar available in the report window or press F5 to

refresh report data. The existing data will be cleared and latest data will be loaded in the

report window.
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3.6 How to Email data?

ARKES provides the optionto e -mail the reports generated using Built -in Reports.

Click button in the toolbar to e -mail thereporttoe  -mail recipients. E  -mail dialog

will be displayed as shown below:

E-mail Report

5 Specify SMTP Server name, From Address, To address, Subject, Body of the e-mail message, attachment
-

format and option ko attach the repork as zip file Format,

SMTP Server:  RD45

From: | Joshwa

-" | G To.. !David 5. Robinsan £3

Send
Subject: | Mail Ikem Summary

Attachment Format: |HTML v | [+] Compress the attachment

Check

Please find the attached report generated by ARKES

Feqards,
Joswa P,

For e -mailing reports, ARKES requires SMTP Server , From E -mail Address, To E -mail

Addresses (recipients separated by semicolon) and the report attachment format.

Specify SMTP server name, from Address, To address, mail subject, mail content,

attachment fo rmat and option to compress the attachment.

=1
Send
Click

button to send the report by e -mail to the selected recipients.
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Check names

ARKES provides check name feature to check the existence of corresponding mail -

&
enabled recipient object in Active D irectory. To check name,  click "% putton. If the
entered name matches with a mail object in the Active directory / its trusted domain,
name entered in From address textbox will be replaced by the corresponding active
directory recipient object. If there is more than one match, a dialog which contains

matching Active Directory recipients will appear as shown below. You can select one or

more recipient and click OK.

8 Check Mames

Admin Repart it for Exchange Server Founds more than one 'a"

Do pow want b

4
() Delete thiz Recipients from the list
(@ Change to Cancel
?J adminusger [adminuser @yezlab. local] Iill Properties...
_JJ Alec Frings. E[aleci®tvazlab. local]
_1_, Billy F. Doctrove[andrewizyezzlab local]
U To get more information about the listed recipients under Change to , select the

name , and then click IM
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4 Alec Frings. E

Details
First Mame: Alec Initials: Frings
Last Mame: E

Display Name: Alec Frings. E

Title: Department:
Company:

Alias: alec Mobile number:
E-mail: alec@wsslab, local

Webpage:

Cancel

If there is no match for the name entered by the user in Active Directory, a dialog will

appear as shown below:

e/ Check Names

Admin Repart Kit for Exchange Server Founds more thah one *'a

Do pou want bo:

. 1]
i) Delete this Fecipients frarm the izt
(®) Change to Cancel
_JJ adminuzer] [adminuser] @yezlab. local] |il| Properties...

_1_, Alec Frings. E[aleciz®tvazlab. local]
_1_, Billy F. Doctrove[andrewiEyzzlab local]

Select Delete option in the above dialog to remove the recipient name from To
text box. Click Cancel button to close this dialog and the unresolved recipient(s) will appear

in red color.

address
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Address Book

ARKES provides Address Book feature to search for any mail enabled recipient object

(say, person, distribution list, contact, public folder) you want to send a message to.

Click [%| button and then use the Find Names dialog box to search for the recipient
object you want to send a message to. (Note that you can't use the Find Names  dialog

box to search for distribution lists in your Contacts folder.) Select the object's name in the

list and then click  Add recipient to...To.

Find Mames
Find Mames in: | Al Global Address List v
Dizplay Mame | d
Lazt Mame First name
Title Blias
Campaty Departrment
Office Lty
M ame FPhone Alias Office Job Title Compary
Dave R. zmith 14 Dave 045552255 [ WIS
_1_, Cennis Richerd Dennis
_1_, DiscovenSear... Discovens...
£ >
&dd recipient to... To Froperties. .. Cloge

U To get more information about one of the names in the list, such as department or

phone number, select the name, and then click
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3.7 How to use Filter?

ARKES can filter the report data based on a filter condition. The Filter criteria can be
specified based on columns in the report to match certain values of the data.

You can apply a report filter condition by following the steps given below:

1) Click Filter button in the toolbar available in the report window or press

F3 to launch Filter window . Filter window will be displayed as shown below:

N Filter Criteria

Select the figlds and the corresponding values to be filkered in the report
Ohbjeck: Crganizakion

Field Cperator Yalue
Object Mame W= w | |RD7E W
'fudd' to Filker
C 1) & kX

Cancel

In the Filter window, select any column from the Field dropdown.

2) In the Filter window, select any column from the Field dropdown.

3) Select any operator from the Operator dropdown.

4) Select any value from the Value dropdown.

5) Click Add to Filter button to add condition to the Filter list.

6) The Add to Filter will change to AND to Filter. The OR to Filter button will be
enabled. The selected condition will be set as a filter and displayed (as shown

belo w).
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N Filter Criteria

Select the figlds and the corresponding values to be filkered in the report

Ohbjeck: Crganizakion

Field Cperator Yalue
Permissions W |= w | |Full control
'YAMND' ko Filker | '"OR' to Filker
1) & kX
[Dwner] = "ORBIT\Enterprise Admins'
AMD [Permissions] = 'Full contral'
Clear Filker (0] 4 Cancel

7) Use 'AND to Filter' and 'OR to Filter' , parenthesis (, ) etc., to build an enhanced

filter condition as shown in the above figure

8) Click OK to apply the given filter settings and generate the filtered report output.

9) Click Cancel toabortth e filter action.

10) The various operators available in ARKES are given below:

Operator Applicable Data Description Example
types
= String, Numeric, Value of Column [Display Name]
Boolean, Date name ma_tchmg = 'Administrator’
exactly with the
specified value data
<> String, Numeric, Value of Column [Display Name]
Boolean, Date name not. matching <> 'Administrator'
exactly with the
specified value data
> Numeric, Date Value of Column [Incoming message
name greater than size (KB)] > 1024
the specified value
data
>= Numeric, Date Value of Column [Outgoing message
name greater than or size (KB)] >= 1024
equal to the specified
value data
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< Numeric, Date Value of Column [Issue warning at
name Ies's.er than to (KB)] < 5000
the specified value
data
<= Numeric, Date Value of Column [Prohibit send at
name lesser than-(.)r (KB)] <= 3000
equal to the specified
value data
Starts String Value of Column Member of] starts
With name starts with the with 'Admin’
specified value data
Ends With String Value of Column [Member of] ends
name ends with the with 'Admins'
specified value data
Doesn't String Value of Column [Member of] does
start with name does n ot start not start with
with the specified ‘Domain’
value data
Doesn't String Value of Column [Member of] does
End with name does not end not end with
with the specified ‘Admins'
value data
Contains String Value of Column [Member of]
name contains contains ‘A’
specified value data
Doesnd{ String Value of Column [Member of] does
contains name does not not contains A’
contains specified
value data
Is Null String, Numeric, Value of Column [Alias Name] Is
Boolean, Date Name is Null Null
Is Not Null String, Numeric, Value of Column [Alias Name] Is not

Boolean, Date

Name is not Null

Null
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The various operations that can be performed in the Filter window are given below:

Operation Description

Add to Filter Click Add to Filter button to add a condition to filter list, if the
filter list is empty.

AND to Filter Click AND to Filter button to add a condition with logical ‘AND'
operator to filter list.

OR to Filter Click OR to Filter button to add a condition with logical 'OR’
operator to filter list.

Insert '(' Select any condition in the filter list and click € button to
insert an open parenthesis at the start of the condition.

Insert )’ Select any condition in the filter listand  Click ) button to
insert a close parenthesis at the end of the condition.

Delete (' Select any condition in the filter list and click & button to
delete an existing open parenthesis in the selected condition.

Delete ) Selec t any condition in the filter list and Click ¥ button to
insert a existing close parenthesis in the selected condition.

Delet_e_ Select any condition in the filter list and Click #< button to

Condition delete the selected condition.

Delete Al Click |2 Fiter | 1yytton to delete all the conditions in the
filter list.
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3.8 Task Status

The Task Status  feature helps the user to view the list of history instances for the

specified time period for all tasks. To view and manage task status:

Click either, Tools >Task Status, from the main menu, or Click, Task Status | from the

Power Reports Actions Pane.

The Task Status dialog appears as shown below:

Task Status
Thiz dialog shows the list of histary instances for the specified time period faor all tasks. You can remove a particular ¥
or all tagk. histony instance(z). Enter a walid number of daps for which task history instances have to be shown, %ﬂ

Showy task status for last 7 days only, | Refresh EViEW Log % Remove (S Rernowve All

Tazk Mame Start Time End Time Time Elapzed Remarks
b ail Size A9/201511:55:00 A | 11/9/20015 11:55:20 AWM 00:00: 20 Finished
b il Size 11/9/2015 11:55: 38 AW | 11,/9/201511:55:58 AM | 00:00:20 Finizhed
Mail Size 11/9/2015 11:56:06 &M | 11/9/2001511:56:25 AM | 00:00:15 Finished

Cloze

You can perform the following actions in the Task Status dialog:

a) Show status for last <n> days only: Upon clicking Enter button, displays task
history entries of all tasks that were run within the specified number of days.

b) Refresh: Reloads the task history entries and updates the newly run tasks (if any).
c) Activity Log View: Displays the task activitiesf  or the selected history instance.

d) Remove: Removes the currently selected task history entry and its associated log
folders and files.

e) Remove all: Removes all task history entries and their associated log folders and
files that are currently displayed.

f) Help:  Shows help file for Task Status.
g) Click Close button to close this window.
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3.1.3 How to use report scope options?

Report scope options defined the data range for various objects in Exchange Server. The
various report scopes are Administrative Group, Server, Routing Group and Storage

Group.

The list of report scopes will load in the Report Scope dropdown. Based on the selected

report scope, default and saved scope settings will load in the Scope Settings dropdown.

The default scope will be denoted as 'None'. The default scope can be modified (when
selecting a subset of objects or changing the user credential for any o bject) and stored in
a different name. Based on the selected report scope settings, the list of objects

corresponding to the selected scope settings will load in the objects grid.

The user actions related to scope settings are given below:

Refresh List

By default, the list of objects available during connection to Directory Server will be
loaded in the object grid. If any new object is added in the Exchange hierarchy after
connecting to the Directory Server, the object will not be listed in the grid. To load the

latest set of objects from the Directory Server in the grid, Click 'Refresh List' button

Add Object

1) By default, default scope setting (‘'None') and the user name provided for the
Directory Server in the Connection Manager will be used for binding to the listed
objects in the grid. For the selected report scope, any object that is not loaded in

the object grid can be added by clicking the Add Object button.
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Upon clicking Add Object button, Add Object window will be displayed as shown below:

Specify credential to enumerate the objects corresponding to the report
scope in the connected server's Exchange Organization.

Report Scope: Administrative Group
User Name:  pathfinder\bharath

Password: ssssessene Find Object

=) % pathfinderorg

B8 ] Administrative Groups

2) Specify user name and password to retrieve objects in Exchange Organization of

the connected Directory Server corresponding to the report scope.

3) Click Find Object to enumerate objects and build the Exchange Hierarchy.

4) Expand the desired node and select the desired objects.
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Specify credential to enumerate the objects corresponding to the report
scope in the connected server's Exchange Organization.

Report Scope: Administrative Group
User Name:  pathfinder\bharath

Password: SESREBRRES Find Object

V¥ First Administrative Group

fie

5) Click OK to add objects to the object grid. The list of selected objects and the

specified user name will be added to the object grid.

6) Click Cancel to abort the add object operation.

Change User

1) You can specify a different user credential, other than the connected user, to

connect to an Exchange object in the Directory Server.

2) Click ' Change User' button to specify different user name and password. The

‘Change User' window will be d isplayed as shown below:

"Change User for 'First Administrative Group'

Specify the user for the current object and apply credential

Current User:  pathfinder\bharath

User Name: |

Password:

[] Apply same credential to all objects
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3) Specify different user name and password.
4) To apply the given credential to all objects in the grid, select Apply same credential

to all objects checkbox.

Change User for 'First Adminis

Specify the user for the current object and apply credential

Current User:  pathfinder\Joswa

User Name: pathfinder\administrator

Password: ssssesene

Apply same credential to all objects

5) Click OK to save changes. Click Cancel to abort the change user process.

Set Password

1) Click Set Password button to set the password for the binding user of the objects

in the grid.

2) By default, for default scope setting ('None'), the user name provided for the
Directory Server in the Connection Manager will be used for binding to the listed

objects in the grid. In this case, Set Password button will be disabled.

i Set password for the given user account to connect I
TN to the selected object

'First Administrative Group'
User Name: pathfinder\administrator

Password: oy

Lok ][ concel |

3) For custom scope setting, the stored objects and the corresponding binding user
will be loaded in the object grid. If the binding user for any object is different from
the user in the Connection Manager, the Set Password will be enabled and the cell
corresponding to the selected object under the password column will be highlighted

in red .

Save Settings
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Report scope settings - list of objects and their corresponding user credentials, can

be customized and stored under a different for re -use. The newly created scope

setting can be seen in the Scope Settings dropdown.

Save Scope Setting

Specify scope setting name to save the selected
objects in the given report scope.

Sample Test

Delete

1) You can delete the saved scope settings.
NOTE : You cannot delete default scope setting denoted by 'None'.

2) An alert message asking for a confirmation to delete the scope will be displayed as

shown below:

Delete Scope Settin .

:) Are you sure you want to delete the custem scope 'Sample Test' ?

e [

3) Click Yes to delete the selected scope.

4) Click No to abort the delete process of the selected scope.
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3.3 Power Reports

ARKES provides a periodic bulk report generation tool called Power Reports. Power
Reports tool allows the user to select multiple Built -in and Custom reports to be run for
several Exchange objects (namely, Policy, Protocol Connector, Mailbox Store, Public Folder

Store, Mailboxes, Distribution Groups, Contact s and Public Folders), with powerful report
scope options and finally run the reports at scheduled intervals. The Power Reports tool

has the ability to export and e -mail the generated reports.

ARKES Power Reports Wizard will help you create and store the settings for a task in the
Power Reports Task Manager. The scheduled task will take the schedule settings (Schedule
Type, Run As parameter) provided using the wizard. The task will not run unless a valid

password is specified for the Run As parameter.

Please note the following information prior to using the Power Reports Wizard:

a) Scheduled reports will be created as a "task" in Windows Task Scheduler.

b) The scheduled job will generate and export /e -mail the reports in different file

formats (HTML, CSV, XL S) to the desired folder path/mail recipient.

c) By default, for each task, a sub -folder with the task name will be created under the
specified export path. All selected reports will be exported to a time -stamped sub -
folder, in the format "yyyy -mm -dd hh.mm. ss", under the task name folder.

Therefore, the full folder path for all the exported reports refers to the following

directory: <Export path><Task name><Time stamp>.

d) A separate file will be created for each report in the specified file format. For

exampl e, in the HTML file format, each report will be created as an .html file.
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Task List

Task Details

Power Reports Manager

Actions

- Scheduled Tasks
{5 Mailbox Report
@ Administrator Repart

Task Mame Status

€

(D administ... Mot Sched...

Triggers

Ak 3:54 PM every Man, Th...

Created On

11/7{2015 6:19:24 PM

Modified On

Task Actions

1/7(2015 6:19:2¢| 5 New Task

E Edit Task
Copy Task
&) Delete Task.
I Run now

= Stop
Fefresh

@ Properties

Task History

il Cleanup History

Start Time:

11{7}2015 3:55:18 PM

End Time

1172015 3:56:22 PM

Time Elapsed

Remarks

@ Task Status

Task History Actions

11/7/2015 3:56:57 PM

11/7(2015 3:58:06 Pr1

Fiefresh Histary

) View Reports
%E Wiew Activity Log
x Remawe Histary

Help

V}X|E[I
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3.3.1 Create Task

& New Task
. . Built-in Reports... |I
To launch Power Reports Task Wizard, click Create New Task
wizard.
Step 1: Server and Report Selection
%% Create New Task
Step 1 of 6: Server & Report Selection .
Select a Exchange Serverto generate reports and select the reports available under different report cateqories. 'ii‘:'
Server Name: | RD76.orbit local ]
- [+ Mail Ttem Reports Description:

----- [] Mail Ttem Summary

----- [] Mail Item Details

----- Read Mail Item Report

----- Unread Mail Item Report

----- Deleted Mail Item Report

-----
----- [] Mormal Importance Mail Item Report
----- |:| Low Importance Mail Item Report

..... [] Junk Mail Item Report

[] Select All

Meadt

List of High Importance Mail
Items.

Fields:

CObject Path ~
Object Mame

First name

Last name

Email Address

Folder Name

Folder Path ]

Cancel

1 Click'..." button to select a server from the Server Configuration Settings. Select the desired
Exchange version to view the list of available reports for the selected Exchange version.
1 Select the report(s) using the checkboxes to the left of the reports. You may select any

number of reports to run in a single task.

9 Click Next to proceed to the next step. You may click Back button anytime to come back to

the previous step.
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Step 2: Report Fields Selection

e Create New Task

Step 2 of 6: Report Fields Selection
Select a Report View that containg the list of fields to be displayed in the report. You can create a new view or E
modify an existing view by using Add/Edit view... menu. The menu appears when you click Default ar the

selected view against ary row under Report Views caolumn.

Report Names Report Views
b Default
Defautt

Unread Mail kem Report

Defautt
Defautt

Deleted Mail kem Report
High Importance Mail ktem Report

<Back || MNet> |  Frsn

i Click Default under Report Views column for any given row (report) to select a

view for the corresponding report.
1 Click "Add/Edit view..." to Create aview or Editaview forthe selected report.

%% Create New Task “

Step 2 of 6: Report Fields Selection
Select a Report View that containg the list of fields to be displayed in the report. You can create a new view or E
modify an existing view by using Add/Edit view... menu. The menu appears when you click Default ar the

selected view against ary row under Report Views caolumn.

Report Views

Mail ftem View

| Report Names
Read Mail kem Report
Unread Mail kem Report
Deleted Mail tem Report Add/Edit view...
High Importance Mail ktem Report
Default

Unread tem View

Deletd ltem View

<Back || MNext> Finish
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Select a view from the list of views that you have created already.

Click Next to proceed to the next step.

To delete a view, click Built ~ -in Reports, select the corresponding report and
generate it. You can then del ete a view for that report by using the steps stated
in Delete a Report View section.

= = =

Step 3 : Search Scope & Criteria

% Create New Task

Step 3 of 6: Search Scope & Criteria
Specify the search scope and search criteria for each report by clicking the respective hyperinks. -@

Report Name Search Scope Search Criteria

Read Mail [tem R t

Unread Mail Item Report Change Add

Deleted Mail Item Report Chanaoe Add

£ |

High Importance Mail Item Report Change

<Back || Net> Finish

Specify Search Scope:

Click Change link label to specify search scope for the selected reports.

Select Specific mailbox-enabled user(s) only option to generate the report for selective
mailbox(s).

i Click Add... button to select mailbox(s) from Directory server. In Recipient picker dialog,
select the desired mailbox(s) and click OK.

= =4
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Search Scope Settings

Select the desired recipients far which the repart haz to be generated. Select Entire arganization OF —
dezired containers to generate the repart for all recipients in the arganization 4 in a set of containers in the =
organization. Click Browse to browse for containers in the domain,

Search Scope: (@) Specific mailbox-enabled user(s) only () All mailbox-enabled user(s) in specific containers
B Add. &
2 . Sam Waorthington zam@orhit. local CH=5am “warthington OU=E schange 2016 |
J. DizcoverySearchMailbox... DizcovenySearchialboxD...  CH=DiscoverySearchM ailbox {09198.405-4
J. Tyler Durden Tyleri@orbit local CH=Tyler Durden, OU=Exchange 2016 Uzer:
J. Colter Stevens Colter5tevens@orbit. local CH=Calter Stevens, OU=Exchange 2016 Lz
< >
Apply Tao k. Cancel
U Select All mailbox -enabled user(s) in specific containers option to generate

report for the entire Organization (or) select Organizational Units/Containers in the

Organization.
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Search Scope Settings

Select the desired recipients for which the repart has to be generated. Select Entire arganization OF
desired containers to generate the report far all recipients in the organization £ in a set of containers in the
organization. Click Browse to brovese for containers in the domain.

Search Scope: () Specific mailbox-enabled user(s) only (@) All mailbox-enabled user(s) in specific containers

Search ophon:

() Entire Organization

(@) Selected containers in Organization EE:I Eromyse 2 Edit Options % Remove

Container Path Include Sub-Containers
Apply To )4 Cancel

¥ Select Entire Organization option to generate report for the entire Organization.

¥ In order to select specific containers, select Selected Containers in Organization option and
then click Browse to select containers in the domain. The container browser dialog will be
displayed as shown below:

Exchange Server 2016

Select an 0L aor a container.

| Builtin P

] Computers

; Configuration

| Damain Controllers

| Exchange 2016 Users
iz Mail Users

+- | FaoreignSecurityPrincipals

+-{ | LostAndFound

+ | Managed Service Accounts

D

-

2| Microzoft Exchange Securty Groups
£ | Microzoft Exchange Systern Dbjects
----- | NTDS Quotas

k. Cancel

1 Select the desired container and click OK. Note that only one container may be selected at a
time. To select another container, click Browse... again.
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1 ARKES defaults to scanning base container only. If you want to scan all the sub-containers
under a given container click Edit Options. The Container Options dialog will be displayed as
shown below:

L& Container Options
Container Path: | DU =M ail Users OU=E xchange 2015 A
I1gerg, D C=orbit D C=local
W
[ Include sub-containers
ak. | | Cancel

¥ Click OK to apply the selected search scope to the current report. Click Apply To to apply the
selected search scope to the rest of the selected reports.

e Create New Task

Step 3 of 6: Search Scope & Criteria
Specify the search scope and search criteria for each report by clicking the respective hyperinks.

Report Name Search Scope Search Criteria
Read Mail [tem Report
Unread Mail Item Report
Deleted Mail Item Report
High Importance Mail Ttem Report

<Back || Net> Finish

Specify Search Criteria:

1 Click Add link label in the above screen to specify search criteria for the selected report as
shown below.
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e Report Criteria

To filter by field values, you may zelect a field and an operator from the coresponding drop-down
lists, and then specify a value. Click Add to filker to add the filter condition.

Field Operatar Walle

| [Exchange Home Server] W | | = b | | |

| ANDtoFiter | = ORtoFiter |

A T

E wchahge Home Servser] = 'BO45'

| aF. | | Cancel

¥ Click OK to apply the specified search criteria to the current report.

% Create New Task

Step 3 of 6: Search Scope & Criteria
Specify the search scope and search criteria for each report by clicking the respective hyperdinks.

Report Name Search Scope Search Crteria
Read Mail [tem Report
Unread Mail Item Repart
Deleted Mail Item Report
High Importance Mail Ttem Report

| <Back || Net> Finish

W Click Next to proceed to the next step.

Step 4 : Delivery Options
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o) Create New Task

Step 4 of 6: Delivery Options
Select the report delivery aptions - You can BExport and E-mail the reports using the options below . (5]

Mote: This evaluation version exports / e-mails only the first 100 reconds.
Export
Bxport Path @ | C4\Users\Publict Documents' ARKES 7x\Export

Export Format: @ HTML () CSV () X¥LSX () SQL

Export to time-stamped sub-folder 'ﬂ

[] E-mail
15""\.
HTML
< Back Mead > Cancel
1 Select Export or E-mail options as necessary.
1 Use Browse button to change the export path.
1 The export path refers to the destination folder where the report output file generated should

be stored. By default, for each task, a sub-folder with the task name will be created under the
specified export path. All selected reports will be exported to a time-stamped folder, in the
format "yyyy-mm-dd hh.mm.ss", under the task name folder. If you want to export to the task
name sub-folder in the specified folder (without time stamp folder) instead, then click to clear
"Export to time-stamped sub-folder" option.

Note: Clearing the "Export to time-stamped sub-folder" option will not create time-stamp
folder and overwrite existing files, if any, in the specified export path.

1 Click Additional E-mail Settings button to specify optional e-mail settings as shown below.
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Additional E-mail Settings

s Toucan customize the SMTP server, From & To address,
Subject and body of the e-mal mezzage.

SMTP 2erver:  ppzo

From: |Richard R.

To:  |David P,

Subject:  |Report generated by ARK For Exchange Server{ ARt

Please Find the attached report generated by ARKES,

Cancel

Step 5 : Schedule Settings

) Create New Task
Step 5 of 6: Schedule Settings
Enter a unique task name and specify its schedule settings. IZ:i-:ZI
Task Name Administrator Report

Spedfy an account that has sufficent privieges to retrieve report information from the selected Domain.

Run As:  [VSSLAB\adminuser2 Set Password
Schedule Task: | Weekly w | Start time: |03:54 PM = Advanced
Schedule Task Weekly
Every 1 e week(s) on: Mon [ ] Sat
' |:| Tue Sun
Wed
[] Thu
Fri

JL At03:54 PM every Mon, Wed, Fri, Sun of every week, starting 7/4/2016

< Back Meag = Cancel

1 Enter a unique name for the task.
1 Change the Run as parameter, if necessary and set the password for the specified user.
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1 Change the task schedule settings as required. Click Next to proceed to the next step.

Step: 6 : Summary

0

Step 6 of 6 Summary

Click Finizh to save the task details.

Create New Task

Task Mame:  Administrator Report

Run As:

VSSLAB\adminuser2

Report Type: Built-in Report

Schedule:

At03:54 PM every Mon, Wed, Fri, Sun of every week, starting 7/4/2016

>

Report Name
Read Mail [tem
Report
Unread Mail Item

Server Name

Bxport As

HTML

Export Folder

C:\Users\Public\Documents\ARKES
wportiAdministrator Report

C:\Users'\Public\Documents\ARKES

E-mail

Report 7.x'ExportiAdministrator Report
Deleted Mail Item ROTE HTML C:‘l,Users‘lPublic‘ppmments\,ﬁ.RKES
Report 7.x\ExportiAdministrator Report
Hig_h Importance D76 HTML C:‘I,IJsers‘lPublic‘pgmments\,ﬁ.RKES
Mail Item Report 7.x'ExportiAdministrator Report

=a =4 =9

This step displays the summary information of the task.
Click Finish to save the task details.

The task will be added to Power Reports Task Manager and will be displayed as shown
below: A new task will also be added in the Windows Task Scheduler folder.
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Task List

Task Details

Power Reports Manager

Actions

=1 Scheduled Tasks
@ Mailbox Report
{5 Administrator Report

Task Mame Status
@Adm\nist. . Ready

<

Triggers Created On
Ab 3:54 PM every Mon, Th..,  11/7/2015 6:19:24 PM

Modified On

Task Actions

11/712015 6:12:24 P @New Tazk

Edit Task
Copy Task
Delete Task
I Run now

m Stop
Refresh

@ Properties

Task History

a Cleanup Histary

Start Time

11{7/2015 3:55:18 PM

End Time Time Elapsed Remarks

1172015 3:56:22 PM

@ Task Status

Task Histary Actions

11{7/2015 3:56:57 PM

11/7/2015 3:58:06 PM

Refresh History

[E] Wiew Reports

Q Wiew Activity Log
x Fiemove History

HE|D

va@
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3.3.2 Edit Task

1)

2)
3)

4)

Select atask in the Power Reports Task Manager.

. P Edit Task o .
Click "1 putton option in Task Actions pane.

Perform the steps 1 through 5 as in Create Task . While proceeding through the
steps, you may add a new report, delete a report, edit report scope/criteria

settings, change the export path, e -mail address, change the schedule settings,

etc.,

The new settings will be used when the task runs the next time.
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3.3.3 Copy Task

You can copy an existing task in the Power Reports Task Manager to create a new task

with the same properties. You may then edit the properties of the newly created task.
To Copy a task from the existing task list:

1) Select ataskto be copied inthe Power Reports Task Manager.

2) Click D Copy Task option in the Task Actions pane.

3) The Copy Task window will be displayed as shown below:

Copy Task

Specify a bask name to copy an existing task to a new task, This
= action will copy reports, report search scope and criceria settings,
delivery options and task settings of an existing task.

Task Mame: \Mailbax Repart

JAVE 351 Mailbox Report 1
Run as: WO AGERYadminuserl
Passwc‘rd: L1112 1123 ]]]

Copy Task Close

4) Enter a new task name, and specify the Run As account and password for the user

context.

5) Click Copy Task.
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The newly created task will be added to the Power Reports Task Manager.

Task List

Power Reports Manager

Task Details Actions

E"E% Scheduled Tasks

@ Administrator Repart
@ Mailbox Report
@ Mailbox Report 1

Task Mame Status Triggers Created On Modified On Task Actions
@Mallhnx ... Mobyetrum o Ab4:11 PMewery day, sta...  11/7/2015 4:07:13 PM 11/7/2015 ¢:07:13 P! @New Task

Edit Task
|D Copy Task

{5 Dielete Task
I Run now

= Stop
Refresh

g ] 3| B Poeres
Task Histary aEIeanup Histary

Start Time End Time Time Elapsed Remarks @ Tasck Status

Task Histary Actions
Refresh Histom
5 View Reports
Wigw Activity Log
4 Remave History

Help
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3.3.4 Delete Task

1) Select ataskinthe Power Reports Task Manager.

@ Delete Task

2) Click option in Task Actions pane.

3) In the Delete Task message box, click Yes to delete the task from the task list in

Power Reports Task Manager, click No to abort the deletion process.

Delete Task

o Do ywouwant to delete the task 'Mailbox Report’ from the task manager?

Yes Mo
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3.3.5 Task Properties

A task's properties can be viewed to find out information such as the task's name, status,

triggers, selected reports, scope setting (if applicable), export, e -mail & Created On,

Modified On and other report settings.

The task propertie s are displayed in  the top -center pane in the Power Reports Task

Manager.
To view all properties for a task:

1) Select ataskin the left pane to view its report settings

2) Click 4] Propetties )\ 1t10n  in the Task Actions pane. The  Task Properties  dialog box

will appear.

3) Inthe Task Properties dialog box, the task's properties can be found Server &
Reports, Schedule Settings, Report Scope, Report Views, Report Criteria
and Delivery Options tabs. Click a tab to view the respective properties.

215



Properties of "Administrator Reports’

;F Administrator Reports

Report Scope I Repaort Criteria | Report Yiews

Server & Reports | Delivery COptions | Schedule Settings

Task Mame: |p.dminisn-ator Reports REPOFtTFPE:|BuiIt—in Reports |

Server Mame: |RD?G |

QOrganization Mame: |Ex::hange Server 2016 |

~
Report Mame Report Category
Exchange Administrators Report msExchOrganizationCaon
Address Lists Summary FReport addressBookContainer
Mailbox Database Settings msExchPrivateMDE

WebDAY & Outlook Web Access Settings Report | msExchOWAVirtualDirect
Mailbox - General Information and Address Details | Mailbox-Enabled User

Mailbox Membership Mailbox-Enabled User

Mail Item Summary Mailbox-Enabled User .,

£ >
OK || Cancsl
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3.3.6 Task History

The task history information for a task displays the task name along with its start time,
end time, time elapsed and remarks. The task history of various runs of a task is displayed

in the bottom -center pane of the Power Reports Task Manager.

Select atask in the left pane to view its task history in the bottom center pane.

Task History

Skart Time End Time Time Elapsed Remarks
11)7/2015 3 3:51:59 PM Completed
11/7/2015 3:55: 18 PM 11/7/2015 3:56:22 PM 0o:01 :04 Completed
11/7/2015 3:56:57 PM 11/712015 3:558:06 PM ao0:o1:09 Completed

Select a history instance in bottom grid and click iﬁv'ew’mw'w Log button in the Task

History Actions pane to view the errors that may have occurred when running the task.

Select a history instance in bottom grid and click K Remove Histoy o0 in the Task History

Actions pane to remove the history information for the selected instance. This will permanently delete

the task information from the task history and all related sub-folders and files in the respective task
folder.

Delete History

This action will permanently delete the task history, physical folders and
files and the database corresponding to the selected history itern,

Do wou want to continue?
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Double click a history instance in bottom grid or click g Viewsetiviy Log 1 ion inthe  Task

History Actions pane to view the exported report information corresponding to the
history instance.

The R eports History window will appear as shown below:

Task History

- The exporked reports For the selected task history instance is summarized below, Use up-down
arrow key bukkons bo wiew previous or next task history instance,

Task Name:  administrator Report | 4
Start Time: 1170201535657 FM | End Time: |117/2015 35506 P |

Elapsed Time: |EIIZI:III1:IZIEI | Report Type: |Eluirt-in Reports | +
Feport Mame Report Category Export File

Exchange Administrators Report | ms ganizationContainer | C ublichD ocumet

< >
In the Reports History window, click '‘Export File' hyperlink to launch the exported file in

its native application.
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3.3.7 Run Now

You can run a task immediately before or after it is scheduled to run.
To run a task from the existing task list:

1) Selectatask inthe Power Reports Task Manager.

2) click ¥ FUnno% ootion in Task Actions pane to run the task immediately.
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3.3.8 End a Running Task

You can end a running task to stop the task from completing its actions. This action stops
the task while the task is performing certain process. Only tasks with the If the running
task does not stop wh en requested, force it to stop setting selected, will be forced

to end if they do not stop when you try to end them.
To stop a running task from the existing task list:

1) Select atask in the Power Reports Task Manager.

2) click ™% in Task Actions pane to stop the running task immediately.
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3.3.9 Activity Log Viewer

1) Selectatask inthe Power Reports Task Manager.

2) Select anitemfrom Task History pane.

Task History

Start Time End Time Time Elapsed Remarks
11)712015 3:50:39 PM 11/7/2015 3:51:59 PM 00:01:20 Zompleted
11)712015 3:55:18 PM 11)7/2015 3:56:22 PM 00:01:04 Completed

11)7)2015 106 P Completed

3) Click ;ﬂ\ﬁewActwity Log option in the Task History Actions pane.

4) The Activity Log Viewer dialog will appear as shown below.
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Activity Log Viewer

The task ackivity For the selected task history instance is summarized below, The kask ackivity includes the expaort skakus, list of errors occurred
during schedule process, Use up-down arrow key butkons to view previous or next task hiskory instance,

@

Task Name: | Administrator Report Run as: YOYAGER)adminuserl Server Mame: RD76 t
Start Time: 11/7/2015 3:50:39 PM End Time: | 11/7/7015 3:51:539 PM Elapsed Time: |00:01:20 1
Al Error | Information
Type Category Repaott Mame Errar ID Description

ztartup z
(i) Shutdown - - Schedule finished successfully: Administrator Report

Cpen Log File... Close

5) The activity log of a task is classified into three different categories (seen under

separate tabs):

U All: Displays detailed report of all errors that occurred during task run and brief

summary of the schedule run process.

U Error: Displays detailed report of errors that occurred during task run.

U Information: Displays a brief summary of the schedule run pro cess.
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3.3.10 Task History Cleanup

ARKES maintains task history including log files and temporary data for each run of the scheduled

task. You can cleanup task history using this tool manually.

& Cleanup History

Click | option in Actions pane in the Power Reports Task Manager.

The Cleanup History dialog appears as shown below:

Cleanup History

This clearup utility will clear the selected task hiskary, related

= files and databases. Specifv a relevant walue to maintain task.
histary, The same setking can be applied for all kasks by using
the ‘Bpply this setkings For all kasks’ checkbox,

Retain task history for last |5 FLnE

Retain task history far last |7 charys

Apply these settings for all Tasks Close

1) Select 'Retain task history for last runs only' option to remove all history entries for the

selected task that are older than runs (task inst ances).

2) Select 'Retain task history for last days only' option to remove all history entries for the

selected task that are older than the specified days.

3) Select'Apply these settings for all tasks' option for applying the same cleanup settings for

all tasks. Uncheck this option to cleanup the history for the currently selected task only.
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3.3.11 Task Status

The Task Status  feature helps the user to view the list of history instances for the specified time
period for all tasks. To view and manage task status:

Click Tools > Task Status, from the main menu, or Click Task 3tz from Power

Reports Actions Pane.

The Task Status dialog appears as shown below:

Task Status
Thiz dialog shows the list of histony instances for the specified time perniod for all tazks. You can remove a particular v
or all task kiston instance(s).Enter a walid number of days for which task histon instances have to be shown, %}

Showw task status for last 7 days only, |Refresh fE"u"iew Log # Rermowe 83 Rermove All

Tazk Mame Start Time End Time Time Elapsed Remarks

Mail Size 11,/942015 11:55:00 A 5 171:55:20 &k Finished
Mail Size 11/3/2015 11:55:38 AM | 11/9/201511:55:58 &M | 00:00:20 Finished
Mail Size 11/3/2015 11:56:06 AM | 11/3/201511:56:25 4 | 00:00:13 Finished

Cloze

You can perform the following actions in the Task Status  dialog:

a) Show status for last <n> days only: Upon clicking Enter button, displays task history
entries of all tasks that were run within the specified number of days.

b) Refresh: Reloads the task history entries and updates the newly run tasks (if any).
c) Activity Log View: Displays the task activities for the selected history instance.

d) Remove: Removes the currently selected task history entry and its associated log folders
and files.

e) Remove all: Removes all task history entries and their associated log folders and files
that are currently displayed.

f) Help:  Shows help file for Task Status.

g) Click Close button to close this window.
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3.4 Mail Traffic Reports

Mail Traffic Reports

The Mail Traffic Reports feature provides several types of reports about mail transactions
in the Exchange Organization. These reports can be generated for the Exchange
Organization based on the message tracking logs that are stored in your Exchange Server

and subsequently stored in the application database.

The benefits of using the Mail Traffic Reports are as follows:

1) Easy to use wizard.

2) Reports can be generated for all mail transaction details, a particular user mail transaction,
and mail transaction  status.

3) Customize report view by selecting the desired fields.

4) Exportand E -mail the generated reports
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3.4.1 Data Collector

The Data Collector process collects data from the Message Tracking Log files of the

Exchange Server. This collector process retrieves data for a given date range. It is highly

recommended to perform this process to add new contents or update the existing ¢ ontents
in the application database for Built -in Reports. This Data Collector feature provides Collect
Now process and Collect at Scheduled intervals process to collect data immediately

and at scheduled intervals respectively.
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3.4.1.1 Collect Now

The Collect Now process collects data from the Message Tracking Log files of the Exchange

Server. This collector process retrieves data for a particular date range.

It is highly recommended that to perform this process to add new contents or to update

the existing contents in the application database for reporting. You can add one or more

Exchange Servers in order to collect the log data from the servers using this wi zard.

Logs are collected for each Exchange Server separately. You can schedule this data

collection process by using Collect at Scheduled intervals tool.
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3.4.1.1.1 How to use Data Collector Wizard?

Perform the following steps for data collection by using Collect Data é : Select
A
Traffic Reports
Data Collector 3 ”ﬁ Collect Data...
H Mail Traffic Reports... g Collection History...
(4 Mail Traffic Statistics.. (3 Scheduled Tasks..
L‘i: Scheduled Reports...
Button in the toolbar. The Data

Collection Wizard window will be displayed as shown below:

1) Select 'Collect Now' Collection mode to collect data immediately.

Data Collection Wizard

Data Collector Settings

This wizard helps you to initiate data collection for Exchange Servers. Select collection mode to collect data immediately or
at scheduled intervals. Select an Exchange Server for which message log data has to be collected and stored in the
application database. Select a suitable date range for which the data has to be collected from the message tracking log file.

Collection mode: (@) Collect Mow () Collect at Scheduled Intervals

Exchange Server Name:

Exchange Version:

- Select —

Finish Cancel

2) Click S e | e duttén to select an Exchange Server from the Configuration Settings window.

3) The Server Configuration Settings window will be displayed as shown below.
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lUse this Server Confiquration Settings bo manage Direckory and Exchange Servers thraugh ARKES, Click Add Server ko add a new
Direckory and Exchange Server. Select a Directory and Exchange Server in the lisk to Edit/Deleteverify connection and connect ko
the Directory and Exchange Server,

Server Configuration Settings

[Eh Add Server | [ Edit Server | [ Delete Server | [ Connect

Exchange Server name Exchange User name Directary Server name Direckary User name
hadminuser adminuzer]

ocal E

0k | | Cancel

4) Specify a suitable date range for the selected Exchange Server by using Date

Last 2 months W

all data
Last 2 months
Last manth

Custom cate dropdown.

Range

5) The selected information would be disp layed as shown below.
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Data Collection Wizard
Data Collector Settings

This wizard helps you to initiate data collection for Exchange Servers. Select collection mode to collect data immediately or
at scheduled intervals. Select an Exchange Server for which message log data has to be collected and stored in the
application database, Select a suitable date range for which the data has to be collected from the message tracking log file

Collection mode: (@) Collect Mow () Collect at Scheduled Intervals

Exchange Server Mame; |RD76.orbit.local Select ...

Exchange Version: |Exchange 2016

Date Range: | Last week W

Cancel

6) Click Finish to start the data collection process and click Cancel to skip it.
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3.4.2. Collect at Scheduled Intervals

ARKES - Traffic Reports provides a periodic bulk data collection at scheduled intervals called
Scheduled Tasks. Scheduled Tasks tool allows the user to run a task created by selecting

at Scheduled Intervals  option in Data Collection wizard under Data Collector

#

Faet .
Traffic Reports

Data Collector B e Collect Data...

—+8

H Mail Traffic Reports... ‘% Collection History...

(4 Mail Traffic Statistics.. () Scheduled Tasks..

& Scheduled Reports...
Select . button in the toolbar to laun

Traffic Reports Scheduled Tasks tool.

The Create New Task wizard will help you to create and store the settings for a task in the
Traffic Statistics (Schedule) task manager. The scheduled task will use the schedule settings
(Schedule Type, Run As parameter) provided by using the wizard. The task will not run unless

a valid password is specified for the Run As parameter.

Please note the following information prio r to using the Traffic Statistics (Schedule) task manager:

a) Scheduled Task will be created as a "task” in Windows Task Scheduler.

b) The scheduled job will collect and import the data from Exchange Server to the application

database.

c) By default, for each task, a sub -folder with the task name will be created under the

ch

specified or default path. The scheduled task details will be available in a time -stamped

sub -folder, in the format "yyyy -mm -dd hh.mm.ss", under the task name folder. Ther
the full folder path for all the task details refers to the following directory: <Default

path><Task name><Time stamp>

efore,
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-

Data Collector (Schedule)
Task List

|Task Details

Actions
E--[@. Scheduled Tasks Task Mame Status

( Triggers Created On Modified On
“{2) RD70.planet. local (DRo70.plL..  Ready Bt 12:30 PM every day, st 10/30/2015 12:26:27 PM  10/30{2015 12:26:27 PM

Tazk Scheduler -

@ Mew Task
Refresh

Tazk Status

Selected Task &~
I Run now
m Stop
Fefresh Higtary
Task History @ Fraperties
Skart Time

End Time Time Elapsed Remarks x Femove History

@ Wiew Log
Delete Task

< I —
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3.4.2.1 Create Task

To collect mail traffic data on a schedule basis, select 'Collect at Scheduled Intervals' option in

the Data Collection Wizard.

Step 1: Server and Date Range Selection:

Data Collection Wizard

Data Collector Settings

This wizard helps you to initiate data collection for Exchange Servers. Select collection mode to collect data immediately or
at scheduled intervals, Select an Exchange Server for which message log data has to be collected and stored in the
application database. Select a suitable date range for which the data has to be collected from the message tracking log file.

Collection mode: () Collect Mow (@) Collact at Scheduled Intervals

Exchange Server Mame: |RD76.orbit.local Select ...
Exchange Version: |Exchange 2016

Date Range: |Last 1day W

Cancel

U Click Select... button to select an Exchange Server from the Server Configuration Settings
dialog.

0 Select t he 6Last 1 dayd date range for which the dat a
Server Message Tracking Logs file peri oddatafarthey . T

last 1 day or since the last collected date, stored in the application database, whichever is

older.

U Click Next to proceed to the next step.

Step 2: Schedule Settings:

233



ey,

i) Create Mew Task

Step 2 of 3: Schedule Settings ’
Specify suitable schedule settings using which the data collection should run. @]

Task Mame RO70.planet.local

Specify an account that has sufficient privileges to retrieve report information from the selected Exchange Server

Run As:  [wSSLaBladminuser2 Set Password

Schedule Task: | Daily w | Startbime: |12:30 PM = Advanced
Schedule Tazk Daily
Ewery |1 = dawiz]

J; Ak 12:30 PM every day, starking 10/30/2015

< Back Mext = Cancel
Set the password for the specified Run as user.
Change the schedu le settings as required.
Click Next to proceed to the next step. Click Back button to go to the previous step.
Step 3: Summary:
= Create Mew Task

Step 3 of 3: Task Summary

Click. Finish to save the kask details, @]

Task Mame: RD70.planet.local Task Created Time: 10/30/2015 12:25:50 PM
Run As: Y3SLABYadminuser?
Schedule: Ak 12:30 PM every day, starting 10/30/2015
Froperties Walues

Server Name RD70.planet. local

Werzion Exchange 2013

[zer Mame planethadminuzer3

L ata Avwailable From 943042015 12:00:00 Ak

Collection Log Age /3042015 12:00:00 A

Mode Remate Authentication

< Back Firish Cancel
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i This step displays the summary information of the task.
 Click Finish to save the task details.
1 Thetask will be added to the Data Collector (Schedule) task list as shown below: A new
task will also be added in the Windows Task Scheduler folder.
1] Data Collector (Schedule) (a2 =]
Task List Task Details Actions
m Scheduled Tasks Task Mame Status Triggers Created On Modified On Task Scheduler a
+{2) RD7D.planet.local (DRo70.pl.. MNotyetrum  AE 1Z:30 PM every day, st...  10/30{2015 12:26:27 PM  10/30{2015 12:26:27 PM ] New Task
Hefresh
[2] Task Status
Selected Task G
I Run now
® Stop
< > |cil Rfresh Histery
Task History @ Properties
Start Time End Time Time Elapsed Remarks xHemg\te History
iE Wiew Log
&l Delete Task
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3.4.2.2 Delete Task

1) Select atask inthe Data Collector (Schedule) Task List.

2) Click il Delets: Task option in Actions pane.

3) Inthe Delete Task message box, click Yes to delete the task from the task list in the Data

Collector (Schedule) Task List, click No to skip the deletion process.

Celete Task

Do ywou want to delete the task 'RD70.planetlocal’ from the task
Frianager?
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3.4.2.3 Run Now

You can run a task immedia  tely, before (or) after it is scheduled to run.
To run a task from the existing task list:

1) Select atask in the Data Collector (Schedule) Task List.

2) Click option in Actions pane to run the task immediately.
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3.4.2.4 To End A Running Task

You can end a running task to stop the task from completing its actions. This action stops the

task while it is performing certain process.
To stop a running task from the existing task list:

1) Select ataskinthe Data Collector (Schedule) Task List.

2) Click in Actions pane to stop the running task immediately.
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3.4.2.5 Task Status

The Task Status  feature helps the user to view the list of history instances for the specified time
period for all tasks.

To view and manage task status:

Click Task Status  from the Actions Pane. The Task Status dialog appears as shown below:

Task Status

Thiz dialog shows the list of history instances for the zpecified time period for all tasks. You can remove a particular
or all task higtan instance(z). Enter a walid number of days for which tagk histony instances have to be shown,

Showw task status for last 7 days only, |Refresh Eviewﬂctivit}f Log % Rernowve (3 Rernove All

Tazk Mame Start Time End Time Time Elapsed Remarks

g . 00:07:10 Completed
Log Search 1030205123 (104302015123, | 000101 Completed

Log Search 10430425123 | 104302015 123, | 00:00:44 Comnpleted

Log Search 104304205124, | 1043042015 12:4.. | 00:00:45 Comnpleted

[ Show at startup

You can perform the following actions in the Task Status dialog:

a) Show status for last <n> days only: Upon clicking Enter button, displays task history

entries of all tasks that were run within the specified number of days.
b) Refresh: Reloads the task history entries and updates the newly run tasks (if any).
c) View Log: Displays the task activities for the selected history instance.

d) Remove: Removes the currently selected task history entry, and its associated log
folders and files.

e) Remove all:  Removes all task history entries and their associated log folders and files
that are currently displayed.

f) Click Close button to close th is window.
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3.4.2.6 Task Properties

In the Task Properties dialog box, the task's properties like Server Name, Version,
Authentication Mode, Date details, Schedule Settings can be found. Click the corresponding

tab to view the properties.

To view all properties of a task:

1) Select ataskin the left pane to view its report settings

2) Click Properties inthe Actions pane. The  Task Properties dialog box will appear.
3) Inthe Task Properties dialog box, the task's properties can be found

Version, Authentication Mode, Date details, Schedule Settings etc.,
view the respective properties.

Properties of ‘RD76.orbit.local’

Schedule Settings | Server Settings

Server Mame: ROD7E.orbit, local

ser Mame: orbithsam

Wersion: |Exchange 2013

Authentication Mode: |Remote Authentication

Date Range: |Lask 30 days

Data available as on: | 10/1372015 12:00:00 &M

Close

Server Name,
Click the tab to
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3.4.2.7 Remove Task History

The task history information for a task displays the task name along with its start time,
end time, time elapsed and remarks. The task history of various runs of a task is displayed

in the bottom - center pane of the Data Collector (Schedule) task manager.

Select a task in the Task List pane to view its task history in the bottom center pane.
Task Histary
Skart Time End Time Time Elapsed Remarks
10/30/2015 12:35:17 PM 512 00:01:10 Completed
10)/30/2015 12:37:31 PM 10/30/2015 12:358: 32 PM 00:01:01 Completed
1043002015 12:39:00 PM 10J30/2015 12:39:44 PM 00:00:44 Completed
10)/30/2015 12:40:43 PM 10)30/2015 12:41:28 PM 00:00:45 Completed

Select a history instance in bottom grid and click K Femave Histow 1o in the Actions pane to remove the
history information for the selected instance. This will permanently delete the task information from the task
history and all related sub-folders and files in the respective task folder.

Delete History

This action will permanently delete the task history, physical folders and
files and the database corresponding to the selected history itern,

Do wou want to continue?
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3.4.2.8 View Log

The Task History information for a task displays the task name along with its start time,
end time, time elapsed and remarks. The task history of various runs of a task is displayed

in the bottom - center pane of the Data Collector (Schedule) task manager.

Select atask in the Task List pane to view its task history in the bottom center pane.

Task Histary

Skart Time End Time Time Elapsed Remarks
10/30/2015 12:35:17 PM 512 00:01:10 Completed
10/30/2015 12:37:31 PM 10/30/2015 12:38:32 PM 0o:01:01 Completed
1043002015 12:39:00 PM 10J30/2015 12:39:44 PM 00:00:44 Completed
10)/30/2015 12:40:43 PM 10)30/2015 12:41:28 PM 00:00:45 Completed

Click ;ﬁ\-ﬁew Log button in the Actions pane to view the errors that may have occurred while running the

task.
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3.4.3 Data Collection History

Data Collection History

The Data Collection History maintains the data collection details separately for each Exchange
Server grouped under the respective Exchange version (2010 / 2007 / 2003). Using the Data

Collection History window, you can view the last collected date, date range, status, number of
collected e -mails.

This information in the history window will help you to collect n ew data, update the existing data

in the application database by using the Data Collector.
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3.4.3.1 How to use Data Collection History?

Once the data collection process is complete, the collection details will be added to the data

collection history window.

This history window provides the following details about the data collection process:

A
Traffic Reports
[Data Collector 3 hf": Collect Data...
ﬂ Mail Traffic Reports... g Collection History...
I"_h Mail Traffic Statistics.. (73] Scheduled Tasks...
&F Scheduled Reports...
Select

button in the toolbar.

The Data Collection History window with available Exchange Servers data collection history wi
be displayed as shown below:
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6 File  View Tools Window Help -8 x
‘
B

Built-in Reports Traffic Reports

z Find =]
=155 Exchangs Server(s) e Number of Process
. (3) RD76,OREBIT.LOCAL clected Date Collected Mails Status
L jocal 0 [3[2015 Completed

Pawer Reports

Remarks

20660 11f7j2015 11 Completed Interactive Made

11)7/2015 11:30 AM |0 10/31/2015 11f7j2015 11:30 AM | Completed Interactive Made

i
11)7j2015 11:59 AM | 16835 10/25/2015 10312015 11:59 PM | Completed Interactive Mode
i

11)7j2015 3:10 PM | 16835 10/25/2015 10f31/2015 11:59 PM | Completed Interactive Mode

[ —
Collected Date  : The Collected Date represents the exact date of collection for the selected
Exchange Server
Number of Collected Malils: Provides the total number of collected mails from the data collection

date range (as indicated by 'From Date' and 'To Date')

NOTE: You can generate reports using Built -in Reports feature only if the 'Number of Collected
Mails' is greater than zero.

From Date : This date indicates the starting date (as specified in the date range) from which the
mail transaction data is collected.

To Date : This date indicates the end date (as specified in the date range) up to which the malil
transaction data is collected.

NOTE: You can generate reports using Built -in Reports feature for the date range between From
and To date.

Process Status: Reports the status (Complete, Cancelled, Error) of the data collection process.

Remarks : This column indicates the type (Inter active / Scheduled mode) of data collection
process.

While Interactive Mode refers to the data collection initiated by 'Collect Now' option, 'Schedule
mode' refers to 'Collect at scheduled intervals'.
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3.5 Mail Traffic Reports

The Mail Traffic Reports feature provides several types of reports about mail transactions
in the Exchange Organization. These reports can be generated for the Exchange
Organization based on the message tracking logs that are stored in your Exchange
Server and subsequently stored in the application database.

The benefits of using the Mail Traffic Reports are as follows:
1. Easy to use wizard.

2. Reports can be generated for all mail transaction details, a particular user mail transaction,
and mail tra nsaction status.

3. Customize report view by selecting the desired fields.

4. Exportand E -mail the generated reports
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3.5.1 How to Generate Mail Traffic Reports?

1) Perform the following steps to generate Mail Traffic Reports:

A
Traffic Reports

Data Collector »

ﬂ Mail Traffic Reports..,

\_“ Mail Traffic Statistics...

1 Scheduled Reports...
& P

2) Select

button in the toolbar.

The Mail Traffic Reports window with the list of available reports will be displayed as shown below:

Mail Traffic Reports Wizard

Step 1 of 2: Select Server and Report

The Mail Traffic Reports wizard shows the list of reports that can be generated across Exchange Organization, Select —

the Exchange Server ko view the list of available reports, Select any one of the reports and click Mext o proceed,

Exchange Server: | - Select Server -

Exchange Yersion:

¥ Mail Tranzaction Fleports

4\%{ kil Status Feports

3) Server and Report Selection Step:

list of available reports for the selected

Mext = Cancel

Exchange Serverinthedrop  -down list and view the

Exchange version.
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Mail Traffic Reports Wizard

Step 1 of 2: Select Server and Report

The Mail Traffic Reports wizard shows the lisk of reports that can be generated across Exchange Organization, Select
the Exchange Server to wiew the list of available reports, Select any one of the reports and click Mext to proceed.

Exchange Server: | RD7E.ORBIT.LOCAL W

Exchange Yersion:  Exchange 2013

= E@ kail Tranzaction Reportz

L e @ Al mall tranzachions
= - 457 Mail Status Reports

Description:

Toreportz all type of mail tranzaction
with thier status.

BADMAIL Repaort

DELIVER Mail Report Fields:

DEFER Mail Report message lSD . ~

t
SN Mail Fepart Towd Btos
DUPLICATEDELIVER il Report Sender
] Time Stamp
ExPAMD bail Report Event 1D
Fall bdail Pannrt R ecipient Count W
Mext = Cancel

4) Expand the desired reports container. Select the desired report and click Next.
5) Specify Search Criteria Step This step allows you to apply report criteria by specifying

conditions to restrict the report data collection.

Mail Traffic Reports Wizard

Step 2 of 2: Specify Filter Criteria

Specify a suitable search criteria to generate the report For the selected Exchange Server. Click Advanced Criteria bo

construck comples search criceria, Defaulk filker setkings is Last 7 days.,

Date Range: | Last 7 days v | [ ] From:

11/07/2015 03:15:45 PM Apply...

Filker Walues: | [From] = 10/31/2015" AND [Ta] = 11472015 3:15: 46 PM'

< Back

Advanced Filter...

Finish Cancel

248



6) Of the criteria, 'Date Range' is the default criteria for all reports. It assigns the current

date time value to the 'Time Stamp' field, by default.

7) For additional criteria, click 'Advanced Filter' button. The Report Criteria window shows up
on screen. Select a field, and specify a value for the selected field. Click Add to filter button

to add the filter values.

The applied report criteria would be d isplayed as shown below:

ETd Filter

To filker by Field walues, wou may select a Field, an operator From the corresponding dropdowns
and enter a walue, Click AMDYOR to filker to add the filter condition ko the lisk,

Field Cperator Yalues

[Recipient Caunk] LR W

AMD ta Filter R ta Filker

[From] = '1045/2015 12:00:00 &M AND [Ta] = '11/7/2015 3:22:04 PM
AMD [Total Bytes] = ‘z000°

AMD [Recipient Counk] == '1'

AND [Recipient Count] < 13

Fermowve | 3 Reset

O Cancel

8) Click Finish to generate the report.
9) Once the data collection process is complete, the report data will be displayed in a report

window as shown below:
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Reports - RD70.planetlocal - [ Exchange 2013 ] o || =R
Refresh Expart “F Filter @ E-rnail | Find £
Report: | All mall transactions Exchange Server: RD70.planet. local Group by; |Message 1D ~ | Report View; |Default v g | |Z
[B# Date Range: From [ 10/8§2015 ] To [ 11/7/2015 3:22:04 PM ] Generated On: 11/7/2015 3:22:15 PM Status: Success Elapsed Time: 09 sec, 5356897 msec.
Message ID Message Subject Tatal Bytes Sender Time Skarmp Ewent 1D Recipient Count Recipients Recipient Status [a)
<br0G67ree0d41F3b396956e8 61 4CFS@RDTO, Planet.local> |t 5522 bulkuser33650@planet local | 10/24/2015 11:47:13 AM | RECEIVE 1 bulkuser@planet, local | To
a bulkuser33650@planet Jocal | 10/24/2015 11:47:14 AM | SUBMITDEFER. | 1 bulkuser@planet, local
[t} 10j24/2015 11:47:19 AM  NOTIFYMAPT | O
<br3NGE7ree0dd1F 3396956861 4CFS@RDT0, Planet.local > | t 5522 bulkuser33650@planet local | 10/24/2015 11:47:20 AM | RECEIVE 1 bulkuser@planet local | To
a bulkuser33650@planet local | 10/24/2015 11:47:21 AM | SUBMITDEFER | 1 bulkuser@planet. local
a 10/24{2015 11:47:26 AM | NOTIFYMAPT |0
«br30&67ceedd1F3b396956e8f 61 4CFS@RDT0. Planet.local > | t 5522 bulkuser33650@planet local | 10/24/2015 11:47:25 AM | RECEIVE 1 bulkuser@planet. local | To
a bulkuser33650@planet local | 10/24/2015 11:47:29 AM | SUBMITDEFER | 1 bulkuser@planet. local
a 10/24j2015 11:47:34 AM | NOTIFYMAPT | 0O
«br30&6Tcee0dd1F3h396956e8FE 1 4cFS@RDT0. Planet.local > | & 5522 bulkuser33650@planet local | 10/24f2015 11:47:34 AM | RECEIVE 1 bulkuser@planet.ocal | To
a bulkuser33650@planet local | 10j24/2015 11:47:35 AM | SUBMITDEFER | 1 bulkuser@planet. lacal
a 10j24/2015 11:47:40 AM | NOTIFYMAPT | O
«bcI0867ceeldd 1F3h396056e8f6 1 4cFS@RDT0, Planet local> | & 552z bulkuser33650@planet Jocal | 10/24/2015 11:47:40 AM | RECEIVE 1 bulkuser@planet.local | To
a 10j24/2015 11:48:11 AM | NOTIFYMAPT | O
<bc90G67ceendd 1F3b396956e0f6 1 4cFS@RDT0, Planet local> | & 5522 bulkuser33650@planet Jocal | 10/24/2015 11:48:11 AM | RECEIVE 1 bulkuser@planet. local | To
a bulkuser33650@planet local | 10/24/2015 11:48:12 AM | SUBMITDEFER. | 1 bulkuser@planet. lacal
a 10j24/2015 11:48:17 AW NOTIFYMAPT | O
<beINB67cee0d41F3b396956e 861 4cFS@RDTO. Planet.local> | t 5522 bulkuser33650@planet.local | 10/24/2015 11:48:17 AM | RECEIVE 1 bulkuser@planet. local | To
a bulkuser33650@planet.Jocal | 10/24/2015 11:48:18 AM | SUBMITDEFER | 1 bulkuser@planet. local
a 10j24/2015 11:48:23 AWM NOTIFYMAPT | O
<be0B67cee0d41F3b396956e8f 61 4cFS@RDTO, Planet.local> | t 5522 bulkuser33650@planet local | 10/24/2015 11:48:23 AM | RECEIVE 1 bulkuser@planet local | To
a bulkuser33650@planet local | 10/24/2015 11:48:24 AM | SUBMITDEFER. | 1 bulkuser@planet . local
a 10j24/2015 11:48:29 AM  NOTIFYMAPT | O
<br0G67ree0d41F3b396956e8 61 4CFS@RDTO, Planet.local> |t 5522 bulkuser33650@planet local | 10/24/2015 11:48:29 AM | RECEIVE 1 bulkuser@planet, local | To
a bulkuser33650@planet Jocal | 10/24/2015 11:48:30 AM | SUBMITDEFER. | 1 bulkuser@planet, local
a 10/24{2015 11:43:35 AM | NOTIFYMAPT |0
«br3NG67ceedd1F3b396956e8F 61 4CFS@RDT0. Planet.local > | t 5522 bulkuser33650@planet local | 10/24/2015 11:48:35 AM | RECEIVE 1 bulkuser@planet. local | To
a 10/24f2015 11:49:07 AM | NOTIFYMAPT | 0
«br30&67ceedd1F3b396956e8f 61 4CFS@RDT0. Planet.local > | t 5522 bulkuser33650@planet local | 10/24/2015 11:49:07 AM | RECEIVE 1 bulkuser@planet. local | To
a bulkuser33650@planet local | 10/24/2015 11:49:08 AM | SUBMITDEFER | 1 bulkuser@planet. local
a 10/24j2015 11:49:13 AM | NOTIFYMAPT | 0O
«br30&6Tcee0dd1F3h396956e8FE 1 4cFS@RDT0. Planet.local > | & 5522 bulkuser33650@planet local | 10/24/2015 11:49:13 AM | RECEIVE 1 bulkuser@planet:local | To v

10) Follow the above mentioned similar steps to run a different re

port.
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3.5.2 How to Use Filter?

You can filter the report data based on a filter condition. The filter criteria can be specified based

on columns in the report to match certain values of the data.

You can apply a report filter condition by performing the following the steps:

1)

2)
3)
4)
5)
6)

Click Filter Advanced Fiter... button in the toolbar available in the report window or press

F3 to launch Filter window. Filter window will be displayed as shown below:

ET4 Filter

To filker by field values, you may select a field, an operator from the corresponding dropdowns
and enter a value, Click AMDJOR b Filker ko add the Filker condition to the list,

Figld Cperator Yalues

[Time Stamp] w||= Cuskom date W

From: 10/24/2015 12:00:00 &M [E=  Tor 11j07/2015 03:29:31Fm  [E~ Add o Filker

[From] = '10/5/2015 12:00:00 AM' AND [Ta] = '117/2015 3:25:59 PM'

7 Remove | 3 Feset

Ok Cancel
In the Filter window, select any column from the Field drop -down.
Select an operator from the Operator drop -down.
Select or enter a value in the Value drop -down.

Click Add to Filter button to add the 'Time Stamp' field value to the filter list.
Use 'AN D to Filter' and 'OR to Filter' to build enhanced filter conditions. The 'AND to Filter'

and 'OR to Filter' buttons will be visible for fields other than "Time Stamp' field.
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W

Filter

Ta filker By field values, yaou may select a figld, an operator from the carresponding dropdowns
and enter a walue, Click AMDYOR o filker ko add the filker condition to the lisk,

Field

[Recipient Count] L

Cperator Yalues

AMD ta Filter R ta Filter

[From] = '10/5/2015 12:00:00 AM' AND [Ta] = '11J7/2015 3:22:04 PM'
AMD [Tokal Bytes] = ‘2000'

AMD [Recipient Count] == '1'
AMD [Recipient Count] < ‘13

(0].4

Remuowe | 3 Reset

Cancel

7) The selected condition will be set as a filter and displayed (as shown below).

8) Click OK to apply the given filter settings and generate the filtered report output.

9) Click Cancel to abort

10) The various operators available in Filter window are given below:

the filter action. .

Operator Application Description Example
Data Types
= String, Column value matching exactly [From] =
Numeric, with the specified value data '11/5/2011
Boolean, Date 12:00:00 AM'
[To]='11/20/2011
11:34:45 PM'
<> String, Column value not matching Message Subiject]
Numeric, exactly with the specified value <> 'Administrator’
Boolean data
> Numeric Column value greater than the [Recipient Count]
specified value data > 1024
>= Numeric Column value greater than or [Recipient Count]
equal to the specified value >=1024
data
< Numeric Column value lesser than the [Total Bytes] <

specified value data

5000
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<= Numeric Column value lesser than or [Total Bytes] <=
equal to the specified value 3000
data
Starts With String Column value starts with the Message ID] starts
specified value data with '<as@fd'
Ends With String Column value ends with the [Client IP] ends
specified value data with '110'
Does not String Column value does not start [Recipients] does
Start With with the specified value data not start with 'Ela’
Does not End String Column value does not end [Event ID] does
With with the specified value data not end with '‘Bad
Mail'
Contains String Column value contains the [Internal Message
specified value data ID] contains '12'
Does not String Column value does not contain [Sender] does not
Contains the specified value data contains 'JoSwa'

The various operations that can be performed

in the Filter window are given below:

Operation Description

Add to Filter Click Add to Filter button to add a condition to filter list, if
the filter list is empty.

AND to Filter Click AND to Filter button to add a condition with logical
'AND' operator to filter list.

OR to Filter Click OR to Filter button to add a condition with logical 'OR’
operator to filter list.

Remove o ) ) i X Remove
Select any condition in the filter list and Click
button t o delete the selected condition. [Time Stamp] values
cannot be deleted.

Reset . 3 Reset . . .
Click button to delete all the conditions in the filter
list and reset the [Time Stamp] values.
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3.6 Mail Traffic Statistics

Statistics Reports

Mail Traffic Statistics Provides the facility to reports in various Traffic Statistics Reports like,

Top Senders By Count, Top Recipients By Count, Top Senders By Size, Top Recipients by

Size, Distribution Groups Mail Statistics Reports, Email Size Reports and etc... Statistics
reports divided by ~ Mail Traffic Statistics and Scheduled Reports operations. All Traffic
Reports operations can be easily automated scheduled and publish them to various
destinations in different formats. It provides the graphical re presentation's reports and it

displays a bar chart showing server traffic evolution during a time frame.
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3.6.1 Traffic Statistics Reports

Mail Traffic Statistics Reports

The Mail Traffic Statistics Reports feature provides several types of reports about mail
transaction traffics and statistics in the Exchange Organization. These reports can be

generated for the Exchange Organization based on the message tracking logs that are
stored in your Exchange Server and subsequently stored in the application database.

The benefits of using the Mail Traffic Statistics Reports are as follows:

1) Easy to use wizard.

2) Reports can be generated for all mail transaction traffic details, dis tribution group mail
transaction, and size based status reports.

3) Customize report view by selecting the orders by options.

4) All Traffic Statistics Reports operations can be easily automated scheduled and publish
them to various destinations in different formats.

5) Provides the graphical representations reports, and it can be easily publish them to various
destinations in different formats
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3.6.2 How to Generate Mail Traffic Statistics Report?

How to generate Mail Traffic Statistics Reports?

Perform the following steps to generate Mail Traffic Statistics Reports:

1) Select

A
Traffic Reparts

-

Data Callectar

H Mail Traffic Reparts..

'Lil Mail Traffic Statistics..

L.}.F Scheduled Reparts..,

button in the toolbar.

The Mail Traffic Statistics Reports window will be displayed as shown below:

(=]

Server: —Select Server—

Statistics Reports

------ .} Reports

E Criteria Reports | [l Chart view

® Show Top (M): |10 <

Last 45 days

Ason: (09/22(2018 4:54PM

08,08/2018 12:00 AM

Show Last (N): (10 3

Summarize by:  Quarter

09/22/2018 4:54PM

Show Al

Apply
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2) Server and Report Selection Step:

Exchange Server in the drop

-down list.

(=]

Server: RD75.0RBIT.LOCAL W

Statistics Reports

[RD76.0RBIT.LOCAL] - Mail Count by Size Range - Show all available records

=-¥] Reports

B Criteria Reports Chart View

----- [ Top Senders by Mai Count

----- 2 Top senders by Mail Size

----- [ Top Senders by Recipient Count

----- [8 Top Senders to Groups by Mail Count
----- [8 Top Senders to Groups by Mail Size
----- [ Top Recipient by Mail Count

----- [ Top Recipients by Mail Size

----- [ Top Groups by Received Mai Count
----- [ Top Groups by Received Mail Size
----- [E Mail Count by Client IP

----- [E Mail Count by Server Host Name

----- [E mail count by Subject

----- |£| Mail Count by Size Range

----- [51 mail Count by Custom Size Range
----- [5) mail Size by Client 1P

----- [E mail Size by Subject

Show Top (N): (10 3

Time Period: Data Available From: 08/25/2018 2:24:27PM

Date Range: | Last 45 days

[ ason: 09/22/2018 4:54PM

MM/ddfyyyy himm tt
From: |08/08/2018 12:00 AM

----- [ Recipient Sent and Received Mai Count

Show Last (N): (10 2 Show All

To: |09/18/2013 6:14:57 PM

v | [] summarize by:  Quarter

To:

MM, ddfyyyy himm tt
09/22/2018 4:54 PM

Apply

3) Expand the desired reports in the Reports pane.
filter criteria

Apply to generate the reports.

4) The report data will be displayed in a report window as shown below:

options based on the date range as shown in 'Data Available' label and cl

Select the desired report, and select the

ick
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S

Server:| RD76.0RBIT.LOCAL w | [RD76.0RBIT.LOCAL] - Mail Count by Size Range - Show all available records

=-|¥] Reports & Criteria Reports @ Chart View |
----- [El Top Senders by Mail Count ]
..... E Top Senders by Mail Size | @ Refresh | & Export | @ E-mail | Search I:IE

----- & Top Senders by Recipient Count
..... 5| Top Senders to Groups by Mail Count Data Range : From [ 08/08/2018 12:00:00 AM ] To [ 09/22/2018 4:54:01PM ]
----- B Top Senders to Groups by Mail Size TotdMd

----- B Top Recipient by Mail Count Count

----- ] Top Recipients by Mail Size

----- [El Top Groups by Received Mail Count

----- [l Top Groups by Received Mail Size

----- [El Mail count by Client IP

----- [E Mail Count by Server Host Name

----- & mail Count by Subject

----- B Mail Count by Size Range

----- [ Mail Count by Custom Size Range

----- [l mail Size by Client 1P

----- [El mail Size by Subject

----- 5 Recipient Sent and Received Mail Count

5) The Graphical representation's reports window as shown below:

'Cylinder' Style
Server:| RD75. ORBIT.LOCAL W | [RD76.0RBIT.LOCAL] - Mail Count by Size Range - Show all available records
EQ Reports Criteria I Reports ] Chart View
----- B Top Senders by Mail Count
----- [E Top Senders by Mai Size | E save |
----- B Top Senders by Recipient Count ' ™
----- [ Top Senders to Groups by Mai Count ARKES - Mai -
- Mail Traffic Reports
----- [8 Top Senders to Groups by Mail Size =
""" [E] Top Recipient by Mail Count Mail Count by Size Range - RD76.0RBIT.LOCAL
----- 5 Top Recipients by Mail Size
----- [E Top Groups by Received Mail Count From [ 08/08/2018 12:00:00 AM ] To [ 09/22/2018 4:54:01 PM ]

----- [ Top Groups by Received Mai Size

----- 5 mail count by Client 1P

----- [ mail Count by Server Host Name

----- [E mail Count by Subject

----- Q Mail Count by Size Range

----- [5 mail Count by Custom Size Range

----- [E1 mail Size by Client 1P

----- B Mail Size by Subject

----- [ Recipient Sent and Received Mai Count

Mail Count

1D Fid] 4 2

&

a"’ts eﬂa % ﬂ;% I&% u.,%ﬁ Q&% %ﬁ% ?'?"6;9,43

Mail Size Ranges in KB

[] 3D View Style: | Cylinder W

b) 3D View: Using 'Cylinder' Style
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Server: RD76.0ORBIT.LOCAL hd

Statistics Reports El@

[RD76.0RBIT.LOCAL] - Mail Count by Size Range - Show all available records
=] Reports B Criteria Reports | [ul] Chart View
----- [ Top Senders by Mai Count

----- = Top Senders by Mail Size | [ save |
----- [E Top Senders by Recipient Count ra N
----- [ Top Senders ta Groups by Mai Count B . .

----- [8 Top Senders to Groups by Mail Size ARKES - Mail Traffic Reports
""" E PD :ec@p@en; bg' M;".lcs?.“”t Mail Count by Size Range - RD76.0RBIT.LOCAL
----- op Recipients by Mail Size

----- [ Top Groups by Received Mai Count
----- [ Top Groups by Received Mail Size
----- [E mail Count by Client IP

----- [ Mail Count by Server Host Name 4000 —

From [ 08/08/2018 12:00:00 AM ] To [ 09/22/2018 4:54:01 PM ]

----- [E ™ail Count by Subject
----- 4] Mail Count by Size Range
----- [21 mail Count by Custom Size Range 24T 2521
----- 5 mail Size by Client 1P
----- [E] mail Size by Subject £
----- [ Recipient Sent and Received Mail Count Eﬂ ZDDD—/
"
=
34
57 66 10 25 4 2
_d e
. L= -
0 T T T T T T T T N
a, = “p 2, g Gy 7z, = 7.
B R R B, iz, Sa Ca, 7gi
o g % ’?,134'«743
Mail Size Ranges in KB
\_ v,
3D View Style: | Cylinder W

6) Followthe above mentioned similar steps to run a different report.

3.7 Scheduled Reports

Traffic Statistics (Schedule)

ARKES - Traffic Reports provides a periodic bulk report generation tool called Traffic

Statistics Scheduled intervals. Collect at Scheduled intervals tool allows the user to create

multiple Traffic Statistics reports tasks with powerful date range scope options and finally
run them at scheduled intervals
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Select

A

LA N
Traffic Reports

Data Collector »

[Bs Mail Traffic Reports..

\& Mail Traffic Statistics...

{i: Scheduled Reports..,

button in the  toolbar to launch Traffic Statistics

Scheduled intervals tool.

The Create New Task wizard will help you to create and store the settings for a task in the

Traffic Statistics (Schedule) task manager. The scheduled task will use the schedule

settings (Sch edule Type, Run As parameter) provided by using the wizard. The task will

not run unless a valid password is specified for the Run As parameter.

Please note the following information prior to using the Traffic Statistics

a)
b)

c)

d)

(Schedule) task manager:
Scheduled Task will be created as a "task" in Windows Task Scheduler.
The scheduled job will collect and import the data from Exchange Server to the application

database.

By default, for each task, a sub -folder with the task name will be created under the
specified or default path. The scheduled task details will be available in a time -stamped
sub -folder, in the format "yyyy -mm -dd hh.mm.ss", under the task name folder. Therefore,

the full folder path for all the task details refers to the following dire ctory: <Default

path><Task name><Time stamp>
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23] Statistics Reports at Schedule Intervals

(===
Task List |Task Details

Actions
EH:% Scheduled Tasks Task Marme Status Triggers Created On Modified On Task Scheduler o
“D) Mail Size (Dmail Size

Ready Ak 11:55 &M every day, st...  11/902015 11:52:10 AM  11/9/2015 11:52:10 AM @New Task

il Refresh

@ Task Status

Selected Task -

[ Edit Task

B Run now

m Stop
£

Refresh Histary
Task History @ Propertiez
K Remove Histary
@ Wiew Log

11 5 11:55 il 1 0 Fi
&y Delete Task
11/9{2015 11:56:06 AM 11/9/2015 11:56:25 AM 00:o0:19

Skart Time End Time Time Elapsed Remarks

114902015 11:55:00 AM 11/9/2015 11:55:20 AM 00:00:20
1

Finished
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3.7.1 Create Task

To launch Traffic Statistics (Schedule) manager, click L2INew Task Ioption in the

Actions pane. This will bring up the Create New Task wizard.
Step 1: Server and Report Selection:

Create Mew Task

Step 1 of 5: Server & Report Selection = |
Select an Exchange Server ko generate reporks and select the reports available under all report categary, pt
Exchange Server: | RD70.planet local w| [
Exchange Yersion: | Exchange 2013
Description:
=[] &l Reports | [Reports the total mail count based on
[ ] Top Senders by Mail Count the mail size ranges of the Exchange
-[ ] Top Senders by Message Size organization
[+ Top Senders by Fecipient Count
-[ ] Top Senders to Groups by Mail Count
[+ Top Senders to Groups by Mail Size Fields:
[+ Top Recipient by Mail Count b ail Size in KB
-[«] Top Recipients by Message Size Total M ail Count
[ ] Top Groups by Received Mail count
[ ] Top Groups by Received Mail Size
- Mail Count by Client [P W
Click Select an Exchange Server from the drop -down list.
Select the report(s) using the check boxes to the left of the reports. You may select any
number of reports to run in a single task. U Click Next to proceed to the next step.

Step 2: Task Report s Criteria:
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Create Mew Task
Step 2 of 5: Search Criteria

Specify the search criteria for each report by clicking the respective hyperlinks., %
Report Mame Criteria Criteria Type

Top Sendets by Recipient Count Default

Top Senders ko Groups by Mail Size “hdd Default

Top Recipient by Mail Counk “hdd = Default

Top Recipients by Message Size “hdd Default

Mail Count by Size Range “hdd = Default

< Back || Mext = Finish

Click the <Add> link label specify search scope for the selected reports. The criteria window will
be displayed as shown below:

2] Filter Criteria

() Default ® Custom
Reparks Order:

Shigwy |I:n:||:| V'| |IU E” records
[Date Range:

Last |3n E" ||ja-:,.'5 v|

[ ] summarize by:  Quarter W

[ ] Apply ta all reports

| Apply || Cancel |

Click Apply and the criteria will be applied to the reports and, Click Next to proceed to the

next step.

Step 3: Delivery Options:
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Create Mew Task

Step 4 of 5: Schedule Settings :
Specify suitable schedule settings using which the statistics reports should run, ’:_—F 'j
Task Mame Mail Size

Specify an account that has sufficient privileges to retrieve report information From the selected Exchange Server

Fun As: WO &GERadminuser 1 Set Password
Schedule Task: | Daily w | Startbime: |[11:55 AM 5 Advanced
Schedule Tazk Daily
Ewvem |1 = dais]

4; Ak 11:55 AM every day, starking 11/9/2015

< Back Mext = Cancel

U Select Export or E -mail options as necessary

U Use Browse button to change the export path.

U The export path refers to the destination folder where the report output file generated
should be stored. By default, for each task, a sub -folder with the task name will be created
under the specified export path. All selected reports will be exported to a time -stamped
folder, in the format "yyyy -mm -dd hh.mm.ss", under the task name folder. If you want to
export to the task name sub -folder in the specified folder (without time stamp folder)
instead, then click to clear "Export to time -stamped sub -folder" option

NOTE: Clearing the "Exporttotime -stamped sub -folder" option will not create timestamp

folder and overwrite existing files, if any, in the specified export path

U Click Additional E -mail Settings button to specify optional e - mail settings as shown below:
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Step 4: Schedule Settings:

Create Mew Task

Step 4 of 5: Schedule Settings -
Specify suikable schedule settings using which the statistics reparts shauld run, ’%
Task Mame Mail Size

Specify an account that has sufficient privileges to retrieve report information From the selected Exchange Server

Run As:  [WOYAGER)adminuser1 Set Password
Schedule Task: | Daily w | Starkbime: |11:55 AM s Advanced
Schedule Tazk Daily
Every |1 = dayis)

J= Ak 11:55 AM every day, starking 11/9/2015

< Back. Mext = Cancel

Enter a unique name for the task.

Set the password for the specified Run as user.

Change the schedule settings as required.

Click Next to proceed to the next step. Click Back button to go to the previous step.

cC o
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Step 5: Summary:

Step 5 of 5: Summary

Click. Finish to save the kask details,

Create New Task

Task Mame:  Mail Size Report Type: Statistics Reporks
Run As: YOYAGER adminuser1
Schedule: Ak 11:55 AM every daw, starting 11/9/2015

£

Report Hame

Top Senders by

Server Hame

E=port Faolder

E-mail

Recipient Count
Top Senders ko Groups
by Mail Size

RO70,planet. local

ROD70.planet. local

HTML

i sersiPublict Docume
7\ ExpartiMail Size

Top Recipient by Mail
Caunk

ROD70,planet. local

HTML

i UsersiPubliclDocurne
7.\ ExportiMail Size

Top Recipients by
Message Size

RD70.planet, local

HTML

CUsersiPublichDocumme
7. x\ExportiMail Size

Mail Count by Size
F.ange

ROD70,planet, lacal

HTML

i serstPublict Docume
7.\ ExportiMail Size

U Click Finish

This step displays the summary information of the

to save the task details.

Next> | Finish

| | Cancel

task.

U Thetask will be added  to the Traffic Statistics (Schedule) task list as shown below: A new
task will also be added in the Windows Task Scheduler folder.
] Statistics Reports at Schedule Intervals EI@
Task List |Task Details Actions
m Scheduled Tasks TaskMame  Status Triggers Created On Madified Cn Task Scheduler -
£ Mall Size (DMl Size Mot ystrun AL 11:55 AM every day, st 11/9/2015 11:52:10 &AM 11/9/2015 11:52:10 AM T Mew Task
@ Refresh
@ Task Status
Selected Task L
[ Edit Task
< [ Foun nowe
B Stop
Task History |cilRefresh History
Stark Time End Tirme Remarks @ Properties
& Remove History
i3] view Log
] Delete Task
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3.7.2 Edit Task

1)

2)
3)

4)

Select atask in the Traffic Statistic (Schedule) Task Manager.

Click Edlt Task option in Task Actions pane.

Perform the steps 1 through 5 as in New Task. While proceeding through the steps, you
may add a new report, delete a report, edit report scope/criteria settings, change the

export path, e -mail address, change the schedule s ettings, etc.,

The new settings will be used when the task runs the next time.
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3.7.3 Delete Task

1) Select ataskin the Statistics Reports (Schedule) Task List.

2) Click §ll Delete Task option in Actions pane.

3) In the Delete Task message box, click Yes to delete the task from the task list in the

Statistics Reports (Schedule) Task List, click No to skip the deletion process.

Delete Task

o Do wou want to delete the task "Mail Size' from the task manager?

Yes Mo
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3.7.4 Run Now

You can run a task immediately, before (or) after it is scheduled to run.
To run a task from the existing task list:

1) Select ataskin the Traffic Statistics (Schedule) Task List.

2) Click option in Actions pane to run the task immediately.
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3.7.5To End a Running Task

You can end a running task to stop the task from completing its actions. This action stops the

task while it is performing certain process.
To stop a running task from the existing task list:

1) Select atask inthe Traffic Statistics (Schedule) Task Lis t.

2) Click in Actions pane to stop the running task immediately.
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3.7.6 Task Status

The Task Status  feature helps the user to view the list of history instances for the specified time

period for all tasks. To view and manage task status:

Click Tools > Task Status from the main menu or Click [2] Task Status from power Reports Actions

Pane. The Task Status dialog appears as shown below:

Task Status
Thiz dialog shows the list of histony instances for the specified time perniod for all tazks. You can remove a particular v
or all task kiston instance(s).Enter a walid number of days for which task histon instances have to be shown, %}

Showw task status for last 7 days only, |Refresh fE"u"iew Log # Rermowe 83 Rermove All

Tazk Mame Start Time End Time Time Elapsed Remarks
i O0:00: 20 Finished
Mail Size 11/9/201511:65:38 &M | 11/9/201511:55:58 4M | 00:00:20 Finished
Mail Size 11/9/2015 11:56:06 &M | 11/9/201511:56:25 4 | 00:00:19 Finished

Cloze

You can perform the following actions in the Task Status dialog:

a)

b)
c)
d)

e)

Show status for last <n> days only: Upon clicking Enter button, displays task history
entries of all tasks that were run within the specified number of days.

Refresh: Reloads the task history entries and updates the newly run tasks (if any).
View Log: Displays the task activities for the selected history instance.

Remove: Removes the currently selected task history entry, and its associated log
folders and files.

Remove all:  Removes all task history entries and their associated log folders and files
that are currently displayed.

Click Close button to close this window.
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3.7.7 Task Properties

In the Task Properties dialog box, the task's properties like Server Name, Version,
Authentication Mode, Date details, Schedule Settings can be fo und. Click the corresponding

tab to view the properties.

To view all properties of a task:

1) Select ataskin the left pane to view its report settings

2) Click Properties in the Actions pane. The Task Properties dialog box will appear.

3) Inthe Task Prop erties dialog box, the task's properties can be found Server Name,

Version, and Selected Reports list, Click the tab to view the respective properties.

Properties of 'Mail Size'

Schedule Settings | Server Sethings
Server Name: RD70.planet.local

Wersion: |Exchange 2013

Selected Reports: | Top Senders by Recipient Count
Top Senders ko Groups by Mail Size
Top Recipient by Mail Count

Top Recipients by Message Size
Mail Caunt by Size Range

Close
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3.7.8 Remove Task History

The task history information for a task displays the task name along with its start time,
end time, time elapsed and remarks. The task history of various runs of a task is displayed

in the bottom -center pane of the Traffic Statistics (Schedule) task manager.

Select a task in the Task List pane to view its task history in the bottom center pane.
Skart Time End Time Tirne Elapsed Femarks
11/9/2015 11:55:00 AM 11}9/2015 11:55:20 A 00:00:20 Fimistied
11/9/2015 11:55:38 AM 11j9j2015 11:55:58 AM 00:00:20 Finished
11/9)2015 11:56:06 AM 11902015 11:56:25 AM 00:00:19 Finished

Select a history instance in bottom grid and click &K Remove Histow 1 10 in the Actions pane to remove the
history information for the selected instance. This will permanently delete the task information from the task

history and all related sub-folders and files in the respective task folder.
Remove History

This action will perrmanently delete the task history, pheysical folders and
files corresponding to the selected histony iterm.

Do you want to continue?

Yes Mo
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3.7.9 View Log

The Task History information for a task displays the task name along with its start time,
end time, time elapsed and remarks. The task history of various runs of a task is displayed

in the bottom -center pane of the Traffic Statistics (Schedule) task manager.

Sele ct atask in the Task List pane to view its task history in the bottom center pane.

Task Histary

Skart Time End Time Time Elapsed Remarks
10/30/2015 12:35: ] : 00:01:10 Caornpleted
10/30/2015 12:37:31 PM 10/30/2015 12:38:32 PM 0o:01:01 Completed
1043002015 12:39:00 PM 10J30/2015 12:39:44 PM 00:00:44 Completed
10)/30/2015 12:40:43 PM 10)30/2015 12:41:28 PM 00:00:45 Completed

Click iﬁ Wiew Log button in the Actions pane to view the errors that may have occurred while running the
task.
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3.8 Additional Tools

The Additional Tools provide the following features for Traffic Reports:

i

i

Report views - Custom views with selected Group by fields.

Find - Find the particular data or information in the displayed reports.

Export - Exports the reports in different form ats to local file system or shared folders.

Refresh - Regenerates the displayed reports.

E-mail - Send the reports in various formats as attachments through e -mail.
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3.8.1 Report Views

Report Views comprises of the following information:

U List of tabs and their corresponding fields pertaining to the report
U Field ordering

U Group by fields

U Default group by field

U Default view

Using report view, a custom view can be created with the des ired set of fields available
across the tabs that are related to a given report. The selected fields can be ordered, so

that generated report will be shown in the given field order.

Any field from the list of selected fields can be added to the list of av ailable group by fields.

The default group by field will be shown as first column (with the column values merged) while

displaying the report output.

It can be accessed from the Report View drop -down in report window.

Report View: [Default 'J = ‘ 12

276



3.8.1.1 Create a Report View

Perform the following steps to create a report view:

1) Inthe Built -in Reports

Report View drop

-down (

output window, select any report view from the

Report View: [Default

v) 3|

LS|

report view has to be created.

2) Click new button ( ). New Report View window will be displayed as shown

below:

Mew Report Wiew

_reate a new custom view based on the current view, You can select Show Object Path in report checkbox ko shiow

the full path of the object For which the report information is displayed.

Report Yiew Mame:

Select available figlds From:

General

Available Fields:

Shiow Fields in this order;

De=scription

E-mail

Initials

Office

Phone Murmbers {Others)
Telephone number

Web page

Weh Page Address (Others)

Chbject Path

Cbject Mame

First name

Last name

Email &ddress

Total number of Folders
Total number of items

Taotal nurmber of read mails
Total number of unread mails
Total number of appointment
Total number of tasks

Total number of contacts
Falder name

Avvailable Group By Fields;

Objeck Mame

Cefault Group By: | Object Mame
[ ] show Object Path in report

L

3) In New Report View window, the report view information corresponding to the

selected report view will be loaded.

4) Specify name of the report view to be created in Report View Name text box.

5) Select the desired field in the 'Available Fields' list box and click >> button to add

it to the selected field list represented by the 'Show fields in this order" list box.

6) Select the desired field in 'Show fields in this order' list box and click << but

remove it from the selected field list. The removed field will be added to 'Available

Fields' list box.

ton to

), based on which a new
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7) Select thedesired fieldin'Show fields in this order’ list box and click and V buttons
to move the field to upper ad lower position respectiv ely, and set the desired field

order in report view.

8) Select the desired field in 'Show fields in this order' list box and click >> button to
add it to the 'Available Group By Fields' list box. The added field will get

automatically added to 'Default Group By' drop -down.

9) Select the desired field in 'Available Group By Fields' list box and click << button
to remove it from the available group by field list. The removed field will get

automatically removed from the 'Default Group By' drop -down.

10) Select thed esired field in 'Default Group By' drop -down, to be set as default group
by field, while displaying the report output

Mew Report View

Create a new custom wiew based on the current view, Yoo can seleck Show Object Pathin report checkbox ko show
the full path of the object For which the report information is displayed.

Report Yiew Mame:

Select available fields froms:

General W
Available Fields: Shaw Figlds in this arder: Bevailable Group By Figlds:
Cescription - Folder Path ~l| ¢ Obiject Mame
E-mail Mail Count W
Initials From
Office << | |Ta 1
Phione Murmbers (Okhers Subiject
Item Size (KE)
Web Page Address (Others) Has Attachments

Itemn Created Date
Itern Received Date
Item Sent Date e
Itemn Last Modified Mame
Itermn Last Madified Time
lephone number

L

Cefault Group By: | Object Name W

[ show Object Path in report Cancel

11) Click OK to save the report view. After the report view is saved successfully, it gets

added to the reports view drop -down in the Mail ~ Traffic Reports output window.

12) Click Cancel to abort the Report View creation.
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3.8.1.2 Edit a Report View

Perform the following steps to edit a report view:

1. Inthe Mail Traffic Reports output window, select any report view from the Report View
dropdown.

2. Click Edit ( 2 ) button. Edit Report View window will be displayed as shown below:

Edit Report Yiew

Create a new custom wiew based on the current view, Yoo can seleck Show Object Pathin report checkbox ko show
the full path of the object For which the report information is displayed.

Repart Yiew Mame: Tesk view

Select available fields froms:

General W
Available Fields: Shaw Figlds in this arder: Bevailable Group By Figlds:
Cescription - Cbject Path Al ¢ Object Mame
_ Ohject Name Object Path
Initials First name Firsk name
Office << | |Last name 1 Last name
Phone Murmbers (Others) Email Address Total number of Folders
Telephone number Total number of Folders Total number of items
Web page Total number of ikems Total number of read mails
Wb Page Address (Others) Total number of read mails Email Address
Total number of unread mails Total number of appointments
Total number of appointrment =

Total number of tasks
Taotal nurmber of contacks
Folder name i

L

Cefault Group By: | Object Name W

[ show Object Path in report Cancel

3. In Edit Report View window, the report view information corresponding to the selected
report view will be loaded.
4. During Edit operation,
a. For Built -in Report, Report View Name and any other settings cannot be
modified. Only 'Show Object Path in report' value alone can be modified.
b. For Custom Report, Report View Name alone cannot be modified. All other
settings can be modified.
5. Select any of the tabs from 'Select available fields from' drop -down. The list of
fields corresponding to the selected tab will be loaded in 'Available Fields' list box.
6. Select the desired field in 'Available Fields' list box and click >> button to add it to
the selec ted field list represented by 'Show fields in this order' list box.
7. Select the desired field in 'Show fields in this order' list box and click << button to
remove it from the selected field list. The removed field will be added to 'Available

Fields' list box.
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8. Selectthe desired field in 'Show fields in this order' list box and click ~ and V buttons
to move the field to upper and lower position respectively, and set the desired field
order in report view.

9. Select the desired field in ‘Show fields in this o rder' list box and click >> button to
add it to the 'Available Group By Fields' list box. The added field will get
automatically added to 'Default Group By' drop -down.

10. Select the desired field in ‘Available Group By Fields' list box and click << button to
remove it from the available group by field list. The removed field will get
automatically removed from 'Default Group By' drop -down.

11. Select the desired field in 'Default Group By' drop -down, to be set as default group
by field while displaying the repor t output.

12. Click 'Show Object Path in report' checkbox to show the object path (in LDAP

format) as part of report data in the report window.

Edit Report Wiew

Create a new custom view based on the current view, You can select Show Object Pathiin report checkbox bo shiow
the full path of the object For which the report information is displayed.

Report Yiew Mame: Tesk view

Select available figlds From:

General W
Available Fields: Shiow Fields in this order; Avvailable Group By Fields;
Descripkion - Chbject Path A 4 Objeck Mame
_ Object Mame Object Path
Initials Firsk name Firsk name
Office << | |Last name 1 | |Last name
Phone Murmbers {Others) Ernail Address Total number of folders
Telephone number Total number of Folders Tokal number aof ikems
Web page Total number of items Tokal number of read mails
Weh Page Address (Others) Taotal nurmber of read mails Email Address
Total number of unread mails Total number of appointments
Total number of appointment ==

Total number of tasks
Total number of contacts

Falder name v | s

Cefault Group By: | Object Mame v

[ | show Object Path in report Cancel

13. Click OK to save the report view. After the report view is saved successfully, the
report view gets added to th ereportsviewdrop  -down in the Data Collection Reports
output window.

14. Click Cancel to abort the report view edit operation.
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3.8.1.3 Delete a Report View

Perform the following steps to delete a report view:

1) Inthe Mail Traffic Reports output window, select any report view from the Report View

drop -down.

2) The default view for the given report cannot be deleted. i.e., If the selected view is a

default view for the given report id, then the view cannot be deleted.

3) Click Delete () bu tton.
4) An alert message asking for confirmation, to delete the report view, will be displayed as

shown below:

DCelete Report Yiew

o Sire you sure you want to delete the custorm view Testwiew' ¥

Yes Mo

5) Click Yes to delete the selected report view.

6) Click No to abort the delete process of the selected report view.
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3.8.2 How to Find Data in a Report?

You can use the find feature in ARKES - Traffic Reports to search for specific data in a report.

To search for data in a report, just type the characters or words you want to find in the

. . . . . . i Maef o
find edit box available in th e report window, and then click on I MeefTyJoSwagiady @ .

1) ARKES - Traffic Reports performs a case insensitive search of the specified search

criteria in the report.

2) The search criteria should not be enclosed within quotation marks.
3) You can use the "*" wildcard character in the search criteria. The ™" wildcard
character act as a place holder for zero or more characters. However, note that you

cannot use the "?" wildcard character in the search criteria.

For instance, if you want to s earch for 'Domain' in a report, Type Domain, without

guotations, in the edit box, and then click on, Find Button.

By default, ARKES - Traffic Reports adds an asterisk as a suffix to the specified search
criteria, if no wildcard character is present in it. In this case, it finds a match in the report
for all fields that have the text Domain followed by zero or more characters, i.e., Domain,

Domain Controllers, Domain Admins, etc.

4) ARKES - Traffic Reports finds additional occurrences of the specified search criteria
instantaneously. To loc  ate other occurrences of the same search criteria in a report

you need to scroll the report grid downwards.
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{ \DVENTU OCAL - [ Excl

Report: Al Mails Report:
BW Date Range: From [ 8/6/2011 10:35:49 AM ] To [ 8/26{2011 3:54:08 PM ]

[2) Refresh ||:_;¢Export |? Filter |@E-man ‘ Find Maefiylodwa

E] Exchange Server: RD4S.ADVENTURE.LOCA group by: |Message ID ~ | Report vigw:

Status: Success

Generated On: 1/5/2012 3:54:533 PM

Elapsed Time: 00 sec, 1144962

w

Message ID Message Subject Total Bytes Sender 3
<912961E2EBFEB340820CC824D8782CAT025944@Rd49. Adventure. local> RE: Status Report 7946 MaeffyJoSwa@adventure local
<912961E2EBFOB340020CCa2408702CAT02C 1 IF@Rd49, Adventure. local> RE: Software Support Submission Form 13219 MaeffyJoSwa@adventure local
<912961EZEBFEB340820CCE2408762CAT02C 1 25@Rd49, Adventure. local> RE: Regarding product testing 9115 Maeffyloswa@adventure Jocal
<912961E2EBFEBS10820CCE2408782CA702C1 2B@RA9. Adventure.local> RE: Regarding product testing 7641 MaeffyloSwa@adventure local  —
<94D5AS7DEACE404393624 15FFE | 3E08662EE35@RA49. Adventure local> RE: Regarding product testing 8742 Andresson@adventure.local

5920 Andresson@adventure. lacal

. <3a93631 4-e2e0-4f 2a-b400-05aF Je5e9524@Rd43, Adventure Jocal = Undeliverable: F'W: Software Support Submission Form| 12378 MicrosoftExchange229e71ecOfae:

<BCATSI0FASCAC34DBZEBAECEZET 26 1 954F2DS2AB@R 49, Adventure.local> | FWw: Software Support Submission Form 7020 Kemraniite@Adventure, local
<94D5A57DEYCEI04993624 15FFE 1 SED8662EESS@R A4, Adventure local> RE: Regarding product testing 920 Aandresson@adventure,local
<3a936314-e2e6-4F2a-b400-055F JeSeI5e4@RA49. Adventure Jocal > Undeliverable: FW: Software Support Submission Form| 12604 MicrosoftExchange329e71ecOfae: _

< | 1

!

3
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3.8.3 How to Export Data?

The Export feature helps the user to export report data generated by ARKES - Traffic Reports to

a file using various formats namely HTML/CSV/XLS.

1
Click on button in the report window or select Export option under File  menu to
export report data to a file in the desired format.

Export

Select the export path, farmat and file name for the repaort to be

exported.
el b Wl e PublichDiocumentsh R KES 7. w\Expart
File Format: | HTRL ¥

File Mame: | Read Mail ltern Repart

E=port to time-stamped sub-folder

Mote: Thiz evaluation version exports only 100 records.

Cancel

Specify a file name to export report data or to accept the default file name. Specify the
export path and select a desired file format. The path refers to the destination location

where the output file generated should be stored. It can be given using the Browse button.

By default, the report will be exported to atime -stamped sub -folderin the format 'YYYYMM

DD HH.MM.SS' under the specified export path. This will be useful to avoid overwriting of

existing files, if any, in the s pecified export path.

In MDB file format, the information is stored as tables in databases. For each report, a new
database will be generated with a table for holding the report data for the domain. By
default, the database name and the table name will b e the name of the report, or by the

given name, if specified.

In CSV file format, the information is stored as comma separated values. For each report,

a CSV file will be generated. The name of the CSV file will be the name of the report.

In HTML, PDF, XLS and TIFF file formats; the information is stored in html, Pdf, xIs and tiff
files respectively. For each report, a file corresponding to the selected file format will be

generated. The report name will be same as the file name.
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3.8.4 How to Refresh Data?

Refresh the current report data to view the latest information from the selected Exchange Server.

Click 2] Refresh jhtton in the toolbar available in the report window or press F5 to refresh report

data. The existing data will be cleared and late st data will be loaded in the report window.
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3.8.5 How to Email Data?

ARKES - Traffic Reports provides the option to e -mail the reports generated by using the Built -in

Reports.

Click button in the toolbar to e -mail the reporttothe e  -mail recipients. E -mail dialog will

be displayed as shown below:

E-mail Report

5 Specify SMTP Server name, From Address, To address, Subject, Body of the e-mail message, attachment
— format and option to attach the report as zip file format.

SMTP Server: RD45

From: |Joshwa

~f @ To... | |David s Robinson &3 8
' Y Check
Send
Subject: | Mail Ikem Sumrmaty

Attachrment Format:  HTML  w Compress the atkachment
Please find the attached report generated by ARKES
Reqards,
Joswa P,

For e-mailing reports, it requires SMTP Server, From E -mail Address, To E -mail Addresses

(recipients separated by semicolon) and the report attachment format.

Specify SMTP server name, from Address, To address, mail subject, mail content, attachment

forma t and option to compress the attachment.

button to send the report by e -mail to the selected recipients.
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Check Names

ARKES - Traffic Reports provides check name feature, to check the existence of corresponding

mail - enabled recipient object in Active Directory. To check name, click

8-

Check| putton. If the entered name matches with a mail object in the Active directory / its

trusted domain, name entered in From address text box will be replaced by the
corresponding active directory recipient objec t. If there is more than one match, a dialog
which contains matching Active Directory recipients will appear as shown below. You can

select one or more recipient and click OK.

8 Check Mames

Admin Beport Kit for Exchange Server Founds more than one 'a

Do pow want b =
() Delete thiz Fecipients from the list
(® Change to Cancel
_1_, adminuzer [adminuzer @yvazlab. local] li‘l Froperties...

_{ Alec Frings. E[alect@yvezlab lozal]
_JJ Billy F. Doctrove[andrew(@yzslab. local]

To get more information about the listed recipients under Change to, select the name, and then

. Properties. .
click B
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4 Alec Frings. E

Dietails
First Name: Alec Initials: Frings
Last Name: E

Display Mame: Alec Frings, E

Title: Department:
Company:

Alias: alec Mobile number:
E-mail: alec@vsslab, local

Webpage:

Cancel

If there is no match for the name entered by the user in Active Directory, a dialog will appear as

shown below:

e Check Mames

Admin Bepart Kit far Exchange Server Foundz more than ane "a

Do pou want ko:

(1]4
() Delete this Recipients from the list
(@ Change to Cancel
_1_, adminuzer] [adminuzer] @2vszlab local] Iill Properties...

_1_, Alec Frings. E[alec@yzzlab.local]
?J Billy F. Doctrovelandrewidyezlab. lozal]

Select Delete option in the abo ve dialog to remove the recipient name from To address text
box. Click Cancel button to close this dialog and the unresolved recipient(s) will appear in

red color.
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Address Book

ARKES - Traffic Reports provides Address Book feature to search for any m ail enabled

recipient object (say, person, distribution list, contact, public folder) you want to send a

message to. Click button and then use the Find Names  dialog box to search for

the recipient object you want to send a message to. (Note that you can't use the Find
Names dialog box to search for distribution lists in your Contacts folder.) Select the

object's name in the list and then click Add recipient to...To.

Find Mames

Fird Mames in: | All Global Address List W

Digplay Mame | d

Lazt Mame First name
Title Alias
Campaty Department
Office iy
M ame Phone Blias Office Job Title Company
Dave R. zmith 1 Dave 145552255 [ WIS
_1_, Denniz Richerd Cennis
_2_, DiscovenSear... Dizcovems...
£ >
Add recipient to... Ta Froperties... Cloze

U To get more information about one of the names in the list, such as department or

. | Properties...
phone number, select the name, and then click '—1 :
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4 References

This section provides the following information:

U Technical Support

U  Troubleshooting Guide

i Common causes for empty data
U Alert Messages

i Clean-up SQL Database

U How to uninstall ARKES?
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4.1 Technical Support

If and when a problem arises, please forward the following information to support@vyapin.com

to revert back to you with a solution. These files will be available where ARKES is installed.

Error Log File

e.g., <Application Data Folder> \Log\ ARKESETrrorLog.txt

Note:

<Application Data Folder> is the common area where ARKES settings will be stored in the
computer running ARKES. The <Application Data Folder> can be found from the Help  -> About
ARK for Exchange Server. The default path of <Application Data Folder> is as follows:

Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Server 2008, Windows Server

2008 R2, Windows Server 2012, Windows Server 2012 R2 -
C:\ User s\ Public \ Documents \ ARKES 7.x
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4.2 Troubleshooting Guide

4.2.1 Common causes for empty data

Here are the various causes for empty data being reported in ARKES:

0 Currently logged on user or the entered user credential does not have the required

permissions to view Exchange Organization information. Please refer to ARKES Reports

Primer_ section in the help file for more informati on.

U0 The object corresponding to the selected report may not be available in the Exchange

organization of the entered Directory Server.

For example, Managed Folders, Exchange ActiveSync is not applicable for Exchange
2003. If you have generated this report by connecting to the Directory Server
residing in Exchange 2003 only organization, no data will be displayed in the

generated report.

U The given container / OU does not have objects (say, Mailboxes, Mail users, Distribution

Groups, Contacts, Public Folders) corresponding to the selected report.

Built-in Reports Wizard

Step 1 of 2: Specify Search scope =7

Select the desired recipients for which the report has to be generated. Select Entire organization OR desired H%ni
containers to generate the report for all recipients in the arganization £ in a zet of containers in the organization.
Click Browse to browse for containers in the organization,

() Specific mailbox-enabled user(s) only (® &l maibox-enabled user(s) in specific containers
Containers to zearch

Search option:

(") Entire Organization

(@ Selected containers in Organization I:E:l Browse.. 7 Edit Options X Rerrove
Container Path Inzlude sub-containers
OU=5P Uzer Accounts, DC=vzzlab, D C=local Falze +
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The resource reports will be resulting in no data if Exchange credential are not provided i

the Connection Manager.

The Mail Item reports will be resulting in no data if the provided Exchange credential does

not have impersonation permission in Exchange Organization or Active Directory.

The search criteria specified prior to data collection o r filter criteria applied in the report

window after data collection could be resulting in no data.

No objects would be enumerated if the currently logged on user account or entered user

credential is denied read permission on objects.
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4.2.2 Alert Messages

L ARKES Configuration Settings
This rnodule requires Exchange Server and Directory Server setting to
proceed, Configure Exchange Server and Directory Server for reporting.
Ok
This alert message will pop up, when no server is added to the Configuration Settings and if the user
tries to launch Built-in Reports. Click here to view the detailed information about Configuration Settings.
2.
ARKES
The following error occurred connecting to 'ROG0"
! L Anetwork-related or instance-specific error occurred while establishing
a connection to S0L Server, The server was not found orwas not
accessible, Werify that the instance narme is correct and that 3L Sercer
is confiqured to allowe rermote connections, (provider: Marmed Pipes
Provider, error: 40 - Could not open a connection to S0L Server)
8] 34
This alert message will pop up when the specified SQL server name is invalid.
U Spell check the SQL server name.
U Check LAN connection to the SQL server.

Add Server

o &Sdd Exchange Server and Directory Server to proceed for reporting,

Ok

This alert message will pop up, when no server is added to the Configuration Settings dialog and if the
user tries to proceed with reporting by clicking OK.
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server Configuration

Mo server has been configured, Go to Tools - Configuration Settings,
! . to configure Exchange Sereer and Directory Server for reporting,

Ok

This alert message will pop up, when the user tries to close the Configuration Settings, without
configuring Exchange Server and Directory Server. ARKES requires Exchange Server and Directory

Server to generate reports. Click here to view the detailed information about configuring servers for
reports.

Delete Report Yiew

o Default wiew cannot be deleted,

Ok

You cannot delete or change default report view for all the Built-in reports. Click here to view the detailed
information about Report Views.
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4.4 Clean-up SQL Database

Some of the ARKES reports perform more transactions in its Quick Reports database (as
mentioned above). This action may result in increase in its database file size, which can

be reclaimed later by using the Microsoft SQL Server Management Studio. Please r efer to
the following MSDN articles to reclaim database disk space in SQL Server: Shrinking a
Databasehttp://msdn2.microsoft.com/en -us/library/ms189080.aspx How to: Shrink a

Database (SQL Server Management Studio) http://msdn2.microsoft.com/en -
us/library/ms189035.aspx

ARKES can truncate and shrink the application database related files based on the settings

provided in Database Shrink Settings . To configure the settings, GotoTools menu and
click Database Shrink Settings . This will display a dialog as shown below:
[ Shrink Database

The size of the database iz reduced by collectively shiinking the
databasze files, releazing unused space. Click 'Shrink Mow' button to
perform zhrink, operation.

Shirink, Mo

[l

[] Do ot show this dislog again

If the time interval configured in the settings dialog is, say 7 days, ARKES will perform the
truncation and shrink process every 1 days from the last truncation date.

Clean-up SQL Database process is only for ARKES - Built-in Reports and ARKES - Power Reports not an

ARKES-Traffic Reports database

Using the Profile Manager dialog show below, new profile can be created and available profiles can be
removed from the profiles list.

If the Disable Database Truncation checkbox is checked, database truncation by ARKES will be disabled

i.e, ARKES won't perform truncation process while closing application.
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[ Shrink Database

The zize of the database is reduced by collectively shiinking the
databaze files, releazing unused space. Click 'Shrink Mow' button ta
perform ghrink, operation.

Shirikik. Mo
Automatically perfarm shiink, operation for everny
1 = | day while clazing the application.
Cloze

[ ] Do ot show this dislog again
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4.5 How to uninstall ARKES?

When you uninstall ARKES through Control Panel - Add / Remove Programs applet,
Windows Installer program will remove only the application files from your computer. But,
the application related files created by ARKES remain in the computer. In order to remo

ve
ARKES worker files completely, the uninstall wizard provides a set of cleanup options to
perform the cleanup operation based your selection.
Use this wizard to cleanup the files that are created by ARKES application selectively and uninstall
ARKES com pletely from the computer.
1) Launch the uninstall wizard by clicking Start -> Programs -> ARK for Exchange Server

v7.X -> Uninstall Wizard.

The ARKES Uninstall Wizard dialog will be shown as below:

ARKES Uninstall Wizard

Welcome to ARKES Uninstall Wizard
This wizard helps you to deanup and uninstall ARKES completely.

This wizard will guide you through the steps to deanup the files that are created by ARKES application.
Using this wizard you can:

* Cleanup export tasks and task history.
* Cleanup scheduled tasks.

* Cleanup ARKES application settings.

* Cleanup log files,

* Ininstall ARKES application.

Click Next to proceed.
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2) Selectrequired cleanup options as shown below:

ARKES Uninstall Wizard

Step 1 of 2: Cleanup Options ]
[ +]
Cleaning up the information based on your selection -Cl
.

(® Uninstall ARKES application
Remove all application files and uninstall ARKES application from the machine.

() Uninstall ARKES application and cleanup application settings

Remove all application files and uninstall ARKES application from the machine. Also deanup all scheduled
tasks, task histories, log file, exported files and other reports settings.

« Back Finish Cancel

Click Next to proceed.

3) Confirmthe cleanup and/or uninstall process.

ARKES Uninstall Wizard

Step 2 of 2: Cleanup Process
Cleaning up the information based on your selection -Cl
.

Click 'Finish' button to proceed with the deanup process or dick 'Cancel’ button to terminate the uninstall wizard.

« Back ext Finish Cancel
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Click Finish to run cleanup and/or uninstall process . Click Cancel to close the wizard.

4) Once the file cleanup process is complete, the uninstall wizard will automatically run
Windows Installer program to remove ARKES application from the Computer.
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Profile Manager Dialog, 114, 245
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SMTP Connectors, 43

SMTP server, 142

SMTP Server, 79, 112, 142

Software, 2
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SQL Authentication, 110

SQL server, 110, 111, 241, 242

SQL Server, 2, 79, 109, 110, 111, 113,
244

SQL server, 110,24 1, 242

Task History, 167, 168, 169, 170, 171
Task History Actions, 167, 168, 170
Task Status, 150, 172 Troubleshooting Guide, 240 uninstall wizard, 245, 246, 248 View
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Virtual Servers, 38, 39, 40
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Windows 2003, 239
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