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ARK for Active Directory

Copyright (c) 2006 - 2025 Vyapin Software Systems Private Limited. All Rights Reserved.
Email: support@vyapin.com Web: www.vyapin.com

mMmdm ! 02dzi ! wy! 5

ARK for Active Diirseca opoywerAfRKIADr)eporting to
Enterprise and Microsoft Azure Active Direct
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System requirements

Who can use ARKAD?

How to purchase?

Technicalll Support

M®H {@a40SY NBIdzA NBYSy
For latest information &Iiysgesnt &mqgnpédaleimeemnea
website.

Mdo 2 K2 OFy dzaS ! wY! E

Organizations running Microsoft Active Dir.q
power ful reporting tool foSy#&ceéemvadmDi niest oa
and manapgreendinses and online Active Director
any | ocation.


https://www.vyapinsoftware.com/system-requirements/ARK-for-Active-Directory.pdf
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rs that woul d benefit from ARKAD

Systems managemélnt personnel

System Admilhi strators

Ot her Windows networld product developer
Trainers and educators

Enterprise networ il planning personnel

anizations that woul d benefit fr

Companies having Microsoft Enterpild se N
Any company having Azur Bl Active Directo
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You
Sal e

can purchase ARKAD hintl p:n/e/ iww.mv YBdipiaredbsm/heact o1
s deparatt mesn@v yafpam .xaolmes and price related

qgueri
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Once
sal e
nece

Il n ¢
pl ea
sal e

A
A
Pl ea
your

you purchase the software online or t
notificradilonftdmoawuwgmh wal es depatenamentw
ssary instructions to register the sof:

ase you do-madtl Mfeoen wararmsad es team aft
se send the following infoalmad @wyawiiicdnhoc
s order number:

Company Ramies:er Company Name
LocatCiony & Country for the Company Narm

se allow 12 to 24 hours from the ti me
order s.


http://www.vyapin.com/
mailto:sales@vyapin.com
mailto:sales@vyapin.com
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Register ARK for Active Directory

License Type: 15-day Evaluation Copy

To register the software, copy and paste the license key in the textbox below:

h

Register screen

Apply Cancel

Perform the following steps to register th
1. Downl oad evaluation/trial copy of softwv
i n our wetbtsp:t/e/ vaww. vyapin. com/
2.lnstall the software on the desired con
3.You wil/ receive a -naiiclens®e <«®eogn téhs oulgé

compl et e.

4. Click " Appl yAboiunt HRIKp f or->ARegivet ®rrkct

to see the Register dialog (as shown

i n

k ey

5.Copy the license key sent to you throug
For help on how to copy the I|license
(as shown in I mage 2).

Au

? b L


http://www.vyapin.com/
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How to copy license key

----- BEGIM LICENSE KEY (COPY BELOW THIS LINE) ---i%Selaect and then Copy the
/ selected text

How to copy |license key screen

1T Sel élet-p About ARK for Acobmveéeobibactory
T ThAbout ARK for AdtiavegDiwiédt apypyear as

About ARKAD >

ARK for Active Directory v9.3

Copyright (c) 2e8s - 2825 Vyapin Software Systems Private Limited.
All Rights Reserwved.

Email: support@vyapin.com Web: www.wyapinsofiware.com
View License Agreement

Computer Mame: rdli@
Full Computer Mame: rdlif.vsslab.local
Program Folder: C:\Usersh\admin‘Documents“%ARKAD Release’,

Application pata Folder: C:'Users‘Public\Documents'ARKeD .
Product:

License Type: 15-day Evaluation Copy

License Description: This software is meant solely for evaluation purposes

only. This ewvaluation wversion exports and e-mails only

You are on day: 1 of 15
Remaining Days: 14

Register license key..

About screen

M®dc C¢SOKYAOFf &dzLJLJ2 NI
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ARKAD Frequently Asked Questions (FAQ) sect
http://www.vyapin.com

Please direct all tecétuppaitt @Quplhlpchudamsheé:
information to elMpedite a response:

a) I nclude the version of the product vyou
b) I f the problem is associated with insta
c) |I'f the problem is associated with usage
d) I nclude the version of the &@3,xeisnfaon da bloo

of the OS installed.

e) Attach the EErgr, LoApfFliil eatAIRKADEatrar Eolgc

Not e:

<Application Data Folder> is the common ar
computer running ARKAD. The <Application D
About ARK for Active Directory. The débaull

Wi ndows 11 / Windows 10 / Windows 8 / Wi nd
Server 2019 / Wi ndows Server 2016 Wi ndo-ws
CWUs eWs blDiooc umehARIKAD

H® / 2y U3Tdz2NB ! wyY! 5
HOmM [/ 2y U3dzNBE 5ANBOG 2N

The Configuration Settings maintains a |ist of Dire
ARKAD. Using the Configuration Settings window, you
and connect to the available directory servers to ¢

HOmMdPM [ dzy OK [/ 2y U3JdzN) o ;

You can |l aunch ARKAD dldnfiguration Settings:e


http://www.vyapin.com/
mailto:support@vyapin.com
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Use this Configuration Settings to manage Directory Servers through ARKAD. Click Add to add a new Directory
Server, Select a Directory Server in the list to Edit/Delete/Verify connection and connect to the Directory Server,

[+] AD Configuration Bk Add | 37 Edit | 5, Delete | Properties

@ Azure AD Configuration Server Name Domain Name Uzer Mame Password Connection Status

=8l E-Mail Settings

@i? Frofile Manager

[ Connect H Close l

L

The various operations that can be perfor mi

Add To Add a Directory Server to

Edit To Edit the properties of the
Select a Directory Server an:

Del et |To Delete a Directory Server
Directory Server and click D

View |[To view the properties of thi
Propela Directory Server and click

ConneTo connect to the Directory !
report window. Select a Dire:
button.

Close|To close the Configuration St
button.

Au

? b L
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You have to specify the directory server UWn

Director yTliBiexs veacti on contains the informat
Directory Server (Domain Controller)

Add a Directory Server to the Iist

N

NKLaunch Confi gudiatdowm. Settings

=KIn the Configuration Settings window Se
button to add a Directory Server to the

OKThe New Directory Server window wil/ be

¥ "

_if_lj] select domain @

Specify a domain controller or seleck an Active Directary domain

fFrom the drop-down list, and then select a domain controller,

Check 'Log on as current user' to specify alkernate credentials to
e Conneck bo the DC,

@ Specify Domain Controller

D Marme: |

Select Domain Controller

| Log on as current user
DISCOVER Y adminuser

Stare the abowe credentials in Microsoft windows
Stored User Mame and Passwords applet

LCancel

T The |list of domains available in thi
dropdown

T Select a domain from the Domain Nami

T The 1i st of domain controllers for i
Domain Controller Name dropdown.

T Select a domain controller from the
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-

31 Select domain | 22|

() Specify Domain Controller

@ Select Domain Controller

|:| Leg on as current user

Specify a domain controller or select an Active Directory domain
from the drop-down list, and then select a domain controller, Use
'Log on as current user’ option to spedfy alternate credentials to
connect to the DC.

Diomain Name: [H'OYAGEF{ "]

DC Name: [F{D-ﬂ} v]

Mote: This option requires NetBIOS aver TCP/IP to be enabled.

zer Mame: voyager \adminuser2 -

Pass'ﬂ'l:lrlj: BERERRERRR

Store the above credentials in Microsoft Windows
Stored User Mame and Passwords applet g

] ] [ Cancel ]

4 Specif

Store
Passwo
di ffer
i ke t
schedu

By def
cont ex
use di
t ask,

ARKAD

Wi ndows Stored Us

user p
prof il
user ¢

L

PKCl i ck

S KARKAD
par ame

y user name and the corresponding

the above user credenti al in Micr
rds-lanppBlugitlatnd Power Reports, ARKA
ent user credentials to connect t
O connect to the directory server
| etdagle pounattended mode) .

aul t, ARKAD will igsedthe tder sabe
t to connect to Directory Server

fferent user context to connect t
you can do so kByvetowismg ftcheatBixte

will store the user credential to
er Names and Passwords
rofile is tied tggeéeteonsesecoatea
e is created Hence, you wil/ not

t

ontext for he i mport task.

OK to add the Directory SHIrver to

will connect to the Directory Se
ters and add it to the | ist, upo

S5 =

Au

? b W
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! Use this Configuration Settings to manage Directory Servers through ARKAD, Click Add to add a new Directory
ﬂ Server, Select a Directory Server in the list to Edit/Delete fverify connection and connect to the Directory Serve

|J AD Configuration E}- Add | @’Edﬂ | a Delete |Emperti5
Server Name Domain Name Lzer Name Fassword Connec

&b Azure AD Configuration

EEEEEEE

VOYAGER voyageradminuser? Connectf

=] E-Mail Settings

@i? Frofile Manager

4 1

| Comneat | [ c

THKCIick Cancel to abort the add process o
Settings |ist.

HOmMdPo |1 26 02 9RAG
{Sky3a
To Edit a Directory Server listing in thell

NKLaunch Confi guwiandlbbw. Settings

ZHKHIn the Configuration Settings wi @dDbBwki ts
button to Edit an existing Direltltory Se
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_if_ij] Select domain | E3 |

Spedfy a domain controller or select an Active Directory domain
from the drop-down list, and then select a domain controller, Use
'Log on as current user’ option to spedfy alternate credentials to
connect to the DC.

VOYAGER

RD40

|:| Log on as current user
Iser Mame: voyager \adminuser2 -

Pass'f‘.'clrlj' BEERREERR

Store the above credentials in Microsoft Windows
Stored User Mame and Passwaords applet 9

oK ] [ Cancel ]

OKThe Directory Server Name cannot Ube moc

MKSpeci fy user name and the corresponding
ser Wer .

PHKCI i@k to save and connect to the Direct
connection parameters and update the Di

I ilHt .

S HARKAD will connect to the Directory Ser
parameters and modify it in the I|ist, L
Ser vidr .
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! Use this Configuration Settings to manage Directory Servers through ARKAD, Click Add to add a new Directory
:a Server, Select a Directory Server in the list to Edit/Delete verify connection and connect to the Directory Serw

| ] AD Configuration

ﬂ}, Add | Sﬂgdit | @ Delete |Eroperti5

£ Azure AD Configuration
53l E-Mail Settings

@4 Profile Manager

Server Name Domain Mame Lzer Name Password Connes

L]

VOYAGER voyager\adminuser2 FEEEEEE Connec

[ Gomeat |[ c

L

THCI iCG&kncel to

retain the existing connec

the Configuratlilon Settings |ist.

HPmMmDPn |
{Skyaé

Perform the f ol

2¢g (U2 5SftSGS

owing stepls to delete a Di

NKLaunch Confi guwiandlbbw. Setti ngs

ZKIn the Configuration Settings window, s
button to delete the Directory dHrver f

? b L
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! Use this Configuration Settings to manage Directory Servers through ARKAD, Click Add to add a new Directory
ﬂ Server, Select a Directory Server in the list to Edit/Delete verify connection and connect to the Directory Serwi

[+] AD Configuration Bk Add | 7 Edit | B, Delete | ' Properties

@ Azure AD Configuration Server Name Domain Name Lzer Name Fassword Conne:

VOYAGER voyager\adminuser? FEEEEEE Conned

=8l E-Mail Settings

@i? Frofile Manager

4 1

[ Comex | c

OKANn alert message asking for confirmatic
di splayed asllshown bel ow:

@ Do wouwant to delete selected DO from the list?

E Yes i ’ Mo

MKClick Yes to delete thldl selected Direct

PHKClick No to abort the delete prldcess of

HOMDPp | 26 (02 =ASEH LINPLJ
/] 2y U3 dzNF a2y { Sky3Ia

Perform the following steps todlview proper:t

A
k

NKLaunch Confi guwiandlbbw. Settings
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=KIn the Configuration Settings window, s
Properties button to view the propertie
Configuratiohlb Settings 1ist

| J AD Configuration

5 E-Mail Settings

@f’ Profile Manager

£ Azure AD Configuration

! Use this Configuration Settings to manage Directory Servers through ARKAD, Click Add to add a new Directory
:a Server, Select a Directory Server in the list to Edit/DeleteVerify connection and connect to the Directory Serw

ﬂ}, Add | @’Edit | & Delete |Emperti5
Server Name Domain Name: Lser Mame Password Conne

EEEEEEE Conned

VOYAGER voyager \adminuser 2

L LI

[ Comet |[ c

L

OKThe property window with the selected I
Domai n Name, User Name, DNS Name, Conne
be displayed alH shown bel ow:

RD40 Properties

| Properties Walue
e
Domain Mame WOMAGER
Uzer Mame vovageradminuser2
DNS Mame “ovager.local
Connection Status | Connected

Iz credential saved

True

? b L
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HPH [/ 2y U3dz2NB ! T dz2NB ! C
HOHPM [ | dzy OK [/ 2y U3 dzNI o :

You can | aunch ARKAD dldnfiguration Settings:e

Use this Configuration Settings to manage Azure AD through ARKAD. Click Add to add a new Azure AD Tenan
an Azure AD Tenant in the list to Edit/Delete connection and connect to Azure AD.

H AD Configuration Bk Add | 57 Edit |, Delete

Tenant 1D Application 1D

guration
= E-Mail Settings

@i’? Profile Manager

[ oomea ot

L

The various operations that can be perfor mi

Add To Add new tenant to the ser\

Edit To Edit the properties of th
tenant and click Edit button

Del et To Del ete a tenant from the ¢
click Delete button.

ConnelTo connect a tenant from the

hel ps to |l aunch the report w
Connect button.
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Close|To close the Configuration St
button.

HOPHDPH | 26 U2 ! RR Yy

You have to specify the Azure Active Direct
ARKAD.

Add Tenant o the | st

NKLaunch Confi guWiandowm. Settings

=Kl n Configuration Settings window, selec
view Azure AD Configuration Settings on

OKIn the right pane of Azure AD Configura
tenant to the Azure AD Configuration Se

MKThAddNew Tenant wil/l be displayed as sho

Tenant Settings

- Enter Tenant ID, User name, Password, Application |0 etc. to connect

I E with Azure AD.

Tenant ID:
Your Office 365 Tenant Id

Application ID:

From registered
application in Azure AD
Redirect URL:

From registered
application in Azure AD

Authentication Type: Ize Single Factor Authentication w
User Name:
Password:
Client Secret:
How to register an Application in Azure AD? (0] Cancel
.
T Enter Tenant Name, Description, Usert
configure the Azure AD Tenant to | iz¢

Au

? b W
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Tenant Settings

= Enter Tenant 1D, User name, Password, Application |0 etc. to connect
I E with Azure AD.

Tenant ID: GrEmEttreaki~al16-bFas-937d954063c5
Your Office 365 Tenant Id

Application ID: L e 40 2a-b Te 1-760d97aa9 2ad
From registered
application in Azure AD

Redirect URL: http: ffarkad

From registered
application in Azure AD

Authentication Type: Use Single Factor Authentication -
User Name: Leeg@ <1k Lo i, OnMicrosoft, com
Password: FEESR—
Client Secret: i
How to register an Application in Azure AD? QK Cancel
. v

5 .Specify user name and the corresponding

ARKAD will store the user credential to
Wi ndows Stored User Names, Passwords an
reasons. The stored user profile is tie
accowmntwhiich the profile is created. Her
scheduled ' Run As' user context for the
L

S KCl iGkKk o add the tenant informatioHd to th

THKARKAD will connect to the tenant with p
the I'ist, upon successful connection to

Au

? b L
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) Configuration Settings

! Use this Configuration Settings to manage Azure AD through ARKAD, Click Add to add a new Azure AD Tenant.
ﬂ an Azure AD Tenant in the list to Edit/Delete connection and connect to Azure AD.

B8 AD Configuration AL Add | ¥ Edit | [ Delete
Tenant 1D Application [D

guration
Ha-dcde-aaar-57c258e0c27d i +%2-9b1b-897f7aeada7l

S M T 3479 -06h9-14955c346064 & M wiE-3575-95fc397b20a

= E-Mail Settings

@f’ Profile Manager

Y KCI| iCcakn cted abort the add process of the T

HOPHDPo |1 26 (2 9RAG |

To Edit a tenant |listed in the Confidbratic

NKLaunch Confi guwiandlbbw. Setti ngs

ZKIn the Configuration Settings Widibdidw,ons
an existing tenant idlthe I ist, as shov

Au

? b L
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i Configuration Settings

! Use this Configuration Settings to manage Azure AD through ARKAD. Click Add to add a new Azure AD Tenant,
ﬂ an Azure AD Tenant in the list to Edit/Delete connection and connect to Azure AD.

B 2D Configuration B Add | B Edit | [, Delete

zure AD Configuration SEe s s Il

ap-drde-3aa7-57c258e0c27d e 3-0b 1b-897f7aeada’l

= E-Mail Settings

S R e 470e-06b3- 140550346069 A M i8H 8575053970208

@f’ Profile Manager

Connect | G

OKThe Tenant Name and User Name cannotlllbe

MKSpecify the corresponding passwolldd to <

PKCI iGkk o save and connect to the tenant
parameters and update the tenant intlorr

S KARKAD will connect to the tenant with t
modify it in the |ist, upon succhHlssful
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Tenant Settings

(! Enter Tenant |0, User name, Passward, Application |0 etc. to connect
I E with Azure AD.

Tenant ID: i T T Ak 48 16-b 7a 5937095406 35
Your Office 365 Tenant Id

Application ID: ST e -402a-b7e 1-760d97aa92ad
From registered
application in Azure AD
Redirect URL: http: {localhost/

From registered
application in Azure AD

Authentication Type: IUse Single Factor Authentication ~
User Name: Leegi@ii. et 000 20’ OnMicrosoft.com
Pﬂmr‘t EXEEEEELEE
Client Secret:
How to register an Application in Azure AD7? Cancel
. L
T KCI iCakncted retain the existing connectior
the Configuratlilion Settings |ist.
OH P | 2¢g (02 5StS4S |y
Perform the following stelds to delete Azur ¢

NKLaunch Confi guwiardlbbw. Settings

=KIn the Configuration Settings Beheww, o9
del ete the tenant informationldfrom the



AullnY!l W #qR2UJW?2RI WHEqYI ! W

&
=

Configuration Settings

Use this Configuration Settings to manage Azure AD through ARKAD. Click Add to add a new Azure AD Tenant,
an Azure AD Tenant in the list to Edit/Delete connection and connect to Azure AD.

H AD Configuration

. Add | £ Edit |, Delete

Azure AD Configuration
= E-Mail Settings

@f’ Profile Manager

Tenant 1D Application [D

¢-4cde-aaar-57c258e0c27d F

WU -B575-95fc397b9 208

S e F-479e-0609-14055c346e64 AR

| Commect ||
OKANn alert message asking for confirmatic
shown bhlel ow:
ARKAD =
o Do you want to delete selected tenant from the list?
Ve || No
MKCI iYeeks 0 del ete thellselected tenant .
PHKC!I iNcoko abort the delete prbtlkcess of the

od |

IORY

5

hoaSOoul

wS L2 NII &

Au

wS L2 NII &

? b L
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AullnyY!l W

AD Reports

Fl List of Reports

Sel ¢ _

Configuratwohl Satppiemags on

HqR2UJW?2RI WAqY! ! Wel Au

| 26 (2

éﬁ AD Summary Reports

Quick Reports

E} Terminal Services Reports

. Permissions Reports

':@ Compare Reports

B obecrepor
g Insight Reports
_“L\. Forest Reports

7 Built-in Reports

=] Custom Reports

o Power Search

corresponding domain con
selected domain coblrol]l
Select and expand the
then cDhDom&i mn

Domain report

L

Cliart

domain name of

Domain functional |l evel ,
The output would be

t he
trol

er ar

domai n

di spl ayed

OAS o

under
screen

option

? b W

52Y1I .

AD Rej
whi ch

The repori

val i dated.

in the |

ltab to view the f{odbljoewitn gN ainmnef,o rFnual tl
obj ec tWi nDdoonvasi n2 OnOaOnme,
Forest

(bNS* nan

functi onal

shown bel
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|3 Export | @) Refresh |5 E-mail | B2 Add/Remove columns | Find E
(=)-3 researchlab local (RESEARCHLAE)| General | Domain Controllers | Trusts | Managed By | Object | Securty | Audting | Group Policy | Delegated Pen + |+
""" (54 Domain Generated on: 21 Apr, 2014 4:42:34 PM Status: Success Filter: Not Applied
""" E Sites Fully qualified Domain name Domain
..... Organizational Units Object Mame .« domain name (pre-Windows DNS name Description functional
= of object 2000) level
----- 1| Computer Accounts
..... E} |Users researchlab researchlab.locall | RESEARCHLAB researchlab.local | Researchlab: Do.. |Windows Server..
..... % Groups
----- Contacts
----- g)’ Foreign Security Principals
..... _gJ RSoP
----- _g Group Policy Objects
----- | Starter GPOs 1] i *
----- % WMI Fitters
----- é':é Password Settings Objects Quick Fitter: [M Field b ] [= v] @
MvancedFilters:| v| F|F B

L

Cliars Comain Contrallers It ab

to view the f{odbljoewitn gNainmmef,o
gualified domain name of object, Dopndailrny Do
Controllers, Site Name, Operating System,
L

The output would be displayed as shown bel.

= Export | |G Refresh |5 E-mail | B Add/Remove columns | Find E
-3 researchlablocal (RESEARCHL ~ | General | Damain Controllers | Trusts | Managed By | Object | Securty | Audting | Group Policy | Delegatl * | *
""" % Domain Generated on: 16 May, 2014 12:01:58 FM Status: Success Fitter: Not Applied
""" [ stes o Fully qualified Giobal Read-Only -
..... Organizational Units N & 4 domain name of  Domain controller Damain Site Name:
lame . Catalog
_____ E.E'J Computer Accourts object Controller
..... \E) |sers researchlab | researchlab.local | rd30.researchlab.local | Yes No Default-First-Site-Name:
..... H‘ Groups g
..... Cortacts
----- s)’ Foreign Security Principals
_gJ RSaP i
""" 3L Group Policy Objects < n | 3
----- B Starter GPOs !
----- S WM Fiters I Quick Fiter: [ Any Field =~ 2)[=)
« = v e Fi"""5:| '| W %J
L
NotEhe "®edg Domain Controller" attribute
2008 domain conlroller and |l ater
. Trusts . . . . .
Cl iar. tab to view the f{odbljoewitn gNaimef,o rFnua tli
name of object, Trusted/ Trusting Domain(s),

Type, Trust Attributes, Created, Modified}
L

The output would be displayed as shown bel.

Au

? b L
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| Find (2]

|3 Export | @ Refresh ||gE-maiI | BB Add/Remave columns
=4 researchlablocal (RESEARCHLAB) | _General | Domain Controllers | Trusts | Managed By | Object | Securty | Audting | Group Policy | Delegated Pemmissions |
""" @ Domain Generated on: 27 Apr, 2014 4:46:43 PM Status: Success Fitter: Mot Applied

..... E Sites ]
. Fully qualified .
Object Trusted/Trusting Trusted Trusting Trust Trust Type

----- Organizational Units Name FS dnrna.ln name Domain(s} Direction
of object

es Bidirectional NT 5 (Uplewvel)
Bidirectional NT 5 (Uplewvel)

researchlab researchlab.local | veslab.local res
child.researchlab... | Yes es

----- Cortacts

----- &’ Foreign Security Principals
..... =§I RSoP

----- 3 Group Policy Objects

----- ] Stater GPOs

----- F WM Fiters

----- :ﬁ Password Settings Objects

ClE)

Quick Fiter: [Any Fied -l

-
Advanced fiters: | @77 %8|

L
i Managed By: . . : .
Cl i ot itab to view the f{odbljoewitn gNaimmef,o rFnu
domain name of object, Managed By}
L

The output would be displayed as shown bel.

| Find (2]

56 Export | 0 Refresh | = E-mail | B Add/Remove columns
=)-374 researchlablocal (RESEARCHLAE)| General | Demain Controllers | Trusts | Managed By | Object | Securty | Auditing | Group Pelicy | Delegated Pemissions |
""" @ Domain Generated on: 21 Apr, 2014 4:45:04 PM Status: Success Filter: Mot Applied
él st::nizational Units QObject Name E:J!gc?ua"ﬁed coman name of Managed by
""" 1% Computer Accounts researchlab researchlab.local
..... a Users
----- a Groups
----- Contacts
----- 27 Foreign Securty Principals
..... =§I RSoP
----- =L Group Policy Objects
----- ] Stater GFOs
----- 5 WMI Fiters
----- il Password Settings Objscts Quick Fitter: [Mﬁdd '][= v] @
i @77 B

L

. E""Ei'l'_-}'i'é'é't""'t . . . . .
Cl icdw=—=iidt ab t o view the f{odbljoewitn g\ aimef,o rFnua tli
name of object, Object class, Created, Mod]
L

The output would be displayed as shown bel.



Eiﬁ researchlab local (RESEARCHLAB)

----- 1% Computer Accounts

3) Users

..... Contacts

..... 27 Foreign Security Principals
..... _gJ RSoP

..... _g Group Policy Objects

..... E Starter GPOs

.....  WMI Fitters

..... jﬂ Password Settings Objects

AullnY!l W #qR2UJW?2RI WHEqYI ! W

3% Export | @) Refresh |5 E-mail | B3 Add/Remove columns

| Find ,
General | Domain Controllers | Trusts [ M 1 By | Object’| Securty | Audiing | Group Policy | Delegated P |
Generated on: 21 Apr, 2014 45002 PM Status: Success Fitter: Mot Applied
Fully qualified
Object Mame .~ domain name Object class Created Modified Original USN ¥
of object

researchlab

researchlab.locall | domainDNS

SMOZMZ410AN | 4212014 550 AM | 4099

Quick Fiter: |Any Field

ClE)

7
@) [7 78|

MvancedFilters:|
N
Clio:ni, Etab to view the f{odbljoewitn gN ainmnef,o rFnual tl
domain name of object, Owner, Name, Type, |
N
The output would be displayed as shown bel:

Eﬁi researchlab local (RESEARCHLAB)

..... E.EJ Computer Accounts

g; Users

----- Contacts

----- 8)’ Foreign Security Principals
..... _gJ RSoP

----- = Group Policy Objects

..... ] Starter GPOs

..... S WMI Fiters

----- é‘ﬁ Password Settings Objects

5 Export | () Refresh |58 E-mail | B Add/Remave columns

| Find

General | Domain C: | Trusts | m By | Object| Securty | Audiing | Group Pelicy | Delegated P |

Generated on: 21 Apr, 2014 4:51:35 PM Status: Success Fitter: Not Applied

et Fs ;ﬁ:aﬁ'lu:gﬂn?: Owner Name Type Permizsions |i|

Hane of object

researchlab researchlab.locall | BUILTINWA BUILTINGA, istrators | Allow Write All Properties
BUILTINAdministrators | Allow List Contents
BUILTINAdministrators | Allow Read Permissions.
BUILTINAdministrators | Allow AllValidated Writ...
BUILTIN\Administrators | Allow Modify Owner
BUILLTINA&dministrators | Allow Modify Permissio... | -

< I

| 3

Quick Fiter: [Any Field

=E

Advanced Fiters: |~No Fiter Applied—

v )=
@) 778

L

-

-Eltab to view the f{odbljoewitn gN aimef,o rFnud tl

Clicni

domain name of object, Owner, Name, Type,
L

The output would be displayed as shown bel:
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53 Export | @) Refresh |5 E-mail | [E Add/Remove columns | Find E
£33 researchiab local (RESEARCHLAB)| General | Domain Controllers | Trusts | Managed By | Object | Securty | Audiing | Group Policy | Delegated Permissions |
E Domain Generated on: 21 Apr, 2014 4:52:43 FM Status: Success Fiter: Not Applied
- Stes _— Fully qualified
- Crganizational Units Najrse 4 domain name Owner Name Tvpe Permissions
1% Computer Accounts hobect
&' Users researchlab researchlab.local | BUILTINVAdministrators | Everyene Success | Modify Permissions
E Groups Everyone Success | Write All Properties
..[85] Cortacts NT AUTHORM\Authenticated Users | Success | Delete Subtree
- &% Foreign Security Principals NT AUTHORITY\Authenticated Users | Success | Modify Permissions
_EJ RSoP NT AUTHORMAuthenticated Users | Success | Write All Properties
ﬂ Group Policy Objects
.. Bl Starter GPOs ‘ m o
5 WMI Filters
- Password Settings Objects Quick Fitter [MH"“ A ] [= '] @
Advanced Fiters: No Fitter Applied— v] T 7R

. e . . . .
ClianiroFk ab to view the f{oQbljoewcitn gN ai mmef, o rFnu
domain name of object, Block Policy Inheri
Override, .Disabl ed}

L

The output would be displayed as shown bel.

53 Export | |3 Refresh |58 E-mail | [ Add/Remove columns ‘ Find .
-3 researchlab local (RESEARCHLAB) | General | Domain Cortrollers | Trusts | Managed By | Object | Security | Audting | Group Policy | Delegated Pemissions |
E Domain Generated on: 21 Apr, 2014 4:54:52 PM Status: Success Fitter: Mot Applied
[ Sites Fully qualified .
(&3] Organizational Units Object Name .« domain name \nner'rtano? Group Policy Object Links No Override Disabled
1M Computer Accourts jafobiect
‘5 Users researchlab researchlab.locall |False Default Domain Policy False False
% Groups False Forwarded Events Group Policy Object | False False

Contacts
- & Foreign Securty Principals
- =] RSoP
_% Group Policy Objects
] Starter GPOs a I v

5§ WM Fiters
ézﬂ Password Settings Objects Quick Filter: [M Field v][= v] @

MvancedFilters:| '| ?|?|$]

L

i Delegated Permizsions |t a

Cliacn b to view the f{odbljoewitn gN aimef

qualified domain name of object, Name, Del
L

The output would be displayed as shown bel:
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Find ,

|3 Export | & Refresh IgE-mail B Add/Remove columns

(-5 researchlab local (RESEARCHLAE)| General | Domain Cortrollers | Trusts | Managed By | Object | Security | Auditing | Group Policy | Delegated Permissions

""" [ Domain Generated on: 21 Apr, 2014 4:56:34 FM Status: Success Fitter: Mot Applied
i stes Fully qualified
----- Organizational Units Object Name .~ domain name Name Delegated Task
----- 1 Computer Accounts Clichiet
..... ‘5 Users researchlab researchlab.locall | NT AUTHORMAENTERPRISE DOMAIN... | Read all user information
..... % Groups 5-1-5-21-2016680531-1711533783-2... | Join a computer to the domain
----- Contacts 5-1-5-21-2018690531-1711533783-2... | Reset uszer passwords on user accounts
----- E{ Foreign Security Principals
..... _gJ RSoP

----- _g Group Policy Objects

----- ' Starter GPOs

-----  WMI Fiters

----- é':a Password Settings Objects

CIE

Quick Fiter: [Any Field -

)
Advanced Fiters: | No Fiter Applied— -] ml

odPMPH | 26 G2 OASE [ A0S
L
AD Reports
n dfé AD Summary Reports
E. Quick Reports
&
= @ Terminal Services Reports
2 s Permissions Reports
E % Compare Reports
| B object Reports I
it Insight Reports
ﬁ, Forest Reports
i Built-in Reports
= Custom Reports
. Power Search
Sel ¢ option under AD Reg
Configuratwohl Sappiemgs on the screen which
corresponding domain controller. The repori
selected domain cobktroller are validated.
Select and expand the domain node in the |

then c8itcé&s on

Sites report
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Clian:
domain name of object, Description}.

i

=|tab to view the f{odbljoewitn gN ainmnef,o rFnual tl

The output would be displayed as shown bel.

|ﬁ ==
55 Export | @) Refresh | 5 E-mail | B Add/Remove colurmns | Find E
|

£+ researchlab local (RESEARCHLAB) | General | Location | Object | Securty | Auditing | Group Policy | Delegated Pemissions |
@ Domain Generated on: 21 Apr, 2014 5:01:45 PM Status: Success Filter: Not Applied
E Sites Object Name .« Fully qualified domain name of object Description
|3 Organizational Units
1% Computer Accounts
a Users

g Groups
-[5] Contacts
a’ Foreign Security Principals
=§I RSaP
s Group Policy Objects
- B} Starter GPOs

55 WMI Fitters
-5 Password Settings Objects Quick Fitter: [M Field h ] [= v] @

Advanced Fiers: | S CIEEEE]

Default-First-Site-N researchlab localiConfiguration/Sites/Default-First Sits-MName

: to view the f{odbljoewitn gNainnef,o rFnua tl
domain name of object, Location}

The output would be displayed as shown bel.

B
53 Export | (@) Refresh |5 E-mail | B Add/Remove columns | Find E
|

£ researchlab local (RESEARCHLAB) | General | Location | Obiect | Security | Auditing | Group Policy | Del | Permissions |
@ Domain Generated on: 21 Apr, 2014 5:03:44 FM Status: Success Fitter: Mot Applied

Sttes Object Name 4 Fully qualified domain name of object Location
(&3] Organizational Units
../l Computer Accourts

& Users
a Groups.
--[@5] Contacts
a’ Foreign Security Principals
. =[ RSoP
3 Group Policy Objects
- Bl Starter GPOs

55 WMI Fitters
é_’é Password Settings Objects Quick Fitter: [M Field hd ] [= v] @

Advanced Fiers: | MCNEAE AR

Default-First-Site-Mame researchlab.local/Configuration/Sites/Default-First-Site-Nam

Cl iar: tab to view the f{odbljoewitn gNaimef,o rFnual tli
domain name of object, Object class, Creat:

The output would be displayed as shown bel:

? b L
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53 Export | (@) Refresh |5 E-mail | (B Add/Remove columns | Find FE

(! J|
)33 researchlablocal (RESEARCHLAB) | General | Location | Object i t I Del i Permissi
[t ) Securty | Auditing | Group Policy
- E Domain Generated on: 21 Apr, 2014 5:05:07 FM Status: Success Filter: Not Applied
[ stes Fully qualified o
Organizational Units Object Mame  ~ domain name clag Created Modified Original USH Current USH
(M Computer Accounts ofiobiect
e g) \Users Default-First-Site-M researchlab.localf] site SMMZ0Z 10 AN | SMB2ZMZ 1214 PM | 4113 414252
. % Groups
--[@3] Contacts
- --E-,’ Foreign Security Principals
_gJ RSoP
= _ﬁ Group Policy Objects
- | Stater GPOs Pl I 5
5 WM Fiters
- é_:a Password Seftings Objects Quick Fitter: [M Field hd ] [= v] @

Mvancedﬁhers:| '| ?|?|$J

Cl icl:na---ﬁ-'?-'?-y-r-!-tf-:tab to view the f{odbljoewitn gNainnef,o rFnua tl
domain name of object, Owner, Name, Type, |

The output would be displayed as shown bel.

|56 Export | G Refresh \@ E-mail \Add{Remove columns Find 2

(=14 researchlab local (RESEARCHLAE)| General | Location | Object | Securty | Audiing | Group Folicy | Delegated Pemissions |
@ Domain Generated on: 21 Apr, 2014 5:06:34 PM Status: Success Fitter: Mot Applied
[ Sies Fully qualified -
[ Organizational Units Object Name demain name Owner Name Type & Permissions Inher\j|
.1 Computer Accounts oliobicct
L Users Default-First-Site-Name| researchlab.local/{ RESEARCHLAB\Enter NT AUTHORITY \Authentic... | Allow List Contents No
% Groups NT AUTHORMY \A&uthentic... | Allow Read Permizsions | No
--[@5] Contacts NT AUTHORIMY \Authentic... | Allow Read All Properties | No
- & Foreign Securiy Principals NT AUTHORITY\ENTERPRL... | Allow Read Permissions | No
_EJ RSoP NT AUTHORMY\ENTERPRI... | Allow Read &l Properties | No
5 Group Policy Objects NTAUTHORTYIENTERPRL. | Alow | List Contents No o~
- Y Starter GPOs | s 1 D
-5 WM Fitters
gﬂ Password Settings Objects Quick Filter: [Mﬁdd M ] [= v] @

Advanced Fiters: |—No Fiter Aplied— -] TP RB

cliar 'ltab to view the f{odbljoewitn gN aimef,o rFnua tl
domain name of object, Owner, Name, Type, |

The output would be displayed as shown bel:
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& == E=n e
|5 Export | |Cy Refresh IQE-mall IAdd!Remove columns | Find E
|

(=i researchizb local (RESEARCHLAE) | General | Location | Object | Securty | Audiing | Group Pelicy | Delegated Pemmissions |

@ Domain Generated on: 21 Apr, 2014 5:09:43 PM Status: Success Fitter: Mot Applied

- Stes Fully qualified

Orgarizational Urits Object Name 4 domain name Owner Name Type Permissions Inherited

-8 Computer Accounts oot

a Users Default-First-Site-Mame | researchlab.localll RESEARCHLAB\Enterprise Everyone Success Delete Subtree es

a Groups

..[@3] Contacts

&’ Foreign Security Principals

= RSoP

3 Group Policy Objects

- Staner GPOs a m o

.5 WMI Fiters

é:ﬂ Password Settings Objects Quick Fiter: [Mﬁdd '”= vl

Advanced Fiters: —No Fiter Applied— -] AT

Cli 0:n%---Q-F-?-HE--E-'-:-'-I-I-'-:-:-j-'!-jt ab to view the f{odbljoevwitn g\ ainmnef,o rFnu

domain name of object, Block Policy Inheri
Override, .Disabl ed}

The output would be displayed as shown bel.

= =

i3 Export | & Refresh \Q E-mail |3 Add/Remove columns ‘ Find E.
5375 researchiab Jocal (RESEARCHLAB) | General | Location | Object | Securty | Audiing | Group Policy | Delegated Pemissions |

(55 Domain Genersted on: 21 Apr, 2014 5:19:42 PM Status: Success Fiter: Not Applied

e . . Bb.Ck Group Policy .
Organizational Units Object Mame & Fully qualified domain name of object Policy Object Links No Override Dizabled
i Computer Accourts TISETED
& Users Default-First-Site-M researchlab.localiConfiguration/Sites/Default-Fi False Site GPO False False
a Groups
--[85] Contacts
&’ Foreign Security Principals
= RSoP
5 Group Policy Objects
- Staer GPOs
5 WMI Fiters
ézﬂ Password Settings Objects Quick Filter. [Mﬁdd '][= ']

Advanced Fiers: | Y@ [7 78]

Cl i @riooegatedPemissionsll ., {4 view the f{odbljoeveitn g\ aimef

gual i fied domain name of object, Name, Del

The output would be displayed as shown bel:
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|5 Expart | (63 Refresh | gl E-mail | B3 Add/Remave columns Find E

-5 researchizb local (RESEARCHLAB)|_Generl | Location | Obiect | Securty | Auditing | Grou Policy | Delegated Pemissions |
- E Domain Generated on: 21 Apr, 2014 5:24:35 PM Status: Success Fitter: Not Applied

@ stes Object Name a Fully qualified domain name of object Name Delegated Task

(&3] Orgarizational Unit
roanizational ks Default-First-Site-Name | researchlab.localiConfiguration/Sites/Default-FirstSteName | RESEARCHLAB\adminusar3 | Manage Group Policy links
i Computer Accounts

. !) Users

» % Groups

[ Cortacts
,E)’ Foreign Security Principals
_EJ RSoP

= _g Group Policy Objects

] Statter GPOs

-5 WMI Filters

5 Password Settings Objects Guick Fter: | Any Fiekd |

Advanced Fiters: [—Nnﬂa.ﬂuied— '] v ¥ 8

obmdo | 26 (2 OASSG hNAHI
wS LJ2 NI a K
11

I
2
o
il
iz
o
3
Ll

{&T AD Summary Reports

Quick Reports

@ Terminal Services Reports

s Permissions Reports

% Compare Reports

B onecrapors |
it Insight Reports
ﬁk Forest Reports

i Built-in Reports

/=7 Custom Reports

| ﬂ List of Reports |

o
o Power Search

Sel ¢ option under AD Reg
Configuratwoh!| Safppiemgs on the screen which
corresponding domain controller. The repori
selected domain cobltroller are validated.

Select and expand the domain node in the |
then cOig&nionati.onal Units
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Organizational Unit Gener al report

Cl to view the f{odbljoewitn gN ainnef,o rFnud tl
domain name of object, Description, Street
Country/region}.

The output would be displayed as shown bel:

Organizational Units - General (researchlab.local (RESEARCHLAE)) =N =R
i3 Export | Q) Refresh | 52 E-mail B3 Add/Remove columns Find
(=) researchizb Jocal (RESEARCHLAR) | General | Managed Object | Securty | Audting | Group Policy | Delegated Pemissions | Members | Deleted Chjects
o
~[&5 Domain Generated on: 21 Apr, 2014 5:27:00 PM Status: Success Fitter: Mot Applied
i stes Fully qualified — [=
--|&f] Organizational Units Object Name domain name Description Street City Statesprovince Country/region
& Code
-8 Computer Accourts pficbipct
Users Australia_South researchlab.localid This ou contains Australia
2, Groups Australia_South_W researchlablocalid Desc 450025 Australia
Contacts Bulk Data researchlab.local/B
; Foreign Security Principals Bulk_Users researchlab.localid AD Objects 1
- 5] RSof Child ADCT researchlablocali4 This OU contains... Mumbai |Maharastra | 564678 India =
3 " .
b Group Policy Objects Domain Controllers| researchlablocalfl Default container...
:’3' Starter GFOs Group OU researchlab.locallf
-5 WMI Fitters - .
" ) ) Production Depart rezearchlab.lacalid This OU contains. Finland b
-z Password Settings Objects O = L
Guick: Fitter: [N‘N Field '][= ']
Advanced Fiters TIFIB

L

tanaged By

Cl ican: tab to view the f{odbljoewitn g\ aimef,o rFnu

domain name of obj.ect, Managed By}
L

The output would be displayed as shown bel.

Organizational Units - Managed By (researchlab.local (RESEARCHLAEY)

|56 Export | @ Refresh |5gl E-mail ,‘lc\cl_-'REmo'-,fe columns Find
-4 researchizb Jocal (RESEARCHLAB) | General | Managed By | Object | Securty | Auditing | Group Policy | Delegated Pemissions | Members | Deleted Objects |
~[54 Domain Generated on: 21 Apr, 2014 5:57:21 PM Status: Success Fitter: Not Applied
E Sites Object Name Fully qualified domain name of object Managed by -
{23 |Orcprization Lnd= ADCT researchlablocal/ADCT_Workshop/ADCT _Test OUADCT Andrews
& Computer Accounts
ﬁ) Users ADCT_Bulk researchlablocal/ADCT_WorkshoplaDCT_Bulk =
82, Groups ADCT_Child_0OU | researchlablocallADCT_Workshop/ADCT_Bulk/ADCT _workshop1ADCT_Child_OU Andy J. Wong
Contacts ADCT_Child2 researchlablocall/ADCT_Workshop/ADCT_Bulk/ADCT_workshopUADCT_Child? Francis B
;Jf Foreign Security Principals ADCT_Test_OU | researchlablocal/ADCT_WorkshoplADCT_Test OU Travis |. Wilis
_.,' RSoP ADCT_Workshop | researchlablocal/ADCT_Workshop
- 2k Group Policy Objects ADCT_workshop1 | researchlab.local/ADCT_Workshop/ADCT_Bulk/ADCT_workshopi Adminuser3
Starter GPOs Australia_Morth | researchlab.local/Australia_North Ben Rohrer
- WM Fiters Australia_South | researchlablocal/Australia_South =
- Password Settings Objects
Quick Filter: [NT)' Field '][= ']
Advanced Filers: AR AR

? b W
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Clia to view the f{odbljoewitn gNainmmef, o rFnua tli
domain name of object, Object class, Creat

L

The output would be displayed as shown bel

Organizational Units - Object (researchlab.local (RESEARCHLAE)) =N E=R=
= Export | @ Refresh | [ E-mail | B Add/Remove columns Find 2]
(13§ researchlablocal (RESEARCHLAB) | General | Managed By | Obisct | Security | Auditing | Group Policy | Delegated Pemissions | Members | Deleted Obiects |
24 Domain Generated on: 21 Apr, 2014 5:55:45 PM Status: Success Fitter: Mot Applied
-8 Sies Fully qualified i [E
Organizational Units Object Name domain name Object class Created Modified usa Current U5
-1 Computer Accounts pijohiect =
2, Users ADCT researchlablocalid organizationalUnit | 11/26/2013 11:15AM | H282014 11:43AM | 2351661 2638975
-5, Groups ADCT_Bulk researchlab localld organizationalUnt | 6/24/2013 4:26 PM | /282014 11:45AM | 1765001 2638983
--[23 Contacts ADCT_Child_OU | researchlablocalld organizationalUnt | 8/28/2013 3:07 PM | 3/7/2014 2:43PM | 2081338 2571324
2" Foreign Securty Principals ADCT_Child2 researchlablocalld organizationalUnit | 10/4/2013 2:27 P | 2/26/2014 11:42 AM | 2196117 2548889
- Zf RSoP ADCT_Test_OU | researchiablocalld organizationalUnit | 11/22/2013 5:57 PM | 3/28/2014 11:42 AM | 2339529 2838970
-~ Group Policy Objects ADCT_Workshop | researchiablocali organizationalUnit |9/18/2012 5:28 PM | 2/26/2014 11:4TAM | 415273 2549026
21 Starter GFOs ADCT_workshop! | researchlab.localid organizationalUnit | S/24/2013 304 PN | /2802014 11:41 AM | 2089252 2638063 |-
5 WMI Fiters o - -
:E] Password Settings Objects
Quick Fitter: | Any Field ‘“= ']
Advanced Filters: ? _J T

L

Clia to view the f{odbljoewitn gN ainnef,o rFnud tl
domain name of object, Owner, Name, Type, I

L

The output would be displayed as shown bel:

Organizational Units - Security (researchlab.local (RESEARCHLAB)) == (=3
i3 Export | O Refresh | =g E-mail & Add/Remove columns Find @J
-3 researchlablocal (RESEARCHLAE) | General | Managed By | Object | Securty | Auditing | Group Policy | Delegated Pemissions | Members | Deleted Obiects|
5 Domain Generated on: 21 Apr, 2014 6:01:12 PM Status: Success Fitter: Mot Applied
- Stes = Full quaified ) ) o
Organizational Units (s domain name Owner Name Type Permissions Inherited
1Ml Computer Accounts piigtect
J) Users Bulk_Users researchlab.localld RESEARCHLAB\Dg BUILTINVAccount . | Allow Delete Computer Object No
2, Groupe BULTMAccount .. | Alow | Delete User Objects Ho [
--[25] Cortacts BUILTINVAccount ... | Allow Create InetOrgPerson Object | No
?)’ Foreign Securty Principals BUILTINVAccount ... | Allow Create User Objects No
- 5[ RSoP BUILTM\Account ... | Allow | Delete InetOrgPerson Object | No
4 Group Policy Objects BULTMAccount ... |Allow | Create Group Object No
j Starter GPOs BUILTN\Account ... |Allow | Delete Group Object No I8
- WM Fiters i - .
23| Password Settings Objects
Quick Fiter: [f\ﬂy Fieid '][=
Advanced Filters: [—No Fitter Applied—

L

Cl ican: to view the f{odbljoewitn gN aimef,o rFnual tl
domain name of object, Owner, Name, Type, I

L

The output would be displayed as shown bel

? b W
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Organizational Units - Auditing (researchlab.local (RESEARCHLAB)) = e |
i3 Export | (& Refresh |58 E-mail :':\E|E|-"REH‘IU‘.’E columns Find .

=5 researchiab local (RESEARCHLAE) | General | Managed By | Object | Securty | Auditng | Group Policy | Delegated Pemnissions | Members | Deleted Objects |

4 Domain Generated on: 21 Apr, 2014 6:04:21 PM Status: Success Fitter: Not Applied
- Stes Fully qualified -
@ Organizational Units Object Name domain name Owner Name Type Permissions Inherited

L Computer Accounts pigbect
3) Users ADCT_Waorkshop | researchlab.localid RESEARCHLAB\ad Everyone Success Write All Properties Yes |_\
42, Groups Everyone Success  |Modify Permissions | Yes

Contacts Everyone Success Write All Properties es

27 Forsign Security Principals Everyone Success Write All Properties Yes
_.,' RSoP Everyone Success Write All Properties No
-~ gh Group Policy Objects Everyone Success Write All Properties No
E Starter GPOs NT AUTHORITY\Auth... | Success | Write All Properties | Yes >

7 WMI Fiters < o B
- 21 Password Settings Objects

Quick Filter: [NT)' Field 'H=
Advanced Fiters: [—Nc Fitter Applied—

Cl ab to view the f{odbljoewitn gNaimef, o rFnu
domain name of object, Block Policy Inheri
Override, .Disabl ed}

L

The output would be displayed as shown bel.

Organizational Units - Group Policy (researchlab.local (RESEARCHLAER))
Export | (3 Refresh |53 E-rnail i\clcl:’Remove colurmns Find
-3 researchlab local (RESEARCHLAB) | General | Managed By | Object [ Securty | Auditing | Group Policy | Delegated Pemissions | Members | Deleted Objects|

-5 Domain Generated on: 21 Apr, 2014 6:08:08 PM Status: Success Fitter: Mot Applied
% Stes Fully qualified domain flock Group Policy Object No 0
[ Organizational Units Object Name name of object :?‘#S:lance Links T Dizabled
-1 Computer Accounts
3) Users ADCT_workshopt researchlab.local/ADCT_Weork False

5.?) Groups Australia_South researchlab.locallAustralia_Soi False
-.[25] Cortacts Australia_South_West| researchlab.locallAustralia_So False E
- & Foreign Security Principals Bulk Data researchlab.local/Bulk Data | False ink GPO False False
_.,' RSaP Bulk_Users researchlab local/ADCT Work False

r .
3 Group Policy Objects Domain Controlles researchlab.local/Domain Gon False Default Domain Controlle... |False False L
4 Starter GPO:

‘:}_1 aner N Group OU researchlab.local/Group OU False
-7 WMI Fitters -

—_— Production Departmen| researchlab.local/ADCT_Work False ADCT_Test_GPO False False =

= Password Settings Objects

Quick Filter: [-MY Field 'H: ']
Advanced Filters: TIF B

L

Cl i @riooeaatedlemissons} ab to view the f{odbljoeveitn gN ainmef

qualified domain name of object, Name, Del

L

The output would be displayed as shown bel.

Au

? b W
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Organizational Units - Delegated Permissions (researchlab.local (RESEARCHLAB)) E=n =R
|5 Export | @ Refresh |5 E-mail & Add/Remove columns Find @J
=4 researchlab local (RESEARCHLAE) | General | Managed By [ Object | Securty | Auditing | Group Folicy | Delegated Permissions | Members | Deleted Objects |
-5 Domain Generated on: 21 Apr, 2014 6:10:42 FM Status: Success Fiter: Mot Applied
- Stes Fully qualified .
(&8 Organizational Units Object Name domain name of Name Delegated Task
-1 Computer Accounts phiect E
2) Users ADCT_Bulk researchlab.local/aDCT| NT AUTHORMYENTERPRISE ... | Read all user information =
5‘3) Groups 5-1-5-21-2018880531-17115... | Reset user passwords on user accounts
-[@5] Contacts ADCT_Child_OU | researchlab.local/ADCT| NT AUTHORMY\Authenticate... | Generate Resultant Set of Policy (Planning)
- & Forsign Securty Principals NT AUTHORMY\Authenticate... | Generate Resuttant Set of Policy (Logging)
""_: RSoP ADCT_Child2 researchlab.local/aDCT| NT AUTHORMYENTERPRISE ... | Read all user information
2k Group Policy Objects 5-1-5-21-2018850531-17115... | Reset user passwords on user accounts

] Starter GFOs ADCT Workshop | researchiab.local/ADCT| NT AUTHORTYIENTERPRISE ... | Read all user information

- WMI Fiters
= o s ob 5-1-5-21-2016680531-17115... | Reset user passwords on user accounts -
-2 Password Settings Objects

Quick Fitter: [A'W Field 'H=
Advanced Fitters: [—No Fiter Applied—

Clia to view the f{odbljoewitn gN aimef,o rFnua t
domain name of object, Member Type, Me mber
L

The output would be displayed as shown bel.

Organizational Units - Members (researchlab.local (RESEARCHLAE])
|56 Export | Oy Refresh | 52 E-mail FE Add/Remove columns Find
(-5 researchiab Jocal (RESEARCHLAB) | General | Managed By | Object | Securty | Auditing | Group Policy | Delegated Pemissions |: Tiembers | Deleted Objects |
""" S5 Domain Generated on: 21 Apr, 2014 6:17:25FM Status: Success Fitter: Mot Applied
Sttes Fully qualified -
(&3] Organizational Units Object Name domain name Member Type Member Name Member Description |
T | |
----- 1l Computer Accounts pfiooiect
. }) Users ADCT researchlab.local/d User admin 1. AD Object
'_J Groups Organizational Unit | Child ADCT This OU contains the members of production team
Contacts Contact Cianiel Bruce TEst
----- 2% Foreign Securty Principals Contact Eddy Thomas Test_Contact
""" =/ RSoP User last user. AD Object
----- { Group Policy Objects ; . ;
-] User Michael W. Blake AD Object
""" :21 Starter GPOs User New user. AD Object
----- F WMI Fitters - -
. User ouside scope. AD Object -
----- = Password Settings Objects
Quick Filter: [NW Field '][= ']
Advanced Filters: T ¥R

Cl ab to view the f{odbljoewitn gNaimef,orQ
Created, Del eted, .Last known parent}
L

The output would be displayed as shown bel.

Au
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[l ogumistionsiUrtsDeleted Objects rwsearhioblocal GESEARCHLASY (oo
=

=% Export | |G Refresh | 5 E-mail | B Add/Remove colurnns | Find
(53 researchlab Jocal (RESEARCHLAB) | General | Managed By | Obiect | Securty | Auditing | Group Policy | De! | Permissions | Members || elefed Objecis |
E Domain Generated on: 21 Apr, 2014 6:37:06 PM Status: Success Fitter: Not Applied
Sites Object Mame  « Object GUID Created Deleted Last known parent
(&) Orgarizational Utz ARKAD_workshop | 5574fc8-beBe-4748 4/21/2014 6:34 P | 4/21/2014 6:35 PN | OU=Chid ADCT,0U=ADCT,0U=ADCT _Test_0U,0U=...

/M Computer Accounts

s Users

R Groups

-[@5] Contacts

&’ Fareign Securty Principals

_gJ RSoP

3 Group Palicy Objects

- B Starter GPOs

5 WMI Fitters

é_:é Password Settings Objects

Quick Filter: [-‘\'-yﬁdd '][= ']
MvaneedFilters:[ -] Sk Ak

NotEhe "Last known parent" attribute would
controller and | ater.

odbmdn | 2¢ (2 OASSG |/ 2YLJ
wS LJ2 NI a K
11

=
(=
e
m
]
a
4

Jé AD Summary Reports

Quick Reports

@ Terminal Services Reports

s Permissions Reports

% Compare Reports

T ——
it Insight Reports
ﬁ, Forest Reports

i Built-in Reports

/= Custom Reports

| Tﬂ List of Reports |

o
o Power Search

Sel ¢ option under AD Reg
Configuratwoh!| Satppiemgs on the screen which
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corresponding domain controller The repor
selected domain cobltroller are validated.

Select and expand the domain node in the |
then cComkubbar Accounts

Computer Accounts

report

-ltab to view the f{odbljoewitn gN ainnef,o rFnud tl

Clicari

domain name of object ,-WiCodmpwst e20 nGa)me NS en a
Description, Trust computer for delegation,
The output would be displayed as shown bel
Computer Accounts - General (researchlab.local (RESEARCHLARB)) EI@
|3 Export | | Refresh | 53 E-mail B Add/Remove columns Find @J

General | Member Cf I Operating System I Location I Managed By | Chbject I Securty I Auditing I Deleted Objects I Additional Aﬂributes|

Status: Success

Fitter: Mot Applied

Computer name
(pre-Windows

DNS name Role

RD14.researchla... | Workstation or Ser...
rd30.researchlab... | Domain Controller
RD34 researchla... | Workstation or Ser..
RD35 researchla... | Workstation or Ser...
Workstation or Ser...
Workstation or Ser... |Desc
ROD71.researchla... |Workstation or Ser...

RO7&researchla... |Workstation or Ser...

Description

Test Workstation | Mo

Trust
computer for
delegation

m

|

-3 researchlab local (RESEARCHLAB)
Generated on: 21 Apr, 2014 6:38:48 FM
Object Fulryguﬁliﬁed
Name domain name
of object 2000)
RD14 researchlab.locali] RD4
_____ Contacts RD30 researchlab.local/l RD30
_____ ?)f Foreign Security Principals RO34 researchlab.locali] RD34
..... I RSaP RO3& researchlab.locali] RD35
..... ;’5. Group Policy Objects RD43 researchlab local/d R043
----- __ﬂ Starter GPOs ROS6 researchlab.locall4 RDSE
""" T WMI Fiters ROT1 researchlab localif ROT1
""" fi Password Settings Objects RD78 researchlab locali{ ROTE
]
Quick Fitter: [ﬂﬂ)’ Field
Advanced Fiters: [—Nu Filter Applied—

ICNEAR AR

o view the f{oQbljoewitn g\ aimef,o rFnua t
object, Member of, Activ.e Di
would be displayed as shown bel

Au
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Computer Accounts - Member Of (researchlab.local (RESEARCHLAR]) EI@
|3 Export | @ Refresh | 58 E-mail :':\E|E|_-"REFI‘IU‘.'E columns Find @J
-3 researchiab local (RESEARCHLAB) | General | Member Of | Opersting System | Location | Managed By | Obiect | Securty | Auditing | Deleted Objects | Additional Attrbutes |
""" == Domain Generated on: 21 Apr, 2014 6:47:31 PM Status: Success Fitter: Mot Applied
""" i stes Fully qualified Active -
Organizational Units Object Name domain name Wember of Directory Primary group name
----- & Computer Accounts Clichiet Friss
ADCT_PC_0ODO1 researchlab.localld researchlab.local... | Domain Computers
dc099 researchlab.localld Domain Users researchlab.local... | Domain Computers =
qazxc researchlab.localid ADCT_Distribution Demain Computers
""" & Foreign Securty Principals RD14 researchlab.locali] researchiab.local... | Domain Computers
""" _.,' RSeP RO30 researchlab.localll researchlab.local... | Domain Controllers
¢ )
""" = Group Policy Objects RD34 researchlab.localfl researchlab.local... | Domain Computers
‘3 Starter GFOs RD35 researchlab.localf researchlab.local... | Domain Computers
-5 WM Fitters -
— RO43 researchlab.localld researchlab.local... | Domain Computers
----- =1 Password Settings Objects
RD56 researchlab localld researchlab.local... | Domain Computers -
Quick Filter: [ﬂ”)' Figld 'H= ']
Advanced Filters: F|F B

L

Cl imnfuperati”ggyﬂeméltab to view the f{odbljoewitn gNainef,or
domain name of object, Operating System, Vi
L

The output would be displayed as shown bel.

Computer Accounts - Operating System (researchlab.local (RESEARCHLAB)) EI@
|3 Export | Q) Refresh | 53l E-mail ;'\cltl_-"Remo\.fe columns Find @J
(-4 researchiablocal (RESEARCHLAB) | General | Member Cf | Operating System {| Location | Managed By | Object | Securty | Audting | Deleted Objects | Addtional Attrbutes |
""" = Domain Generated on: 21 Apr, 2014 £:50:38 PM Status: Success Fitter: Mot Applied
""" & stes Fully qualified Operatin [E
----- Organizational Units Object Name domain name S‘,L:stem g ersion Service Pack
----- 1A Computer Accounts Cijchiec.
..... 3) |sers RD14 researchlab.locali] Windows Server... | 6.2 (8400)
..... :g Groups RD30 researchlab.local/l Windows Server.. |6.1 (T601) Service Pack 1
----- Contacts RD34 researchlab.local/f Windows Server.. | 6.0 (8002} Service Pack 2
----- 27 Foreign Securtty Principals RD35 researchlab.locall] Windows Server... | 5.2 (3780) Service Pack 2 3
""" =] RSoP RD43 researchlablocalid
' ) }
""" =i Group Policy Objects RDSE researchlab locali?
-‘3 Starter GFOs ROT1 researchlab.localid Windows 7 Enter... | 6.1 (7601) Service Pack 1
----- F WMI Filters :
- RD7T8 researchlab locali( Windows Server.. |6.3 (3600)
----- = Password Settings Objects
RD33 researchlab.locali( Windows 7 Enter... | 6.1 (7600) =
Guick Filter: [M)' Field '”:
Advanced Fiters: [—No Fitter Applied-

Clica to view the f{odbljoewitn gN ainmnef,o rFnua tl
domain name of object, Location}
L

The output would be displayed as shown bel
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Computer Accounts - Location (researchlab local (RESEARCHLAR]) EI@
53 Export | (@) Refresh |5 E-mail | [ Add/Remove columns Find 2]
£+ researchlab local (RESEARCHLAB) | General | Member Of | Operating System | Location | Managed By | Object | Securty | Auditing | Deleted Objects | Additional Attributes |
53 Domain Generated on: 21 Apr, 2014 6:53:09 FM Status: Success Filter: Mot Applied
E Stes Object Name Fully qualified domain name of object Location o
Organizatioral Units ADCT_PC_001 | researchlablocal/ADGT_Workshop/ADGT_Bulk/ADCT_workshop1/ADCT_C| Site A
.M Computer Accounts . .
2 dc088 researchlab.locallADCT_Workshop/TestADCTidoD89 Main Building
%, Users
2 Groups qazxc researchlab.local/ADCT_Workshopigazc Lab
3 L
Contacts RO14 researchlab.local/ComputersRO4 3
})f Foreign Security Principals RO30 researchlab.local/Domain ControllesRO30
... = RSaP RD34 researchlab local/lComputersiRO34 | 4
_;é Group Policy Objects RD35 researchlab.local/ComputersRO35
- Bl Starter GPOs RD43 researchlab.locallAustralia_SouthRD43
-5 WMI Fiters RDS8 researchlab.locallAustralia_NorthRDSS
g Password Settings Objects RDT1 researchlab.local/Computers/RO71 i
Quick Fitter: [NT)' Field '“= ']
Advanced Fitters: I P B

ab to view the f{odbljoewitn gN aimef,o rFnu
of object, Managed By}

would be displayed as shown bel

Computer Accounts - Managed By (researchlab.local (RESEARCHLAB)) EI\EI
|5 Export | Q) Refresh | 53l E-mail :l'clcl_-"Remo'-,fE columns Find @J
(-4 researchiab local (RESEARCHLAB) | General | Member Of | Operating System | Location | Managed By | Object | Securty | Auditing | Deleted Obiects | Additional Attributes |
""" = Domain Generated on: 21 Apr, 2014 £:55:33 FM Status: Success Fitter: Not Applied
E Sies Object Name: Fully qualified domain name of object Managed By E
----- Organizational Units )
ADCT_PC_001 researchlab.local/ADCT_Workshop/ADCT_Bulk/ADCT_workshop1/40( Daniel J. Holder
----- 1A Computer Accounts -
2 dc029 researchlab.local/ADCT_Workshop/TestADCTidcD88 Adminuseri
..... 2 Users -
Groups gqazc researchlab.locallADCT_Workshopigaza Adminuser3
v =
Contacts RO14 researchlab.localiComputersRON4 1
..... 3)1 Forsign Security Principals RD30 researchlab.local/Domain ControllersRO30
..... [ RSaP RO34 researchlab.localiComputersRO34 —
_;é Group Policy Objects RD35 researchlab local/ComputersiRO35
- ] Starter GPOs RD43 researchlab. localisustralia_SouthRD43
""" T WM Fiters ROD56 researchlab.local/ustralia_NorhRDS6 Ben Coulson
""" -:lﬂ Password Settings Objects RDT1 researchlab.localiComputers/ROT E
Quick Fitter: |Any Field '”= ']
Advanced Fiters: PIF B

L

Clia to view the f{odbljoewitn gNainmmef,o rFnud tli
domain name of object, Object class, Creat:
L

The output would be displayed as shown bel:

Au

? b W



AullnY!l W #qR2UJW?2RI WHEqYI ! W

Computer Accounts - Object (researchlab.local (RESEARCHLAB))
i3 Export | |Gy Refresh | 5 E-mail B Add/Remove columns Find
-3 researchlab local (RESEARCHLAE) | General | Member OF | Operating System | Location | Managed By | Obiect | Securiy | Auditing | Deleted Objects | Additional Attributes |
[ Domain Generated on: 21 Apr, 2014 6:55:58 PM Status: Success Fitter: Mot Applied
@ Sites o Fully qua"ﬁed — [E
(€3] Orgarizational Units Name domain name class Created Modified COriginal USN Current USN
1 Computer Accounts plobiect )
o &, Users ADCT_PC_001 | researchlablocalid computer | Z/24/2014 11:08AM | 2/26/2014 4:02 PM | 2536014 2549089
2, Groups dc0sg researchlablocalid computer | 1/Z2/2014 1210 PM | 2(26/2014 4:04 PM | 2489052 2549101 E
--[25 Cortacts QazXC researchlab.localid computer 7102013 15 P 2/28/2014 4:01 PM | 18273540 2549083
- &1 Forsign Security Principals RD14 researchlablocali{ computer | 10/10/2012 415 PM | 10/10/2012 428 PM | 516989 517068 B
- 5] RSoP RD30 researchlablocalll computer | SAD/2012 4:2BAN | 421/2014 5:50 PN | 12283 2724660
- 24 Group Policy Objects RO34 researchlablocald] computer | T/26/2013 205PM | 8/52013543PM | 1923074 1971281
Stater GPOs RD35 researchlablocali( computer | 7/22/2013 3:31 PN | 7/22/2013 3:32 P | 1902739 1902751
f VUM Fiers RD43 researchlablocalid computer | 9/10/2012 4:37 PN | 10/28/2013 3:05 PM | 378024 2273924
- - Password Settings Objects b
4 mm |
Quick: Fiter: | Any Field b ”= ']
Advanced Filters: ? _J 4 T

Cl to view the f{odbljoewitn gN aimef,o rFnual tl

domain name of object, Owner, Name, Type, I
L

The output would be displayed as shown bel:

Computer Accounts - Secunty (researchlab.local (RESEARCHLAB)) EI-
=6 Export | @ Refresh | 5l E-mail Aclcl_-"REmU'.'e columns Find
-5 researchlab Jocal (RESEARCHLAB) | General | Member Of | Operating System | Location | Managed By | Object | Securty | Audiing | Deleted Objects | Additional Atinbutes |
! 53 Domain Generated on: 21 Apr, 2014 7:02:46 PM Status: Success Fitter: Not Applied
- Stes _— Fully qualifisd -
(€3] Organizational Units NEIJTIE domain name Owner MName Type Permissions Inherted |
-l Computer Accounts ghotioct i
QJ Users ADCT_PC_001 | researchlablocal/d RESEARCHLABDG BUILTINVAccount Operators | Allow Full Control No
2, Groups Evervone Allow Change Password | No
--[@5] Cortacts NT AUTHORM\Authenticat... | Allow Read All Properties | No
- & Foreign Securty Principals NT AUTHORTY\Authenticat... | Alow Read Permissions | No
- £/ RSoP NT AUTHORMY\Authenticat . | Alow | List Contents No
-2 Group Foliey Objects NT AUTHORMYISELF Alow | Create AllChid 0. | No
Starter GROs NT AUTHORITY\SELF Alow | Write Personal in... |No
-5 WM Fitters - -
- NT AUTHORMSELF Allow Validated write t... | No
2| Password Settings Objects o
4 | T 3
Guick Fitter: [A"T)f Field '][=
Advanced Fitters: [—No Fitter Applied—

Cl to view the f{odbljoewitn gN ainmmef,o rFnual tl
domain name of object, Owner, Name, Type, |

L

The output would be displayed as shown bel.
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[ computer Accounts-Autng (eseorcrsb oca mesearcraey. (oo Es

|56 Export | Q) Refresh ||gE-mai\ | BB Add/Remave columns ‘ Find E
=53 researchlab Jocal (RESEARCHLAB)| General | Member Of | Opereting System | Location | Managed By | Obiect | Securty | Auditing | Deleted Objects | Additional Attributes |
3 E Domain Generated on: 21 Apr, 2014 7:05:01 PM Status: Success Fitter: Mot Applied
[ stes obect Pl qualfied =
(€8] Organizational Units Najrﬁe - domain name Owner Hame Type Permissions Inherited
..1M Computer Accounts Cfobect
* Users RD14 researchlablocall{ RESEARCHLAB\Dg Everyone Success Write All Properties | Yes
.. a Groups Everyone Success Wodify Permissio... | ves D‘
--[@5] Cortacts NT AUTHORMY\Authenticated Users | Success Wirite All Properties | Yes
-7 Foreign Securty Principals NT AUTHORITY\Authenticated Users | Success Modify Permissio... | Yes
- 5 RSP NT AUTHORITY\Authenticated Users |Success  Delete Subtree | Yes
b Group Poicy Objects RD30 researchlab localll RESEARCHLAB\D Everyone Success | Write All Properties | ves
E Starter GPOs Everyone Success Write All Properties | Yes
5 WMI Fiters - -
- Everyone Success Wodify Permissio... | Yes
= h::ﬂ Password Settings Chjects S
< mn | r
Quick Fiter: [Any Field A=~ 2]
Advanced Fiters: [No Fiter Applisd— - TR

Cl to view the f{odbljoewitn gNaimef,o rQ
Object SI D, Created, Del.eted, Last known p
L

The output would be displayed as shown bel.

3 Export | (G Refresh |5 E-mail | B Add/Remove colurmns | Find E

(=1~ researchlablocal (RESEARCHLAE) | General | Member Of | Operating System | Location | Managed By [ Object | Secunty [ Audting | Deleted Obiects | Additional Attributes
E Domain Generated on: 21 Apr, 2014 712:43 PM Status: Success Fitter: Mot Applied
E Sites Object
Organizational Units Name
(& Computer Accounts RDES ecBIbeT5-22a 5-1-5-21-201 Y2014 710 PM | 4/21/2014 7:11 P | OU=ADCT_Child_OU OU=ADCT_work...
82, Groups
[E3 Contacts
- R} Foreign Securty Principals
_EJ RSaP
_.% Group Policy Objects
. ] Starter GPOs
.5 WM Fiters
ézﬂ Password Settings Objects

.  Object GUID Object SID Created Deleted Last known parent

Quick Fiter: [ Any Field BIE

=)
Advanced Fiters: | v] TR B

L

Not Ehe "Last known parent"™ attribute would
controller and | ater

Cl igprfddiionalatibites s 3 t o view the f{odbljoeveitn gNaimmef,or
qualified domainAcamentf iesbdéstapl ed, Last
L

The output would be displayed as shown bel.
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Computer Accounts - Additional Attributes (researchlab.local (RESEARCHLAB])
=5 Export | (0 Refresh | 5 E-mail | B Add/Remove colurmns

=5 E=H|
Find

odmdp | 2¢ G2

L

ﬂ List of Reports

AD Reports

ETTE——

4{& AD Summary Reports
Quick Reports

E} Terminal Services Reports
s Permissions Reports

% Compare Reports

it Insight Reports
_-é._ Forest Reports
i Built-in Reports
= Custom Reports

-+« Power Search

Sel .

Configuratiwohl Satppiemgs on t he
corresponding domain controll
selected domain cobtroller ar
Select and expand the domain
then cUseks on

-5 researchiablocal (RESEARCHLAE) | General | Member OF | Operating System | Location | Managed By | Object | Secuity [ Audiing | Deleted Objects | Addiional Attributes |_
(54 Domain Generated on: 21 Apr, 2014 7.05:32 FM Status: Success Fitter: Mot Applied
g f)r::nizahonal Units Object Name < Fully qualified domain name of object :;;g:’:} = Last Logon lj
(M Computer Accounts RD43 researchlab localfAustralia_SouthRD43 True
3_; Users RD&E researchlab.localfAustralia_MNorth/RDSE True
&, Groups ROT researchlab.local/Computers/ROT1 False 1152013 12:39 PM
(23 Cortacts RO7S researchlab.local/ComputersRO78 False 2252014 2:26 P
E_{ Foreign Securty Fincipala RDS83 researchlab.local/ComputersRDE3 False 9i26/2013 T:09 PM 0
_:;fr 2’::2 Policy Objects RDE4 researchlab.local/ComputersRDB4 True 4/11/2014 6:00 PM
E Starter GPOs ROB4WINT researchlab.localfComputers/RDB4WINT False 8/30/2013 1:07 PM E
i‘ WM Fiters RD85 researchlab.local/ComputersRDEs False 4/21/2014 8:53 PM
‘;d Password Settings Objects WM-DE-WINT-1 researchlab.local/Computers/\VM-DE-WIN7-1 | False 202014721 PM
WM-JP-WINT-1 researchlab.localfComputersAVM-J P-WINT-1 False IMB20147:26 PM t
Quick Fiter: | Any Field ‘][= ']
Advanced Fitters:
Vd

option under AD Reg

screen which

er. The repori
e validated.
node in the |
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Users report
11

cl icr:n?....@.‘?ﬂ?.r.?!.ﬁltab to view the f{odbljoewitn gN ainmef, o rQiaj te
SI'D, Fully qualified domain name of object
Name, Description, Empl oyee | D, Empl oyee Nu
Numbers (Omhets) WeB Page, Web eRP&9gg .Addr ess

The output would be displayed as shown bel

Users - General (researchlab.local (RESEARCHLAB)) [r=] -] [
|3 Export | | Refresh |5 E-mail ;lclcl_-"F‘.Emn'-.fE columns Find @J
=3 researchiab local (RESEARCHLAR)| General | Address | Account | Profile | Telephones | Orgznization | Member Of | Dialin | Object | Securty | Auditing | Addtional |+ [

""" =5 Domain Generated on: 22 Apr, 2014 1:28:35 PM Status: Success Fitter: Mot Applied
""" [ stes Fully qualified - — -
----- Organizational Units Object Name Object GUID Object SID domain name Name Initials Name Display Name
----- 18 Computer Accounts ghobiect
..... 3) Users AndyJ. Wong T2c0a5-67e2-420 5-1-5-21-20166905 researchlab.local/l Andy J Wong Andy J. Wong
..... 5}) Groups Travis |. Willis f203093&-bb30-4ch S5-1-5-21-20166905 researchlab.localil Travis | Willis Travis |. Willis
----- Contacts Moel P. Taboada | d40ce99d-7696-46 5-1-5-21-20166905 researchlab.local/ll Nogl P Taboada Noel P. Taboad:
""" ?)’ Foreign Security Principals SystemMailbox{bl 85f614f-4adc-4al1 5-1-5-21-20166905 researchlab.local/l SystemMail...
""" =/ RSoF Kitles E. Sharon | f5a57e72-ee6l-4ads 5-1-5-21-20166905 researchlablocalf Kiles | E Sharon Kitles E. Sharol
""" 2 Group Polcy Objects Pavely D. Ryan | 1688M59-6235-439¢ 5-1-5-21-20166905 researchlab.locall Pavely | D Ryan Pavely [1. Ryan
----- __E Starter GPOs R . )
;M Fi ‘fvan R. Rossier | f2b5feB0-1762-4ed| S-1-5-21-20166905 researchlab.ocalfl Yvan R Rossier rvan R. Rossic
..... ters
f . Esan C. Reason | 1e298a30-fd1d-488 5-1-5-21-20166905 researchlab.localfl Esan C Reason Esan C. Reaso
----- =l Password Settings Objects — - T — - - -
<[ T = 3
Quick Fitter: | Any Field '][= v]
e | I |y | Advanced Fiters: T 7| B

L

Cl ian: tab to view the f{odbljoewitn g\ aimef,o rOig te
SI' D, Fully qualified domain name of object
State/ Province, Zipl/ Post.al Code, Countryl/ R
L

The output would be displayed as shown bel
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Users - Address (researchlab.local (RESEARCHLAE)) =GR
=6 Export | (@ Refresh | =) E-mail :'l[l(l_-"REH1U',’E columns Find

(-3 researchiab local (RESEARCHLAB)| General || Address | Account | Profile | Telephones | Organization | Member Of | Dialin | Object [ Securiy | Auditing [ Additional Accal « | *
&5 Domain Generated on: 25 Apr, 2014 4:05:31 FM Status: Success Fitter: Not Applied
[ Stes Fully qualified -
--[gZ] Organizational Units Object Name Object GUID Object SID domain name Display Name Street PO Box
& Computer Accounts of object
&, Users AlisanJ. Thomes | d81656fb-fd7d-47f 5-1-5-21-20165005 researchlab.localid Alison ). Thomas | 154, Wall st 7895
;Q; Groups Alistair G. Morris | eccel135b-9788-44¢ 5-1-5-21-20166905 researchlab.local/d Alistair G. Norris | 254, STThomas st | 48758
-[25 Contacts Andrews d1566aTb-afc-48a 5-1-5-21-20166905 researchlab local/d Andrews 158, Kent st
- 87 Foreign Security Principals Andy J. Wang Tf2c0a5-67e2-420) 5-1-5-21-20166005 researchlab.localfl Andy J. Wong 300 Middle Zhen... | 71880
- [ RSoP Andy Murray 14630220 Tfb2-4321 5-1-5-21-20166005 researchlab localid Andy Hurray
5 Group Policy Objects Banner Bruce | Da142814-a9a6-4bt 5-1-5-21-20166908 researchlab.local/d Banner Bruce 258 Akin Adesol.. | 60614
j ‘StaﬁerGPOS Ben Coulson 12836796 bbd7-46! 5-1-5-21-20166905 researchlab.local/4 Ben Coulson 110 Eglin Street | 75489
L‘_E I:‘\;?sl::;l:ijeﬂings Objects ?e.n Rohrer aQ?cZZD?—qud—dﬁ?ﬁ—W-&ﬂ—Zmﬁﬁm researchlab.local/d Ben Rohrer r -
Quick Filter: [J“ﬂ)f Field '][= ‘]
x| m Iir Advanced Fitters: P B

Clian to view the f{odbljoewitn gNainnef,o rOtg tt
SI1 D, Fully qualified domain name of object
name Wpnedows 2000), Log On To, Account is

password at next |1 ogon, User cadnonevehaagpi
password using reversible encryption, Acco!
interactive |l ogon, Account is trusted for
del egat ed, Use DES encryptiomtt ypguifrer Ktehlr
preauthentication, Account expires, Account

L

The output would be displayed as shown bel

Users - Account (researchlab.local (RESEARCHLAR))

i3 Export | O Refresh |58 E-rnail B Add/Remave columns Find
(-3 researchlab local (RESEARCHLAE)| General | Address | Account | Frofile | Telephones | Organization | Member Of | Dialin | Obiect | Securty | Audiing | Additional Accour| + | *
55 Domain Generated on: 22 Apr, 2014 2:07:27 FM Status: Success Filter: Mot Applied
E Sites m
(&3] Organizational Units Obinct I _ . Fully qualified Display User logon User\lflgun name
.8 Computer Accounts je ame Object GUID Object SID domain name Name name (pre-Windows
N of object 2000}
3) Users
82, Groups Francis 968331ad-6e88-49f 5-1-5-21-20166905 researchlablocalll Francis francis@researc... | francis =
Cortacts Gavin T.Haslett | 87703072-6959-40¢ 5-1-5-21-20166905 researchlab.local/l Gavin T. Haslett | gavin@researchl... | gavin .
... 82 Foreign Security Principal
= RU;IEH ey Pincipals Guest 3caBGeal1-9M09-4ca 5-1-5-21-20166905 researchiab.locall Guest
0
. llia S Lessev blcedf@i-c22c-4cd| 5-1-5-21-20166905 researchlab.localll lia 5. Lessev iia@researchlab... |ilia
& Group Policy Objects
Stater GPOs JasonG.Jones 1155f944-bd26-498 5-1-5-21-20166905 researchlab.local/l Jason G. Jones |jason@researchl... |jason
_!__,- W Fiters Kathy Q. Donaldsof f4709062-08a5-4d3 5-1-5-21-20166905 researchlab.locald] Kathy Q. Don... | kathy@researchl... | kathy
:EI Password Settings Objects Keith G. Miller 1a064224-4f36-4af 5-1-5-21-20166808 researchlab.locall] Keith G. Miller ketthi@rezearchl.. |keith
Kitles E. Sharon | fBaG7e72-eebf-4ads 5-1-5-21-20168805 researchlab.local/l Kitles E. Sharon | kitles@researchl.. |kitles =
4| 1 G
Quick Filtter: [ﬂm' Field '”=
" o y | Advanced Fiters: [—No Fitter Applied—

Cl view the f{oQbljoewitn gN ainmef,o rOmg te
SI' D, Fully qualified domain name of object
Local Path, .Connect to}

L
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The output would be displayed as shown bel

Users - Profile (researchlab.local (RESEARCHLAB)) = =R ==
|5 Export | |0 Refresh | = E-rail EE Add/Remove columns Find @J
-4 researchiablocal (RESEARCHLAR)| General | Address | Accourt || Fofile }| Telephones | Organization | Member OF | Dialin | Object | Securty | Audi ¢ [
Generated on: 22 Apr, 2014 2:15:56 FM Status: Success Fitter: Not Applied
Fully qualified o~
Object Name Object GUID Object SID domain name Display Mame Profile Path
L Computer Accounts phobect 1
..... 1_’ |sers Adminuserd 6CT6e6D0-3265-407 5-1-5-21-20166905 researchlab.local/l, Adminuser2 i
----- 5!) Groups Andy J. Wong TfA2c0ab-67e2-420( 5-1-5-21-20166905 researchlab.local/l Andy J. Wong eHome%\%
----- Contacts Bennoit L. Loffet d7edaTfe-1678-4bq 5-1-5-21-20166905 researchlab.locall Bennoit L. Loffet %eHome%\%
----- L7 Forsign Security Principals CHILDS 3200138d-c066-44{ 5-1-5-21-20166905 researchlab.localll
""" 5/ RSeP David R.Clarke | 067d3b6e f660-4b S-1-5-21-20166908 researchlab.local| David R. Clarke | %Home%\%
""" & Group Policy Objects DiscoverySearchl| d1e61caa-dd31-45 5-1-5-21-20166908 researchlab local/| Discovery Searc...
""" E ‘Stader GPOs Esan C.Reason | 1s208a30-fd1d-484 5-1-5-21-20166008 researchlab local| Esan C. Reason | %Home%\%
; ;Z?:Erzmswings Objects Exchange Online-4 82169f18-03a5-4b7) 5-1-5-21-2016690% researchlab local/l
FederatedEmail 4c| Tefdb528-f5b7-48e( S-1-5-21-20166005 researchlab.local/l Microsoft Excha... i
4| m +
Quick Fitter: | Any Field '][= ']

Advanced Fitters: T F B

jltab to view the f{odbljoewitn gN ainmef,o rOib

Cliarnt

Object SI D, Fully qualified domain name of
(Ot hers), Pager, Pager Number (Others), Mol
Number (Ot hers), I P Phone, I P .Phone Number

L

The output would be displayed as shown bel.

Users - Telephanes (researchlab.local (RESEARCHLAB)) =n =R ==
i3 Export | |Gy Refresh |52 E-mail ;‘-'clcl_-"Remo'-,'E columns Find @J
=14 researchiablocal (RESEARCHLAB)| General | Address | Account | Profile | Telephonies | Organization | Member Of | Dialin | Object | Secuity | Audil + [

""" 5 Domain Generated on: 22 Apr, 2014 2:21:26 PM Status: Success Fitter: Mot Applied

""" [ sies : _ _ Full qualified Display -

----- Crganizational Units Object Name Object GUID Object SID duma_ln name Name Home

----- 1A Computer Accourts pfiokeect ‘ £ ‘
_____ 1) Users Adminuser3 6c76e6b0-3265-407 S-1-5-21-20166905 researchlab.localll Adminuserd b
----- 5?3 Groups Andy.J. Wang TH2c0ab-67e2-420 5-1-5-21-20166905 researchlab.localll Andy J. Weng | (503} 5616251

----- Contacts Bennoit L. Loffet | d7edaffe-1678-4bg 5-1-5-21-20166905 researchlab.local/ll Bennoit L. Lof... | (207) 662-7385

----- 27 Forsign Securty Principals CHILDS 3e09138d-c066-44 5-1-5-21-20166805 researchlab.localll

""" [ RSoP David R.Glarke | D67d3b6e-f660-4b 5-1-5-21-20166908 researchlab.locali] David R. Clarke | (511) 8954853

""" 2 Group Polioy Objects DiscoverySearchM d1eficaa-dd31-45 5-1-5-21-20166908 researchlab.locall| Discovery Se. .

""" 21 ‘Starteeros Esan C.Reason | 12208a30-fd1d-484 5-1-5-21-20166005 researchlab local/l Esan C. Reas... | (511) 895-4853

..... T WHI Fiters Exchange Online-4 82165f18-03a8-4b7] 5-1-5-21-20166905 researchlab.localll

----- - Password Settings Objects

FederatedEmail 4c| Tefdb529-Bb7-48et 5-1-5-21-20166905 researchlab.localil Microsoft Exc... -
< [T -
Quick Filter: [MY Field v][: v]
4 1 } | Advanced Fiters: 19 | B

»

Cliant it ab to view the f{odbljoewitn gNaimmef,o rOib
Object SI D, Fully qualified domain name of

Crgarization
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Manager, .
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Direct Reports}

The output would be displayed as shown bel
Users - Organization (researchlab.loca (RESEARCHLABY)
i3 Export | (O Refresh | S2¥ E-mnail ;lclcl_-'REmo'-/e columns Find
=3 researchiab local (RESEARCHLAB)| General | Address | Account | Profile | Telephones | Organization | Member OF | Dialin | Object | Securty | Auditing | Addtional Acc| + [ »
~-[Z4 Domain Generated on: 22 Apr, 2014 2:26:34 PM Status: Success Fitter: Mot Aoplied
E Sttes Fully qualified Display -
(€3] Organizational Units Object Name Object GUID Dbject SID duma_ln name Name Title Department
(M Computer Accounts phobiect
3) Users AndyJ. Wong T92c0ab-67e2-4200 5-1-5-21-20166908 researchlab.local/l Andy J. Worg Software Engin... | Development
52) Groups Bennoit L. Loffet | d7eda7fe-1678-4bg 5-1-5-21-20166805 researchlab.local/l Bennoit L. Loffet | Team Lead Development
--[25] Contacts CHILDS 3e00138d-c066-44F 5-1-5-21-20166005 researchlab.local/ll
- & Foreign Security Principals David R. Clarke | 067d3b6e-f660-4bh 5-1-5-21-20166905 researchlab.local/l David R. Clarke | Team Lead Quality Centrol [

- = RSaP

- 2 Group Policy Objects

E Starter GPOs
-5 WMI Fiters
:E:-‘ Password Settings Objects

1l r

DiscoverySearchM d1e61caa-dd31-45 5-1-5-21-20166805 researchlab.local/l Discovery Sza...

Esan C. Reason 1e298a30-fd 1d-483 5-1-5-21-20166905 researchlab.local/l Esan C. Reason | Preduction Engi... | Production
Exchange Online-4 82169f18-03a8-4b7] 5-1-5-21-20166805 researchlab.local/ll
FederatedEmail 4c| 7efdb529-f6b7-48e( 5-1-5-21-20166805 researchlablocalf| Microsoft Exch...

Francis 968331ad-6288-491 5-1-5-21-20166905 researchlablocal/ Francis -

4 il L3

Quick Fitter: [NT)' Field
Advanced Filters:

L

Cl ican: to view the f{odbljoewitn g\ aimef,o rOibg t
SI' D, Fully qualified domain name of object
Member ship Group SI D, Member ship Gr.oup FQD
L
The output would be displayed as shown bel
Users - Member Of (researchlab.local (RESEARCHLAB])

Export | |G Refresh | = E-mail ;lclcl_-"REmU-,'EcUIumnz Find

(-5 researchlab local (RESEARCHLAB)

General I Address I Accourt I Profile I Telephones I Organization | Member Of | Dialin I Object I Security I Auditing I Additional Account | * | ¢

(%5 Domain Generated on: 22 Apr, 2014 2:34:52 PM Status: Success Fitter: Not Applied
ﬁ Sites N . i
= Object . . Fully qualified domain Membership Membership
(48] Organizational Units Name Chrect AU By name of object AT ET Group GUID Group SID |
- 1% Computer Accournts Francis D68331ad-6e88-491 5-1-5-21-20166905 researchlab.local/User Ag Remote Deskiop... |bf7ab107-7e3... |5-1-5-32-555
& Users Gavin T. Haslett 87703b72-6959-40¢ 5-1-5-21-20166905 researchlab.localiUser Ac|
&4, Groups Guest 3caBieal-99-dcal 5-1-5-21-20166905 researchlab.local/Users/g Backup Operators | 05516ef0-082... | 5-1-5-32-551
[ Contacts Guests C600de38-d6d... | 5-1-5-32-546
?)’ Foreign Security Principals
' RSP llia 5 Lessev b1cesfB0-c?2c-4c8 5-1-5-21-20166908 researchlab localiUser Ag|
0
Pt . . Jason G.Jones | 1156f044-bd26-488 5-1-5-21-20186005 researchlab.local/User Ac
- Group Policy Objects
Kathy Q. Donald f4709062-08a5-4d3 5-1-5-21-20166005 researchlab.local/User Acj CH=5SPFR,0U=5.
E Starter GPOs
f‘ WM Fitters Keith . Miller | 1aD54224-4f35-4a§ 5-1-5-21-20166805 researchlab.local/User Acf CN=SPFR,0U=5...
j Password Settings Objects Kitles E. Sharon fbab7e72-ee6i-4ads 5-1-5-21-20166805 researchlab.local/User Acf CN=SPFR,OU=5... -
4| 1 G
Quick Fiter: | Any Field 'H= ']
T m y | Advanced Fiters TPIF B
. Dialin . . . . S
Clicar. tab to view the f{odbljoewitn gNaimef,o rOibg teic
SI D, Object GUI D, Object SI D, Fully qualifi
Per mi ssion Call back Option}
The output would be displayed as shown bel

? b W
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Users - Dial-in (researchlab.local (RESEARCHLAB)) o[-
|3 Export | |Gy Refresh |52} E-mail B Add/Remove calumns Find :
-3 researchiab local (RESEARCHLAB)| General | Address | Account | Profile | Telephones | Organization | Member Of | Diakin | Object | Securty | Audting [ [ +]*
Generated on: 22 Apr, 2014 2:40:53 FM Status: Success Fitter: Not Applied
- -
Object Name Object GUID Object SID ; zga?nu:g:: of E:rr:fi;i fssce“
object
Francis 968331 ad-6ed5-40fe- 5-1-5-21-2016690531-17) researchlab.local/User A Deny Access |i|
Gavin T.Haslett 87703b72-6953-40da; 5-1-5-21-2016690531-17| researchlab.local/User 4 Allow Access
Guest 3cadfeal-9f09-4caf-§ 5-1-5-21-2016690531-17| researchlab.local/Users| <Not set= (Control ...
----- &7 Foreign Security Principals llia S. Lessev blcedf@l-c22c-4cBf-g 5-1-5-21-2016680531-17| researchlab.local/User A Allow Access
""" [ RSoF Jason G.Jones 1155344-bd26-4987-| 5-1-5-21-2016600531-17 researchlablocal/User 4 Deny Access
""" & Group Policy Objects Kathy Q. Donaldson | f4709062-08a5-4d32- 5-1-5-21-2016690531-17 researchlablocal/User 4 Alow Access
""" ;21 Starer GPOs Keith G. Miller 1a064224-4f35-4a8d-{ 5-1-5-21-2016690531-17| researchlab.local/User 4 <Not set= (Control .. | —
----- 1_|_" WMI Fitters O = S
----- = Password Settings Objects
Quick Filter: [NT)’ Field '][= ']
O " } | Advanced Fiters: FIFIB

Clia tab to view the f{odbljoewitn gNaimef,o rOibg tei
S| D, l'y qualified domain name of object
USN, Current USN}

L

The output would be displayed as shown bel.

Users - Object (researchlab.local (RESEARCHLAE]) = Eoh
|3 Export | O Refresh | !5 E-mail Aclcl-'Rr:mo‘.'r: columns Find [.‘]
=34 researchlab local (RESEARCHLAB)| General | Address | Accourt | Profile | Telephones | Organization | Member Of | Dialin | Obiect | Securty | Audting | Additional A4 [ *
53 Domain Generated on: 22 Apr, 2014 3:02:50 PM Status: Canceled Filter: Mot Applied
- stes Fully qualified _— [E
= Organizational Units Object Name Object GUID Object SID domain name clajss Created Modified [
-1 Computer Accounts pliokiect
}) Users Adminuserd BCT6e6b0-3265-40] 5-1-5-21-20166905 researchlab.localfl] user 5/20126:59 PM | 4/21/2014 10:45 ..
... 5}; Groups Andy J. Wong TA2c0ab-67e2-420 5-1-5-21-20166905 researchlab localfll user 9/4/2012 5:56 PM | 6/26/2013 5:05 PM
--[25] Contacts Bennoit L. Loffet dfedaife-1678-4bg 5-1-5-21-2016690% researchlab.localill user 942012 5:56 PM | 6/26/2013 5:05 PM
o ?)’ Foreign Security Principals CHILDS 3e09138d-c066-441 5-1-5-21-20166905 researchlab localll user 8232012 3:43 PM | 12/25/2013 455 ...
_.,' RSoP David R. Clarke 067d3b6e-f560-4bh 5-1-5-21-20166905 researchlab.localfl] user 9/4/2012 5:5T PM | 6/26/2013 5:05 PM
b Group Policy Objects DiscoverySearchM d1ef1caa-dd31-45 5-1-5.-21-20166905 researchlab local/l user | 9/28/2012 12:11 ... |10/25/2012 4:29 ...
- -‘-_21 Statter GPOs Esan C. Reason | 16296a30-d10-484 5-1-5-21-20166905 researchiablocali| user  9/42012 S:5TPM | 10412013 313 Pl [
-5 WMI Fiters
o 4| 1 3
- =i Password Settings Objects
Quick Fitter: |Any Field '“= ']
O m y | Advanced Fiters: TIF |8

t he f{odbljoewitn gN ainmmef, o rOaj t¢
domain name of object

The output would be displayed as shown bel:

Au

? b W
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Users - Security (researchlab.local (RESEARCHLAE)) o ===
|i5 Export | |G Refresh |5 E-mail B Add/Remave columns Find @
[E1-5 researchlab local (RESEARCHLAB)| General | Address | Account [ Profile | Telephones | Organization | Member Of | Dialin | Object | Security | Audiing | Additional Accou * [ *
-4 Domain Generated on: 22 Apr, 2014 3:06:55 PM Status: Success Fitter: Mot Applied
[ stes Fully qualified -
[ Organizational Units ﬁ;}iﬁg Object GUID 2%301 numa_in name Owner Name Type Permizsions
1 Computer Accounts Shiotiect E
}) Users AndyJ. Wong | 7T82cDa5-67e2-420| 5-1-5-21-201§ researchlab.locall] RESEARCHLA BULTINVAccount ... | Allew | Full Control
5,7) Groups BUILTINVAdminist... |Allow | List Contents
-[@5] Contacts BULTIMAdminist... | Allow | Modify Permissio..
‘lJf Foreign Security Principals BUILTINVAdminist... |Allow | Modify Owner
- 5[ RSoP BULTINAdminist.. |Allow | Al Validated Writ..
2k Group Poliey Objects BUILTINVAdminist... | Allow | Write All Properties
:21 Starter GPOs BUILTIN\Administ... | Allow | Read Permissions
- :g_" WMI Fitters 7 ™ S
-1 Password Settings Objects
Quick Fitter: [NT)' Field '][=
< = y | Advanced Fiters: [—Nn Filter Applied—

Clia ltab to view the f{odbljoewitn gN ainmmef,o rQig te
SI1 D, Fully qualified domain name of object
Apply. To}

L

The output would be displayed as shown bel.

Users - Auditing (researchlab.local (RESEARCHLAB)) [ =]
|53 Export | | Refresh | 5l E-mail | @ Add/Remove columns Find L2}
B--fj researchlab local (RESEARCHLAB)| General I Address Iﬂccnunt I Profile ITelephnnes Organization | Member Of I Dial-in IObjed ISecurify| Audtting |Add'rtional Accour| * | *

3‘3 Domain Generated on: 22 Apr, 2014 3:09.23 PM Status: Success Filter: Mot Applied
@ Sites N
= . . . Fulty qualified -
Object Object Object - -
3 Organizational Units ij-:e GUJIE SIE:E d;!n;n name of  Owner Name Type Permissions. @
.1 Computer Accounts b
3) Users AndyJ.Wong | 7f82c0ab-67e2-4 5-1-5-21-2016 researchlab.locall RESEARCHLAB\D| Everyone Success | Modify Permissio..
53; Groups Everyone Success | Write All Properties.
- [23] Contacts NTAUTHORIT... |Success | Write All Properties
?J’ Foreign Securty Principals NTAUTHORIT.. |Success |Delete Subtree
- 5[ RSoP NTAUTHORIT.. |Success | Madify Permissio..
¥ ) )
i Group Policy Objects RESEARCHLA.. | Success | Full Control
:j Starter GPOs R N
- Bennaoit L. Loffet | d7eda7fe-1678-4 5-1-5-21-2018 researchlab.locall RESEARCHLABD| Everyone Success | Write All Properties
-5 WMI Fiters - —
Everyone Success | Modify Permissio..

:l_ij Password Settings Objects

NTAUTHORIT... |Success | Modify Permissio... ™
4| m 3

Quick: Fiter: [Any Field '][=
< = y | Advanced Fiters: [—No Filter Applied—

L

cl i O;ngr Addihonal Account Info

Eltab to view the f{odbljoewitn gN ainnef
GUI D, Object SI D, Fully qualified domain n.
date, Password expiration date}

1N

Not ARKAD calculates the |l ast |l ogon date anc
information. This time zone information is
is run. Also, |l ast I ogon value for a swgeri ni
directory or if the current user context ol
privileges to read the attribute from the

The output would be displayed as shown bel
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Users - Additional Account Info (researchlab.local (RESEARCHLAR))

|3 Export | |G Refresh | 5% E-mail E Add/Remove columns Find |E]J

(=34 researchlab local (RESEARCHLAB)

----- Organizational Units
----- &l Computer Accounts
g 3) Users

Groups

- Cortacts

----- ?)” Foreign Security Principals
..... = RSoP

----- 5 Group Policy Objects

----- _ﬂ Starter GPOs

-5 WMI Fitters

= Password Settings Objects

ditional Accouint info }| Efective PSO | Deleted Objects | Addtional Attributes | [ +]*
Fitter: Mot Applied

Diahin | Object | Securty [ Audting
Generated on: 25 Apr, 2014 5:02:53 FM

Status: Canceled

. Fully qualified
B Object GUD Object SID domain name Last Logon FEES |
Name X =set date B
of object

Adminuser BebafeTc-Tidf-4bbd 5-1-5-21-20166905 researchlab.localll 4232014 11:06 ... | 10/26/2013 12:34 PM
Adminuser2 1182ead2-8771-428 5-1-5-21-20166905 researchlab.locall] 4252014 12:40 ... |§/20/2013 11:01 AW
Adminuser3 6c76e6b0-3265-407 5-1-5-21-20166905 researchlab.locall] 4252014 5:01 PM | 8/20/2013 11:01 AW
AndyJ. Wong T2c0ab-67e2-420 5-1-5-21-201665905 researchlab.localll 9/4/2012 5:55 PM

Eennoit L. Loffet | d7edaffe-1678-4bg 5-1-5-21-20166505 researchlab.localill /472012 5:56 PM

CHILDS 3e09138d-c066-441 5-1-5-21-201665905 researchlab.localll] 12/26/2013 4:59 PM

David R. Clarke | 067d3b6e-f660-4bh 5-1-5-21-201686905 researchlab.localll S/4/2012 5:57 PM -
1| 1} L

I

Quick Fitter: | Any Field
o = Advanced Filters: ? _J T
. Eftective P50 . . . .

Clia tab to view the f{odbljoewitn gNaimef,o rQm

Object SI D, Fully qualified domain name of

PSO Description}

The output would be displayed as shown bel.
Users - Effective PSO (researchlab.local (RESEARCHLAB)) =N =R
|3 Export | |0 Refresh | 5 E-rmail FE Add/Remove columns Find @J

(-3 researchlab local (RESEARCHLA)| Auditing | Additional Accourt Info | Effective PSO | Deleted Objects | Additional Attributes | e
""" % Domain Generated on: 25 Apr, 2014 4:37:48 PM Status: Success Fitter: Mot Applied
ﬁ Sites N -
=1 . . . Fully qualified domain name of Resultant PSO -
(5] Organizational Units ORectiane UbiecE UL ChiectSn object P50 Precedence| |
""" 1R Computer Accounts AndyJ. Wong Tf32c0a5-67e2-420| 5-1-5-21-20166905 researchlab.locallUser Accountsing Internet Enable... | 2
. 3) Users BennoitL. Loffet | d7eda7fe-1678-4bg 5-1-5-21-20166905 researchlab.locallUser Accounts/Bej Internet Enable... | 2
3, Groups CHILDS 3209138d-c066-44} 5-1-5-21-20166905 researchlab.locallUsersiCHILDS
""" Contacts David R Clarke | DB7d3b6e-f560-4bt| 5-1-5-21-20166905 researchlab.locallUser Accounts/Dal Password nev... | 4
----- ?)’ Foreign Security Principals - -
' RSP DiscoverySearchi d1e61caa-dd31-45 5-1-5-21-20166905 researchlab.locallUsersiDiscoverys

_;é Group Policy Objects

Esan C. Reason 1e298a30-fd1d-483 5-1-5-21-20166905 researchlab.local/User Accounts/Es| Remote Login ... |1

Starter GPOs Exchange Online-4 82169f18-03a8-4b7) 5-1-5-21-20166%05 researchlab.local/Users/Exchange -
5 WM Fiters 4] M b
..... ..E‘ Password Settings Objects Quick Fitter- [NT)' Field ,][= -]
< m v | Advanced Fiters: Y B

L

NotEf fectivep®iStO i s applicable only for Wir
L

Clia Deleted Dhiects ab to view the f{odbljoewitn gNaimef,o rQ
Obj ect SI D, Created, Del.eted, Last known p.
The output would be displayed as shown bel:

Au
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|3 Export | | Refresh | Sl E-mail | B3 Add/Remove columns | Find E
=34 ressarchiab local (RESEARCHLAE) | Organization | Member OF [ Dialin | Object | Securty | Auditing | Addtional Account Info | Effective PSO || Deietsd Objecis i [+ [+
""" @ Domain Generated on: 25 Apr, 2014 421:17 PM Status: Success Fitter: Not Applied
""" f sies ObjectName  « Object GUID Object SID Created Deleted Last known parent

Mark Rohades ba3cbads-ceck-daf 5—1#21-20166904 22014 602 PN | 42572014 417 PM

mic D. henry frdea7e8-ad9c-4bb V220141217 . | 42502014 418 PM | OU=TestADCT OU=ADCT_...

OU=ADCT,0U=ADCT Test_...

----- 2 Foreign Securty Principals
- =[ RSoP

----- _g Group Policy Objects

----- ' Stater GFOs

----- F WMI Fiters

----- ;:é Password Settings Objects

Quick Fiter: [Any Field e

a7 i | v | Advanced Fiters: | @) |77 B
L

NotEhe "Last known parent attribute would

controller and | ater

Cl i @rfddtionalAtibutes 4 o, 6 view the f{odbljoeveitn gNaimmef,or

Object SI D, Fully qualified domain name of
Empl oyee Type, Department Number, Division,

Number, Assistant, Secretary}
L

The output would be displayed as shown bel.

53 Export | |3 Refresh | 5 E-mail | &1 Add/Remove calumns |Find (2]

&4
=4 researchiab local (RESEARCHLAB)| Auditing | Addtional Accourt Info | Effective PSO | Deleted Objects || Add ibufes | i
E Domain Generated on: 25 Apr, 2014 4:37:48 PM Status: Success Fitter: Mot Applied
E Sites N
. Fully qualified =
o . ’ Object . . 5 Employ Employ Employ Departmer,
(23] Organizational Units e ~ Object GUD Object SID gc;gn:_ln cu:ame D St Type il |
./l Computer Accounts e
S) Users AlisonJ. Thomg dB1656fb-fd7d-47H 5—16—21—20169904 researchlab.local/s] AE 434112 | 213411012001 | Permanent | RD 72451
% Groups Alistair G. Norrii ecce135b-9758-44, 5—1621—20165904 researchlab.localisl AD 8415... | 8134108120... |Permanent | RD 78452
--[25] Contacts Andrews d1566a7b-a3fc-48a 5—1621—20165904 researchlab.local/Al
- &7 Foreign Securtty Pincipals AndyJ.Wong | T2c0a5-6762-420 5_1621-20165904 researchlab.localil
- 5/ RSP AndyMurray | T4b3b22d-THb2-432 51621-20165905{ researchlab.locali)
5 Group Policy Objects Banner Bruce | 0al42814-a9a5-4bt 5-1.5-21-20166905 ressarchlablocal/A| PD 55432 |954362020... | Permanent | FD0453
] Starter GPOs Ben Coulson | 1288b79e-bbd7-464 5-1621-2016&305{ researchlab.localis| PD 51485 |9445120120... | Contract | PD 68853 ~
-~ WM Fiters < i | 3
é:ﬂ Password Settings Objects
Quick Fiter | Any Field = -
a i ) | Advancsd Fiters: | RICIEEEE]

Au

? b L

obmdec | 2¢ (2 OASSG DNRdJz
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AD Reports

ﬂ List of Reports

Sel ¢
Conf

éji AD Summary Reports
Quick Reports

'E} Terminal Services Reports
s Permissions Reports

% Compare Reports

it Insight Reports

_ﬂ, Forest Reports
i Built-in Reports
= Custom Reports

-« Power Search

ETTE——

gurat wohl Safppiemgs on

corr
sel e

Sel ec
t hen

O o |7 ¢«

sponding domain con
ted domain cobltroll

t and expand the do
cGi cakp®n

Groups report

option

under

the screen

troll er.
er are

main node in

The

AD Reg

whi ch

report

val i dat ed.

the |

Not e:

shown bel

L

CIicnné----@-'?nﬁr-?!-étab to view the f{odbljoewitn gNainnef,o rOtg te
SI'D, Fully qualified domain name dofwso2j0ddt)
Descri pmaoh, Broup Scope, Group Type,

The output would be displayed as
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Groups - General (researchlab.local (RESEARCHLAE)) =] =]
|3 Export | |0 Refresh | =g E-mail E Add/Remove columns Find @J
-5 researchlab local (RESEARCHLAB)| General | Members | Member OF | Managed By | Object | Securty | Audiing | Deleted Objects |
""" fﬁ Domain Generated on: 21 Apr, 2014 7:23:55 PM Status: Success Fitter: Mot Applied
- E Sites Fully qualified Group Name -
- Organizational Units Object Name Object GUID Object SID domain name (pre-Windows Description -
of object 2000) K

----- 1A Computer Accounts
_____ 2 lsers Account Operators | 200e6545-84cd-44¢ 5-1-5-32-548 researchlab.local/E Account Operato... | Members can ad...

ADCT_Distribution | 676873b6-d6fe-408 5-1-5-21-20166905 researchlab.localid Bulk members gr... | AD Objects

----- Contacts ADGT_Secure_gro| 84dd3fba-ada3-420 5-1-5-21-20166905 researchlab.local/d ADCT_Secure_g... | AD Objects

----- L7 Foreign Security Principals ADCT_Universal_C ee8c3031-363c-464 5-1-5-21-2016690% researchlab.localld ADCT_Universal.. |Universal group
[ RSoP Administrators | a1353341-24f1-4b1| 5-1-5-32-544 researchlablocallE Administrators | Administrators h...

""" 2 Group Policy Objects Allowed RODG Pas 372¢23fa-17fb-4a4] 5-1-5-21-20166905| researchlab.localll Allowed RODC P... | Members in this ...

""" -‘-_21 ‘Sta”er GFOs Australia_SouthWe 1213d81b-3e1d-45 5-1-5-21-20166905 researchlab.localld Australia_South... | This is sample Gr..

;:.‘ ;1T:v::t:mSeﬂings Objects Backup Operators | 06516ef0-d82c-420 5-1-5-32-551 researchlab.local/k Backup Operators | Backup Operator...

4 m 3
Quick Fitter: [NT)’ Field v][: v]
4 m v Advanced Filters: ? —J T

vi ew t he f{odbljoewitn gN aimef,o rOg t
fied domain name of object
Member sgrduwlp member s}

The output would be displayed as shown bel

Groups - Members (researchlab.local (RESEARCHLABY)) =l ==
|3 Export | O Refresh | 5g¥ E-mail .'lclcl_-"F‘.Emn'-.fE columns Find @J
=33 researchiablocal (RESEARCHLAB)| General | Members | Member Of | Managed By | Object | Securty | Auditing | Deleted Objects |
~[Z4 Domain Generated on: 22 Apr, 2014 10:32:35 AM Status: Success Fitter: Mot Applied
- Stes
-, - . . Fully qualified
<l Organizational Unts Object Name Object GUID ggem domain name Member GUID Member 5ID L“;;‘:e’
-1l Computer Accounts of object
& Users E
; I Backup Operators | 06516ef0-d82c-420 5-1-5-32-551 | researchlab.local/E 3ca88eal1-9f00-4cal 5-1-5-21-20166905 researchlab.l-_l
-2, Groups : ]
.[5] Cortacts Cert Publishers 8eB8fb19c-4713-4487 5-1-5-21-20164 researchlab.local/l
.;J’ Foreign Secuity Principals Certificate Service [ 89a61cbe-T16f-461 5-1-5-32-674 | researchlab.local/E
- =[ RSoP Cryptographic Op¢ 6062eb33-0fce-460 5-1-5-32-568 | researchlab local/E
- 2k Group Policy Objects Distributed COM Uz 7c082feb-d039-4c0 5-1-5-32-562 | researchlab.local/E
_a Starter GPOs Diomain Admins D4bf3b16-ac03-4d1 5-1-5-21-2016% researchlab.local/l SebabeTc-Tfdf-4bbd 5-1-5-21-20188005 researchlab.l
5 WMI Fiters 3d439dff-bf7d-4cc] 5-1-5-21-20166905 researchlabli _
:E_‘ Password Settings Objects al m >
Quick Filter: [A”)' Field '][=
a ™ v | Advanced Fiters: [—Nn Filter Applied— Y4
Not Ehe &quot Members" report shows members ¢
Members field in the report contains a gr ol

di spl ayedglr d np Smémber s field. Also, the nest
Me mb efrisel d as " Co\@bataingdGGopapp"

ew t he f{odbljoewitn gN aimef, o rOng t
ied domain name of object

Au

? b W



AullnY!l W #qR2UJW?2RI WHEqYI ! W
Member ship Group SI D, Member ship Group FQD

The output would be displayed as shown bel

Groups - Member Of (researchlab.local (RESEARCHLAB)) [ e |
|56 Export | |G Refresh | 58 E-mail ) Add/Remove columns Find
(-4 researchiab local (RESEARCHLAB)| General | Members | Member Of | Managed By | Object | Security | Audiing | Deleted Objects|
""" = Domain Generated on: 22 Apr, 2014 10:08:31 AM Status: Success Fitter: Mot Applied
""" i stes Fully qualified -
R . . . . - Membership
..... Organizational Units Object Name Object GUID Object SID domain name of Member Of Group GUID |: |
1| Computer Accounts gt |
. }J Users Domain Users 88d34f64-9077-4be S-1-5-21-20166905 researchlab.locallUset Users 52dd259a-9117-.
Group3 f4b87c27-7abb-487 5-1-5-21-20166905 researchlablocal/ADC testing group 184abb43-face-.
----- Contacts testgroup1 4bd7bebc-e238-481 5-1-5-21-20166005 researchlab.local/User testgroup S0cal1057-8785-
""" ?)’ Foreign Security Principals Diomain Admins 94bfBb16-ac03-4d1 5-1-5-21-20166905 researchlab.local/Usef Remote Desktop ... | bf7ab107-7Te3d-.
""" _.,' RSoP Diomain Guests 4435ef65-2579-40a) 5-1-5-21-20166905 researchlab.local/Usel Guests cEd0de3s-déda-
' ) )
. Group Policy Objects groups 30ef5b31-fd25-42d| 5-1-5-21-20166905 researchlab.local/ADG groupi2 a2ae2d7d-2042-
Starter GPO:
o] Siaterars new graup testing | c8b307d5-e15c-4c{ 5-1-5-21-20166905 researchlab local/ADG groupi2 a2ae2d7d-2042-
- WMI Fitters
F_ : X . Domain Controllers f0f801a5-13%a-421¢ S-1-5-21-20166805 researchlab.local/Uset Denied RODC Pa... | c070f2dd-fE81-4
----- =1 Password Settings Objects
Schema Admins | eacf2e35-fe17-426 5-1-5-21-20166905 researchlab.local/Uset Denied RODC Pa... | c070f2dd-f8814 ~
4 | n L2
Quick Fitter: [NT)’ Field '][= ']
P I y | Advanced Fiters: T TR

Clia to view the f{odbljoewitn g\ ainmnef,o rOn
Object SI D, Fully qualified domain name of

The output would be displayed as shown bel.

Groups - Managed By (researchlab.local (RESEARCHLAB))

|3 Export | |0 Refresh | =g E-mail E Add/Remove columns Find

-4 researchlablocal (RESEARCHLAB)| General | Members | Member Of | Managed By | Object | Securty | Audting | Deleted Objects |

""" =4 Domain Generated on: 22 Apr, 2014 10:10:00 AM Status: Success Fitter: Mot Applied
..... ﬁ Sites ] -
= . . . Fully qualified domain name of o
Object Name Object GUID Object SID . Managed B
----- Organizational Units ' ' ! object ged By ‘_‘
""" 1R Computer Accounts Sales Team 6bec7d18-9437-4e] 5-1-5-21-20166905 researchlab.local/ADCT_Workshopif Steve Jobs ;
""" 3) Users test.name bB5e5e10-6das-40( 5-1-5-21-20166905 researchlab.local/ADCT_Workshop/d kalu G. jones

ADCT_Distribution | 676873b6-d6fe-408 5-1-5-21-20166905 researchlab.local/ADCT_Workshopid Alistair G, Norris

. ADCT_Universal_C eeBc3031-363c-464 5-1-5-21-20166908 researchlab.local/ADCT_Workshop# Alistair G. Norris
----- 2 Foreign Security Principals

* RSoP ADCT_Secure_gro| 84dd3fba-ada3d-42(0 5-1-5-21-20166908 researchlab.local/ADCT_Workshopid Alex H. Hales
..... o

[ . . Administrators a1353341-24f1-4b1| 5-1-5-32-544 researchlab.local/Builtin/Administraton
----- =4 Group Policy Objects
_____ j Starter GPOs Users 92dd299a-91f7-4b4 5-1-5-32-545 researchlab.local/BuiltinUsers
55 WMI Fiters Guests c6d0de3d-dbda-48 5-1-5-32-546 researchlab.local/Builtin/Guests
:j_i_‘ Password Settings Objects Print Operators 0c1890ce-bib2-4aq 5-1-5-32-550 researchlab.local/Builtin/Print Operato
Backup Cperators | 05516efl-d82c-420 5-1-5-32-551 researchlab.local/Builtin/Backup Opet -
Quick Fitter: [NT)’ Field '][= ']

4 m y | Advanced Fiters: PI7 B

to view the f{odbljoewitn gN ainmmef,o rOmg tei
l'y qualified domain name of object
Current USN}

Au

? b W
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The output would be displayed as shown bel.

Groups - Object (researchlab.local (RESEARCHLAB))

|56 Export | [ Refresh | 53 E-mail B Add/Remove columns Find

=53 researchizb Jocal (RESEARCHLAB)| General | Members | Member Of | Managed By | Object | Security | Auditing | Deleted Objects
o

~-[Z5 Domain Generated on: 22 Apr, 2014 10:15:23 AM Status: Success Fitter: Mot Applied
o Stes Fully qualified — -
Crganizational Units Object Name Object GUID Object SID domain name ! Created Modified

class

A/ Computer Accourts plokject
. }) Users Account Operators | 209e6545-84cd-44¢ S-1-5-32-543 researchlab.local/E group SM2012 428 AN | 2/242014 555 P
52) Groups ADCT_Distribution | 676873b6-d6fe-408 5-1-5-21-20166905 researchlab.localld group Q282013 225 PN | 272802014 10:57 ..
- [@5] Contacts ADCT_Secure_gro| 84dd3fba-a8a3-420 5-1-5-21-20166905 researchlab.localld group W28/2013 6:28 PM | 3/20/2014 3:34 PM
?)’ Foreign Security Principals ADCT_Universal_GC ee8c3031-363c-464 5-1-5-21-20166005 researchlab.localld group 2/24201412:28 3/28/2014 11:42
- Z[ RSoP Administrators a1353341-24f1-4b1| 5-1-5-32-544 researchlab.locallE group SM020MZ 410 AN | 2252014 12:04 ..

' )
= Group Policy Objects Allowed RODG Pas| 372c23fa-17fb-4a41 5-1-5-21-20166905 researchlablocalll group | 5/10/2012 4:28 AN | 5/10/2012 4:28 AN
Starter GPO
. s Australia_SouthWe 1213dB1b-3e1d-45( 5-1-5-21-20166905 researchlablocal/ group | 9/10/2012 5:05 PN | 2/28/2014 11:04 ...
WMI Fiters
:‘T:I X . Backup Operators | 06516ef0-d82c-420 5-1-5-32-551 researchlab.locallE group SHOZ012 410 AN | 2/24/2014 5:56 PM
-2 Password Settings Objects IR
Mart Duhlichare 2aMEA0~ ATFL 4407 © 1 £ 71 INMERONE racaarchlah lnrallll arnnn SN 422 AM B2 A28 AN
< 1
Quick Fiter: | Any Field 'H= ']

“ i1 v | Advanced Fiters: PP IR

Cliad |tab to view the f{odbljoewitn gNainnef,o rOtg te
SI1 D, Fully qualified domain name of object

Apply. To}

The output would be displayed as shown bel.

Groups - Security (researchlab.local (RESEARCHLAE))
|3 Export | |0 Refresh | 5 E-mail BB Add/Remove columns Find
()5 researchlab local (RESEARCHLAB)| General | Members | Member Of | Managed By | Object | Securty | Audiing | Deleted Objects |
-5 Domain Generated on: 22 Apr, 2014 10:17:56 AM Status: Success Filter: Not Applied
. F Sites N
= . Fully qualified -
@ Organizational Units ::J;? Object GUID SI‘;EM domain name Owner Name Type Permisgions
1% Computer Accounts gt
}) Users testgroup | 50cal1057-8785-4e] 5-1-5-21-2016 researchlab.locallll RESEARCHLABDg BULTINWAccount .. | Allow Full Control
n 5]; Groups BUILTINVAdminist... | Allow List Contents
Contacts BUILTINVAdminist... | Allow Modify Permissions
27 Foreign Security Principals BUILTIN\Administ . | Allow Modify Owner
- = RSP BULTINAdminist... | Alow | All Validated Writes
¢ .
A Group Policy Objects BULTIN\Administ... |Alow  |Read Permissions
I stater GPO BULTINAdminist... | Alow | Read All Properties. [
5 WM Fiters - - —
— BUILTINVAdminist Allow Write All Properties.
- zj Password Settings Objects B
AL TINPratdind | &llnw | it Fnntante
< m | 3
Guick: Fitter ['W’T)’ Field 'H=
5 - , | Advanced Fiters [N Fiter Applied—

to view the f{odbljoewitn gN ainmef,o rOmg t¢
SI' D, Fully qualified domain name of object

The output would be displayed as shown bel:
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[C1Gouws - Audting (eearchisbioca Reserpciiny ———— cleE=

3¢ Export | [y Refresh |@ E-mail | B} Add/Remove columns | Find E
[1-3 researchiab Jocal (RESEARCHLAB)| General | Members | Member Of | Managed By | Object | Securty | Auditing | Deleted Objects |
E Domain Generated on: 22 Apr, 2014 10:23:26 AM Status: Success Fitter: Mot Applied
2 sites P Fully qualified -
-[£3] Organizational Units Object Name .« Object GUID SDJe domain name Owner Name Type Permizgions
18 Computer Accourts oficbiect
& Users Account Operators| 209e6545-84cd-44 5-1-5-32-548 | researchlab.local/E RESEARCHLAB\Dq Everyone Success | Write All Properties.
g Groups Everyone Success | Modify Owner
-[25 Contacts Everyone Success | Modify Permissio...
s’ Foreign Security Principals Everyone Success | Write Al Properties.
=J RSoP Everyone Success | Modify Permissio
2k Group Policy Objects NTAUTHOR | Success | Delete Subtree
B Starter GPOs NTAUTHOR... | Success | Write All Properties
% WM Fiters - -
. NTAUTHOR... | Success | Modify Permissio... +
j Password Seftings Objects
< m ] 3
Quick Fiter:[Any Fikd 0
r - || Advanced Fiters: [~No Fiter Applied- @ TS

Clia tab to view the f{oQbljoewitn gNaimef,o rQ
Object SI D, Created, Del.eted, Last known p

The output would be displayed as shown bel.

|3 Export | |G Refresh |QE-mai| |Add.r'Remuve columns | Find :E:
-3 researchiab local (RESEARCHLAB)| General | Members | Member Of | Managsd By | Object | Securty | Audting | Deleted Obiscts |
----- (55 Domain Generated on: 22 Apr, 2014 10:28:24 AM Status: Success Fitter: Not Applied
""" Stes Qbject | opiectGUID Object 51D Created Deleted Last known parent
----- Organizational Units Name
----- 1% Computer Accounts Group3 4bB7C27-Tal 51-5:21-201 120212013 3:44 PN | 4/22/2014 10:26 AW | OU=Child ADCT,0U=ADCT,0U=ADC. .
..... s Users
..... a Groups
..... Cortacts
2 Forsign Security Principals
..... _gJ RSoP
----- _g Group Policy Objects
----- ] Starter GPOs
----- & WM Fiters
----- gﬂ Password Settings Objects
Quick Fitter: [“".'I’F'dd '][=
. m , | Advanced Fiters: |
NotEhe "Last known parent" attribute would
controller and | ater

odbMPT |1 2¢ G2 GASEG [ 2yl

L
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AD Reports

ﬂ List of Reports

éji AD Summary Reports

Quick Reports

'E} Terminal Services Reports

s Permissions Reports

% Compare Reports

T —
it Insight Reports
_ﬂ, Forest Reports

i Built-in Reports

= Custom Reports

-« Power Search

Sel ¢ option under AD Reg
Configuratiwohml Sappiemgs on the screen which

corresponding domain controller. The repori
selected domain cobltroller are validated.

L

Contact report

L

Cl ia:né----@-?ﬂ'?-r-?!-élt ab to view the f{odbljoewitn gN aimef,o rFnual tl

domai
of fic

Addr e

The o

n name of object, First Name, I nitial:
e, Telephone Number, Pihaoine NNenbb ePrasg e(,Ot
ss (Others)}.

ut put would be displayed as shown bel .

Au

? b L
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Contacts - General (researchlab.local (RESEARCHLAB)) =n NCR (=
|3 Export | @ Refresh | !5 E-mail B Add/Remove calumns Find @J
-3 researchlzb local (RESEARCHLAB)| General | Address | Telephones | Organization | Member Of | Object | Securty | Auding | Deleted Objects|
""" =4 Domain Generated on: 22 Apr, 2014 10:34:04 AM Status: Success Fitter: Not Applied
..... ﬁ Sites -
= Fully gualified y . -
Organizational Units Object Name domain name :::e Initials. h:ﬁe 3::EY Description |
----- 1A Computer Accourts giigtyect
..... 2) |sers DaneWilliams researchlab.localld Dane Wiliams N
..... :g; Groups Daniel Bruce researchlab.local/d Daniel Bruce Daniel TEst L
----- Contacts Eddy Thomas researchlab. localld Eddy Thomas Eddy Test_Contact
----- 27 Foreign Securtty Principals Hardy lewis researchlab.locald Hardy lewis Hardy L AD Test Obejcts | |
""" _: RSoP John Brads haw researchlab.localid John Bradshaw John AD Test Obejete [N
r ) )
""" -2 Group Policy Objects John kennady researchlab.localid John kennady John Kennady | AD Test Obejets
----- ___:ﬂ Starter GPOs )
N Johnson M. researchlab.local/d Johnson John AD Test Obejcts  |[H
----- 7 WMI Fiters -
kaluj.jones researchlab.local/d kalu i Jones Test -
=1 Password Settings Objects
4| 11 F
Quick Filter: [N'T)’ Field '][= ']
< m b Advanced Filters: ? _J o

é to view the f{odbljoewitn gN aimef,o rFnua tl
domain name of object, Di spl ay Name, Stree-
Code, Country/ Region}

The output would be displayed as shown bel.

Contacts - Address (researchlab.local (RESEARCHLAB)) = o <
i3 Export | G Refresh | 'S E-mail B Add/Remove calumns Find @J
=3 researchiab local (RESEARCHLAB)| General | Address | Telephones | Organization | Member Of | Object | Securty | Audiing | Deleted Objects |
""" == Domain Generated on: 22 Apr, 2014 10:41:35 AM Status: Success Filtter: Mot Applied
..... E Sites Fully qualified Disola ~
----- Organizational Units Object Name domain name of Narﬁey Street PO Box City
----- 1A Computer Accounts phiec
..... 2) zers kalu j. jones researchlab.local/ADCT|
----- }L Groups Martin Luther researchlab.local/ADCT| Martin Luther 1485
----- Contacts michael Groups | researchlablocal/ADCT|
----- 3,’ Foreign Security Principals Pedro Castro researchlab.local/ADCT Pedro Castro 5855 sydney
""" _: RSP Peterson researchlablocal/ADCT 248, Stlouis stre... |4785 London
v ) ) L
""" 2 Group Policy Objects richard N:”Henryr | researchlablocal/ADCT) richard T
;2,1 Starter GPOs Stuart J. Broad researchlab.local/ADGCT| Stuart Broad 15, st Thomas st | 6565
----- 7 WMI Fiters —
- Williams Reed researchlablocal/ADGCT| 148 Walls St, 67857 MNew'vork -
----- =1 Password Settings Objects
4| mn 3
Quick Fitter: | Ay Field '][= ']
< I v | Advanced Fiters: TP B

Cliant Telephones 5|t ab to view the f{odbljoewitn gN aimef,o rFnu
domain name of object, Display Name, Ho me,
Number (Ot hers), Mobil e, Mobil e Number (Ot

I P Phone Number (Others), Notes}
L

The output would be displayed as shown bel

Au

? b W
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Contacts - Telephones (researchlab.local (RESEARCHLAB)) = =l ==
|30 Export | (@ Refresh |52 E-mail B3 Add/Remave calumns Find @J
=54 researchlablocal (RESEARCHLAB)| General | Address | Telephones | Organization | Member OF | Object | Securty | Auditing | Deleted Objects |
""" 5 Domain Generated on: 22 Apr, 2014 10:44:08 AM Status: Success Fitter: Not Applied
""" i stes Fully qualified Disoia Home E
----- Organizational Units Object Name domain name of Narﬁey Home Phone Pager
----- 1A Computer Accounts phiect jotrers)
..... !’ Users Anderson researchlab.locallADC] Anderson 411-485-95865 485962132321 |E
..... _»,,L Groups contact 1. user researchlab.local/ADC] Steve
----- Contacts contact new. researchlab.local/ADG] B
----- £ Foreign Security Principals Dane Williams researchlab.local/ADC]
= RSeFP Daniel Bruce researchlab.local/ADC] Daniel 4878425142

""" —=’£ Group Policy Objects Eddy Thomas researchlab.local/ADC] Eddy
----- 4 Starter GPO

B stanter GPOs Hardy |ewis researchlab.local/ADCT Hardy L 544-5531380
----- F WMI Fitters

- ) . John Bradshaw researchlab.local/ADC] John 4589672 -
----- = Password Settings Objects | = ] 0

Quick Filter: [NTY Field '][= ']
O T | | Advanced Filters: S

Cl ian: :ltab to view the f{odbljoewitn gN aimef, o rFnu
domain name of object, Di splay Name, Title

Report s}
L

The output would be displayed as shown bel:

Contacts - Organization (researchlab.local (RESEARCHLAB)) [ ]
|5 Export | [ Refresh | 528 E-rnail B Add/Remove calumns Find n
=3 researchiab local (RESEARCHLAB)| General | Address | Telephones | Orgarization | Member Of | Object | Security | Auditing | Deleted Objects |
""" == Domain Generated on: 22 Apr, 2014 10:4%:00 AM Status: Success Fitter: Not Applied
""" R stes Fully qualified . -
Crganizational Units Object Mame domain name of N arﬁey Title: Department Company i
1M Computer Accounts poect
..... 3) Users contact 1. user researchlab.local/ADCT| Steve e
..... 5!3 Groups contact new. researchlab.local/ADCT)
----- Contacts Dane Williams researchlablocal/ADCT, | 4
""" ?_)’ Foreign Security Principals Daniel Bruce researchlab.local/ADCT| Daniel WManager Marketing INTEL
""" J RSP Eddy Thomas researchlab.local/ADCT| Eddy Team Member Production Hardware corp
""" —é Group Policy Objects Hardy lewis researchlablocal/ADCT| Hardy L Team Lead Production Honda
":E Starter GPOs John Brads haw researchlab.local/ADCT, John Software Engineer | quality control | Software solns
a WMI Fitters
f ' X . John kennady researchlab.local/ADCT| John Kenna... -
..... =l Password Settings Objects < = . .
Quick Fiter: | Any Field '][= ']
< ] | | Advanced Fiters: T F| B

: to view the f{odbljoewitn gN ainmef,o rFnua t
domain name of object, Member Of, Primary

The output would be displayed as shown bel:
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Contacts - Member Of (researchlab.local (RESEARCHLAB)) = =R
|56 Export | |G Refresh |5 E-mail FE Add/Remave columns Find @J
(1§ researchlab local (RESEARCHLAB)| General | Address | Telephones | Organization | Member Of | Object | Securty | Auditing | Delsted Objects|
53 Domain Generated on: 22 Apr, 2014 10:50:21 AM Status: Success Fitter: Mot Applied
E Sites Object Name Fully qualified domain name of object Member Of E

(€3] Organizational Units

CaneWilliams researchlab local/ADCT_Workshop/ADCT_B
-1l Computer Accounts

2 | Daniel Bruce researchlab.locallADCT_Workshop/ADCT_T Group for SFFR r
sers
5'; Groups Eddy Thomas researchlab locallADCT_Workshop/ADCT_T
ik
Contadis Hardy lewis researchlab locallADCT_Workshop/ADCT_B L
a_’r Foreign Security Principals John Bradshaw | researchlablocallADCT_Workshop/ADCT_B ADCT_Secure_group
- = RSoP John kennady researchlab.local/ADCT_Workshop/ADCT_B ADCT_Universal Group
- 2L Group Policy Objects Johnson M. researchlab.locallADCT_Workshop/aDCT_B ADCT_Distribution —
- ] Starter GPOs kaluj. jones researchlab.local/ADCT_Workshop/ADCT_T|
~F WM Fiters Martin Luther researchlab.locallADCT_Workshop/ADCT_B Demain Users
- Password Settings Cbjects michasl Groups | researchlab.locallADCT_Workshop/TestaDg =
Quick Filter: IA")' Field "”= ']
4 = |y | Advanced Fiters: FIFIE
. i Obpect . . . . .
Cl ianr tab to view the f{odbljoewitn gNaimef,o rFnua tli
domain name of object, Object cl ass, Creat

L

The output would be displayed as shown bel.

Contacts - Object (researchlab.local (RESEARCHLAE)) =[5
|5 Export | (O Refresh |5 E-mail |EE Add/Remove columns Find [:]
-3 researchlab local (RESEARCHLAB)| General | Address | Telephones | Organization | Member Of | Obiect | Securty | Audting | Deleted Objects |
""" fﬂ Domain Generated on: 22 Apr, 2014 10:51:41 AM Status: Success Fitter: Not lied
pl

----- ﬁ Sites :

mi . Fully qualified . - o~
----- Organizational Urits Bz domain name OBjECt e teq Modified Sl Current U

Name: of obisct class USH

----- 1k Computer Accourts g
..... }) Users michael Groups | researchlablocalfd contact | 1/22/2014 12:21 . | 3/28/2014 11:50 ... | 2488082 | 2639004
..... _sg_-‘ Groups Peterson researchlablocal/d contact | 2/6/2014 4:45PM | 3282014 11:31 .. | 2503720 2638911
----- Contacts Hardy lewis researchlablocal/d contact | 2242014 3:43 PM | 3/28/2014 11:29% ... | 2540027 2538506 )|
----- 27 Forsign Securty Principals Pedro Castro | researchlablocal/d contact | 2/25/2014 11:41 ... | /28/2014 11:35 ... | 2548286 | 2638956
""" =/ RSoP Daniel Bruce | researchlablocalid contact | 2/25/2014 6:23 PM | 3/25/2014 7:04 PI | 2548432 | 2626198 |
""" 5k Group Policy Objects EddyThomas | researchiablocalid contact | 2/25/2014 6:24 P | 3/28/2014 11:32 ... | 2548438 | 2638814
""" BBl Starter GPOs Williams Reed | researchlablocal/d contact | 2/27/2014 4:40 PM | /28/2014 11:23 .. | 2549470  |2638896 |
----- 7 WMI Fiters

?]5_ ) Stuart J. Broad | researchlablocal/d contact | 3/20/2014 3:34 PM | 3/28/2014 11:23 . | 2609921 2638805 -
----- = Password Settings Objects -

4| 11} 3
Quick Fitter: [N’T)" Field '][= ']

O M | | Advanced Fiters: TIFIB

Cliac to view the f{odbljoewitn gN ainmnef,o rFnual tl
domain name of object, Owner, Name, Type, |

L

The output would be displayed as shown bel.
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Contacts - Security (researchlab.local (RESEARCHLAB)] =] =] ]
|:% Export | |G Refresh | =2) E-mail ,C\clcl_.-'Remo‘.re columns Find [ﬂ
(-3 ressarchiablocal (RESEARCHLAB)| General | Address | Telephones | Organization | Member Of | Object | Securty | Audiing | Deleted Objects |
""" 5 Domain Generated on: 22 Apr, 2014 10:56:47 AM Status: Success Filter: Not Applied
""" f2 Sies objset | FUly qualified o
..... Organizational Uinits NEJITI& domain name Owner Name Type Permissions Inherited| |
k| Computer Accounts pliotect
. 1_’ \sers Anderson | researchlab.localld RESEARCHLAB\Dg NTAUTHORITY... | Allew | List Contents Ho
..... 5?) Groups NTAUTHORIMY ... | Allow Read All Properties | No
----- Contacts NTAUTHORITY\.. |Alow  |Read Permissions |No
----- 2 Foreign Secuty Frincipals NTAUTHORMY\... |Allow | Full Control No
""" [ RSeP RESEARCHLAB\. . |Allow  |List Contents No
""" _#, Group Policy Objects RESEARCHLAB\. |Allow | Read Al Properties | No
- ] Stater GFOs RESEARCHLAB\ . |Allow |Read Permissions | No
----- F WMI Fiters -
- ) ) RESEARCHLAB... |Alow List Contents No -
----- =i Password Settings Objects O o | o
Quick Filter: [NT)' Field '][=
< v |y | Advanced Fiters: [—No Filter Applied—

Cl i
domai n
11

to view the f{odbljoewitn gN aimef,o rFnua tl
of object, Owner, Name, Type, |

The output would be displayed as shown bel.

Contacts - Auditing (researchlab.local (RESEARCHLAB)) o ==
|3 Export | [0 Refresh | !5 E-mail B Add/Remave columns Find lg
(-5 reseanchiab local (RESEARCHLAB)| General | Address | Telephones | Oraanization | Member OF | Object | Securiy | Audting | Deleted Objects |
: Generated on: 22 Apr, 2014 10:57:23 AM Status: Success Fitter: Mot Applied
Object Fully gualifisd o
! domain name Owner Name Tvpe Permizzions Inherited
Name X
of object

DaneWilliams| researchlab.local/d RESEARCHLAB\Dg NTAUTHORIMY ... | Success | Write All Properti.. |Yes b
NTAUTHORMY\.. |Success |Delete Subtree es
NTAUTHORMY... | Success | Modify Permissio... | ves
RESEARCHLAB\... |Success |Write All Properti.. ez
RESEARCHLAB\... |Success |Delete Subtree es

""" _3h Group Policy Objects RESEARCHLAB\ . |Success | Modify Permissio... | Yes
----- :21 Starter GPOs

WMI Fitters

Daniel Bruce |researchlab.localld RESEARCHLAB\Dg NT AUTHORMY\.. | Success | Write All Properti.. |Yes

NTAUTHORMY\.. |Success |Delete Subtres Wes -
4 [ | +

Quick: Filter: [Aﬂ)’ Field 'H=
J = | | Advanced Fiters: [—No Filter Applied-

Cliac tab to view the f{odbljoewitn gNaimef,o rQ
Created, Del eted, .Last known parent}

L

The output would be displayed as shown bel.
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[ Contacs- Deleted Objects (memrcisblocl @eseamcrney | = ole=

= Export | |0 Refresh | 53 E-mail | @ Add/Remove columns

| Find (2)

-] researchlablocal (RESEARCHLAE)| General | Address | Telephones | O

[ Member OF | Objest | Securty | Audting | Deleted Obiects |

""" @ Domain Generated on: 22 Apr, 2014 11:03:16 AM Status: Success Fitter: Not Applied

..... E Sites -
Objsct _
F Object GUID
----- Organizational Units Name - je

Created Deleted Last known parent

----- 1M Computer Accounts Martin Luther | 61

----- & Users

..... H Groups

..... Contacts

----- &’ Foreign Security Principals
_gJ’ RSoP

----- _g Group Pelicy Objects

----- ] Starter GPOs

----- 5 WMI Fiters

----- ézﬂ Password Settings Objects

32014 237 PM | 422/2014 11:01 AN | OU=ADCT_Child2 OU=ADCT_warksha...

Quick Fiter: [Any Field | E ClE
< T | » M“”MH"“:[ '] ?|?|$J
L
Not®he "Last known parent" attribute would
controller and | ater.

obPmMdy | 29
t NAY OA LI €

L

=
(=
s
m
]
o
7

7 Pa

Uz OASé C2N
a K

df;i AD Summary Reports
Quick Reports

@ Terminal Services Reports
T4 Permissions Reports

% Compare Reports

| ﬂ List of Reports |

gt Insight Reports

A% Forest Reports
7 Built-in Reports
/= Custom Reports

-
4 Power Search

Sel ¢ _

| B Object Reports I

option under AD Reg

Configuratwoh!| Satppiemgs on the screen which

B

y
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corresponding domain controller. The repori
selected domain cobltroller are validated.
Select and expand the domain node in the |

then cForc&i ogm Security Principals

Foreign Security Principals report
11

Cl icrt Eltab to view the f{odbljoewitn gN aimef, o rRweaatc
Object GUI D, Object SID, Fully qualified d

The output would be displayed as shown bel

Foreign Security Principals - General (researchlab.local (RESEARCHLAE)) =N =R ==
i3 Export | @ Refresh |52 E-mail ,ﬁclcl_-"F‘\emo'-,'e columns Find @J
(-3 researchiablocal (RESEARCHLAB)| General | Member Of | Object | Security | Audting | Deleted Objects
""" '5:3 Domain Generated on: 22 Apr, 2014 11:08:42 AM Status: Success Fitter: Mot Applied
""" FE sites _ —_ : : Fuly qualified |
----- (&3] Organizational Units Object Name Name Object GUID Object SIDv dU!TIﬁII'I name of Descrip
----- 1l Computer Accounts grect
..... L Users S 1-5-11 NT AUTHORITY\... | ab570a4a-fadB-466 S-1-5-11 CN=5-1-5-11,CN=Fore
..... 2, Groups 51-5-17 NT AUTHORITY\.. | 85b46263-6(27-4a6 S-1-5-17 CN=3-1-5-17,CN=Fore|
----- Cortacts 5-1-5-20 NT AUTHORITY\... | 1805015f-405f-4f56 5-1-5-20 CN=5-1-5-20,CN=Forg E
----- & Foreign Security Principals 5.1-5-21-37291872| VSSLAB\adminu... | 6a981065-8bad-437 5-1-5-21-37201872 CN=5-1-5-21-3729187]
""" 5[ RSoP 5-1-5-21-37291872| VSSLAB\adminu... | §211d025-591b-431 5-1-5-21-37291872 CN=5-1-5-21-3729187]
""" _#h Group Policy Objects 5-1-5-21-37281872| VSSLAB\adminu... | b1ce3ed4-13d5-45¢ 5-1-5-21-37291872| CN=5-1-5-21-37291871
""" —_21 Starter GPOs 5.1-5-21-37291872| VSSLAB\Domain... | 6919aed-a87f-4dk 5-1-5-21-37201872 CN=5-1-5-21-3729187]
""" T YU Fiters S1-5-4 NT AUTHORTY'.. | ceecf199-96ed-d4e3 5-1-5-4 CN=5-1-5-4 CN=Forei -
----- =1 Password Settings Objects B = D
Quick Fitter: [MY Field 'H= ']
i m y | Advanced Fiters: T F| B
LU
Cliar tab to view the f{odbljoewitn gNaimef,o rR®eaat

Object GUI D, Object SI D, Fully qualified di
Member ship Group GUI D, Membership Group SI
L

The output would be displayed as shown bel
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YI I We

Foreign Security Principals - Member Of (researchlab.local (RESEARCHLAB])

|3 Export | O Refresh | =g E-mail Aclcl_-"Removecolumns Find

[ researchiab local (RESEARCHLAB)| General | Member Of | Object | Securty | Auditing | Deleted Objects

(ol e =)
(2]

""" 5 Domain Generated on: 22 Apr, 2014 11:05.02 AM Status: Success Fitter: Not Applied
..... @ es . Readable . . fuly) q uaked i
..... Organizational Units Object Name Name Object GUID Object SID dnma.ln name Member Of
1M Computer Accounts of object

?_) sers 5-1-8-11 NTAUTHORMY ... | ab570a4a-fad4d-466 S-1-5-11 CN=5-1-5-11,CN=F Pre-Windows 20.
-8, Groups NT AUTHORITY... Users |
----- Contacts 51-5-17 NTAUTHORTY\... |85b46263-627-426 5-1-5-17 CN=5-1-5-17 CN=F I5_USRS 1
""" £ Foreign Security Principals 5-1-5-20 NT AUTHORMY\... | 18b5015-405f-4/56 5-1-5-20 CN=5-1-5-20,CN=F Event Log Reader
""" _.,' R3oP 5-1-5-21-37221872| VSSLAB\adminu... | 5a981065-8bad-437 5-1-5-21-37281872 CN=5-1-5-21-3729]
2k Group Policy Objects 5-1-5-21-37291572( VSSLAB\adminu... | §211d025-591b-43{ S-1-5-21-37291872| GN=5-1-5-21-37291 B

- ‘StaﬂerGPOS 5-1-5-21-37291872| VSSLAB\adminu... | bice3de®4-13d5-451 5-1-5-21-37291872 CN=5-1-5-21-37291

,_1-: I;‘\::Sl::tr:r;eﬂings Obiects ?]-521-3?291 872 VSSLAB\DUI‘I‘IEiI‘I...m 6919aed8-ad7f-4dt 5-1-5-21-37291872| CN=3-1-5-21-37291 Administrators : -

Quick Filter: [N'T)’ Field

Advanced Fitters:

|t ab to view the f{odbljoewitn g\ aimef, o rRmaatdi

Clia

Object GUI D, Fully qualified domain name o
Original USN, .Current USN}

L

The output would be displayed as shown bel.
Foreign Security Principals - Object (researchlab.local (RESEARCHLAB))

|3 Export | |0 Refresh | =g E-mail Aclcl_-"Remo‘.fecolumns Find

[=1-3i3 researchlab local (RESEARCHLAE)
----- S Domain

E Sites

General | Member Of | Obiect | Security | Audiing | Deleted Objects|

Generated on: 22 Apr, 2014 11:13:54 AM

Status: Success Filter: Mot Applied

Readable Fully qualified -

- Organizational Units Object Name T Object GUID domain name Object class Created
----- 1A Computer Accounts pliobiect
..... 2, Users 5-1-5-11 NTAUTHORITY\... | ab570a4a-fad8-466 CN=5-1-5-11,GN=F foreinSecurityP... | 5/10/2012 4:10 AN
n 5-1-5-17 NT AUTHORITY\L... | 85b46263-6727-4a6{ CN=5-1-5-17,CN=F foreignSecurityP.. | 5/10/2012 4:10 AM

52, Groups !
--[23 Contacts 51-5.20 NTAUTHORITY\... | 18b5015f-405F.4756 CN=5-1-5-20,CN=F foreignSecurityP.. |7/22/20135:39 P | |5
""" &7 Forsign Securty Principals 5-1-5-21-37281872| VSSLAB\adminu... | 6a981065-8ba8-43] CN=5-1-5-21-37291 foreignSecurityP... |5/24/2012 6:26 PM
""" 5[ RSoF 5-1-5-21-37291672| VSSLAB\adminy... | 8211d025-591b-431 CN=5-1-5-21-37291 foreignSecurityP... | S/24/2012 6:26 PH

' P

2 Group Policy Objects 5-1-5-21-37291672| VSSLAB\adminy... | blce3ed4-13d5-45¢ CN=5-1-5-21-37291 foreignSecurityP... | S/24/2012 6:26 PH
" —‘:E Starter GFOs 5-1-5-21-37291572( VSSLAB\Domain... | 6919aedB-ad7.4dy GN=5-1-5-21-37291 foreianSecurityP... |S/24/2012 6:27 P
----- WMI Filters

Tt S-1-5-4 NT AUTHORITY\L... | ceecf199-96ed-4e3 CN=5-1-5-4, CN=Fd forsignSecurityP... |SM02012410AM | +
..... =1 Password Settings Objects < o .

Quick: Fitter: [Aﬂ)’ Field

Advanced Filters:

s|tab to view the f{odbljoewitn gN ainmef,o rOg t¢

Clia

SI'D, Fully qualified domain name of object
Apply. To}

L

The output would be displayed as shown bel:

Au

? b W
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Foreign Security Principals - Security (researchlab.local (RESEARCHLAB)) ==
|5 Export | |3 Refresh IgE-mail E] Add/Remove columns Find
(-5 researchiab local (RESEARCHLAE)| General | Member Of | Object | Securty | Auditing | Deleted Objects
""" % Domain Generated on: 22 Apr, 2014 11:14:36 AM Status: Success Fitter: Not Applied
""" f stes ) Fully qualified »
- ; Object ; - y —
..... Organizational Units Name - domain name Owner Name Type Permissions Inherited |_|
..... 1% Computer Accounts of object
..... E) \sers 5-1-5-11 CN=5-1-5-11, CN=F RESEARCHLAB\Dq BUILTINVAccount ... | Allow Full Control No
BUILTIN\Administ... | Allow WMedify Owner Yes
----- Contacts BULTINWAdminist... | Allow Modify Permissio... | Yes
----- E{ Fareign Security Principals BULTINWAdminist... | Allow All Validated Writ... | Yes
=/ RSoP BUILTINAdminist... |Allow | Write All Properties | Yes
""" _zh Group Policy Objects BULTIM\Administ... | Alows | Read Permissions | Yes
""" B Stater GPOs BUILTINAdminist... |Allow | Read All Properties | Yes
----- S WM Fiters — -
. BUILTIN\Administ... | Allow List Contents es -
----- ‘_{d Password Settings Objects ] i |
Quick Fiter: [Any Field A= -]
O I | ) Advanced Filters: T
Clica to view the f{odbljoewitn gNainnef,o rOtg te
S| D, y qualified domain name of object
Appl
The output would be displayed as shown bel.

Foreign Security Principals - Auditing (researchlab.local (RESEARCHLARB))
|3 Export | @ Refresh @ E-mail Add,’Remove colurmns

[F=R(EcE

=-i§ researchiab local (RESEARCHLAB)| General | Member Of | Object | Securty | Auditing | Deleted Objects
(55 Domain Generated on: 22 Apr, 2014 11:15:31 AM Status: Success Fitter: Not Applied
@ Stes T Fully qualifisd l
Organizational Units Nalj'ne domain name Owner Name: Type Permissions L
| Computer Accounts globecy
& Users 5-1-8-11 | CN=5-1-5-11,CN=F RESEARCHLAB\Dq Everyone Success | Modify Permissions
35 Groups Everyone Success | Write All Properties
--[25] Contacts NT AUTHORITY... | Success | Modify Permissions
2)5‘ Foreign Security Principals NTAUTHORITY... | Success | Delete Subtree
- 5[ RSeP NT AUTHORITY... | Success | Write All Properties
-~ zh Group Policy Objscts 51517 | CN=5-1-5-17,CN=F RESEARCHLAB\D Everyone Success | Modify Permissions
E Starter GPOs Everyone Success | Write All Properties.
-5 WMI Fitters ) -
. NTAUTHORITY... | Success | Write All Properties o
- 7] Password Settings Objects < m |
Quick Fiter: | Any Field ~=
< o | * Advanced Filters:

? b L
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CIimﬁmmﬂ%mSmab to view the f{odbljoewitn gNaimef,o rQ
Object SI D, Created, Del.eted, Last known p

L

The output would be displayed as shown bel

= Export | 0 Refresh |5 E-mail | B Add/Remove calumns | Find E
=152 ressarchizb local (RESEARCHLAB)| General | Member OF | Objsct | Securty | Audting | Deleted Objects |
""" @ Domain Generated on: 22 Apr, 2014 11:3%:44 AM Status: Success Filter: Not Applied
""" & stes ObjectMame < Object GUD Created  Deleted  Last Known Parent
""" (<31 Orgarizational Urits 5-1-5-21-3729157204, 6919aeds-a97f-4db5-b0bb-cbBO549654d8 /62013 | 4(22/2014 | CN=5-1-5-21-372918720...
----- & Computer Accounts
..... & Users
..... a Groups
..... Contacts
----- &’ Forsign Security Principals
----- 3 Group Policy Objects
----- B Starter GPOs
----- S WMI Fiters
----- 3 Password Settings Objects
A Quick Fiter: [Any Fied o= ] @)=
] i 3 MR“:[ '] ?|?|$]
L
Not®he "Last known parent" attribute would
controller and | ater.
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AullnyY!l W

| 2 0

AD Reports

ﬂ List of Reports

éi AD Summary Reports

Quick Reports

'E} Terminal Services Reports

T4 Permissions Reports

':@ Compare Reports

W onectrapors
gt Insight Reports
_ﬂ\i Forest Reports

7 Built-in Reports

= Custom Reports

o Power Search

U 2

HqR2UJW?2RI DAY ! W

OAS o

Sel ¢ option under AD Reg
Configuratwohl Sappiemgs on the screen which

corresponding domain controller. The repor
selected domain cobltroller are validated.

Select and expand the domain node in the |
then cR&%aR on

Not eRSoP reports can be generated for Domai
and | ater.

L

RSoP report

L

Cl io;né,--!-:-'-‘?fﬁw-?-r-g-«;ltab to view the f{oQbljoewitn gN ainnef,o rPmoalt
Source GPO} .

The output would be displayed as shown bel.
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=] E' £
|3 Export | @) Refresh |5 E-mail |2 Add/Remove columns | Find
-3 researchlab local (RESEARCHLAB)| Password | Account Lockout | Kerberos | Audit | User Rights A nt | Eventlog | R G.mps|sgm<|'
""" @ Domain Generated on: 25 Apr, 2014 6:28:12 FM Status: Success Fitter: Not Applied
""" ! Sites Object Name .~ Policy Setting Source GPO
""" Organizational Units RD30 Minimum passwo... | 1 Default Domain Policy
----- 1 Computer Accounts y -
& u Enforce passwo... |24 Default Domain Policy
..... sers
Maximum passw... |42 Default Domain Policy
----- g Groups
_____ Contacts Minimum passwo... |7 Default Domain Policy
_____ &: Foreign Security Principals Password must ... |Enabled Default Domain Policy
oP Store password... |Dizabled Default Domain Policy

..... 5L Group Policy Objects

----- | Starter GPOs
-----  WMI Fiters

----- é:ﬂ Password Settings Objects

Quick Fiter: [ Any Field

v

4l|?mww

Th

o || Advanced Fiters: |
CepiBesointlockedll ) Lo view the
tting, Source GPO}
e output would be displayed as sho
|F|nd

= Export | |G Refresh | 5 E-mail | E Add/Remove columns

f{oQbljoewitn gNaimef,or

wn bel

E=SEeR 5
2]

Eljii researchlab local (RESEARCHLAB)| P

----- Organizational Units
""" & Computer Accounts

----- & Users
----- g Groups

----- Contacts

..... af Foreign Security Principals
----- 3 Group Policy Objects

..... ] Stater GPOs

..... F WMI Fiters

----- gﬂ Password Settings Cbjects

rd || Account Lockolt || Kerberos | Audit | User Rights A

nt | Eventlog | Restricte) * | *

Generated on: 22 Apr, 2014 11:21:44 AM Status: Success Filter: Mot Applied
Object Name & Policy Setting Source GPO
RD30 Account leckout ... | Not Defined Default Domain Policy

Account leckout ...

L]

Default Domain Policy

Reset account lo...

Not Defined

Default Domain Policy

Quick Fiter: | Any Field

v”_

: i b | Advanced Fiter: | 4II?WH$1

L

Cl |a:n----ﬁ-'?-'-!9§-'-'-:-'§--;ltab to view the f{odbljoewitn gN ainmef,o rPnoa t
Source .GPO}

L

The output would be displayed as shown bel

Au

? b L
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|3 Export | |Gy Refresh IgE-mail B Add/Remave columns

..... 1% Computer Accourts

----- &) Users

----- Contacts

----- 27 Foreign Security Principals
----- ﬁ Group Policy Objects

----- T Starter GPOs

----- % WMI Fiters

----- gﬂ Password Settings Objects

Elﬁi researchlab local (RESEARCHLAE)

Find

Password | Accourt Lockout | Kerberos | Audit | User Rights Assignment | Eventlog | Restrict | *

Generated on: 22 Apr, 2014 11:31:17 AM Status: Success Fitter: Mot Applied
Object " .
Name 4 Policy Setting Source GPO

RD30 Maximum lifetime for service ticket (mi... | 600 Default Doemain Policy

Maximum lifetime for user ticket (hours) |10

Default Demain Policy

Maximum tolerance for computer clock... |5

Default Demain Policy

Maximum lifetime for user ticket renew... |7

Default Domain Pelicy

Enforce user logen restrictions

Default Domain Pelicy

Quick Fiter: | Any Field

=

) =

< m |+ M"a”mdﬁhe's1| '|??$l
L
ab to view the f{odbljoewitn gN aimef,o rPnoal tii
Log Failure, .Source GPO}
L
The output would be displayed as shown bel.

..... & Computer Accounts

..... ui_) Users

..... Contacts

..... Ef Foreign Security Principals
_g Group Palicy Objects

----- ' Starter GPOs

..... 5 WMI Fiters

----- é‘ﬁ Password Settings Objects

|5 Export | |3 Refresh IQE-rﬂail B Add/Remove columns

Find

Password | Account Lockout | Kerberos | Audit | User Rights Assignment | Eventlog | Restricted Groups | Syl 4+
Generated on: 22 Apr, 2014 11:31:41 AM Status: Success Filter: Not Applied
Object Name .« Policy Log Success | Log Failure Source GPO E
RD30 Audit policy chan... | Enabled Dizabled Default Domain Policy
Audit process tr... | Enabled Dizabled Default Domain Policy
Audit system ev... |Enabled Disabled Default Domain Policy
Audit logen events | Enabled Disabled Default Domain Policy =
Audit directory s... | Enabled Dizabled Default Domain Controllers Policy
Audit account lo... | Enabled Disabled Default Domain Policy
Audit object acc... |Enabled Disabled Default Domain Policy
Audit account m... | Enabled Dizabled Default Domain Controllers Policy |-
Audit privilege use | Enabled Disabled Default Domain Policy i

Quick Fiter: | Any Field

o)l

~)
@) ? P8

< s v Advanced Filters:|

L

cl imné_Usernghts.ﬁ.smgnmentélt ab to Vi
Setting, Source GPO}
L

The output would be

ew

t

he

di splayed a

f{odbljoewcitn gN ai mef.

s shown bel.

Au
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i3 Export | |G Refresh |5 E-mail | (B Add/Remave columns | Find E
(=153 researchlab local (RESEARCHLAE)| Password | Account Lockout | Kerberos | Audit | User Rights Assignment | Eventlog | Restricted Groups| * | *
""" E Domain Generated on: 22 Apr, 2014 11:51:34 AM Status: Success Fitter: Mot Applied
""" ! Sites Object Name = Policy Setting Source GPO -
""" Organizational Unts RD30 Access this com... | Pre-Windows 20... | Defautt Domain Contrallers Policy (3
""" LIEj Computer Accounts Access this com... |ENTERPRISE DO... | Default Domain Controllers Policy
g g::::)s Access this com... | Authenticated Us... | Default Domain Controllers Policy
_____ Contacts Access this com... | Administrators Default Domain Controllers Policy
_____ &f Forsign Security Principals Access this com... |Everyone Default Domain Controllers Policy
..... _gJ RSoP Act as part of th... | NETWORK SERV... | Default Domain Controllers Policy
..... _g Group Policy Chjects Act as part of th... |LOCAL SERVICE | Default Domain Controllers Policy
----- E Starter GPOs Act as part of th... |*3-1-5-82-30087... | Default Domain Controllers Policy
""" F WMI Fiters Add workstation... | Authenticated Us... | Defautt Domain Controllers Policy %

----- ézﬂ Password Settings Objects

Quick Fiter: [Any Field -

v)
a) - |y | Advanced fiters: | IEEEE]

Clicacn to view the f{odbljoewitn gN ainmmef, o rPnoa t
Source .GPO}
L

The output would be displayed as shown bel.

|36 Export | [ Refresh |gE-maiI | B2 Add/Rernove columns | Find E.
=3 researchiab ocal (RESEARCHL + | Password | Account Lockout | Kerberos | Audit | User Rights Assignment | Evertlog | Restri *[* |
E Domain Generated on: 25 Apr, 2014 6:30:30 PM Status: Success Fitter: Mot Applied
E Sites Object Name .« Policy Setting Source GPO

(5] Organizational Units
1%l Computer Accourts

s |Jsers

ﬂ Groups

-[@5 Contacts

*f Foreign Securty Principals
_g Group Policy Objects

- | Starter GPOs

- WM Fitters Quick: Fitter: [M!l’ﬁdd v][=
gﬂ Password Settings Objects =

T G Advanced Fitters: [

RD30 Maximum application log size | 16384 Default Domain Policy

L

Cl icrk tab to view the f{odbljoewitn gNaimef,o
Members, Source GPO}
L

Biesiicted Groups I

The output would be displayed as shown bel

Au
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= Export | G Refresh |5 E-mail | B Add/Remove columns | Find E
(-5 researchlablocal (RESEARCHL ~ | Password | Account Lockout | Kerberos | Audit | User Rights Assignment | Eventlog | Resticte «|* |
@ Domain Generated on: 25 Apr, 2014 6:36:51 FM Status: Success Fitter: Mot Applied
-8 Stes Obj
ject
Organizational Urits Name 4 Group Name Members Source GRO
E.E:J Computer Azcounts RO30 RESEARCHLABWADCT Secure_Group | RESEARCHLABVAli=zon Link GRO
& Users RESERACHLABWADCT Secure_Group | RESEARCHLABYThomson | Link GPO
ﬂ Groups H
-[23 Contacts
- &} Foreign Security Principals
- =/ RSP
3 Group Policy Objects
- B Starter GPOs
&g WMI Fit |
¥ - Quick Fiter: | Any Field - - GlE
éﬂ Password Settings Objects  — )
]+ | oo Pt ) (@)[7 7B
L
. ?"'§}ié't'éﬁ'-i"é'é'rﬁ'i'é'é'é'i|t . ) . . c
C | | @0 ettt ab t o Vi ew t he f{(ﬂ bl] oewitn gN ai rn‘efl ors
Startup Mode, .Source GPO}
L

The output would be displayed as shown bel.

& o e
= Export | G Refresh | 5 E-mail | B3 Add/Remove columns | Find E
=54 ressarchiab local (RESEARCHLAB)| Account Lockout | Kerberos | Audit | User Rights Assignment | Evertlog | Restricted Groups | System Sen| [+ |
Generated on: 22 Apr, 2014 11:53:43 AM Status: Success Filter: Mot Applied
g:ﬁ:‘ ~ Service Name Startup Mode Source GPO
RO30 Windows Remote Management (WWS-Management) Automatic Default Domain Policy
----- 3 Group Policy Objects
----- ] Starter GPOs
----- S WM Fiters
----- gﬂ Password Settings Objects
Quick Filter: [Pﬂj’ Field '][= V]
« i v WF‘“:[ '] ?l?l%[

L

i|tab to view the f{odbljoewitn g\ ainnef,o rQmg te

Cl iar :
Source .GPO}
L

The output would be displayed as shown bel:
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3 Export | [ Refresh |5 E-mail | EH Add/Remove columns | Find E.
=3 researchlab local (RESEARCHL + | Audit | User Righs Assignment | EventLog | Resiricted Groups | System Services | Registry | Fl <[ |
""" E Domain Generated on: 25 Apr, 2074 6:44:27 PM Status: Success Fitter: Mot Applied

-----  sites Object
----- Organizational Units Name

""" 1 Computer Accounts RD30 MACHINE\SOFTWARE\Policies\Microsoft | Inherit Default Domain Policy

4. (Object Path Mode Source GPO

&
o
g
o
@
m

----- Contacts

..... af Fareign Security Principals
----- 2k Group Policy Objects

..... 3] Starter GPOs

TR o | O B Je )
S I SETE IR T e Fiten: (@77 B

t he f{odbljoewitn gN aimef, o rOna

The output would be displayed as shown bel.

|3 Export | & Refresh |QE—maiI | B Add/Remave columns | Find E.
=5 researchiab local (RESEARCHL » | Evertlog | Restricted Groups | System Services | Registry| File System | IP Secunty | RSoFl *|* |
""" @ Domain Generated on: 25 Apr, 2014 6:48:55 PM Status: Success Fitter: Mot Applied
""" f stes ObjectName . Object Path Mode Source GPO
""" (<) Organizational Unis RD30 E-\Policy Inherit File System Policy
----- & Computer Accounts
..... & |Users
----- ﬂ Groups =
----- Cortacts
----- &’ Foreign Securty Principals
----- = Group Policy Chjscts
----- ] Stater GPOs
""" T Quik tr eyl = CIE
----- éﬁ Password Settings Objects =
o wm | | Advenesdfites:| CIEdEEE]
N
Cl iark to view the f{odbljoewitn gN ainnef,o rPnoa
Description, Source GPO, Precedence}
N

The output would be displayed as shown bel.

Au
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= Export | |G Refresh | E-mail | B Add/Remove columns | Find E

=3 researchiab local (RESEARCHL ~ | EventLog | Resticted Groups | System Services | Registry | Fie System | 1P Securty | Rsof |« |~ |
""" E Domain Generated on: 25 Apr, 2014 €:55:07 PM Status: Success Fitter: Mot Applied
""" E Sites Object Name Policy Hame Description Source GPO Precedence

----- Crganizational Units
----- 1%l Computer Accounts

..... a |Jzers

----- ﬂ Groups

----- Cortacts

----- &’ Foreign Security Principals
----- 3 Group Policy Objects

----- 5 Starter GPOs

..... ; :“::;:::Ssaﬁngs[)bjeds =7 Quick Fiter [“’Uﬁdd "”= '] [z

S w | | Advanced Fitews: | CIEIEEE]

RO30 Client (Respond ... |This GPO is crea... | Network Securit... |1

--fltab to view the f{odbljoewitn gNainmnef,o r(
GUI D Name, | D, Access Denied, Enabled, Fil:
Ver sion}

L

The output would be displayed as shown bel:

5 Export | (@) Refresh |G E-mail | Add/Remove columns | Find E.
=54 researchlablocal (RESEARCHLAE)| Restricted Groups | System Services | Registry | File System | IP Securiy | RSoP GPOs | RSoP GPLinks| [+ " |
""" @ Domain Generated on: 22 Apr, 2014 11:54:58 AM Status: Success Fitter: Not Applied
z:niz —tionl Liits Object Name -« GPO Name GUID Name D 3:::3‘" Enabled
""" 1A Computer Accounts RO30 Local Group Policy | Local Group Policy | LocalGPO No Yes
""" & Users Forwarded Even... |{ET1A00BC-4DA . |cn={ET1A00BC-.. |No res
""" Q Groups Default Domain C... |{SAC1T36C-016... |CN={SAC1786C-... |No Yes
""" Contacts Default Domain P... |{31B2F340-016D... | CN={31B2F340-0... |No Yes
----- &’ Foreign Securty Principals
----- 3 Group Policy Objects
----- Y Starter GPOs
----- S WMI Fiters
..... =] Password Settings Objects Quick Fiter [Anyﬁdd '][= v] @

¢ = » | Advanced Fiters: (@) [? 78|

: --éltab to view the f{odbljoewitn gN ainmef,o r(
Applied Order, Enabl ed, Link Order, No Ovel
L

The output would be displayed as shown bel.

? b L
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|5 Export | O Refresh |g‘E—mail & Add/Remove columns Find {E
=5 researchisb local (RESEARCHLAB)| Restricted Groups | System Services | Registry | File System | IP Seourty | RSoP GPOs | RSoF GPLinks |[«[ |
""" E Domain Generated on: 22 Apr, 2014 11:55:08 AM Status: Success Filter: Mot Applied
""" 2 stes Object Name  « GPO Name Applied Enabled Link Order No Override
----- Organizational Units Order
----- 14 Computer Accourts RD30 Default Domain C... |4 Yes 4 Na
""" 2 Users Default Domain P.. |3 es 3 No
""" % Groups Local Group Policy |1 fes 1 No
""" Contacts Forwarded Even... |2 es 2 No
----- &,’ Foreign Security Principals
- =[ RSoP
----- }{ Group Policy Objects
----- 3] Stater GPOs
----- S WMI Fiters < n 1 >
..... ] Password Settings Objects Quik Fiter [Myﬁeld v][= v] @

< = ] » Advancedﬁltefs:| '| ? "ﬁ? Q

obmdmn | 26 (02 OASSG DNR
wS LJ2 NII &4 K

AD Reports

n {{i AD Summary Reports

E- Quick Reports

= @ Terminal Services Reports
2 %+ Permissions Reparts

[ % Compare Reports

| B Oobject Reports I

it Insight Reports

ﬁk Forest Reports
i Built-in Reports
= Custom Reports

ey
e Power Search

Sel ¢ option under AD Reg
Configuratiwohl Sappiemgs on the screen which
corresponding domain controller. The repori
selected domain cobltroller are validated.
Select and expand the domain node in the |

t hen Grloiucpk Pol i cy Objects



Not eGroup Pol
where ARKAD
reports GPMC
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icgpObfectequire
is running. However,
is not required. For

GP MC

to
for

be

i n

gener

Comment

of GPMC is required.

L

Group Policy Object Report

N

Cl Etab to view the f{odbljoewitn gNaimef,o rUmaitqgiu
qualified domain name of object, Domai n, uU:
configuration enabled, Created, Modified,
Computer configuration version}.

The output would be displayed as shown bel

Group Policy Objects - General (researchlab.local (RESEARCHLAE])

i3 Export | | Refresh |52 E-mail (B Add/Remove calumns

B_:IE_:] researchlab local (RESEARCHLAR)

;_:I Group Policy Objects

& Domain

E Sites

(€3] Organizational Units

1A Computer Accounts

?J Users

.:}7J Groups

Contacts

?J’ Foreign Security Principals
=/ RSoP

__ﬂ Starter GPOs
5 WM Fiters
- Password Settings Objects

(E=N Eom =™

Find l!:']_.J

General | Links | SOM Links | Security Fitering | Secuity | Auditing | Comment | Deleted Objects |
Generated on: 16 May, 2014 12:16:18 FM Status: Success Fitter: Not Appliad

Fully qualified User Computer -

Object Name Unigue ID domain name Domain configuration configuration

of object enabled enabled
ADCT_Test GPO {8A192D02-0A26-4 researchlab.local/s researchlab.local | True False
Default Domain Contro {8AC1786C-016F-1 researchlab.local/s researchlab.local | True True =
Default Domain Policy | {31B2F340-0160-1/ researchlab.local/s researchlab.local | True True
Forwarded Events Gro {E71400BC-4DAT-4 researchlab.local/s researchlab.local |False True
link GPO {79E0110F-8C1D-4 researchlab.local/g researchlab.local | True True
Mew Group Policy Obje {1AF31DE3-CESF- researchlab.local/s researchlab.local | True True -
-« n 3

Quick: Filter: [MY Field

‘ = y | Advanced Fiters: T |5
L

Cl mﬂmEWab to view the

qualified domain name of object,
Il nheritance, Enforced, Link .Enabl
L

The output would be displayed as

Li
ed

s h

nked
,  Li

own

f{oQbljoewcitn gN ai mef, o rUmai tgit

Ob
nke

bel
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Group Policy Objects - Links (researchlab.local (RESEARCHLAB)) =N =R =
|3 Export | |0 Refresh |58 E-mail tE Add/Remove columns Find -

(=54 researchlab local (RESEARCHLAB)| General | Links | SOM Links | Security Fitering | Securty | Audiing | Comment | Deleted Objects |
""" 5 Domain Generated on: 16 May, 2014 12:18:49 FM Status: Success Fitter: Not Applied
----- ﬁ Sites ]
= Fully qualified . . Block ‘
- Crganizational Units Object Name Unique IO domain name Ia';;‘:; -I;r::d Chect Policy Enforced
_____ 18 Computer Accourts of object Inheritance
. }) Users ADCT_Test_GPO | {9A192002-0A26-4 researchlab.local/ Production Depa... | Organizational Unit | No No
_»g Groups Default Domain Cot {64C1786C-016F-1 researchlab.local/s Domain Controll... | Organizational Unit | No No =
= Contacts Default Domain Pol| {3182F340-0160D-1| researchlab.local/s researchlab.local | Domain No No
""" 27 Foreign Securty Principals Forwarded Events | {E71ADDBC-4DAT-4 researchlab.local/s researchiab.local | Domain No No
""" =/ RSoP link GFO {79E0110F-9C1D-4 researchlab.locall
r : ) |
""" 2 (Group Folicy Chjects New Group Policy { {1AF31DE3-CESF-{ researchlab.local/3 TestADCT Organizational Unit | No No -
----- _E] Starter GPOs < I '
----- F WMI Fitters
----- 2 Password Settings Objects Quick: Fitter: [NT)’ Field '][= ']
< I y | Advanced Fiters: T|F B

Clia tab to view the f{odbljoewitn g\ aimmef, o rFnua
domain name of object, Object Type, Bl ock |
FQDN, Linked GPO 1| D, Linked GPO Domain, Li
L

The output would be displayed as shown bel:

Group Policy Objects - SOM Links (researchlab.local (RESEARCHLAE)) [r= |- [
|36 Export | |G Refresh | 528 E-rmail E Add/Remove columns Find @J
=3 researchlab local (RESEARCHLAB)| General | Links | SOM Links | Security Fitering | Security | Audting | Comment | Deleted Objects |
""" 5 Domain Generated on: 16 May, 2014 12:20:05 PM Status: Success Fitter: Not Applied
""" [ stes Fully qualified Block A — -
..... Organizational Units Object Name domain name Object Type Policy Linked GPO FODN
1K Computer Accourts of object Inheritance E
. }) Users TestADCT researchlab.localld Organizational Unit | No New Group Policy... |researchiablocal..|
..... _»g; Groups researchlab.local researchlab.local | Domain No Forwarded Event... |researchlab.local..
----- Contacts No Default Domain Pol... | researchlab.local...
""" ?)’ Foreign Security Principals Domain Controllers researchlab.localll Organizational Unit | No Default Domain Co... | researchlab.local...
_.,' RSP Production Department| res earchlab.local/d Organizational Unit | Mo ADCT_Test_GPO researchlab.local...
""" & Group Palicy Objects Default-First-Site-Name researchlab.locali{ Site No <
_EE Starter GPOs < m b
----- F WMI Fitters
----- -] Password Settings Objects Quick Fiter: [Aﬂ)’ Field '][= v]
< o y | Advanced Fiters: TR
. {Cecirity Filteringugl . . . .
Cl iars it ab to view the f{oQbljoewitn gNaimef,o rl

Fully qualified domain name of object, Acc:
Account [FQDN,}
L

The output would be displayed as shown bel.
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Group Policy Objects - Security Filtering (researchlab.local (RESEARCHLAB]) o=
| Export | @ Refresh | 52 E-mail = Add/Remove columns Find

=37 researchiab local (RESEARCHLAB)| General [ Links | SOM Links | Securty Fiteing | Secury | Auditing | Comment | Deleted Objects|

""" 5 Domain Generated on: 16 May, 2014 12:22:48 PM Status: Success Fitter: Not Applied
----- ﬁ Sites ]
=1 Fully gualified |~
- Organizational Units Object Name Unigue 1D domain name FEEIT accout Account SID
of object Hane Type

L Computer Accourts

ADCT_Test GPO {9A192002-0426-4 researchlab.local/s NT AUTHORMY... | Welkknown group | 5-1-5-11

m

Default Domain Contrg {6AC1786C-016F-1 researchlab.local/d NTAUTHORMY... | Wel-known group | 5-1-5-11

----- Contacts Default Domain Policy | {31B2F340-016D-1] researchlab.local/g NTAUTHORMY ... | Wel-known group | 5-1-5-11
""" ?)’ Foreign Security Principals Forwarded Events Grg {E71AD0BC-4DAT-4 researchlab.local/g NTAUTHORMY... | Wel-known group | 5-1-5-11
""" =/ RSoP link GPO {T9E0110F-9C1D-4 researchlab.local/s NT AUTHORITYY. . | Wel-known group | 5-1-5-11
2 Group Polcy Objects New Group Policy Obj| {1AF31DE3-CESF researchlab.localld RESEARCHLAB... |User 5-1-5-21-201689... ~
- _ﬂ Starter GPOs < I | L
----- 5 WM Fiters
----- -] Password Settings Objects Quick Fitter: [NW Field '][= v]
< m | | Advanced Fiters: FIF B

to view the f{odbljoewitn g\ aimmef,o rUmai tc
qualified domain name of object, Owner, N a.l

The output would be displayed as shown bel:

Group Policy Objects - Security (researchlab.local (RESEARCHLAE]) o= =
|3 Export | |y Refresh | 53 E-mail E Add/Remave columns Find l[.]_‘]
(-5 researchiab local (RESEARCHLAB)| General | Links | SOM Links | Security Fiteing | Securty | Auditing | Comment | Deleted Obiects |
""" 5 Domain Generated on: 16 May, 2014 12:23:14 FM Status: Success Fitter: Not Applied
""" [ ses Fully qualified B
----- Organizational Units Object Name Unigue ID domain name Owner Name Type Permissions [
----- 1 Computer Accounts plobiect
..... }) Users ADCT_Test_GPO | {94192D02-0A26-4/ researchlab.local/s RESEARCHLAB\Dg CREATOR OWNER | Allow Read All Properties
..... #2, Groups CREATOR OWNER |Allow  |List Contents
Contacts CREATOR OWMNER | Allow Read Permissions
..... 27 Forsign Securty Frincipals CREATOR OWNER |Allow | Write All Properties
""" =/ RSoP CREATOR OWNER |Allow | All Validated Wri..
""" b Group Policy Objects CREATOR OWNER | Allow | Modify Owner L
----- ;_21 Starter GPOs < m | b
F WM Filters
----- ] Password Settings Objects Quick Fiter: |Any Field 'H= ']

Advanced Filters: T F B

< | ([l

ab to view the f{oQdbljoewitn gNaimef,o rUmait
domain name of object, Owner, N a.l

would be displayed as shown bel .
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Group Policy Objects - Auditing (researchlab.local (RESEARCHLAE)) =nEcR=<"
|56 Export | @ Refresh | 5g) E-mail ;lclcl_-"F‘\EmU-,'E columns Find @J
=3 researchiablocal (RESEARCHLAB)| General | Links | SOM Links | Securty Fitering | Securty | Auditing | Comment. | Deleted Objects |
""" 55 Domain Generated on: 16 May, 2014 12:24:34 PM Status: Success Fitter: Not Applied
- Sies R : Fully qualified _ _ o
Crganizational Units Name Unigue ID duma.ln name Owner Name Type Permissions Inherited
1% Computer Accounts pljohiect

link GPO | {T9E0110F-8C1D-4 researchlab.local/s RESEARCHLAB\DgEveryone | Success | Modify Permissio.. | Yes

Everyone |Success |Write Property es
Everyone |Success |Write Property es
)” Foreign Secuiity Principals Everyone |Success |Write All Properties | ves [
""" _.,' RSoP Everyone |Success |Modify Permissio... |Yes
] . y
""" -z Group Policy Objects Everyone |Success |Write All Properties | Yes -
j Starter GPOs <

+ WMI Fiters
- 35 Password Settings Objects Quick Fitter: INT)' Field '][= v]
O i y | Advanced Fiters: FPIFIB

Clia tab to view the f{odbljoewitn gNaimef,o rUmait

qualified domain name of object, Domain, C
L

The output would be displayed as shown bel.

Group Policy Objects - Comment (researchlab.local (RESEARCHLAB)) =] =[]
= Export | |G Refresh | '5g) E-mail ;lclcl_-"F{Emo'-,fE columns Find @J
(-3 researchlabocal (RESEARCHLAB)| General | Links | SOM Links [ Securty Fitering | Securty | Audiing | Deleted Objects |
""" 25 Domain Generated on: 16 May, 2014 12:26:07 FM Status: Success Fitter: Not Applied
- Stes Fully qualified
Crganizational Units Object Name Unigue IO domain name Domain Comment
----- 1M Computer Accounts pliobiect
..... 2) \Users ADCT_Test_GPO | {9A192D02-DA26-4 researchlab.local/s researchiab.local
----- _~5L Groups Diefault Domain Cof {6AC1786C-016F-1 researchlab.local/s researchlab.local
Contacts Default Domain Pol| {31B2F340-016D-1] researchlab.local/s researchlab.local
----- &7 Foreign Security Principals Forwarded Events | {E71ADOBC-4DA7-4 researchlab.local/d researchiab.local | This GPO is created for forwarding events fro...
""" [ RSaP link GPO {79E0110F-9C1D-4 researchlab localid researchlablocal | This GPo is created for link purpose
""" 3 Group Policy Objects New Group Policy { {1AF31DE3-CESF-4 researchlab.locall researchlab.local
----- ' Starter GPOs
- WM Filters
- -] Password Seftings Objects Quick: Fitter: [NT)’ Field '][= v]
< m } | Advanced Fiters: P F| B
L
Not@ommenéport is applicable only for Windc

Cl ab to view the f{odbljoewitn gNaimef,o rQ
Created, Del eted, .Last known parent}

L

The output would be displayed as shown bel
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51 Group Policy Objects - Deleted Objects (researchiabocal { =
|3 Export ||, Refresh | =58 E-mail | B Add/Remove columns |Find :E:
=154 researchiab local (RESEARCHLAB) | General | Links | SOM Links | Securty Fitering | Security | Auditing | Comment |} Delsted Objects !
""" & Domain Generated on: 25 Apr, 2014 6:05:40 PM Status: Success Fitter: Not Applied
""" Sites Object Name .  Object GUID Created Deleted Last known parent
..... Organizational Units BAF31DE3-CESF-4{ bcd41fad-3al BI42013 11:24 AN | 4/21/2014 5:35 PM | CN=Policies, CN=System, DC=Researc...
----- 1M Computer Accounts
..... & Users
..... RGMUDE
..... Corrtacts
----- 2 Foreign Securty Principals
..... _gJ RSoP
----- _g Group Policy Objects
----- B Starter GPOs
-----  WMI Filters
----- jﬂ Password Settings Objects
Quick Fier: [Any Field = -
ol o |y | Advanced Fiters: | v] TP B
L
NotEhe "Last known parent" attribute would
Wi ndows Server 2003 and | ater.
dm P | 29 02 OASY
L
AD Reports
n {i AD Summary Reports
[
=] 1 .
E. Quick Reports
= @ Terminal Services Reports
ket
2 T Permissions Reports
B %% Compare Reports
| B Object Reports I
gt Insight Reports
ﬂh Forest Reports
7 Built-in Reports
/=7 Custom Reports
i\ Power Search
Sel . option under AD Reg
Configuratwoh!| Safppiemgs on the screen which
corresponding domain controller. The repori
selected domain cobltroller are validated.
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Select and expand the domain node in the |
t hen Sctlairctker., GPOs
Not eSstartere@@BPOts require GPMC o be instal
ARKAD is running. Also these reports are a|
Wi ndows Server 12l008 and | ater
L
el . - : .
Cl i femioire it ab to view the f{odbljoewitn gNaimef,o rUmaitqiu
Starter GPO type, Created, Modi fied, Versi:
The output would be displayed shown bel
Starter GPOs - General (researchlab.local (RESEARCHLAE)) = |- =[]
|3 Export | @ Refresh |53 E-mail & Add/Remave columns Find @J
(=34 researchlablocal (RESEARCHL # | General | Comment | Delegation
""" ?3 Domain Generated on: 23 Apr, 2014 2:58:34 FM Status: Success Fitter: Mot Applied
""" E Sites - - - Starter -
_____ Organizational Linits Object Name Unigue ID Domain GPO type Created Modified
""" 1l Computer Accounts Starter GPO1 {0874086B-4AD... |researchlab.local | System 4232013 2222 PN | 812013 214 AN
""" l) Users Test Starter GPQ | {218EB3FS-CCA... |researchlab.local | System 4232013 422 PN | 8M15/2013 5:44 PM
""" :% Groups £ ‘Windows Vista EG{{375630DE-ET10... | researchlab.local | System SMB2013 2222 PM | TH/2013 2234 PM
""" Contacts Windows Vista S50 {7865A933-1049... |researchlab.local | System S/28/2013 2228 PN | &/11/2013 2:14 AN
----- ?_,’ Foreign Security Principals - - -
..... ' RSoP ‘Windows Vista S50 {2E38CCCY-9766... | researchlab.local | System S/23/2013 222 PN | 82112013 12:14 .
_‘; . . Windows XP SP2 3 {B52976F5-3EE4... |researchlab.local | System 4232013 222 PN | 1M172014 8:04 AN
----- &4 Group Policy Objects
= EStarter GPOs all il C
! :g_:l VM Fiters Quick Fiter: [Aﬂ}' Field '][= ']
----- =13 Password Settings Objects ~ e
I T — v Advanced Fitters: T 2

L

Clia:-c':'mmem--«' to view t
Comment }

L

The output would be di

he

splayed

f{odbljoewitn gN ainmef, o rUmai t

shown bel
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Starter GPOs - Comment (researchlab.local (RESEARCHLAB))

= Export | O Refresh |58 E-mail 1 Add/Remove columns

General || Comment | Delegation |

Find

[=1-33 researchiab local (RESEARCHL =

Status: Success Fitter: Not Applied

..... 2L Domain Generated on: 23 Apr, 2014 2:31:56 PM
ol Sites Object Name Unigue ID
----- Crganizational Units

Mew Starter 3P0 | {375724A87-6B69...

Test Starter PO | {BETCIEAC-ASE..

m

Windows Vista EC | {375630DDE-ET10...

Comment
Sample Starter GPO created for Teating
Sample GPO for testing purpose

This Starter GPO contains the computer Group Policy settings recommen. ..
This Starter GPO contains the user Group Policy gettings recommended f...
This Starter GPO contains the computer Group Policy settings recommen...

This Starter GPO contains the user Group Policy settings recommended f...

»

m

----- 52, Groups
_____ Contacts Windows Vista EC | {8780588E-EF91...
..... ?)ﬁ‘ Foreign Security Principals Windows Vista 351 {7T665A833-1049...
----- =] RSP ||| Windows Vista SSI {2E38CCC-9766...
- P B P =

A w1 » Advanced Fitters:

Clia to view the f{odbljoewitn g\ aimmef,o rUmait
Cl as s, SI D, Type, Per mi s.si on, Il nherited, A}
The output would be displayed as shown bel
Starter GPOs - Delegation (researchlab.local (RESEARCHLAB)) =nEER="
|36 Export | |0 Refresh | 538 E-mail B Add/Remove columns Find
[E)-3i researchlab local (RESEARCHL + | General Delegation
?; Domain Generated on: 23 Apr, 2014 2:31:56 PM Status: Success Fitter: Mot Applied
E Sites Object Name Unigue ID Name Class siD Type Permission =
(&3] Organizational Units New Starter GPO | {37572A87-6869... | BULTIN/Adminis... | Alias 51-532.544 | Allow Edit settings, del... |E|
-1 Computer Accounts g
20U {37572A87-5B65... NTAUTHORMY!... | Well Known Group | 5-1-5-11 Allow Read
sers
.:\; G L {3TSTZABT-6B69... NT AUTHORMYY... | Well Known Group | 5-1-5-18 Allow Edit settings, del...
- 88, Groups E
it Test Starter GPO | {BETC3IEAC-ASE... | BUILTIN/Adminis... | Alias 5-1-5-32-544 | Allow Edit settings, del...
Cortacts
})f Foreign Security Principals {BETC3EAC-ASS... |NTAUTHORMY!.. |'Well Known Group | 5-1-5-11 Allow Read
{BETC3EAC-ASE... |NTAUTHORMY!... | Well Known Group | 5-1-5-18 Allow Edit settings, del...
=/ RSoP
- 3k Group Policy Objects Windows Vista EQ {37563DDE-E710... | BUILTIN/Adminis... | Alias 5-1-5-32-544 | Allow Edit settings, del... =
_ﬂ Starter GPOs ulll il
WM Fitt U
¥ e Quick: Filter: [NT)' Field '][= ']
Password Settings Objects  ~ —
I T— » Advanced Fitters: Y| 5 ¥
V4 7

OPMPMH I

L
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AD Reports

ﬂ List of Reports

fi

éji AD Summary Reports
Quick Reports

'E} Terminal Services Reports
s Permissions Reports

% Compare Reports

it Insight Reports

_ﬂ, Forest Reports
i Built-in Reports
= Custom Reports

-« Power Search

ETTE——

gurat wohl Safppiemgs on

cor
s el

Sel

|
re
ec

ec

sponding domain con
ted domain cobltroll

t and expand the do

t hen WMIi cFki.l t er s

cli'

3l ab to view the f{odblj cevecitn gN ai nmef, o rUmmai tqiu

qualified domain name of
Linked GPO FQDN} .

The

(o]

ut put would be disp

option wunder
the screen

troll er.

er are validated.

main node

object,

|l ayed as

AD Reg
whi ch
The report
in the |

Descr

shown

i pti

bel
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|3 Export | @) Refresh | 5 E-mail | EJ Add/Remove columns | Find .
-5 researchlab local (RESEARCHLAE) ;
""" (55 Domain Generated on: 25 Apr, 2014 5:19:11 PM Status: Success Fitter: Not Applied
""" i stes Fuly qualified
----- (€3] Organizational Units Object Name - Unigue ID domain name Description Author Created
----- 1A Computer Accounts jofobiect
..... a \sers Windows 7 Client | {FC4406C9-41C4-4 researchlab.locallq Fitter the windo... | adminuser3@res... | 4/18/2014 3:54 PN
----- a Groups ‘Windows XP SP2 O {F214DB4A-21EF-4 researchlab.local/g Fitters the windo... | adminuser3@res... | 4/22/2014 4:25 PM
----- Contacts WMI Filter1 {B7827403-9FB2-4( researchlab.local/s Test Filter adminuser3@res... | 420/2014 4:48 P
----- &’ Foreign Security Principals
- =[ RSoP
----- s Group Policy Objects
----- B Starter GPOs
..... =2 WMI Fiters
----- :ﬂ Password Settings Objects
Quick Fier: [Any Field |
: » | Advanced Fiters: | -] (@) ?I?I%]

L

Clicl:n§~ tab to view the f{odbljoewitn g\ aimmef,o rUma tq
gualified domain name of abject, Namespace

L

The output would be displayed as shown bel.

= E' Em|
|3 Export | | Refresh ||g E-mail | B Add/Remove calumns | Find
.
-5 researchlab local (RESEARCHLAB)| General | Queries | Securty | Audiing | Deleted Objects |
""" @ Domain Generated on: 25 Apr, 2014 5:23:34 PM Status: Success Fitter: Not Applied
..... E Sites ) -
. . Fuly gualified domain name
Object Na u D ; Mal Qi

----- (€3] Organizational Units 1 me 4 Hnique of object mespace uery
""" EEJ Computer Accounts ‘Windows 7 Glient | {FC4406C9-41C4-4 researchlab.local/System/MWMIPg rootCINvZ Select * From Win32_Compu...
""" 3 Users Windows XP SP2 C| {F214DB4A-21EF-4 researchlab.local/System/WMIPg rootlCIMvZ Select * From win32_Compu...
""" 82, Groups WM Filtert {BT827403-9FB2-4{ researchlab.local/SystemMWMIPa rootiCIMv2 | Select * From MSVM_Compu...
----- Contacts
----- 27 Foreign Security Principals
..... =§I RSaP

..... 3 Group Policy Chjects

Quick Fiter: [Any Fiekd = -

5 = ) | Advanced Fiters: | -] (@) ?Wﬂ%]

L

Cl iant itab to view the f{odbljoewitn gN aimef,o rUmaitc
gualified domain name of object, Owner, Na.l
N

The output would be displayed as shown bel.
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WMI Filters - Security (researchlab.local (RESEARCHLAB)) =n =R
|3 Export | |0 Refresh | =g E-mail Aclcl_-"Remo‘.fe columns Find .

(-3 researchiab local (RESEARCHLAB)| General | Queries | Securty | Audiing | Deleted Objects

""" 3 Domain Generated on: 25 Apr, 2014 5:20:27 PM Status: Success Fitter: Not Applied
""" 2 stes Fully qualified -
= Organizational Units Object Hame Unigue IO domain name Owner Name Type Permissions

of object
‘Windows XP 5P2 0 {F214DB44-21EF-4 researchlab.local/s RESEARCHLAB\ad CREATOR OWHNER | Allow Full Control
NTAUTHORMY... | Allow Read Al Propert
NT AUTHORTY, Allow List Contents

----- 1 Computer Accounts

..... ?)f Foreign Security Principals NT AUTHORMY ... |Allow Read Permissior

""" =/ RSoP NTAUTHORITY\... |Allow | Read All Propert

""" _5h Group Policy Objects NT AUTHORMY\.. |Allow |Read Permissior

""" ) Starter GPOs NTAUTHORITY\... |Allow | ListContents =
f WMI Fiters < m b

= :E_‘ Password Settings Objects

Quick Fitter: | Any Field v][: v]
< I | | Advanced Fiters: ST A

tab to view the f{oQbljoewitn gN aimef,o rUmait
domain name of object, Owner, Nal

The output would be displayed as shown bel:

ilters - Auditing (researchlab.local
WMI Filt Auditing () hlab.local (RESEARCHLABY) (=]
|3 Export | [ Refresh | 528 E-mail E Add/Remove columns Find "
-3 researchlablocal (RESEARCHLAB)| General | Queries | Securty | Audting | Deleted Objects
""" % Domain enerated on: r, :19: tatus: Success iter: Not Applies
5 D G d on: 25 Apr, 2014 5:15:15 PM Status: 5 Fiter: Not Applied
..... E Sites P
= R . 3 Fully qualified L
- Organizational Units Ohicct Unigue I domain name of  Owner Name Type Permissions
-1l Computer Accounts Hamc object E
..... 3) Users
5? G ‘Windows 7 Client| {FC4406C8-41( researchlab.local| RESEARCHLAB\ad Everyone Success Write Property
..... : roups
Everyone Success Write All Properties.
Contact
- ontacts
24 Foreign Security Principals Everyone Success Modify Permissio...
u)
..... = RSoP Everyone Success | Write Property
..... _é Group Policy Objects NTAUTHORL.. | Success | Write All Properties
- _ﬂ Starter GPOs NTAUTHORL.. |Success | Modify Permissio...
F WMI Fiters < o ] v
- :ﬂ Password Settings Objects
Quick: Fitter: [NT)’ Field '][= ']
< o | | Advanced Fiters: TIFIB

to view the f{odbljoewitn g\ ainnef,o rQ
eted, .Last known parent}

d be displayed as shown bel.
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E ers - Deleted Objects (researchlab.local (RESEARC fo -GSl
|5 Export | [ Refresh |QE—maiI | B3 Add/Rernove columns |Find :E:
(-5 researchlab local (RESEARCHLAE)| General | Queries | Securty | Audting |} Deleted Obiects

""" E Domain Generated on: 25 Apr, 2014 5:21:42 PM Status: Success Fitter: Not Applied

""" E Sites Object Name . Object GUID Created Deleted Last known parent

""" Organizational Units {B7827403-9FB2-4( bbbi284ea-6587-475 4/22/2014 4:25 PM | 4/25/2014 5:20 PM | CN=S0OM CN=WMIPolicy,CN=System, ...

----- 1M Computer Accounts

..... s |sers

..... g Groups

..... Contacts

----- s’ Foreign Security Principals

_gJ RSoP

----- _% Group Policy Objects

----- ] Starter GPOs

----- 5 WMI Fiters

----- éfﬂ Password Settings Objects

Quick Fiter: [Mﬁdd '][= '] @
7 i | 1| Advanced Fiters: | @7 78]
NotEhe "Last known parent" attribute would
Wi ndows Server 2003 and | ater.
pd P

Q)¢

Gz OASG t1I
LJ2 NI a K

obmdPmo |

N\

-

(@]

qy

0p

O

@-N

QX<

S N
v =

=
L)
-
i
I
o
3
i

ﬁ AD Summary Reports
Quick Reports
@ Terminal Services Reports

s Permissions Reports

| Fl List of Reports |

% Compare Reports
T —
it Insight Reports
ﬁk Forest Reports
i Built-in Reports
/= Custom Reports

ey
e Power Search

Sel ¢ option under AD Reg
Configuratwohl| Sappiemgs on the screen which
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corresponding domain controller. The repori
selected domain cobltroller are validated.
Select and expand the domain node in the |

t hen Pcalsiscwkor d Settings Objects

NOTEPassword Settirergpor®ls) eactes applicabl e on
running Windows Serlber 2008 and | ater.

L
Cl i s E'[ab to view the f{odbljoewitn g\ aimef,o rFnuatliy
name of object, Description}.

The output would be displayed as shown bel.

|3 Export | |Gy Refresh @ E-mail Add/Rermnove columns Find E
----- [, Domain General | Passward Seftings | Lockout Settings | Links | Object | Security | Auditing | Deleted Objects |
""" ﬁ Sites | Generated on: 28 Apr, 2014 6:16:52 PM Status: Success Fitter: Mot Applied
""" Organizatioral Units Object Name 4 Fully qualified domain name of object  Description
..... 1%/ Computer Accounts Account Operators Policy | researchlab local/System/Password Sett Account Operators Policy
é gf:is Administrators Policy researchlab local/System/Password Sett Administrators Policy
_____ Contacts Service AccountPolicy | researchlab.local/System/Password Setf Service Accounts Policy

----- ,!f Foreign Securty Principals
_gJ RSoP

----- _% Group Policy Objects

----- ] Starter GPOs

----- % WMI Filters

----- ;ﬂ Password Settings Objects

L Quick Fiter: [Mﬁdd '“= '] @

E
4 1 Jd M"a”c’edmm:| 'l ¥ ¥ gl

Faszword Settings |t ab

Cl icne: to view the f{odbljoewitn gNaimef,or
qualified domain name of object, Minimum P.
Mi ni mum Password Length (characters), Pass"
remembered), Password Complexity Enabl ed,

Enabl.ed}

The output would be displayed as shown bel.
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= Export | &y Refresh IQE-mail IE Add/Remove columns Find E
----- [, Domain General | Password Settings | Lockout Settings | Links | Obiect | Secunty [ Auditing | Deleted Objects |
""" E Sites | Generated on: 28 Apr, 2014 6:16:58 PM Status: Success Fitter: Not Applied
----- Organizational Units ) - - Winimurm
""" s Computer Accournts Object Name - Eﬂlr':a;u ::Iaﬂn?: Ea'.r:mm g‘::;:md Emw”m
..... 2 Users of object Age Age (:I?ag::cter
..... 82, Goups AccountOperators Policy | researchlab.local/ 0 Day(s), 0 Hour... |42 Day(s), 0 Hou.. |8
----- Contacts
_____ -E)t Foreign Securty Principals = Administratars Policy researchlablocal/s 1 Day(s), 10 Hou... |14 Day(s), 0 Hou... |10
_§J RSoP Service Account Policy researchlab local/d 10 Day(s), 0 Hou... | 72 Day(s), 0 Hours | &
----- _% Group Policy Objects
----- 5 Starter GPOs
----- 5 VUM Fitters d ] g
..... ] Password Settings Objects EI Quick Fiter- [M Field ,”= -] @

| i | v Advanced Hlters:| '| VT8

JLockoutSetngsh ab to view the f{odbljoeveitn gN ainmef,o rl

Cl i @n
domain name of object, Account Lockout Thr:
Lockout Durati on, Reset Account Lockout col

The output would be displayed as shown bel

- L ) =
|3k Export | Q) Refresh IgE—rﬂall Add,f’Remove columns Find |’o|
----- [ 54 Domain B General I Password Settngs| Lockout Settings |L|nks | Object ISemnty IMda‘.ng | Deleted Object: 5|
""" E Sites | Generated on: 28 Apr, 2014 6:17:00 PM Status: Success Fitter: Mot Applied
----- Organizational Units
----- 1M Computer Accounts ftccuu L Reszet
) ) ockout Account
_____ E) Users Obiact N " Fully qualified domain Threshold T Account
ject Name - reshol ockou
name of object ) . Lockout
..... G (Invalid logon  Duration
% roups counter after
attempts )
----- Contacts

1 Day(s), 0 H... | 1 Day(s}, 0 Hou

&n

..... &J‘ Foreign Security Principals Z ||| Account Operators Policy | researchlab.local/System/H

= _EJ RSoP Administrators Policy researchlab.local/System/F 3 1 Dayis), 0 H... | 1 Day(s}, 0 Houl
""" 3, Group Policy Objects Service Account Policy researchlab.localiSystem/A 10 2 Day(g), 0 H... | 1 Day(s), 0 Hou
----- ] Starter GPOs
.. iﬂ WMI Fikters 1 1 3
----- 5| Password Settings Object
o1 Password Satings Obiects | || 4 it [Ary R W= - @)
4 1 | Advanced Fiters: | 'l WY 8

E|tab to view the f{odbljoewitn gNainmef,o rFnual tliy
object, Precedence, Linked Object,

The output would be displayed as shown bel
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=] Password Setfings Objects - Links (researchiab.local (RESEARCHLAE = e
3% Export | @) Refresh |5 E-mail | B3 Add/Remove columns | Find E.
-5 researchlab local (RESEARCHLAB)| General | P | Settings | Lockout Settings | Links | Object | Securty | Auditing | Deleted Objects |
""" E Domain Generated on: 28 Apr, 2014 6:17:.02 PM Status: Success Filter: Mot Applied
gr:::nizational Units CUECt R - E;}g’c‘:“ﬁ"ﬁe‘j cometnneme of Precedence Linked Object I{'!Ifnpk:d o
""" EEJ Computer Accounts Account Operators Policy | researchlab.local/System/Password Sel 5 Andy J. Wong User
""" * Users Administrators Policy researchlab.local/System/Password Se 2
""" H Groups Service AccountPolicy | researchlab.localiSystem/Password Sel 4 NTAUTHORMY... | Service Account
----- Contacts
----- s’ Foreign Security Principals
- = RSoP
----- _% Group Policy Objects
----- ] Starter GPOs ] o 5
----- WM Fiters
..... | Password Settings Objects Quick Filter: [-”ﬂ.'l’ Field '][= v] @
< i |y | Advanced Fites: | @) |77 B

Cl i0:n*.--------------------=|tab to view the f{odbljoewitn g\ ainmmef,o rFnual tli
name of object, Object class, Created, Mod]

The output would be displayed as shown bel.

] Password Settings Objects - Object (researchlablocal (RESEARCHLAB ===

x
|3 Export | Q3 Refresh Ig E-mail | (B Add/Remove columns | Find .

(-3 researchiab local (RESEARCHLAB)| General | Password Settings | Lockout Settings | Links | Obiect | Security | Auditing | Deleted Objects |

""" E Domain Generated on: 28 Apr, 2014 6:17:04 FM Status: Success Fitter: Not Applied

""" f sites Fully qualified

----- QOrganizational Units Object Name 4 domain name Object class Created Modified Qriginal USN

----- 1% Computer Accounts fjouject

..... & |Users Account Operators Poli researchlab.local/s msDS-Passwoerd... | 4/28/2013 10 PM | £/26/2014 6:44 PM | 2753405

----- R Groups Administrators Policy | researchlab.local/s msDS-Password... | 2/20/2013 6113 PM | 4/25/2014 8:24 PM | 2758538

----- Contacts Service Account Policy | researchlab.local/ meDS-Password... | 1/28/2014 613 PM | 32002014 4:35 PM | 2865405

----- 27 Foreign Security Principals

..... _gJ RSaP

----- _% Group Policy Objects

----- ' Starter GPOs . = 3

----- & WMI Fitters

..... gfﬂ Password Settings Objects Quick Fiter: [Mﬁdd 'H= '] @

Advanced Fiters: | v] TP R

-

4 L]

Cl icnn%---ﬁ-'?ﬂ-'-!-t-jf-ﬁt ab to view the f{odbljoewitn gNaimef,o rFnua tl

domain name of object, Owner, Name, Type, I

The output would be displayed as shown bel

|
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Password Settings Objects - Security (researchlab.local (RESEARCHLAE)) == [
|3 Export | @ Refresh |53 E-mail B Add/Remave columns Find H
(-3 researchlablocal (RESEARCHLAE)| General | Password Settings | Lockout Settings | Links | Object | Securty | Auditing | Deleted Objects |
""" fﬂ Domain Generated on: 28 Apr, 2014 6:17.07 FM Status: Success Filter: Mot Applied
""" [ stes Fully qualified z
----- Organizational Units Object Name: domain name Owner Name Type Permissions |_|
----- 1M Computer Accourts photeect
..... 1) Users Account Operators Policy | researchlab.local/s RESEARCHLAB\Dg BUILTINVAdminis... | Allows Modify Permissio.
..... _'iL (Groups BUILTINVAdminis... | Allow Modify Owner
----- Contacts BUILTINVAdminis... | Allow All'validated Writ.
----- &7 Forsign Securty Principals BUILTIN\Adminis... | Allow Wirite All Propertie
""" =/ RSoP BUILTINVAdminis... | Allows Read Permissions
""" _zh Group Policy Objects BULTIN\adminis.. | Allow | Read All Propertic «
__53 Starter GPOs < m ] s
----- F WMI Fitters
----- :I::] Passwond Settings Objects Quick Fitter: [NW Field '][= v]
< M | » | Advanced Filters: TIF B

Clia to view the f{odbljoewitn g\ aimef, o rFnua tl
domain name of object, Owner, Name, Type, I

The output would be displayed as shown bel:

Password Settings Objects - Auditing (researchlab.local (RESEARCHLAE]) =n = |
| Export | |G Refresh | 528 E-mail Add/Remove columns Find @J
-5 researchiab local (RESEARCHLAB)| General | Password Settings | Lockout Settings | Links | Object | Securty | Auditing | Deleted Objects|
""" 55 Domain Generated on: 28 Apr, 2014 6:17:10 PM Status: Success Filtter: Mot Applied
""" FE Sies Fully qualified
----- @ Organizational Units Object Name domain name Owner Name Tvpe Permissions
----- 1A Computer Accounts plotecct
..... }J Users AccountOperators| researchlab.local/s RESEARCHLAB\DG Everyone Success Modify Permissions
..... 5?‘ Groups Everyone Success Write Al Properties
..... Contacts NTAUTHORIMY\... | Success Delete Subtree
----- ?)’ Fareign Security Principals NTAUTHORMY\... |Success | Modify Permissions
""" =/ RSaP NTAUTHORIY\... |Success | VWrite All Properties
----- 2L Group Policy Objects
g Starter GPOs P m | s
----- # WMI Fiters
----- =] Password Settings Objects Quick Fitter: | Any Field '”= ']
O = | | Advanced Fiters: TP B

Cl iart: tab to view the f{odbljoewitn gNaimef,orQ
Created, Del eted, .Last known parent}

The output would be displayed as shown bel:

Au
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E.ﬁi researchlab local (RESEARCHLAR)

..... EEJ Computer Accounts

..... g) Users

----- s)’ Foreign Securty Principals
- =] RSoP

----- _g Group Policy Objects

..... ] Starter GPOs

.....  WMI Fiters

5% Export | @) Refresh | g E-mail | &3 Add/Remove columns

| Find

Status: Success Filter: Not Applied

Au 2 UL

a8
I_I
General | Password Settings | Lockout Settings | Links | Object | Securty | Auditing | Deleted Objects

Generated on: 28 Apr, 2014 6:52:11 FM

Object Name

4 Object GUID

Created Deleted Last Known Parent

Account Operators Paoli

0eBBdf20-32be-425 4/28/2013 410 PN | 4/28/2014 6:16 PM | CN=Password Settings Contai...

..... 54 Password Seftings Objects Quick Fiter: [Mﬁdd '][= '] @
¢ |+ | Advanced Fiters: | @) |7 78|
Not®he "Last known parent" attribute would
Wi ndows Server 2003 and | ater.

o ®H

0O PH Pm

The

retri

Computer
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Quick Reports feature in ARKAD provide

eve specific information from a Acti vi
Currently, the Quick Reports feature incl uu

Account s.

benefits of using the Quick Reports is

lBeports can be generated for particul a

KBxport-mand Ehe genHrated reports.

Al so

to generate Quick Reports?
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AD Reports

ﬁf;i AD Summary Reports
B oo |
@ Terminal Services Reports
s Permissions Reports
% Compare Reports
__] object Reports
i Insight Reports
_ﬁ Forest Reports
7 Built-in Reports

ﬂ List of Reports

= Custom Reports
-« Power Search

el loption under AD Re
Configuratwohl Sappiemgs on the screen which
corresponding domain controller. The repor
the selected domain ltlontroller are validat

This window shows the |list of reports that
reports under domain node. After the data
generated in a report window as shown belo

Active User Accounts - Users (researchlab.local (RESEARCHLAB)) = =R
|3 Export | @ Refresh @ E-mail | Add/Remove columns Find @

(-3 researchiab.local (RESEARCHL. + | | Generated on: 22 Apr, 2014 12:1433PM | Status: Canceled | Fiter: Mot Applied |

== 5 Users o

----- [ Disabled User Accounts Fully qualified User logon
. = ObjectMame  « Object GUID Object 5ID domain name Display Name e

----- B e rcan]

----- [E Deleted Users

..... 5] users whose password CHILDS 3e09138d-c066-44t 5—1—5—21—2I]1669I]5{ researchlab.localfU

""" @ Users required to chang David R. Clarke 067d3b6e-f660-4b 5—1—5—21—2I]1669I]5{ researchlab.localfU David R. Clarke david@researchlak

m |

..... [E] User accounts that exp Esan C.Reason | 1e298a30-fd1d-48 5—1—5-21—2u1559u5{ researchlabJocal/U Esan C. Reason | esan@researchlab
..... [E] User accounts that nev Frandis 96833 1ad-6e86-491 5—1-5-21—2u1669u5{ researchlab.local/U Frandis francis@researchla
----- 5] users whose password
----- 5] user accounts that are
----- 5] user accounts that are
----- 5] user accounts that are
----- @ User accounts that use
----- [E] user accounts that dor
----- @ Users who are in Memb < m | '

..... & users who are in Memb Cuick Fiter: [Ary Fild v][= v]

----- [E users who are in Memb +

“ I ] ¢ Advanced Fitters: Y78

Gavin T. Haslett | 87703b72-6959-40 5—1—5—21—2I]1669I]5{ researchlab.localfU Gavin T. Haslett | gavin@researchlab

llia 5. Lessev b1cedfa0-c22c-4cat 5—1—5—21—2I]16En‘3|]5{ researchlab.local/U Ilia 5. Lessev ilia@researchlab.lg

Jason G. Jones 1155f344-bd26-49 5—1—5—21—2I]1669I]5{ researchlab.local/l Jason G. Jones jason@researchlab

Kathy Q.Donaldso| f4709062-08a5-4d3 5-1-5-21-2I]1669I]5{ researchlab.localfU Kathy Q.Donaldso| kathy@researchlab

Keith G. Miller 1a064224-4f35-4a8 5—1—5—21—2I]1669I]5{ researchlab.local/l Keith G. Miller keith@researchlab] _
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The Buwilrteports feature provides sever al re
i nformation across-iActriewerDisr eacteo reya-s pB uidletu
generation process.

The Hwmirteports feature provides reports on
detailed |Iist of reported items and their

T Buiilnt Obj ect Reports
f Buiilnt Se Rempiotry s

1
The benefits oifn ursepnogr ttshei sBuaisl tf ol | ows:
NKBasy to view frequently accessed signi
Modi fied / Del ellled objects report.
Z—HKReports can be generated for parlllicul a
OKModify the Parameterdllof the several r
M@xport-mand Ehe genHrated reports.

ododH | 2¢ 02 y3 IywSNGQNS
wS LJ2 NII &4 K

Perform the followingi stelpjse¢cto gepertate a E

? b W



AullnYl W #qR2UW?2RI URqY! ! We Au 2 W

AD Reports

n 4 AD Summary Reports

E Quick Reports

E; %) Terminal Services Reports
E . Permissions Reports

e % Compare Reports

__] Object Reports

kot Insight Reports

_ﬁ Forest Reports

= [ Built-in Reports
'—:L Buitt4in Object Reports

7% Builtn Security Reports
= Custom Reports

e Power Search

Sel . under AD Reports bu




Step

St

1. The BuwilRteports window with the |

1:

AullnY!l W #qR2UJW?2RI WHEqYI ! W

Report Selection

Step 1 of 3 : Report Selection

This window shows the list of reports, arranged in a hierarchy, that can be generated across domain in a

forest, Select any report from the list to proceed.

st

of

Bi Groups

----- [E) Recently created Groups

----- [E] Recently modified Groups

----- [E] Recently deleted Groups

----- [E] Groups that have no members

----- @ Groups that have more than M members

----- @ Groups that have less than M members

----- [E] Groups that are not a member of any other group
----- [E] Groups thatare a member of more than M groups
----- g

----- [E] Global groups

----- [E) Domain local groups

.~ | Report Details

m

Object Name:

Groups

Description:
Displays the list of universal ¢

ZKhis window shows the |
a forest. Select a repo
Cl iNcekxtto proceed to the

ep 2: Field Selection

1. To select fields from a
and thbcultitcokn.

st of
t from
ext step.

report,

reports

t he

cl

S

t
t

Au

? b L



AullnY!l W #qR2UJW?2RI WHEqYI ! W

I
Step 2 of 3 : Field Selection
Select the desired fields for the report. You can order the selected fields using the arrow buttons.

Available Fields: Selected Fields:
Description CObject Mame
E-miil Object GUID
MNotes CObject SID
Fully qualified domain name of ohject
= Group Scope
Group Type

s Group Mame {pre-Windows 2000)

<Back || Next> || a

=Ko remove selected fields, click on the
t hen -hu:tkton.
OWou can e the arrow buttons to order

position in the Iibuttseled’bemofléeadfs

position in the Iibuti.Lbelected fields
MHKQ | iNcekxtto proceed to the next Step.

Step 3: Server Selection
1.Specify a domain controller for whiiamhry
Cl iScekl wautt t on to specify aCamfniadur actowmd fr loS
di splayed which will allow you to speci

N N

Au

? b L



AullnY!l W #qR2UW?2RI UHEAqVYI

I Wl

I e

Step 3 of 3 : Domain Controller Selection
Select a domain controller for which you would like to generate the Built-n repeort. Click 'Select’ button to
spedfy a domain contraller.

Domain Controller Name: TRES

Select ...

<Back

|| FEinish

Cl iFciknit ©«h generate the report
After the data collection
window as shown bel ow:

process i

S co

Groups - Universal(groups) (researchlab.local (RESEARCHLAB))

|5 Export | |G Refresh |gE—mail Add,.’Rr:move columns

Report Name:  Universaligroups)

Domain Controller: RD30

Find

Object Name: Groups

Generated on: 22 Apr, 2014 3:29:19 PM Status: Success Filter: Mot Applied
) ) ) Fully qualiﬂed Group Group r_ﬂame
Object Name 4 Object GUID Object SID du!'naln name of Scope Group Type (pre-Windov

object 2000)

ADCT_Distribution B76873b6-d6fe-408 S-1-5-21-20166905 researchlab.localldDCT_| Universal | Distribution Group | Bulk member:
ADCT_Universal_Group | eefc3031-363c-464 5-1-5-21-20166905 researchlablocallaADCT_| Universal | Security Group ADCT_Univel
Development Team 89685148-5216-47¢ 5-1-5-21-20166905 researchlab locallADCT_ Universal | Security Group Development
Enterprise Admins a116fb80-f19f-4e1b S5-1-5-21-201660905 researchlab local/Userst Universal | Security Group Enterprize Ac
Enterprise Read-only Do| a6e38f74-f27-45b8 5-1-5-21-20166905 researchlablocaliUsers/i Universal | Security Group Enterprize Re
Group for SPFR d180280a-%9ec0-41; 5-1-5-21-201 66805 researchlablocal/aDCT_| Universal | Security Group Group for SP
Schema Admins eacB2edb-fel7-426 5-1-5-21-20166805 researchlab.local/Userssi Universal | Security Group Schema Adm

Quick Filter: | Any Field

Advanced Filters:

N N

Au
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Perform the followingi stelpjse¢to gemertate a E

AD Reports

nﬁ AD Summary Reports
Quick Reports

E} Terminal Services Reports
s Permissions Reports

Fl List of Reports

% Compare Reports
_] object Reports
gt Insight Reports
_-é._ Forest Reports
= [ Built-in Reports
& Builtin Object Reports

e Builtdn Security Reports

= Custom Reports
-« Power Search

Sel ¢ under AD Reports bu

Step 1: Report Selection

1. The BuwilStecurity Reports window with the
bel ow:

N N



St

=HKhi s
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Step 1 of 5 : Report Selection

This window shows the list of reports, arranged in a hierarchy, that can be generated across domain in a
forest. Select any report from the list to proceed.

EI % Security Reports

EI@,\ Auditing Reports

@ List of UsersfGroups having Full control security permissions on AD objects
@ List of UsersfGroups having Deny type permissions on AD objects

@ List of UsersfGroups having Inherited permissions on AD objects

@ List of Users/Groups having Mon-Inherited permissions on AD Objects

@ List of UsersfGroups having Full control Auditing permissions on AD objects
@ List of UsersfGroups having Fail type auditing permissions on AD objects
@ List of Users{Groups having Inherited auditing permissions on AD objects
@ List of Users{Groups having Mon-Inherited auditing permissions on AD obje

Report Details

0Object Name:
Security Reports

Description:

Displays the list of Users/
having Ful control securit
permissions on AD object

Step 2 of 5 : Object Selection

window shows the |
a forest Select a repor
Cl iNcekxtto proceed to the n
p 2: Object Selection
.Select the desired objec
view permissions defined.

Select the objects for which you would like to view permissions.

st of
t fro
e

reports
m the |is

step.

|:| Domain

-[sites

-] organizational Units

|:| Computer Accounts

Users

-[T|contacts

-[|Foreign Security Principals
-] Group Policy Objects

-] v Filters

= .

m

[ select Al

<Back

] I Mext=

JL_a

N N
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ZHKEI iNcekxtto proceed to the next step.

Step 3: Domain Controller Selection

Step 3 of 5 : Domain Controller Selection
Click Select to specify a domain controller. Click Next if you would like to scan ENTIRE domain. If you E;"
would like to restrict the domain scope and scan SPECIFIC containers, you may use this step to select h&
containers in a domain. Click Browse to browse for containers in the domain,

Domain Controller Mame: o3

Domain Mame: RESEARCHLAB

(") Scan Entire Domain

@ Scan Selected Containers in Domain

Container Path Indude sub-contain. .. Browse...

OU=ADCT_Workshop,DC =researchlab,DC=local True

[Editl:lpﬁuns ] [ Remove ]

[ <Back H Mext> ][ Close

NHKQ!| iSceki ¢ ot specify a domain controller an.
want the reportCogénguabhedvoh TEdEet dngpl ay
you to specify a domain controller. Not
the domain you specify in this step. Du
domain controller that bél ongs to the s

ZHKou may select specific containers in t
collect data for objects in selected co
be collected by searchinldl the entire do

OKDOn order to select sSpceacni fSecl eccotnetda i oenrtsa,i
option, anBlr awteae scdliecckt containers in tl
browser dialog wildl be displayed as sho

N N


../../Connect%20to%20Domain/Launch_Connection_Manager.htm
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RESEARCHLAB —

S

Select an OU or a container.

=2 ADCT_Workshop

2| Australia_Morth

#-2] Australia_South

&L Buikin

/5] Bulk Data

-] Computers

/2] Domain Controllers
L] ForeignSecurityPrincipals
&2 Group OU

~| Managed Service Accourts
2] User Accourts

|

S
S

el ected at a t

cans the specified

PHRRARKAD defaults

t

i me.

| ok || Cancel | |\

MKBel ect the desire@Kc odNmttaei nerata md | oyl iomke

To dAdldedtr odmbehehat
container for the

to cemnhai mgr aldnddre sudi
o0 change theohnthaeil uers Edbpti Optdbeskont a

dialog will be displayed as
Container Options
Container Path: 1U=ADCT_Workshop, DC=researchiab, DC=local -
Include sub-containers
oK || Cancel

>HPl ease note that

WMI Fillters.
T KBl iNcekxtto proceed

Step

4: Specify

t o

Container

the next

Sel ection i

step.

User/ Group Accounts

N N

(0]

shown bel ow
3

S

Au
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Step 4 of 5 : Specify User/Group Accounts (Optional)
Click Mext if you would like to view permissions assigned to ALL Users/Groups on the object. If vou would = 2,

&
like to view permissions assigned to SPECIFIC Users/Groups, you may use this step to spedify User /Group H&
accounts.

Account Mame: | starts with vl Add to list

Account Name
starts with "Researchlab™ Adminuser’

Remove

<Back ][ Mext= ][ Close ]

account names
S e directory.
—KBelect an operadown flriosmt t ha@ndlrtolpen spec
to the Ilist. You may specify a part of
ot her than equals (=) and not equalstey
you have to specify accdPucncto unnatmeN a mnme "" Df oc
OKQ!I iAcdkd t & ol iasitd t he specifidll account nai

MHKEI iNcekxtto proceed to the next step.

NKBpecify user and/or grou
t

p
account on objellts in h
t

Step 5: Field Selection
L

N N
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Step 5 of 5 : Feld Selection
Select the desired fields for the report. You can order the selected fields using the arrow buttons. H%n{;

Available Fields: Selected Fields:

Owner Mame

Obiject Mame

CObiject Type

Fully qualified domain name of object
= Type

Permissions

¢z || Inherited

-

< [

<Back ][ Finish ][ Close

NKo select fields for the report, click
and t hbcultitcokn.
=Ko remove selected fields, click on the

4.
t hen bluctkton.

OKWou can use the arrow buttons to order

position in the Iibuttseled’bemof/éehd‘s

position in the Iibuti.l.belected fields

MKQI iFciknit oh save the pelldmi ssions report.

After the data collection process is compl €
as shown bel ow:

N N
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List of Users/Groups having Full control security permissions on AD objects (researchlab.local (RESEARCHLAR)) IEI@
|13 Export | [y Refresh |5 E-mail B Add/Remave columns Find E]J
Report Name:  List of Users/Groups having Full control security permission Report Category: Securty Reports

Domain Controller: RD30

Generated on: 22 Apr, 2014 4:10: 13 PM Status: Success Filter: Mot Applied
Name Object Name %bg:ct :: Ej;fgz?:cfumﬁin Type Permizsions  Inherited Apply To -
BUILTINAccount O perators Group for SPFR Group researchlab.local/ADCT_Wi Allow Full Control No This object onhy
ADCT_Distribution Group researchlab.local/ADCT_Wi( Allow Full Control | Mo This object onty
ADCT_Secure_group | Group researchlab.local/ADCT_Wi Allow Full Control No This object onhy =
Test 22 User researchlab local/ADCT_Wi Allow Full Control No This object only
NT AUTHORITYSYSTEM ADCT_Distribution Group researchlab.local/ADCT_Wi Allow Full Control No This object onhy

ADCT_Secure_group | Group researchlab local/ADCT_Wi Allow Full Control N

5

This object only

Test 22 User researchlab.local/ADCT_Wi Allow Full Control No This object onhy

Group for SPFR Group researchlab local/ADCT_Wi Allow Full Control No This object only
RESEARCHLAB\Domain Admins | ADCT_Distribution Group researchlab.local/ADCT_Wi Allow Full Control No This object onhy

Group for SPFR Group researchlab local/ADCT_Wi Allow Full Control No This object only -

4
4
o
Q)

Quick Filter: | Any Field

Advanced Filters: T :

Vd

Au 2 UL

odn C2NXBaild wSLIZ2NJIa

Ve
L]

obndm ! 602dzi C2NBaI

The Forest Reports feature in ARKAD all ows
forest. Also, forest relpiomd sgemar dtei s hley ul
Tool . I n ARKAD, forest reports ceacni fbyei ngge nee «

Catalog server

Currently, the Forest Reports feature incl:
Contacts and Group Policy Objects (under O
across domains in a forest

N N

wS LJ
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obndH | 26 (2

AD Reports

b

1. Sel ¢
t ool
2.The

Tﬂ List of Reports

Forest Reports window with

ﬂf;i AD Summary Reports
Quick Reports

@ Terminal Services Reports
s Permissions Reports

% Compare Reports

_]) object Reports

gt Insight Reports

i Built-in Reports
2| Custom Reports

e Power Search

| % Forest Reports |

bar.

ASYSNI GS

under

AD Report

the | ist

et

Step 1 of 2 - Report Selection

This window shows the list of reports, amanged in a hierarchy, that can be generated across domains
in a forest. Select any report from the list to procesd.

[E] Deleted Objects

- 5 Users

r_—‘n Cortacts

window shows t he

i
Select a report from the

N N

] [ Clos

rep
of

orts t
repor-t

Au

? b L
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Cl iNcektto proceed to the next step.

.Specify a domain controller that hol ds
generate the selected report. Please no
must be a Global Catalog servefSef dmttdeom
specify a domaiOwo ncfo ngturrcaltlivedrh. | STéheet idm g | a
all ow you to specify a domain controlle

e

Step 2 of 2 - Domain Controller Selection

Select a domain controller that holds the Global Catalog for which you would like to generate the
report. Click "Select’ button to specify a domain controller.

Global Catalog Server Name: Select .

Back || FEnsh || Cos

Cl iFciknit®h generate the report.

After the data collection process is co
window as shown bel ow:

N N

? b L
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Groups - General (researchlab.local (RESEARCHLABY) EID
= Export | | Refresh :('}E-mail Aclcl,-'Remc-'-.-'e columns Find
Report: General =) Object Name: Groups

Global Catalog Server: RD30

Generated on: 22 Apr, 2014 12:20:24 PM Status: Success Filter: Mot Applied
Fulty qualified Group Name
Object Name Object GUID Object SID demain name (pre-Windows Description E-mail
of object 2000}
Account Operators 209e8545-B4cd-44¢ 5-1-5-32-543 researchlab |ocal/® Account Operato... | Members can ad...
ADCT_Distribution 676873b6-d6fe-408 S-1-5-21-20166905 researchlab.localid Bulk members gr... | AD Objects ADCTD
ADCT_Secure_group 84dd3fba-aBa3-42( 3-1-5-21-20166905 researchlab.localid ADCT_Secure_g... |AD Objects adctgre

ADCT_Universal_Group | eeBc3031-363c-464 5-1-5-21-20166905 researchlab. localtd ADCT_Universal.. |Universal group ADCT_
Administrators a1363341-24f1-4b1| 5-1-5-32-544 researchlab.local/E Administrators Administrators h...
Allowed RODG Password | 372¢23fa-17fb-4a41 5-1-5-21-20166905 researchlab.locall] Allowed RODC P... | Members in this ...

Australia_SouthWest 1213d81b-3e1d-45| 5-1-5-21-20166905 researchlab.localid Australia_South... |This iz sample Gr...
T . S A - . - -

Quick Filter: | Any Field '||= '| B [
Advanced Filters: 0| | 7

7.To generate another

report acr os'"s. )d.ofmeaxit
Report name in the repor

odPp t SNX¥YAaAaAZYya wSLRZ2N

odbpPdPm ! 02dzi t SNX¥YAEEAAZ2Y

The Permissions Reports feature i4HWeARKADOD allpows st e
Viewing permissions assigned to specific accounts o
Reports are categorized based on t hreameglpy, oSe querrintiys
Permi ssions and Auditing Permissions. Permissions R
ARKAD reports on except for RSoP and Starter GPOs.

generated against specificroumst aiinnea sddnmai ns paencd fa ded i

criteria may be applied to get a narrow subset of d
OPpPH | 29 U2 ONBIUGS t S|
The Permissions Reports Wi zard all ows you t

access the PermissionsPRembstssolWws zRedoft smV

L

The Permissions Reports wizard wil/l gui de 'y
permi ssions report. During edit operation,

N N
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category cannot be modified.
L

Step 1: Report Category Selection

NKBel ect a report category from the |is
Reports are categorized based on the
Permi ssions category reports Securit
cagery reports Auditing tab dat a.

ZHKEI iNcekxtto proceed to he n8atkwsttteqppn amwt im

t e

t
back to a previous s p .

t.
ty
y t

Step 2: Object Selection

N N
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