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 Ρ 

мΦ DŜƴŜǊŀƭ LƴŦƻǊƳŀǝƻƴ 

 

мΦм !ōƻǳǘ !wY!5 
ARK for Active Directory (ARKAD) is a powerful reporting tool for Microsoft Active Directory 

Enterprise and Microsoft Azure Active Directory. ARKAD collects configuration information 

about various objects,events and their properties from on-premises Active Directory Server 

and online Azure Active Directory tenant, which reports them in a simple but elegant format for 

System Administrators and IT Infrastructure Managers. 

[ĲċƣƨƖĲШ ċůĲШ [ĲċƣƨƖĲШ?ĲƚĦƖŔƓƣŔŸŰШ 

xŔƚƣШŸŉШ ?ШÅĲƓŸƖƣƚШ 

§ĤŢĲĦƣШÅĲƓŸƖƣƚШ ÅĲƓŸƖƣƚШċĤŸƨƣШŸĤŢĲĦƣƚШċŰĬШƣőĲŔƖШƓƖŸƓĲƖƣŔĲƚШŔŰШ ĦƣŔƻĲШ
?ŔƖĲĦƣŸƖǃШũŔťĲШÖƚĲƖƚЯШ]ƖŸƨƓƚЯШ§ÖЯШ]Â§ШĲƣĦЮЯШ 

ÄƨŔĦťШÅĲƓŸƖƣƚШ ÂƖŸƻŔĬĲƚШċШƕƨŔĦťШċŰĬШĦŸŰƚŔƚƣĲŰƣШƽċǃШŉŸƖШċĬůŔŰŔƚƣƖċƣŸƖƚШƣŸШ
ƖĲƣƖŔĲƻĲШƚƓĲĦŔǯĦШċƣƣƖŔĤƨƣĲƚШŔŰŉŸƖůċƣŔŸŰШŉƖŸůШċШ ĦƣŔƻĲШ
?ŔƖĲĦƣŸƖǃШ?ŸůċŔŰЮШĲЮŊЮШ?ŔƚċĤũĲĬШÖƚĲƖШ ĦĦŸƨŰƣƚЮШ 

ÂĲƖůŔƚƚŔŸŰƚШÅĲƓŸƖƣƚШ ÖƚĲƖрĬĲǯŰĲĬШƖĲƓŸƖƣƚШŉŸƖШƻŔĲƽŔŰŊШƓĲƖůŔƚƚŔŸŰƚШċƚƚŔŊŰĲĬШƣŸШ
ƚƓĲĦŔǯĦШċĦĦŸƨŰƣƚШŸŰШŸĤŢĲĦƣƚШŔŰШƣőĲШĬŔƖĲĦƣŸƖǃЮШ 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 Σ 

[ŸƖĲƚƣШÅĲƓŸƖƣƚШ ũũŸƽƚШƣőĲШƨƚĲƖШƣŸШŊĲŰĲƖċƣĲШŉŸƖĲƚƣрƽŔĬĲШƖĲƓŸƖƣƚШŉŸƖШÖƚĲƖƚЯШ
]ƖŸƨƓƚШĲƣĦЮШĲЮŊЮШÖƚĲƖƚШћ~ĲůĤĲƖШŸŉќШĬĲƣċŔũƚШŉŸƖШċũũШĬŸůċŔŰƚШ
ŔŰШċШŉŸƖĲƚƣЮШ 

9ƨƚƣŸůШÅĲƓŸƖƣƚШ ũũŸƽƚШƣőĲШƨƚĲƖШƣŸШĦƖĲċƣĲШƣőĲŔƖШŸƽŰШĦƨƚƣŸůШƖĲƓŸƖƣƚШыƨƚĲƖр
ĬĲǯŰĲĬьШĤǃШĦŸůĤŔŰŔŰŊШĬŔǭĲƖĲŰƣШƚĲĦƣŔŸŰƚШŸŉШċŰШ§ĤŢĲĦƣШ
ÅĲƓŸƖƣьЮШĲЮŊЮШxŔƚƣШŸŉШċũũШÖƚĲƖШƽŔƣőШƣőĲŔƖШŰċůĲЯШĲрůċŔũЯШ
ůċŰċŊĲƖЯШĦŸůƓċŰǃЯШÑŔƣũĲЯШũŸŊŸŰШŰċůĲЯШůŸĤŔũĲШŰŸЯШ
ċĬĬƖĲƚƚШĬĲƣċŔũƚЯШ ĦĦŸƨŰƣШĬĲƣċŔũƚШĲƣĦЮЯШ 

9ƨƚƣŸůШx? ÂШÄƨĲƖŔĲƚШ ũũŸƽƚШƣőĲШƨƚĲƖШƣŸШĦƖĲċƣĲШƣőĲŔƖШŸƽŰШÄƨŔĦťШÅĲƓŸƖƣƚШƣŸШƚĲċƖĦőШ
ŸŰũǃШƣőĲШƚƓĲĦŔǯĲĬШĬŸůċŔŰШƓċƖƣŔƣŔŸŰЯШċŰĬШƚĲċƖĦőĲƚШĦċŰШĤĲШ
ŰċƖƖŸƽĲĬШĬŸƽŰШƣŸШċШƚŔŰŊũĲШĦŸŰƣċŔŰĲƖо§ÖШŸĤŢĲĦƣЮШÖƚĲƖƚШĦċŰШ
ċũƚŸШƚƓĲĦŔŉǃШƣőĲŔƖШŸƽŰШx? ÂШƕƨĲƖŔĲƚШ 

?ШÉƨůůċƖǃШÅĲƓŸƖƣƚШ ÂƖŸƻŔĬĲƚШŸƻĲƖċũũШƚƨůůċƖǃШŔŰŉŸƖůċƣŔŸŰШċĤŸƨƣШċШƚŔŰŊũĲШ ĦƣŔƻĲШ
?ŔƖĲĦƣŸƖǃШĬŸůċŔŰЮШĲЮŊЮШÑŸƣċũШŰƨůĤĲƖШŸŉШƨƚĲƖƚЯШ]ƖŸƨƓƚЯШ
9ŸůƓƨƣĲƖƚШŔŰШċШ?ŸůċŔŰШоШ§ƖŊċŰŔǍċƣŔŸŰċũШÖŰŔƣƚЮШ 

7ƨŔũƣрŔŰШ§ĤŢĲĦƣШÅĲƓŸƖƣƚШ ÂƖŸƻŔĬĲƚШĦŸůƓũĲǂШƓċƖċůĲƣĲƖŔǍĲĬШƖĲƓŸƖƣƚЮШĲЮŊЮШÖƚĲƖƚШƽőŸШ
őċƻĲШ §ÑШũŸŊŊĲĬШŸŰШƖĲĦĲŰƣũǃШĤċƚĲĬШŸŰШċШĬċƣĲрƖċŰŊĲШ
ƻċũƨĲШы[ƖŸůШΝΜоΜΝоΞΜΝΜШÑŸШΝΜоΟΝоΞΜΝΜьЮШ 

7ƨŔũƣрŔŰШÉĲĦƨƖŔƣǃШÅĲƓŸƖƣƚШ ÂƖŸƻŔĬĲƚШƓƖĲрĬĲǯŰĲĬШÉĲĦƨƖŔƣǃо ƨĬŔƣŔŰŊШƖĲƓŸƖƣƚЮШ 

fŰƚŔŊőƣШÅĲƓŸƖƣƚШ ÅĲƓŸƖƣƚШÉƨůůċƖǃШċŰĬШ?ĲƣċŔũĲĬШŔŰŉŸƖůċƣŔŸŰШĤċƚĲĬШŸŰШ
ѢŉƖĲƕƨĲŰĦǃШŸŉШŸĦĦƨƖƖĲŰĦĲШы9ŸƨŰƣƚьѢШŸŉШŸĤŢĲĦƣƚШċŰĬШƣőĲŔƖШ
ċƣƣƖŔĤƨƣĲƚЯШĲЮŊЮШѢ ƨůĤĲƖШŸŉШƖĲĦĲŰƣũǃШĦƖĲċƣĲĬШŸĤŢĲĦƣƚШŔŰШċШ
ŊŔƻĲŰШƣŔůĲШƓĲƖŔŸĬѢЮШ 

ÂŸƽĲƖШÉĲċƖĦőШ [ċĦŔũŔƣċƣĲƚШƚĲċƖĦőŔŰŊШŸŉШƚĲũĲĦƣĲĬШƓĲƖůŔƚƚŔŸŰыƚьШŸƻĲƖШ ĦƣŔƻĲШ
?ŔƖĲĦƣŸƖǃШŸĤŢĲĦƣƚШũŔťĲШÖƚĲƖƚЯШ]ƖŸƨƓƚЯШ9ŸŰƣċĦƣƚЯШ9ŸůƓƨƣĲƖƚЯШ
§ƖŊċŰŔǍċƣŔŸŰċũШƨŰŔƣƚШċŰĬШ?ŸůċŔŰШ9ŸŰƣƖŸũũĲƖƚЮШĲЮŊЮШѢƽőŸШ
ĦċŰШĦőċŰŊĲШƓċƚƚƽŸƖĬƚШŸŉШƨƚĲƖƚШŔŰШċШĬŸůċŔŰѢШ 

ÑĲƖůŔŰċũШÉĲƖƻŔĦĲƚШÅĲƓŸƖƣƚШ ÅĲƓŸƖƣƚШċĤŸƨƣШÑĲƖůŔŰċũШÉĲƖƻŔĦĲƚШŸƖШÅĲůŸƣĲШ?ĲƚťƣŸƓШ
ÉĲƖƻŔĦĲƚШŔŰŉŸƖůċƣŔŸŰШŸŉШƖŸċůŔŰŊШƨƚĲƖƚШŔŰШċШĬŸůċŔŰЮШ 
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 Τ 

9ŸůƓċƖĲШÅĲƓŸƖƣƚШ 9ŸůƓċƖĲƚШƣőĲШƖĲƓŸƖƣƚШŊĲŰĲƖċƣĲĬШƨƚŔŰŊШ Åu ?ШċŰĬШ
ƓƖĲƚĲŰƣƚШƣőĲШĬŔǭĲƖĲŰĦĲШĤĲƣƽĲĲŰШƣőĲůЮШ 

xŔƚƣШŸŉШ ǍƨƖĲШ ?ШÅĲƓŸƖƣƚШ 

ǍƨƖĲШ ?ШÖƚĲƖƚШ ÅĲƓŸƖƣƚШċĤŸƨƣШ ǍƨƖĲШ ?ШÖƚĲƖШŔŰŉŸƖůċƣŔŸŰШċŰĬШƣőĲŔƖШċĦƣŔŸŰƚШ
ƓĲƖŉŸƖůĲĬШŸŰШƣőĲШƚĲũĲĦƣĲĬШƣĲŰċŰƣШĲЮŊЮШѢÅĲĦĲŰƣШũŸŊŸŰѢШ 

ǍƨƖĲШ ?Ш]ƖŸƨƓƚШ ÂƖŸƻŔĬĲƚШ]ƖŸƨƓШŔŰŉŸƖůċƣŔŸŰШċƻċŔũċĤũĲШƨŰĬĲƖШŊŔƻĲŰШƣĲŰċŰƣЮШ
ĲЮŊЮШѢ?ŔƚƣƖŔĤƨƣŔŸŰШ]ƖŸƨƓШċŰĬШÉĲĦƨƖŔƣǃШ]ƖŸƨƓѢЮШ 

ǍƨƖĲШ ?Ш?ŸůċŔŰƚШ [ċĦŔũŔƣċƣĲƚШƚĲċƖĦőŔŰŊШ ǍƨƖĲШ ?Ш?ŸůċŔŰƚШŉƖŸůШċШŊŔƻĲŰШ
ƣĲŰċŰƣЮШfƣШƓƖŸƻŔĬĲƚШũŔƚƣШŸŉШÖƚĲƖƚЯШ]ƖŸƨƓƚШċŰĬШ9ŸŰƣċĦƣƚШ
ċƻċŔũċĤũĲШƨŰĬĲƖШƣőĲШĬŸůċŔŰЮШĲЮŊЮШѢ?ŸůċŔŰШÉƨůůċƖǃѢШ 

ǍƨƖĲШ ?ШÅŸũĲƚШ ÂƖŸƻŔĬĲƚШƣőĲШũŔƚƣШŸŉШƖŸũĲƚШċƻċŔũċĤũĲШƨŰĬĲƖШƣőĲШĬŸůċŔŰШċŰĬШ
ƖŸũĲƚШƣőċƣШċƖĲШċƚƚŔŊŰĲĬШŉŸƖШƣőĲШƨƚĲƖƚЮШ 

ƨĬŔƣШxŸŊШ ÖƚĲƖрĬĲǯŰĲĬШƖĲƓŸƖƣƚШŉŸƖШƻŔĲƽŔŰŊШċĦƣŔŸŰШƓĲƖŉŸƖůĲĬШƨŰĬĲƖШ
ǍƨƖĲШ ?ШċĦƖŸƚƚШƨƚĲƖƚЯШ]ƖŸƨƓƚЯШ?ŸůċŔŰШĲƣĦЮШ ũũŸƽƚШƣőĲШ

ƨƚĲƖШƣŸШĦƖĲċƣĲШƣőĲŔƖШŸƽŰШÅĲƓŸƖƣƚШŉŸƖШĲƻĲƖǃШƚŔŰŊũĲШċĦƣŔŸŰШ
ƓĲƖŉŸƖůĲĬШŔŰШĬŸůċŔŰШŸƖШƣĲŰċŰƣЮШĲЮŊЮШљÖƚĲƖШxŸŊŔŰШ ĦƣŔƻŔƣǃњЮШ 

ÉĦőĲĬƨũĲĬШÅĲƓŸƖƣШ 

ÂŸƽĲƖШEǂƓŸƖƣШ ũũŸƽƚШƣőĲШƨƚĲƖШƣŸШƚĲũĲĦƣШůƨũƣŔƓũĲШƖĲƓŸƖƣƚШċŰĬШƖƨŰШƣőĲƚĲШ
ƖĲƓŸƖƣƚШċŊċŔŰƚƣШĬŔǭĲƖĲŰƣШĬŸůċŔŰƚШċƣШƚĦőĲĬƨũĲĬШŔŰƣĲƖƻċũƚЮШ
ÑőĲШƚĦőĲĬƨũĲƖШƚƨƓƓŸƖƣƚШƚĲƻĲƖċũШĬŔǭĲƖĲŰƣШƚĦőĲĬƨũŔŰŊШ
ŸƓƣŔŸŰƚЮШÑőĲШÂŸƽĲƖШEǂƓŸƖƣШƚƨƓƓŸƖƣƚШEǂƓŸƖƣШоШEрůċŔũШĬĲũŔƻĲƖǃШ
ŸƓƣŔŸŰƚШŔŰШĬŔǭĲƖĲŰƣШǯũĲШŉŸƖůċƣƚШċƣШƚĦőĲĬƨũĲĬШŔŰƣĲƖƻċũƚЮШ 

?ĲũŔƻĲƖǃШ§ƓƣŔŸŰƚШ 

EǂƓŸƖƣШ cĲũƓƚШƣőĲШƨƚĲƖШƣŸШĲǂƓŸƖƣШƖĲƓŸƖƣШĬċƣċШŊĲŰĲƖċƣĲĬШĤǃШ Åu ?ШƣŸШ
ċШǯũĲШƨƚŔŰŊШƻċƖŔŸƨƚШŉŸƖůċƣƚШŰċůĲũǃШcÑ~xШоШ9ÉéШоШñxÉñЮШ 

EрůċŔũШ ÂƖŸƻŔĬĲƚШƣőĲШŸƓƣŔŸŰШƣŸШĲрůċŔũШƣőĲШƖĲƓŸƖƣƚШŊĲŰĲƖċƣĲĬЮШ 
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 Υ 

[ŔũƣĲƖƚШ 

ÄƨŔĦťШ[ŔũƣĲƖШ ũũŸƽƚШǃŸƨШƣŸШƻŔĲƽШċШŰċƖƖŸƽШƚƨĤƚĲƣШŸŉШĬċƣċШĤǃШƚƓĲĦŔŉǃŔŰŊШċШ
ǯũƣĲƖШĦŸŰĬŔƣŔŸŰШƣőċƣШĦŸƨũĬШĲŔƣőĲƖШĤĲШċƓƓũŔĲĬШƣŸШċŰǃШŸŉШƣőĲШ
ǯĲũĬƚШŸƖШƣŸШċШƚƓĲĦŔǯĦШǯĲũĬШŔŰШƣőĲШĦƨƖƖĲŰƣШƖĲƓŸƖƣЮШ 

ĬĬоÅĲůŸƻĲШĦŸũƨůŰƚШ ĬĬоÅĲůŸƻĲШĦŸũƨůŰƚШĦċŰШĤĲШĦƖĲċƣĲĬШƽŔƣőШƣőĲШĬĲƚŔƖĲĬШƚĲƣШ
ŸŉШǯĲũĬƚШƣőċƣШċƖĲШƖĲũċƣĲĬШƣŸШċШŊŔƻĲŰШƖĲƓŸƖƣЮШ 

[ŔŰĬШ ÂƖŸƻŔĬĲƚШƣőĲШŸƓƣŔŸŰШƣŸШƚĲċƖĦőШŉŸƖШƚƓĲĦŔǯĦШĬċƣċШŔŰШċШƖĲƓŸƖƣЮШ 

ĬƻċŰĦĲĬШ[ŔũƣĲƖШ ũũŸƽƚШǃŸƨШƣŸШǯũƣĲƖШƖĲƓŸƖƣШĬċƣċШĤċƚĲĬШŸŰШĦŸůƓŸƨŰĬШċŰĬШ
ĦŸůƓũĲǂШǯũƣĲƖШĦŸŰĬŔƣŔŸŰƚЮШ ũƚŸШŊŔƻĲƚШƣőĲШƨƚĲƖШƣőĲШċĤŔũŔƣǃШƣŸШ
ĦƖĲċƣĲШǯũƣĲƖШĦŸŰĬŔƣŔŸŰƚШƣőċƣШŔŰĦũƨĬĲШŸŰĲШŸƖШůŸƖĲШǯĲũĬƚШŔŰШƣőĲШ
ƖĲƓŸƖƣШċŰĬШŔƚШċũƚŸШĦċƓċĤũĲШŸŉШƖĲƓŸƖƣŔŰŊШǯĲũĬƚШƽŔƣőШĲůƓƣǃШ
ƻċũƨĲƚШŔŰШƣőĲШƖĲƓŸƖƣЮШ 

  

 

ÉĲĲШ ũƚŸШ 

System requirements 

 

Who can use ARKAD? 

 

How to purchase? 

 

Technical SupportШ 

 

мΦн {ȅǎǘŜƳ ǊŜǉǳƛǊŜƳŜƴǘǎ 
 For latest information on system requirements, click System Requirements page in our 

website.  
 
 

мΦо ²Ƙƻ Ŏŀƴ ǳǎŜ !wY!5Κ 
Organizations running Microsoft Active Directory can greatly benefit from ARKAD. It is a 

powerful reporting tool for Active Directory Administrators. System Administrators can monitor 
and manage On-premises and online Active Directory Servers across the enterprise network in 

any location.  

https://www.vyapinsoftware.com/system-requirements/ARK-for-Active-Directory.pdf
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Users that would benefit from ARKAD:  

   

¶ Systems management personnelШ 
¶ System AdministratorsШ 
¶ Other Windows network product developersШ 
¶ Trainers and educators 
¶ Enterprise network planning personnelШ 

Organizations that would benefit from ARKAD: 

   

¶ Companies having Microsoft Enterprise Network based on Active DirectoryШ 
¶ Any company having Azure Active Directory Tenant.Ш 

 

мΦп Iƻǿ ǘƻ ǇǳǊŎƘŀǎŜΚ 
You can purchase ARKAD online from our website http://www.vyapin.com/. Please contact our 

Sales department at sales@vyapin.com for sales and price related queries. 

мΦр Iƻǿ ǘƻ ǊŜƎƛǎǘŜǊ ǘƘŜ ǎƻƊǿŀǊŜΚ 
Once you purchase the software online or through any one of our resellers, you will receive a 

sale notification through e-mail from our sales department. We will send you an e-mail with the 

necessary instructions to register the software. 

In case you do not receive an e-mail from our sales team after you purchase the software, 

please send the following information to our sales department at sales@vyapin.com with the 

sales order number: 

Á Company Name: End-user Company Name 

Á Location: City & Country for the Company Name given above 

Please allow 12 to 24 hours from the time of purchase for our sales department to process 

your orders. 

http://www.vyapin.com/
mailto:sales@vyapin.com
mailto:sales@vyapin.com
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Register screen 

Perform the following steps to register the software: 

1. Download evaluation/trial copy of software from the respective product page available 
in our website at http://www.vyapin.com/ 

2. Install the software on the desired computer. 

3. You will receive a license key through e-mail as soon as the purchase process is 
complete.  

4. Click 'Apply' in Help -> About ARK for Active Directory-> Register license Key... button 
to see the Register dialog (as shown in Image 1). 

5. Copy the license key sent to you through email and paste it in the 'License Key' textbox. 
For help on how to copy the license key, click 'See example' link in the Register dialog 
(as shown in Image 2). 

http://www.vyapin.com/
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How to copy license key screen 

¶ Select Help -> About ARK for Active Directory from toolbar. 

¶ The About ARK for Active Directory dialog will appear as shown below: 

 
About screen 

 

мΦс ¢ŜŎƘƴƛŎŀƭ ǎǳǇǇƻǊǘ 
 Ш 
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ARKAD Frequently Asked Questions (FAQ) section is available online at our website 

http://www.vyapin.com. 

Please direct all technical support questions to support@vyapin.com.ШInclude the following 
information to expedite a response:Ш 

a) Include the version of the product you are using. 

b) If the problem is associated with installation, include the steps that led to the problem. 

c) If the problem is associated with usage, please state the series of steps you performed. 

d) Include the version of the OS, info about any service packs or hot-fixes and local language 

of the OS installed.  

e) Attach the Error Log File -E.g., <Application Data Folder>\ARKADErrorLog.log   

Note:  

<Application Data Folder> is the common area where ARKAD settings will be stored in the 

computer running ARKAD. The <Application Data Folder> can be found from the Help -> 

About ARK for Active Directory. The default path of <Application Data Folder> is as follows: 

Windows 11 / Windows 10 / Windows 8 / Windows 8.1 / Windows Server 2022 / Windows 

Server 2019 / Windows Server 2016 Windows Server 2012 R2 / Windows Server 2012 - 

C:\Users\Public\Documents\ARKAD  

 

 

нΦ /ƻƴŬƎǳǊŜ !wY!5 

нΦм /ƻƴŬƎǳǊŜ 5ƛǊŜŎǘƻǊȅ {ŜǊǾŜǊ 
The Configuration Settings maintains a list of Directory Servers that can be managed through 

ARKAD. Using the Configuration Settings window, you can add/edit/delete the directory Servers 

and connect to the available directory servers to generate reports. 

нΦмΦм [ŀǳƴŎƘ /ƻƴŬƎǳǊŀǝƻƴ {ŜǩƴƎǎ 
You can launch ARKAD Configuration Settings :Ш 

http://www.vyapin.com/
mailto:support@vyapin.com
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 Ш 

 

The various operations that can be performed in the Configuration Settings are given below:  

Operation Description 

Add  To Add a Directory Server to the server list.  

Edit To Edit the properties of the Directory Server in the server list. 

Select a Directory Server and click Edit button.  

Delete  To Delete a Directory Server from the server list. Select a 

Directory Server and click Delete button.  

View 

Properties 
To view the properties of the Directory Server in the list. Select 

a Directory Server and click Properties button.  

Connect To connect to the Directory Server in the list and launch the 

report window. Select a Directory Server and click Connect 

button.  

Close  To close the Configuration Settings window. Click Close 

button.  
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нΦмΦн Iƻǿ ǘƻ !ŘŘ {ŜǊǾŜǊ ǘƻ /ƻƴŬƎǳǊŀǝƻƴ 

{ŜǩƴƎǎ 
You have to specify the directory server information for adding a directory server in ARKAD.Ш 

Directory Server - This section contains the information required to connect to the Active 

Directory Server (Domain Controller)  

Add a Directory Server to the list 

 Ш 

ΝЮ   Launch Configuration SettingsШwindow.  

ΞЮ   In the Configuration Settings window Select AD Report from the left pane and click Add 
button to add a Directory Server to the list in right pane.  

ΟЮ   The New Directory Server window will be displayed as shown below: 

  
¶ The list of domains available in the network will be loaded in the Domain Name 
dropdown. 

¶ Select a domain from the Domain Name dropdown. 
¶ The list of domain controllers for the selected domain will be loaded in the 
Domain Controller Name dropdown. 

¶ Select a domain controller from the Domain Controller Name dropdown. 

¶            
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4.   

   

Specify user name and the corresponding password to connect to the specified server. Ш 
 
Store the above user credential in Microsoft Windows Stored User Names and 

Passwords applet - In Built-in and Power Reports, ARKAD allows the user to enter 

different user credentials to connect to the Directory Server. Select the checkbox if you 

like to connect to the directory server using a different user context and to create a 

scheduled report task (unattended mode).  

 

By default, ARKAD will use the user account specified in the scheduled 'Run As' user 

context to connect to Directory Server in Power Reports tool. In case, if you decide to 

use different user context to connect to Directory Server when running the scheduled 

task, you can do so by storing the Directory Server user context for future use.  

 

ARKAD will store the user credential to connect to Directory Server in the Microsoft 

Windows Stored User Names and Passwords applet for security reasons. The stored 

user profile is tied to the user context (currently logged on user account) in which the 

profile is created. Hence, you will not be allowed to change the scheduled 'Run As' 

user context for the import task. 

 Ш 

ΡЮ   Click OK to add the Directory Server to the Configuration Settings list.Ш 

ΣЮ   ARKAD will connect to the Directory Server with the newly provided connection 
parameters and add it to the list, upon successful connection to the Directory Server. 
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ΤЮ   Click Cancel to abort the add process of the Directory Server to the Configuration 
Settings list. 

 

нΦмΦо Iƻǿ ǘƻ 9Řƛǘ {ŜǊǾŜǊ ƛƴ /ƻƴŬƎǳǊŀǝƻƴ 

{ŜǩƴƎǎ 
To Edit a Directory Server listing in the Configuration Settings, follow the steps given below: Ш 

ΝЮ   Launch Configuration Settings window.Ш 

ΞЮ   In the Configuration Settings window, select any row (Directory Server), Click Edit 

button to Edit an existing Directory Server in the list, as shown below:Ш 
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ΟЮ   The Directory Server Name cannot be modified during the edit operation.Ш 

ΠЮ   Specify user name and the corresponding password to connect to the specified 
server. Ш 

ΡЮ   Click OK to save and connect to the Directory Server with the newly provided 

connection parameters and update the Directory Server in the Configuration Settings 

list.Ш 
ΣЮ   ARKAD will connect to the Directory Server with the newly provided connection 
parameters and modify it in the list, upon successful connection to the Directory 

Server. Ш 
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 Ш 

ΤЮ   Click Cancel to retain the existing connection parameters of the Directory Server in 

the Configuration Settings list.Ш 

 

нΦмΦп Iƻǿ ǘƻ 5ŜƭŜǘŜ {ŜǊǾŜǊ ƛƴ /ƻƴŬƎǳǊŀǝƻƴ 

{ŜǩƴƎǎ 
Perform the following steps to delete a Directory Server: Ш 

ΝЮ   Launch Configuration Settings window.Ш 

ΞЮ   In the Configuration Settings window, select any row (Directory Server), click Delete 
button to delete the Directory Server from the Connection Manager list.Ш 
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ΟЮ   An alert message asking for confirmation to delete the Directory Server will be 
displayed as shown below:Ш 

 

 

ΠЮ   Click Yes to delete the selected Directory Server.Ш 

ΡЮ   Click No to abort the delete process of the selected Directory Server.Ш 

 

нΦмΦр Iƻǿ ǘƻ ±ƛŜǿ ǇǊƻǇŜǊǝŜǎ ƻŦ {ŜǊǾŜǊ ƛƴ 

/ƻƴŬƎǳǊŀǝƻƴ {ŜǩƴƎǎ 
Perform the following steps to view properties of Directory Server: Ш 

ΝЮ   Launch Configuration Settings window.Ш 
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ΞЮ   In the Configuration Settings window, select any row (Directory Server), click 
Properties button to view the properties of the selected Directory Server from the 

Configuration Settings list. Ш  

 Ш 

ΟЮ   The property window with the selected Directory Server information (Server Name, 
Domain Name, User Name, DNS Name, Connection Status, Is credential Saved) will 

be displayed as shown below: Ш 
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нΦн /ƻƴŬƎǳǊŜ !ȊǳǊŜ !ŎǝǾŜ 5ƛǊŜŎǘƻǊȅ 

нΦнΦм [ŀǳƴŎƘ /ƻƴŬƎǳǊŀǝƻƴ {ŜǩƴƎǎ 
You can launch ARKAD Configuration Settings :Ш 

  

 

 Ш 

 

The various operations that can be performed in the Configuration Settings are given below:  

Operation Description 

Add  To Add new tenant to the server list.  

Edit To Edit the properties of the tenant in the server list. Select a 

tenant and click Edit button.  

Delete  To Delete a tenant from the server list. Select a tenant and 

click Delete button.  

Connect To connect a tenant from the list of configured tenant that 

helps to launch the report window. Select a tenant and click 

Connect button.  
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Close  To close the Configuration Settings window. Click Close 

button.  

 

 

нΦнΦн Iƻǿ ǘƻ !ŘŘ ŀƴ !ȊǳǊŜ !5 ¢Ŝƴŀƴǘ 
You have to specify the Azure Active Directory tenant information for adding a tenant in 

ARKAD. 

  

Add Tenant to the listШ 

ΝЮ   Launch Configuration SettingsШwindow.  

ΞЮ   In Configuration Settings window, select Azure AD Configuration from the left pane, to 
view Azure AD Configuration Settings on the right pane.  

ΟЮ   In the right pane of Azure AD Configuration Settings, click Add button to add a new 
tenant to the Azure AD Configuration Settings. 

ΠЮ   The Add New Tenant will be displayed as shown below: 

  
¶ Enter Tenant Name, Description, User Name, Password and Client Secret to 
configure the Azure AD Tenant to list. 

¶            
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5.   

   

Specify user name and the corresponding password to connect to the specified server. Ш 
 

ARKAD will store the user credential to connect to Azure AD Tenant in the Microsoft 

Windows Stored User Names, Passwords and Client Secret applet for security 

reasons. The stored user profile is tied to the user context (currently logged on user 

account) in which the profile is created. Hence, you will not be allowed to change the 

scheduled 'Run As' user context for the import task. 

 Ш 

ΣЮ   Click OK to add the tenant information to the Configuration Settings list.Ш 

ΤЮ   ARKAD will connect to the tenant with provided connection parameters and add it to 
the list, upon successful connection to the Active Directory. 
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ΥЮ   Click Cancel to abort the add process of the Tenant to the Configuration Settings list. 

 

нΦнΦо Iƻǿ ǘƻ 9Řƛǘ ŀƴ !ȊǳǊŜ !5 ¢Ŝƴŀƴǘ 
To Edit a tenant listed in the Configuration Settings, follow the steps given below: Ш 

ΝЮ   Launch Configuration Settings window.Ш 

ΞЮ   In the Configuration Settings window, select any row (Tenant), Click Edit button to edit 

an existing tenant in the list, as shown below:Ш 
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ΟЮ   The Tenant Name and User Name cannot be modified during the edit operation.Ш 

ΠЮ   Specify the corresponding password to connect to the specified tenant. Ш 

ΡЮ   Click OK to save and connect to the tenant with the newly provided connection 

parameters and update the tenant information in the Configuration Settings list.Ш 

ΣЮ   ARKAD will connect to the tenant with the newly provided connection parameters and 
modify it in the list, upon successful connection to the Azure AD Tenant. Ш 
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 Ш 

ΤЮ   Click Cancel to retain the existing connection parameters of the Azure AD Tenant in 

the Configuration Settings list.Ш 

 

нΦнΦп Iƻǿ ǘƻ 5ŜƭŜǘŜ ŀƴ !ȊǳǊŜ !5 ¢Ŝƴŀƴǘ 
Perform the following steps to delete Azure AD Tenant: Ш 

ΝЮ   Launch Configuration Settings window.Ш 

ΞЮ   In the Configuration Settings window, select any row (Tenant), click Delete button to 

delete the tenant information from the Configuration Settings list.Ш 
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ΟЮ   An alert message asking for confirmation to delete the tenant, will be displayed as 
shown below:Ш 

 

 

ΠЮ   Click Yes to delete the selected tenant.Ш 

ΡЮ   Click No to abort the delete process of the selected tenant.Ш 

 

оΦ !5 wŜǇƻǊǘǎ 

оΦм hōƧŜŎǘ wŜǇƻǊǘǎ 
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оΦмΦм Iƻǿ ǘƻ ǾƛŜǿ 5ƻƳŀƛƴ wŜǇƻǊǘǎΚ 
 Ш 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click on Domain. 

   

Domain report 

 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Domain name (pre-Windows 2000), DNS name, Description, 

Domain functional level, Forest functional level}. 

   

The output would be displayed as shown below:  
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 Ш 

Click on tab to view the following information: {Object Name, Fully 

qualified domain name of object, Domain controller, Global Catalog, Read-Only Domain 

Controllers, Site Name, Operating System, Service Pack, FSMO role(s), IP Address}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Note: The "Read-Only Domain Controller" attribute would be set only on a Windows Server 

2008 domain controller and later.Ш 

  

Click on tab to view the following information: {Object Name, Fully qualified domain 

name of object, Trusted/Trusting Domain(s), Trusted, Trusting, Trust Direction, Trust 

Type, Trust Attributes, Created, Modified}. 

 Ш 

The output would be displayed as shown below:  
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 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Managed By}.  

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified domain 

name of object, Object class, Created, Modified, Original USN, Current USN}. 

 Ш 

The output would be displayed as shown below:  
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 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  
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 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Block Policy Inheritance, Group Policy Object Links, No 

Override, Disabled}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully 

qualified domain name of object, Name, Delegated Task}. 

 Ш 

The output would be displayed as shown below:  
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оΦмΦн Iƻǿ ǘƻ ǾƛŜǿ {ƛǘŜǎ wŜǇƻǊǘǎΚ 
 Ш 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click on Sites. 

   

Sites report 

 Ш 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΟΠ 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Description}. 

   

The output would be displayed as shown below:  

   

 
  

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Location}.  

  

The output would be displayed as shown below:  

 
  

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Object class, Created, Modified, Original USN, Current USN}. 

  

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΟΡ 

 
  

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

  

The output would be displayed as shown below:  

 
  

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

  

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΟΣ 

 
  

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Block Policy Inheritance, Group Policy Object Links, No 

Override, Disabled}. 

  

The output would be displayed as shown below:  

 
  

Click on tab to view the following information: {Object Name, Fully 

qualified domain name of object, Name, Delegated Task}. 

  

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΟΤ 

 

 

оΦмΦо Iƻǿ ǘƻ ǾƛŜǿ hǊƎŀƴƛȊŀǝƻƴŀƭ ¦ƴƛǘǎ 

wŜǇƻǊǘǎΚ 
 Ш 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click on Organizational Units. 

   



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΟΥ 

Organizational Unit General report 

   

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Description, Street, City, State/province, Zip/Postal Code, 

Country/region}. 

   

The output would be displayed as shown below:  

   

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Managed By}.  

 Ш 

The output would be displayed as shown below:  

 
 Ш 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΟΦ 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Object class, Created, Modified, Original USN, Current USN}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΠΜ 

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Block Policy Inheritance, Group Policy Object Links, No 

Override, Disabled}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully 

qualified domain name of object, Name, Delegated Task}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΠΝ 

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Member Type, Member Name}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, 

Created, Deleted, Last known parent}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΠΞ 

 
 Ш 

Note: The "Last known parent" attribute would be set only on a Windows Server 2003 domain 

controller and later.  

 

оΦмΦп Iƻǿ ǘƻ ǾƛŜǿ /ƻƳǇǳǘŜǊ !ŎŎƻǳƴǘǎ 

wŜǇƻǊǘǎΚ 
 Ш 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΠΟ 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane in the newly launched report window, and 

then click on Computer Accounts. 

   

Computer Accounts report 

 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Computer name (pre-Windows 2000), DNS name, Role, 

Description, Trust computer for delegation, Account is disabled, Last Logon}. 

   

The output would be displayed as shown below:  

   

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Member of, Active Directory Folder, Primary group name}.  

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΠΠ 

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Operating System, Version, Service Pack}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Location}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΠΡ 

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Managed By}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Object class, Created, Modified, Original USN, Current USN}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΠΣ 

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΠΤ 

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, 

Object SID, Created, Deleted, Last known parent}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Note: The "Last known parent" attribute would be set only on a Windows Server 2003 domain 

controller and later.  

 

Click on tab to view the following information: {Object Name, Fully 

qualified domain name of object,  Account is disabled, Last Logon}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΠΥ 

 

 

оΦмΦр Iƻǿ ǘƻ ǾƛŜǿ ¦ǎŜǊǎ wŜǇƻǊǘǎΚ 
 Ш 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click on Users. 

   



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΠΦ 

Users report 

 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, First Name, Initials, Last Name, Display 

Name, Description, Employee ID,Employee Number, Office, Telephone Number, Phone 

Numbers (Others), E-mail, Web Page, Web Page Address (Others)}. 

   

The output would be displayed as shown below:  

   

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Display Name, Street, PO Box, City, 

State/Province, Zip/Postal Code, Country/Region}.  

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΡΜ 

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Display Name, User logon name, User logon 

name (pre-Windows 2000), Log On To, Account is locked out, User must change 

password at next logon, User cannot change password, Password never expires, Store 

password using reversible encryption, Account is disabled, Smart card is required for 

interactive logon, Account is trusted for delegation, Account is sensitive and cannot be 

delegated, Use DES encryption types for this account, Do not require Kerberos 

preauthentication, Account expires, Account expiration date}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Display Name, Profile Path, Logon Script, 

Local Path, Connect to}. 

 Ш 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΡΝ 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, 

Object SID, Fully qualified domain name of object, Display Name, Home, Home Phone 

(Others), Pager, Pager Number (Others), Mobile, Mobile Number (Others), Fax, Fax 

Number (Others), IP Phone, IP Phone Number (Others), Notes}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, 

Object SID, Fully qualified domain name of object, Display Name, Title, Department, 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΡΞ 

Company, Manager, Direct Reports}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Member Of, Membership Group GUID, 

Membership Group SID, Membership Group FQDN, Primary group name}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Object GUID,Object SID, Fully qualified domain name of object, Remote Access 

Permission, Callback Option}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΡΟ 

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Object class, Created, Modified, Original 

USN, Current USN}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Owner, Name, Type, Permissions, Inherited, 

Apply To}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΡΠ 

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Owner, Name, Type, Permissions, Inherited, 

Apply To}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object 

GUID, Object SID, Fully qualified domain name of object, Last Logon, Password last set 

date, Password expiration date}. 

 Ш 

Note: ARKAD calculates the last logon date and time by adding the local time zone 

information. This time zone information is retrieved from the local computer on which ARKAD 

is run. Also, last logon value for a user can be displayed as empty value if it is not set in the 

directory or if the current user context or specified user context does not have sufficient 

privileges to read the attribute from the directory.  

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΡΡ 

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, 

Object SID, Fully qualified domain name of object, Resultant PSO, PSO Precedence, 

PSO Description}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Note: Effective PSO report is applicable only for Windows Server 2008 and later.  

 Ш 

Click on tab to view the following information: {Object Name, Object GUID, 

Object SID, Created, Deleted, Last known parent}. 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΡΣ 

 
 Ш 

Note: The "Last known parent" attribute would be set only on a Windows Server 2003 domain 

controller and later.  

Click on tab to view the following information: {Object Name, Object GUID, 

Object SID, Fully qualified domain name of object, Employee ID, Employee Number, 

Employee Type, Department Number, Division, Car License, House Identifier, Room 

Number, Assistant, Secretary}. 

 Ш 

The output would be displayed as shown below:  

 

 

оΦмΦс Iƻǿ ǘƻ ǾƛŜǿ DǊƻǳǇǎ wŜǇƻǊǘǎΚ 
 Ш 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΡΤ 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click on Groups. 

   

Groups report 

 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Group Name (pre-Windows 2000), 

Description, E-mail, Group Scope, Group Type, Notes}. 

   

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΡΥ 

   

 
  

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Member GUID, Member SID, Member FQDN, 

Members, Sub-group members}.  

  

The output would be displayed as shown below:  

 
  

Note: The &quotMembers" report shows members of nested groups as well. That is, if 

Members field in the report contains a group, then its corresponding members would be 

displayed in Sub-group members field. Also, the nested group name will appear in the 

Members field as "Containing Group\Contained Group".  

   

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Member Of, Membership Group GUID, 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΡΦ 

Membership Group SID, Membership Group FQDN}. 

  

The output would be displayed as shown below:  

 
  

Click on tab to view the following information: {Object Name, Object GUID, 

Object SID, Fully qualified domain name of object, Managed By}. 

  

The output would be displayed as shown below:  

 
  

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Object class, Created, Modified, Original 

USN, Current USN}. 

  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΣΜ 

The output would be displayed as shown below:  

 
  

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Owner, Name, Type, Permissions, Inherited, 

Apply To}. 

  

The output would be displayed as shown below:  

 
  

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Owner, Name, Type, Permissions, Inherited, 

Apply To}. 

  

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΣΝ 

 
  

Click on tab to view the following information: {Object Name, Object GUID, 

Object SID, Created, Deleted, Last known parent}. 

  

The output would be displayed as shown below:  

 
  

Note: The "Last known parent" attribute would be set only on a Windows Server 2003 domain 

controller and later.  

 

оΦмΦт Iƻǿ ǘƻ ǾƛŜǿ /ƻƴǘŀŎǘǎ wŜǇƻǊǘǎΚ 
 Ш 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΣΞ 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

 Ш 

Contact report 

 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, First Name, Initials, Last Name, Display Name, Description, 

Office, Telephone Number, Phone Numbers (Others), E-mail, Web Page, Web Page 

Address (Others)}. 

   

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΣΟ 

   

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Display Name, Street, PO Box, City, State/Province, Zip/Postal 

Code, Country/Region}.  

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Display Name, Home, Home Phone (Others), Pager, Pager 

Number (Others), Mobile, Mobile Number (Others), Fax, Fax Number (Others), IP Phone, 

IP Phone Number (Others), Notes}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΣΠ 

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Display Name, Title, Department, Company, Manager, Direct 

Reports}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Member Of, Primary group name}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΣΡ 

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Object class, Created, Modified, Original USN, Current USN}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΣΣ 

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, 

Created, Deleted, Last known parent}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΣΤ 

 
 Ш 

Note: The "Last known parent" attribute would be set only on a Windows Server 2003 domain 

controller and later.  

 

оΦмΦу Iƻǿ ǘƻ ǾƛŜǿ CƻǊŜƛƎƴ {ŜŎǳǊƛǘȅ 

tǊƛƴŎƛǇŀƭǎΚ 
 Ш 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΣΥ 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click on Foreign Security Principals. 

   

Foreign Security Principals report 

 Ш 

Click on tab to view the following information: {Object Name, Readable Name, 

Object GUID, Object SID, Fully qualified domain name of object, Description}. 

   

The output would be displayed as shown below:  

   

 
 Ш 

Click on tab to view the following information: {Object Name, Readable Name, 

Object GUID, Object SID, Fully qualified domain name of object, Member Of, 

Membership Group GUID, Membership Group SID, Membership Group FQDN}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΣΦ 

 
 Ш 

Click on tab to view the following information: {Object Name, Readable Name, 

Object GUID, Fully qualified domain name of object, Object class, Created, Modified, 

Original USN, Current USN}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Owner, Name, Type, Permissions, Inherited, 

Apply To}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΤΜ 

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, Object 

SID, Fully qualified domain name of object, Owner, Name, Type, Permissions, Inherited, 

Apply To}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΤΝ 

Click on tab to view the following information: {Object Name, Object GUID, 

Object SID, Created, Deleted, Last known parent}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Note: The "Last known parent" attribute would be set only on a Windows Server 2003 domain 

controller and later.  

 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΤΞ 

оΦмΦф Iƻǿ ǘƻ ǾƛŜǿ w{ƻt wŜǇƻǊǘǎΚ 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click on RSoP. 

   

Note:   RSoP reports can be generated for Domain Controllers running Windows Server 2003 

and later.  

 Ш 

  
RSoP report 

 Ш 

Click on tab to view the following information: {Object Name, Policy, Setting, 

Source GPO}. 

   

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΤΟ 

   

 
 Ш 

Click on tab to view the following information: {Object Name, Policy, 

Setting, Source GPO}.  

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Policy, Setting, 

Source GPO}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΤΠ 

 
 Ш 

Click on tab to view the following information: {Object Name, Policy, Log Success, 

Log Failure, Source GPO}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Policy, 

Setting, Source GPO}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΤΡ 

 
 Ш 

Click on tab to view the following information: {Object Name, Policy, Setting, 

Source GPO}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Group Name, 

Members, Source GPO}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΤΣ 

 
 Ш 

Click on tab to view the following information: {Object Name, Service Name, 

Startup Mode, Source GPO}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object Path, Mode, 

Source GPO}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΤΤ 

 
 Ш 

Click on tab to view the following information: {Object Name, Object Path, 

Mode, Source GPO}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Policy Name, 

Description, Source GPO, Precedence}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΤΥ 

 
 Ш 

Click on tab to view the following information: {Object Name, GPO Name, 

GUID Name, ID, Access Denied, Enabled, File System Path, Filter Allowed, WMI Filter ID, 

Version}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, GPO Name, 

Applied Order, Enabled, Link Order, No Override, SOM Order}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΤΦ 

 

 

оΦмΦмл Iƻǿ ǘƻ ǾƛŜǿ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘǎ 

wŜǇƻǊǘǎΚ 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click Group Policy Objects. 

   



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΥΜ 

Note:   Group Policy Object reports require GPMC to be installed on the local computer 

where ARKAD is running. However, for generating Security, Auditing and Deleted Objects 

reports GPMC is not required. For Comment reports, Windows Server 2008 and later versions 

of GPMC is required.  

 Ш 

  
Group Policy Object Report 

 Ш 

Click tab to view the following information: {Object Name, Unique ID, Fully 

qualified domain name of object, Domain, User configuration enabled, Computer 

configuration enabled, Created, Modified, WMI Filter, User configuration version, 

Computer configuration version}. 

   

The output would be displayed as shown below:  

   

 
 Ш 

Click on tab to view the following information: {Object Name, Unique ID, Fully 

qualified domain name of object, Linked Object, Linked Object Type, Block Policy 

Inheritance, Enforced, Link Enabled, Linked Object FQDN}.  

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΥΝ 

 
 Ш 

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Object Type, Block Policy Inheritance, Linked GPO, Linked GPO 

FQDN, Linked GPO ID, Linked GPO Domain, Link Order, Enforced, Link Enabled}.  

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Unique ID, 

Fully qualified domain name of object, Account Name, Account Type, Account SID, 

Account FQDN,}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΥΞ 

 
 Ш 

Click on tab to view the following information: {Object Name, Unique ID, Fully 

qualified domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Unique ID, Fully 

qualified domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΥΟ 

 
 Ш 

Click on tab to view the following information: {Object Name, Unique ID, Fully 

qualified domain name of object, Domain, Comment}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Note: Comment report is applicable only for Windows Server 2008 and later.  

 Ш 

Click on tab to view the following information: {Object Name, Object GUID, 

Created, Deleted, Last known parent}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΥΠ 

 
 Ш 

Note: The "Last known parent" attribute would be set only on a domain controller running 

Windows Server 2003 and later.  

 

оΦмΦмм Iƻǿ ǘƻ ǾƛŜǿ {ǘŀǊǘŜǊ Dthǎ wŜǇƻǊǘǎΚ 
 Ш 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΥΡ 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click Starter GPOs. 

   

Note:   Starter GPO reports require GPMC to be installed on the local computer where 

ARKAD is running. Also these reports are applicable only for Domain Controllers running 

Windows Server 2008 and later.  Ш 

 Ш 

Click tab to view the following information: {Object Name, Unique ID, Domain, 

Starter GPO type, Created, Modified, Version, Author, Product}. 

   

The output would be displayed as shown below:  

   

 
 Ш 

Click on tab to view the following information: {Object Name, Unique ID, 

Comment}.  

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΥΣ 

 
 Ш 

Click on tab to view the following information: {Object Name, Unique ID, Name, 

Class, SID, Type, Permission, Inherited, Apply To}.  

 Ш 

The output would be displayed as shown below:  

 

 

оΦмΦмн Iƻǿ ǘƻ ǾƛŜǿ ²aL CƛƭǘŜǊǎ wŜǇƻǊǘǎΚ 
 Ш 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΥΤ 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click WMI Filters. 

   

Click tab to view the following information: {Object Name, Unique ID, Fully 

qualified domain name of object, Description, Author, Created, Modified, Linked GPO, 

Linked GPO FQDN}. 

   

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΥΥ 

   

 
 Ш 

Click on tab to view the following information: {Object Name, Unique ID, Fully 

qualified domain name of object, Namespace, Query}.  

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Unique ID, Fully 

qualified domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΥΦ 

 
 Ш 

Click on tab to view the following information: {Object Name, Unique ID, Fully 

qualified domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

 Ш 

The output would be displayed as shown below:  

 
 Ш 

Click on tab to view the following information: {Object Name, Object GUID, 

Created, Deleted, Last known parent}. 

 Ш 

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΦΜ 

 
 Ш 

Note: The "Last known parent" attribute would be set only on a domain controller running 

Windows Server 2003 and later.  

 

оΦмΦмо Iƻǿ ǘƻ ǾƛŜǿ tŀǎǎǿƻǊŘ {ŜǩƴƎǎ 

hōƧŜŎǘǎ wŜǇƻǊǘǎΚ 
 Ш 

Select option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΦΝ 

corresponding domain controller. The report window will be launched after the domain and the 

selected domain controller are validated.Ш 

Select and expand the domain node in the left pane of the newly launched report window, and 

then click Password Settings Objects. 

   

NOTE:   Password Settings Objects reports are applicable only for Domain Controllers 

running Windows Server 2008 and later.  Ш 

 Ш 

Click tab to view the following information: {Object Name, Fully qualified domain 

name of object, Description}. 

   

The output would be displayed as shown below:  

   

 
  

Click on tab to view the following information: {Object Name, Fully 

qualified domain name of object, Minimum Password Age, Maximum Password Age, 

Minimum Password Length (characters), Password History Length (Passwords 

remembered), Password Complexity Enabled, Password Reversible Encryption 

Enabled}.  

  

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΦΞ 

 
  

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Account Lockout Threshold (Invalid logon attempts), Account 

Lockout Duration, Reset Account Lockout counter after}.  

  

The output would be displayed as shown below:  

 
  

Click on tab to view the following information: {Object Name, Fully qualified domain 

name of object, Precedence, Linked Object, Linked Object Type, Linked Object FQDN}.  

  

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΦΟ 

 
  

Click on tab to view the following information: {Object Name, Fully qualified domain 

name of object, Object class, Created, Modified, Original USN, Current USN}. 

  

The output would be displayed as shown below:  

 
  

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

  

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΦΠ 

 
  

Click on tab to view the following information: {Object Name, Fully qualified 

domain name of object, Owner, Name, Type, Permissions, Inherited, Apply To}. 

  

The output would be displayed as shown below:  

 
  

Click on tab to view the following information: {Object Name, Object GUID, 

Created, Deleted, Last known parent}. 

  

The output would be displayed as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΦΡ 

 
  

Note: The "Last known parent" attribute would be set only on a domain controller running 

Windows Server 2003 and later.  

 

оΦн vǳƛŎƪ wŜǇƻǊǘǎ 
 

оΦнΦм !ōƻǳǘ vǳƛŎƪ wŜǇƻǊǘǎ 
The Quick Reports feature in ARKAD provide a quick and consistent way for administrators to 

retrieve specific information from a Active Directory Domain.  

 

Currently, the Quick Reports feature includes reports of Groups, Users, Contacts and 

Computer Accounts. 

The benefits of using the Quick Reports is as follows:  

ΝЮ Reports can be generated for particular information at Active Directory. 
ΞЮ Export and E-mail the generated reports.Ш 

See Also  

How to generate Quick Reports? 

 

оΦнΦн Iƻǿ ǘƻ ƎŜƴŜǊŀǘŜ vǳƛŎƪ wŜǇƻǊǘǎΚ 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΦΣ 

 ШSelect option under AD Reports button. The 

Configuration Settings will appear on the screen which will allow you to select a domain and a 

corresponding domain controller. The report window will be launched after the domain and 

the selected domain controller are validated.Ш 

 

This window shows the list of reports that can be generated . Select a report from the list of 

reports under domain node. After the data collection process is complete, the report would be 

generated in a report window as shown below: 
 

   

 

 

 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΦΤ 

оΦо .ǳƛƭǘπƛƴ wŜǇƻǊǘǎ 
 

оΦоΦм !ōƻǳǘ .ǳƛƭǘπƛƴ wŜǇƻǊǘǎ 
The Built-in reports feature provides several reports to retrieve frequently accessed 

information across Active Directory. Built-in reports are easy to use and speeds-up the report 

generation process.  

 

The built-in reports feature provides reports on the following resource categories. For a 

detailed list of reported items and their settings, for each category, follow the links below.  

¶ Built-in Object Reports 

¶ Built-in Security  Reports 

¶  

The benefits of using the Built-in reports is as follows:  

ΝЮ Easy to view frequently accessed significant information. Ex: Recently Created / 
Modified / Deleted objects report.Ш 

ΞЮ Reports can be generated for particular information at Active Directory. Ш 
ΟЮ Modify the Parameters of the several reports. Ш 
ΠЮ Export and E-mail the generated reports.Ш 

 

 

оΦоΦн Iƻǿ ǘƻ ƎŜƴŜǊŀǘŜ .ǳƛƭǘπƛƴ hōƧŜŎǘ 

wŜǇƻǊǘǎΚ 
Perform the following steps to generate a Built-in object report.  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΦΥ 

Select under AD Reports button in the tool bar.  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΦΦ 

Step 1: Report Selection 

1. The Built-in Reports window with the list of reports will be displayed as shown below:  
 

 
ΞЮ This window shows the list of reports that can be generated across domain/domains in 
a forest. Select a report from the list of reports.  
Click Next to proceed to the next step.  

Step 2: Field Selection 

1. To select fields from a report, click on the desired field in the list of Available Fields, 

and then click button.  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΝΜΜ 

 

 
ΞЮ To remove selected fields, click on the desired field in the list of Selected Fields, and 

then click button. 
ΟЮ You can use the arrow buttons to order the selected fields. To move a field up by one 

position in the list of selected fields click button. To move a field down by one 

position in the list of selected fields click button.Ш 
ΠЮ Click Next to proceed to the next Step.  

Step 3: Server Selection 

1. Specify a domain controller for which you want to generate the selected Built-in report. 
Click Select button to specify a domain controller. The Configuration Settings will be 
displayed which will allow you to specify a domain controller.  
 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΝΜΝ 

   
2. Click Finish to generate the report.  

After the data collection process is complete, the report would be generated in a report 

window as shown below:  

 

  

 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΝΜΞ 

оΦоΦо Iƻǿ ǘƻ ƎŜƴŜǊŀǘŜ .ǳƛƭǘπƛƴ {ŜŎǳǊƛǘȅ 

wŜǇƻǊǘǎΚ 
Perform the following steps to generate a Built-in object report.  

Select under AD Reports button in the tool bar.  

  

Step 1: Report Selection 

1. The Built-in Security Reports window with the list of reports will be displayed as shown 
below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΝΜΟ 

 

 
ΞЮ This window shows the list of reports that can be generated across domain/domains in 
a forest. Select a report from the list of reports.  
Click Next to proceed to the next step.  

Step 2: Object Selection 

1. Select the desired object(s) from the list, using the checkboxes, for which you want to 
view permissions defined.  
 

 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΝΜΠ 

ΞЮ Click Next to proceed to the next step.  

Step 3: Domain Controller Selection 

 

         

 

ΝЮ Click Select to specify a domain controller and corresponding domain for which you 
want the report generated. The Configuration Settings will be displayed which will allow 
you to specify a domain controller. Note that the report can be generated only against 
the domain you specify in this step. During report generation you may specify any 
domain controller that belongs to the selected domain.Ш 

ΞЮ You may select specific containers in the domain to restrict the domain scope and 
collect data for objects in selected containers. If no containers are selected, data will 
be collected by searching the entire domain structure.Ш 

ΟЮ In order to select specific containers, select Scan Selected Containers in Domain 
option, and then click Browse to select containers in the domain. The container 
browser dialog will be displayed as shown below:  

../../Connect%20to%20Domain/Launch_Connection_Manager.htm


ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΝΜΡ 

 

 

ΠЮ Select the desired container and click OK. Note that only one container may be 
selected at a time. To select another container, click Add From. Note that ARKAD 
scans the specified container for the objects selected in Step 2 of this wizard  

ΡЮ ARKAD defaults to scanning all the sub-containers under a given container. If you want 
to change the Include sub-containers option click Edit Options. The Container Options 
dialog will be displayed as shown below:  

 
ΣЮ Please note that Container Selection is not applicable for Domain, Sites, GPOs and 
WMI Filters.Ш 

ΤЮ Click Next to proceed to the next step. 

Step 4: Specify User/Group Accounts (Optional) 

 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΝΜΣ 

         

 

ΝЮ Specify user and/or group account names to view permissions assigned to specific 
accounts on objects in the directory.Ш 

ΞЮ Select an operator from the drop-down list, and then specify an account name to add 
to the list. You may specify a part of account name to include in list by using operators 
other than equals (=) and not equals (). Note that for equals and not equals operators 
you have to specify account name in "Domain Name\Account Name" format.  

ΟЮ Click Add to list to add the specified account name to list.Ш 
ΠЮ Click Next to proceed to the next step. 

Step 5: Field Selection 

 Ш 



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΝΜΤ 

 Ш Ш Ш Ш  Ш

 

ΝЮ To select fields for the report, click on the desired field in the list of Available Fields, 

and then click button.  
ΞЮ To remove selected fields, click on the desired field in the list of Selected Fields, and 

then click button.  
ΟЮ You can use the arrow buttons to order the selected fields. To move a field up by one 

position in the list of selected fields click button. To move a field down by one 

position in the list of selected fields click button.Ш 
ΠЮ Click Finish to save the permissions report.Ш 

After the data collection process is complete, the report would be generated in a report window 

as shown below:  



ÅuШŉŸƖШ ĦƣŔƻĲШ?ŔƖĲĦƣŸƖǃШы Åu ?ьШƻΦЮΟ 

 ΝΜΥ 

 

 

 

оΦп CƻǊŜǎǘ wŜǇƻǊǘǎ 
 

оΦпΦм !ōƻǳǘ CƻǊŜǎǘ wŜǇƻǊǘǎ 
  

The Forest Reports feature in ARKAD allows the user to generate reports across domains in a 

forest. Also, forest reports can be scheduled for off-line generation by using the Power Export 

Tool. In ARKAD, forest reports can be generated across domains by specifying a Global 

Catalog server.  

Currently, the Forest Reports feature includes reports of Domain, Sites, Groups, Users, 

Contacts and Group Policy Objects (under Object Reports category) that can be generated 

across domains in a forest.  
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оΦпΦн Iƻǿ ǘƻ ƎŜƴŜǊŀǘŜ CƻǊŜǎǘ wŜǇƻǊǘǎΚ 

1. Select under AD Reports button in the 
tool bar.  

2. The Forest Reports window with the list of reports will be displayed as shown below:  
 

 

3. This window shows the list of reports that can be generated across domains in a forest. 
Select a report from the list of reports.  
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Click Next to proceed to the next step.  

4. Specify a domain controller that holds the Global Catalog for which you want to 
generate the selected report. Please note that the domain controller that you specify 
must be a Global Catalog server for generating forest reports. Click Select button to 
specify a domain controller. The Configuration Settings will be displayed which will 
allow you to specify a domain controller.  
 

 

5. Click Finish to generate the report.  

6. After the data collection process is complete, the report would be generated in a report 
window as shown below:  
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7. To generate another report across domains click on the browse button ("...") next to 
Report name in the report window.  

 

оΦр tŜǊƳƛǎǎƛƻƴǎ wŜǇƻǊǘǎ 
 

оΦрΦм !ōƻǳǘ tŜǊƳƛǎǎƛƻƴǎ wŜǇƻǊǘǎ 
The Permissions Reports feature in ARKAD allows the user to create user-defined reports for 

viewing permissions assigned to specific accounts on objects in the directory. Permissions 

Reports are categorized based on the type of permissions that they report, namely, Security 

Permissions and Auditing Permissions. Permissions Reports can be created for all objects that 

ARKAD reports on except for RSoP and Starter GPOs. In addition, these reports can be 

generated against specific containers for specific Users/Groups in a domain and additional 

criteria may be applied to get a narrow subset of data.  

оΦрΦн Iƻǿ ǘƻ ŎǊŜŀǘŜ tŜǊƳƛǎǎƛƻƴǎ wŜǇƻǊǘǎΚ 
The Permissions Reports Wizard allows you to create or edit a permissions report. You can 

access the Permissions Reports Wizard from the Permissions Reports Window. 

 Ш 

The Permissions Reports wizard will guide you through the following steps to create or edit a 

permissions report. During edit operation, however, the permissions report name and its report 
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category cannot be modified. 
 Ш 

Step 1: Report Category Selection 

 

         

 

ΝЮ Select a report category from the list. You can select only one category. Permissions 
Reports are categorized based on the type of permissions they report. That is, Security 
Permissions category reports Security tab data, whereas, Auditing Permissions 
category reports Auditing tab data. 

ΞЮ Click Next to proceed to the next step. You may Click Back button anytime to come 
back to a previous step. 

Step 2: Object Selection 

 


























































































































































































































































































































































