User Manual
ARK for Active Directory

ARK for Active Directory

Copyright & 2006 - 2016 Vyapin software Systems Private Limited. All Rights Reserved.
Email: support@wvyapin.com  Web: www.wyapin.com

Last Updated: September 2016
Copyright © 2006 -2016 Vyapin Software Systems Private Ltd. All rights reserved.

This document is being furnished by Vyapin Software Systems Private Ltd for information purposes only to licensed users of
the ARKAD software product and is furnished on an AAS | So
implied. ARKAD is a trademark of Vyapin Software Systems Private Ltd. Information in this document is subject to change
without notice and does not represent any commitment on the part of Vyapin Software Systems Private Ltd. The software
described in this document is furnished under a license agreement. The software may be used only in accordance with the
terms of that license agreement. It is against the law to copy or use the software except as specifically allowed in that license.

No part of this document may be reproduced or retransmitted in any form or by any means, whether electronically or
mechanically, including, but not limited to the way of: photocopying, recording, or information recording and retrieval systems,
without the express written permission of Vyapin Software Systems Private Ltd.

4GP

'VYAPIN

’ -
‘\\YA‘

Vyapin Software Systems Private Limited

Website: http://www.vyapin.com/
Sales Contact: sales@vyapin.com
Technical Support: support@vyapin.com

basi s,



Table of Contents

About ARK for Active Directory (ARKAD) i e
System REQUIFEMENES oo iciciireeiiie cvrrree e ssiirr e e e e stnnees eeeeeennreeeee e 7
Who can USe ARKAD? it e aeeeeae e
How to register the SOftware? .oiiiiies e ——— e 9
Technical SUPPOIT oo e e 12

How to use ARKAD effectively? s . e 13
Configure DIreCtOry SEIVEI i e aereee e 14
Launch Connection Manager  ....cccccviiiiiiiieiiiiies e eeenaeee 15
How to Add Server to Connection Manager? i eeeeevrireee e 16
How to Edit Server in Connection Manager? s e 19
How to Delete Server in Connection Manager? i avveeeeenennn, 21
How to View Properties of Server in Connection Manager? —  ...ooiiiiiieennieeene .22
How to Find Data in @ REPOI? i eevevcvvevcnrrnreeee aeeeaeeas 23
HOW to EXPOrt Data?  ...ooccciiiiiiiiiiiiis it eeeeeareneee e 24
HOW t0 E -Malil DAta? ....ccccociiiiiiiiiiiiiis vt e 25
HOW to refresh Data? .o iiiis e aeeereeee e 29
How to Add / Remove COlUMNS? i e e 30
How to Use Advanced Filter? . e eeeeeans 31
How to Use QUICK FIlter? it et avvvvesannnnens 34
How to read the Report Status [abel? s 35
How to Configure SMTP SEIVEI? e e e 37
How to Configure Profile Manager?  ...iiiiies e ... 38

Object Reports (Working with Reports) i e 40
How to view DOmain R €POMS? . v aeeeaeaas 41
How to view Site REPOIS?  oiiiiies e e 46
How to view Organizational Unit REPOMS? .iiiiiiiiiiies e, 50
How to view Computer ACCounts REPOIMS? i e 55
How to view USers REPOMS? oo eeeeeeeee v eeeeeeeeees 61
How to view Groups REPOMS?  oiiiiiiiiiiieiiiie e aneeeens 69
How to view Contacts REPOIS? i e e 74
How to view Foreign Security PrinCipalS? —  .oiiiiiie e 79
HOw to View RSOP REPOMS?  ooviiiiiiiiiiciiiieiiiis e niees eeeenaeeas 83
How to view Group Policy Object Report S s e 90
How to view Starter GPO REPOMS? i et riee e ... 95
How to view WMI Filter REports? s e e 97
How to view Password Settings Objects Reports? e e 100

QUICK REPOIS cooiiiiiiis ittt e e es eeeee e .105
About QUICK REPOIMS oo e e 106
How to generate QUICK REPOIS? s e ... 107

BUIilt -INREPOIMS oo icccciis e eeeeeee e e a———————— 108
About Built -iN REPOMS oot e e 109
How to Generate Built  -in Object REPOMS? .o e 110

How to Generate Built  -in Security REPOMS?  .cooiiiiiiiiiiiiiiee e 113



FOorest Reports .o e
About Forest Reports  .....ccccccevviiiiieieeiiiiee e
How to generate Forest Reports?  .....cccceeeeiviiiiinne

Permissions Reports i e
About Pe rmissions Reports ........cccceeveeevecvvnennn,

How to create Permissions Reports?  .....ccccccveveeene

How to generate Permissions REpPOrtsS? i e

How to Manage Permissions Reports?  .......cccceeee
Custom Reports  .ooiiiiiiiiees v
About Custom Reports ..o
How to create Custom Reports?  ......cccoccveeeeinninnn,

How to generate CuStom REPOITS? i e e e

How to manage Custom Reports?  .......ccoceveeeviinnn
Custom LDAP Query Reports i

About Custom LDAP Queries  .....ccocceveeviiiiiienennnnns

How to Create Custom LDAP Query Reports? ...

How to Generate Custom LDAP Query Reports?

How to Manage Custom LDAP Query REpPOrS? i v

How to Delete Custom LDAP Query Reports? ...
AD Summary Reports i e,

About AD Summary Reports  ......cccceeeinieeeinieeens

How to generate AD Summary Reports? ...

T TS To | LA =T 0T 1 =

About Insight Reports ..o,
How to view Insight Report for Organizational Units?
How to view Insight Report for Computer Accounts?
How to view Insight Report for Users?  .......cccees

How to view Insight Report for GroUpS? oo e

POWEr SEAICh s e e —————

About Power Search  .....ccooovvvviiiiiiiieeeee e

How to Perform a New Power Search?  .................

How to Manage Power  Search RepOrs? .....ccccooviiiiiiiiiiiiices e

How to Generate Power Search Reports? ...
How to Perform a New Account Search? ...

How to generate Terminal Services Reports?

About Terminal Services REPOMS .ooiiiiiiiiieiiis e

How to generate Terminal Services REPOMS? e e

Power EXport ..o
About Power EX port .....cccccvviviiiiiiiiiees e
Schedule Tasks Manager ........cccccceeeeinniineennn.
Schedule Object Reports  .....coovccvveeeeevviiieennn,
Schedule Built -in Object Reports .......cccccoeiiiieenenns
Schedule Built -in Security Reports  .......cccocvveeeenns
Schedule Forest Reports — ......coccceeeeeiiiniiiennnn.
Schedule Permissions Reports  ......ccccceeeevvvcivieeeennnnns
Schedule Custom Reports  ....occcvveveevviciiieeeeeens



Schedule Custom LDAP QUENES REPOIMS oo vciiieeeniiiiee reveeeesnineeeee e 237

Schedule AD Summary Reports  iiiiiies s e 242
Schedule QUICK REPOIMS i e avvreereae 247
Schedule Terminal Services  REPOIMS ..oooiiiiiiiiiiiiiiieiiis e 252
Compare REPOIS s e aeeeeee 257
How to Compare REPOIMS .o s aeeeren 258
REfEIENCE oo e e e 260
TroubleshOOotiNg ..ot e 261

How to UNinstall ARKAD? oo ieeeeeeieiiiiies it e e s 262



About ARK for Active Directory (ARKAD)

ARK for Active Directory

(ARKAD) is a powerful reporting tool for the Microsoft Active

Directory Enterprise. ARKAD collects configuration information about various objects and
their properties in the Active Directory and reports them in a simple but elegant format
for System Administrators and IT Infrastructure Managers.

Feature Name

Feature Description

List of Reports

Object Reports

Reports about objects and their properties in Active Directory like
Users, Groups, OU, GPO etc.,

Quick Reports

Provides a quick and consistent way for administrators to retrieve
specific attributes information from a Active Directory Domain.
E.g. Disabled User Accounts.

Permissions User - defined reports for viewing permissions assigned to specific

Reports accounts on objects in the directory.

Forest Reports Allows the user to generate forest -wide reports for Users, Groups
etc.eg Users OMember ofdé details for
forest.

Custom Reports Allows the user to create their own custom reports (user -defined)
by combining different sections of an Object Report). e.g. List of

all User with their name, e - mail, manager, company, Title,
logon name, mobi le no, address details, Account details
etc .,

Custom LDAP

Allows the user to create their own Quick Reports to search only

Queries the specified domain partition, and searches can be narrowed
down to a single containe  r/OU object. Users can also specify their
own LDAP queries

AD Summary Provides overall summary information about a single Active

Reports Directory domain.  e.g. Total number of users, Groups,

Computers in a Domain / Organizational Units

Built_-in Object
Reports

Provides complex parameterized reports. e.g. Users who have
NOT logged on recently based on a date -range value (From
10/01/2010 To 10/31/2010)

Built -in Security

Reports

Provides pre -defined Security/Auditing reports.

Insight Reports

Reports Summary and Detailed information based on "frequency
of occurrence (Counts)" of objects and t heir attributes, e.g.
"Number of recently created objects in a given time

period".

Power Search

Facilitates searching of selected permission(s) over Active
Directory objects like Users, Groups, Contacts, Computers,
Organizational units and Domain Controllers. e.g. "who can
change passwords of users in a domain"

Terminal Reports about Terminal Services or Remote Desktop Services
Services Reports information of roaming users in a domain.

Compare Compares the reports generated using ARKAD and presents the
Reports difference between them.

Scheduled Report

Power Export

Allows the user to select multiple reports and run these reports
against different domains at scheduled intervals. The scheduler
supports several different scheduling options. The Power Export
supports Export / E  -mail delivery options in different file formats
at scheduled intervals.

Delivery Options

Export

Allows you to view a narrow subset of data by specifying a filter
condition that could either be applied to any of the fields or to a




specific field in the current report.

E- mail Provides the optionto e - mail the reports generated.

Filters

Quick Filter Allows you to view a narrow subset of data by specifying a filter
condition that could either be applied to any of the fields or to a
specific field in the current report.

Add/Remove Add/Remove columns can be created with the desired set of fields

columns that are related to a given report.

Find Provides the option to search for specific data in a report.

Advanced Filter

Allows you to filter report data based on compound and complex
filter conditions. Also gives the user the ability to create filter
conditions th at include one or more fields in the report and is also
capable of reporting fields with empty values in the report.




System Requirements

For the computers running by ARKAD

Hardware: Intel Pentium Ill or higher processor, 512 MB of RAM, 30 MB disk

Operating System: Windows 10 / Windows 8 / Windows 7 / Windows Server 2008 /
Windows Server 2008 R 2 / Windows Server 2012 / Windows Server 2012 R2 with .NET
Framework 4.0 with the latest service packs.

Software: MDAC

For the computers reported by ARKAD

Windows Server 2012 R2 / Windows Server 2012 / Windows Server 2008 R2 / Windows
Server 2008 running Active Directory. Please refer FAQ for more information.


http://msdn.microsoft.com/en-us/data/aa937730.aspx

Who can use ARKAD?

Any company having Windows 2012 / Windows 2008 / 2003 Active Directory servers

Users that would benefit from ARKAD

U Systems management personnel

U System Administrators

U Other Windows network product developers
U Trainers and educators

U Enterprise network planning personnel

Organizations that would benefit from ARKAD

U Companies having Microsoft Enterprise Network based on Active Directory
% Any company having Windows 2012 / 2008 / 2003 Active Directory servers



How to register the Software?

Once you purchase the software online or through any one of our resellers, you will
receive a sale notification through e -mail from our sales department. We will send you
an e -mail with the necessary instructions to register the software.

In case you do n ot receive an e -mail from our sales team after you purchase the
software, please send the following information to our sales department at
sales@vyapin.com with the sales order number:

T Company Name: End-user Company Name
T Location: City & Country for the Company Name given above

Please allow 12 to 24 hours from the time of purchase for our sales department to
process your orders.

Register ARK for Active Directory

Licenze Type: 15-day Evaluation Copy
To register the =oftware, copy and paste the license key in the textbox below:

Apphy ” Cancel

Image 1 - Register screens
Perform the following steps to activate the software:

1) Download evaluation/trial copy of software from the respective product page
available in our website at http://www.vyapin.com/

2) Install the software on the desired computer.

3) You will receive a license key through e -mail as soon as the purchase process is
complete. You can also request the license key by using the Request License

K e y ébutton in about dialog

4) Click 'Apply' in Help -> About -> About ARK for Active Directory A Register

Li cense Key é sdethe¢ Register diabg (as shown in Image 1).



5) Copy the license key sent to you through email, and pastes it in the ‘License Key'
textbox. For help on how to copy the license key, click &ee example ' link in the
Register dialog (as shown in Image 2).

How to copy license key 5]

---- BEGIN LICENSE KEY (COPY BELOW THIS LINE) ----tsaect and then Copy the]

‘/ selected text

il CEAY JKw Y BBAGCN1gDolIChTC CAmK G Cis GAQQ Bajd Y Aw GgagJZhll CWR 1D Ag AB A
3Jm EAI CAD AEEAAAAAAAAAAARAAAAAAAAAAEECPS D T2ZmecKIDgina Chivic NWQ Bgglg
«iq8Saslqyql9gzHG Yngf9b Nn4323 PIB Drebhspaz ChvivAFmes) G Onwrls HA-H2x GLVFI
JweGp/ZahiKibs/bn Blxs51295 Qg D 03z Cafy KOw NSZ24g LF QU Yx2rySk UUsIRc1HgbuC
¥Swafpiog3HGrB3 Gy Zzk S4U14gxs3900 P2o NF Bimxf QWiq 1d Lk JAPaTfush Ht PUlySZQdk
DIjALET KKgig Lzt 2 E3FriSTAWKeie RSfmnn NSO 1WWRMT22Ag0b7 ANCQOTEQ Y30 F
G7dBf QHpf2+Hiskrf RlyiHRvp PZ+s LFm K3\2 BTdxXGyk IR40MAa7 Ox 1 Yr3awlqTeon+o
EAHbzns 001 Np 19AIuF PI0z2v Hili+J Xqoom Tq+B GTage SpMEIHC kW In 02 Tn THWS Ne
FbhDdz H3W0 1 CuTY R2 Nt NoSky LD3sZbk Yaf P+C Pigiy Rmd0 1 Jg%Dnve? siN3wh /L04
JSbbEm/Q0zJ P RAr'n Ly flah GuXDpJdp Kgalf LENj9 Pf Gs Qft U+2xbw F K\dPB+PFZWwm U
JpQEx44higo PhTyw+C 0pq8 01,28 P ExDA Y HuJh? Ron Od HewhiKm Ae=

---- END LICENSE KEY (COPY ABOVE THIS LINE) -----

Image 2 - How to copy license key screen

Request License Key:

Select Help A About ARK for Active Directory from toolbar.
The About ARK for Active Directory dialog will appear as shown below:
About ARKAD

ARK for Active Directory

Copyright () 2006-2016 Vyapin Software Systems Private Limited. All Rights Reserved.,
Email: support@vyapin.com  Web: www. vyapin.com

View License Agreement

Computer Name: rd71
Full Computer Name: rd71.vsslab.local
Program Folder: C:\Program Files (x88)\ARKAD 8.x\,

Application Data Folder: C:\Users\Public\Documents \ARKAD 8. x E
Product:

License Type: 15-day Evaluation Copy

License Description:  This software is meant solely for evaluation purposes only. -

You are on day: lof 15

Remaining Days: 14

Reguest license key... ] [ Register license key...

Click Request license key € button. The Request License Key dialog will appear as



shown below:

e "

Request License Key | 22 |

Enter the details below to request a license key to register the product. The
license key wil be delivered to the e-mail address stated in this form,

" Cortact Name:

* Company:
* Email:

* Phane:

(Courtry Code, Area Code. Phone Mo )
= Order [D:
* Full Computer Mame: rd71.vsslab local

License Type: {Optional)

e.d., Single License, Site License

Submit ” Cancel ]

Enter the following details and click Submit to place the license key through email.

Contact Name: End-User of the product.

Company: End-user Company Name.

Email: Email address where the license key has to be sent.
Phone: Phone number with country code and area code.
Order ID:  Order/Transaction ID reference.

License Type: License that was purchased.

=A =4 =4 A -4 A



Technical Support

ARKAD Frequently Asked Questions (FAQ) section is available online at our website
http://www.vyapin.com.

Please direct all technical support questions to support@vyapin.com. Include the
following information to expedite a response:

a)

b)

c)

d)

e)

Include the version of the product you are using.

If the problem is associated with installation, include the steps that led to the
problem.

If the problem is associated with usage, please state the series of steps you
performed.

Include the version of the OS, info about any service packs or hot -fixes and local
language of the OS installed.

Attach the Error Log File - E.g., <Application Data Folder >\ ARKADErrorLog.log
NOTE:

<Application Data Folder> is the common area where ARKAD settings will be

stored in the computer running ARKAD. The <Application Data Folder> can be
found from the Help A About ARK for Active Directory. The path will be  as
follows:

Windows 10, Windows 8, Windows 7, Windows Server 2012 R2 , Windows Server 2012,
Windows Server 2008 R2, Windows Server 2008 - C:\ Users \ Public \ Documents \ ARKAD
8.X



How to use ARKAD effectively?

Configure Directory Server

Launch Connection Manager

How to Add Server to Connection Manager?

How to Edit Server in Connection Manager?

How to Delete Server in Connection Manager?

How to View poperties of Directory Server in Connection Manager?

How to find data in a report?

How to Export Data?

How to Refresh Data?

How to Add / Rport Columns?

How to use Advanced Filter?

How to use Quick Filter?

How to read the Report Status label?

How to Confiqure @TP Server?

How to Configure Profile Manager?




Configure Directory Server

The Connection Manager maintains a list of Directory Servers that can be managed
through ARKAD. Using the Connection Manager window, you can add/edit/delete the
directory Servers and connect to the available directory servers to generate reports.



Launch Connection Manager

! Use the Connection Manager to manage Directory Servers through ARKAD. Click Add to add a
ﬂ new Directory Server. Select a Directory Server in the list to Edit/DeletefVerify connection and
connect to the Directory Server,

You can launch ARKAD Connection Manager

Server Name

<| m | »

Domain Name User Name Password Connection Status &'

[ Connect ] [ Close ]

The various operations that can be performed in the Connection Manager are given

below:

Operation Description

Add To Add a Directory Server to the server list.

Edit To Edit the properties of the Directory Server in the server list. Select a Directory
Server and click Edit button.

Delete

To Delete a Directory Server from the server list. Select a Directory Server and
click Delete button.

View Properties

To view the properties of the Directory Server in the list. Select a Directory Server
and click Properties button.

Connect To connect to the Directory Server in the list and launch the report window. Select
a Directory Server and click Connect button.
Close To close the Connection Manager window. Click Close button.




How to Add Server to Connection Manager?

Add a Directory Server

You have to specify the directory server information for adding a directory server in
ARKAD

Directory Server - This section contains the information required to connect to the
Active Directory Server (Domain Controller

Add a Directory Server to the list

1) Launch Connection Manager  Window.

2) In the Connection Manager window, click Add button to add a Directory Server to
the list.

3) The New Directory Server window will be displayed as shown below:

-~

73:3 Select domain

Specify a domain controller or select an Active Directory domain
from the drop-down list, and then select a domain controller.
Check 'Log on as current user' to specify alternate credentials to
connect to the DC.

@ Specify Domain Controller

DC Name: |

Select Domain Controller

------ SELECT & DOMAIN------

[¥] Log on as current user
DISCOVERY\adminuser
(L i1l 121}

Store the above credentials in Microsoft windows .é
Stored User Mame and Passwords applet b

Cancel

V The list of domains available in the network will be loaded in the Domain
Name dropdown.

V Select a domain from the Domain Name dropdown.

V The list of domain controllers for the selected domain will be loaded in the
Domain Controller Name  dropdown.

V Select a domain controller from the Domain Controller Name  dropdown.



" Y

33 Select domain

Specify a domain controller or select an Active Directory domain
from the drop-down list, and then select a domain controller. Use
'Log on as current user' option to specify alternate credentials to
connect to the DC.

(") Specify Domain Controller

@ Select Domain Controller

Domain Name: [RESEARCHLAB "] Refresh

DC Name: [RD3D v]
Note: This option requires NetBIOS over TCP/IP to be enabled.

[ Log on as current user

User Name: RESEARCHLAB\adminuser3
Eass.‘\,ord: a000RRRNS
7] Store the above credentials in Microsoft Windows 0

' Stored User Name and Passwords applet

ok ] | Cancel |

4) Specify user name  and the corresponding password to connect to the specified
server.

Store the above user credential in Microsoft Windows Stored User Names

and Passwords applet - In Built -in and Power Reports, ARKAD allows the user
to enter different user credentials to connect to the Directory Server. Select the
checkbox if you like to co  nnect to the directory server using a different user
context and to create a scheduled report task (unattended mode).

By default, ARKAD will use the user account specified in the scheduled 'Run As'

user context to connect to Directory Server in Power Rep orts tool. In case, if you
decide to use different user context to connect to Directory Server when running

the scheduled task, you can do so by storing the Directory Server user context

for future use.

ARKAD will store the user credential to connect to Directory Server in the
Microsoft Windows Stored User Names and Passwords applet for security reasons.

The stored user profile is tied to the user context (currently logged on user

account) in which the profile is created. Hence, you will not be allowed to change
the scheduled 'Run As' user context for the import task.

5) Click OK to add the Directory Server to the Connection Manager list.



6) ARKAD will connect to the Directory Server with the newly provided connection

parameters and add it to the list, upon successful connection to the Directory
Server.

==
X

B 3

Use the Connection Manager to manage Directory Servers through ARKAD. Click Add to add a

new Directory Server, Select a Directory Server in the list to Edit/Delete /Verify connection and
connect to the Directory Server.

Server Name _ Domain Name User Name _Password Comechon'

RD30 RESEARCHLAB RESEARCHLAB\adminuser3

Connected

B @

o T—

| Comnect | [ Close |

7) Click Cancel

to abort the add process of the Directory Server to the Connection
Manager list.



How to Edit Server in Connection Manager?

Edit a Directory Server

To Edit a Directory Server listing in the Connection Manager, follow the steps given
below:

1) Launch Connection _Manager Window.

2) Inthe Connection Manager window, select any row (Directory Server), Click Edit
button to Edit an existing Directory Server in the list, as shown below:

L il st ol

g Use the Connection Manager to manage Directory Servers through ARKAD. Click Add to add a
:g new Directory Server. Select a Directory Server in the list to Edit/Delete /Verify connection and
connect to the Directory Server.

Server Name Domain Name User Name Password Connection !

RESEARCHLAB SEARCHLAB\adminuser3 **+¥+** Connected

B L @R

< L) »

[ Comect | [ Cose |

3) The Directory Server Name cannot be modified during the edit operation.

4) Specify user name and the corresponding password to connect to the specified
server.

5) Click OK to save and connect to the Directory Server with the newly provided

connection paramet ers and update the Directory Server in the Connection
Manager list.

6) ARKAD will connect to the Directory Server with the newly provided connection

parameters and modify it in the list, upon successful connection to the Directory
Server.



Use the Connection Manager to manage Directory Servers through ARKAD. Click Add to add

new Directory Server. Select a Directory Server in the list to Edit/Delete /Verify connection and
connect to the Directory Server.

Server Name _DomainName User Name _Password Connectlon'

RD30 RESEARCHLAB RESEARCHLAB\a2dminuser3 **++F*** Connected

i s

L P —————————————————

»

| Comect | [ Close |

7) Click Cancel to retain the existing connection parameters of the Directory Server
in the Connection Manager list.



How to Delete Server in Connection Manager?

Delete a Directory Server

Perform the following steps to delete a Directory Server
Window.

Launch Connection Manager

1) In the Connection Manager window, select any row (Directory Server), click
Delete button to delete the Directory Server from the Connection Manager list.

R

Use the Connection Manager to manage Directory Servers through ARKAD. Click Add to add a
new Directory Server. Select a Directory Server in the list to Edit/Delete /Verify connection and
connect to the Directory Server.

Server Name Domain Name

User Name Password Connection ! &
| RESEARCHLAB SEARCHLAB\adminu:

cor? *EEFEEEE
Sers

Connected

»

[ Comnect | [ Cose |

2) An alert message asking for confirmation to delete the Directory Server will
be displayed as shown below:

@ Do you want to delete selected DC from the list?

Yes || Mo |

4) Click yes to delete the selected Directory Server.

5) Click No to abort the delete process of the selected Directory Server.



How to View Properties of Server in Connection Manager?

View properties of Directory Server

Perform the following steps to view properties of Directory Server:

1) Launch Connection Manager  Window.

2) In the Connection Manager window, select any row (Directory Server), click
Properties button to view the properties of the selected Directory Server
from the Connect ion Manager list.

! IUse the Connection Manager to manage Directory Servers through ARKAD, Click Add to add a
!_g new Directory Server. Select a Directory Server in the list to Edit/Delete Verify connection and
connect to the Directory Server.

Server Mame Domain Name |ser Mame Password Connection !

RESEARCHLAB RESEARCHLAB\adminuser3 =*sesss Connected

B g @G

1 LU i F

| Comnect | [ Cose |

3) The property window with the selected Directory Server information (Server
Name, Domain Name, User Name, DNS Name, Connection Status, Is credential
Saved) will be displayed as shown below:

| Domain Name RESEARCHLAB

User Name RESEARCHLAB\adminuser3)
DNS Name researchlab.local
Connection Status |Connected

Is credential saved | True




How to Find Datain a Report?

You can use the find feature in ARKAD to search for specific data in a report.

To search for data in a report, just type the characters or words you want to find in the
find edit box, available in the report window, and then click on. [L‘)]

NOTE: You can use the ™" wildcard character in the search criteria. The "*" wildcard
character act as a place holder for zero or more characters. However, note that you
cannot use the "?" wildcard character in the search criteria.

For instance, if you want to search for 'Domain’ in a report. Type Domain, without
guotations, in the edit box, and then click on Find Button.

NOTE : The search criteria should not be enclosed within quotation marks.

NOTE : ARKAD performs a case insensitive search of the specified search criteria in the
report.

By default, ARKAD adds an asterisk as a suffix to the specified search criteria, if no
wildcard characters were present in it. In this case, ARKAD finds a match in the report
for all fields that have the text Domain followed by zero or more characters, that is,
Domain, Domain Controllers, and Domain Admins etcetera.

For all the matches found, ARKAD highlights the corresponding columns in the grid, and
scrolls the grid automatically to the first occurrence.

NOTE: ARKAD finds additional occurrences of the specified search criteria
instantaneously. To locate other occurrences of the same search criteria in a report you
need to scroll the report grid downwards.

The following table summarizes the behavior of the find feature:

Search Criteria Description

Domain Searches the report for domain followed by zero or more characters. For
instance, domain, domain admins etc.

*Users Searches the report for users starting with zero or more characters and
ending with users. For instance, users, mobile users etc.

*User* Searches the report for user starting with zero or more characters and ending
with zero or more characters. For instance, user template, backup user etc.




How to Export Data?

The Export feature helps the user to export report data generated by ARKAD to a file
using various formats namely HTML/CSV/XLSX.

Click on button in the report window or select Export option under File menu
to export report data to a file in the desired format.

( Export ‘

Select the export path, format, file name and table name for the report
to be exported.

LT s Public\Documents\ARKAD B4\ spor

File Format;

File Name:  Delete Permissions-Domain

(V| Export to time-stamped sub-folder

[ oK I’ LCancel ]

Specify a file name to export report data to or accept the default file name. Specify the
export path and select a desired file format. The path refers to the destination location

where the output file generated should be stored. It can be given using the Browse
button. To avoid overwrite existing files, if any, in the specified export path, By default,
the report will be exported to a time -stamped sub -folder, in the format 'YYYY -MM-DD

HH.MM.SS', under the specified export path.

In CSV file format, the information is stored as comma separated values. For each
report, a CSV file will be generated. The name of the CSV file will be the name of the

report and is stored in the specified destination path if "Export to time -stamped folder"
option is cleared or under a sub -folder, of the form YYYY -MM-DD HH.MM.SS, under the
specified export path if "Export to time -stamped folder" option is set.

In HTML and XLSX file format, the information is stored in the html and xIsx file
respectively. For ea ch report, a HTML file will be generated. The name of the HTML file

will be the name of the report and is stored in the specified destination path if "Export

to time -stamped folder" option is cleared or under a sub -folder, of the form YYYY -MM-
DD HH.MM.SS, under the specified export path if "Export to time -stamped folder" option

is set.



How to EMail Data?

ARKAD provides the option to e-mail the reports generated.

Click button in the toolbar to e -mail the report to e

mail dialog will be displayed as shown below:

-mail recipients. E

@ E-mail Report

arﬁ format and option to attach the report as zip file format.

=

Specify SMTP Server name, From Address, To address, Subject, Body of the e-mail message, attachment

SMTP Server: RD4S

From: Alex G, Stewart

E To... |AIec.E FringesBilly Doctrove;Davor J Robinsor|

Subject: Reset password permission on users

Attachment Format: |HTML v Compress the attachment

=1

Send

Check

Please find the attachment generated by ARKAD.

With Regards,
Alex G. Stewart

For e -mailing reports, ARKAD requires SMTP Server , From E -malil
Addresses (recipients separated by semicolon) and the report attachment format.

Specify SMTP server name , from Address, To Address, mail subject, mail content,

attachment format and option to compress the attachment.

button to send the report by e  -mail to the selected recipients.

Address, To E -mail



Check names

ARKAD provides check name feature to check the existence of corresponding mail

enabled recipient object in Active Directory. To check name, click

&

Check| putton. If the

entered name matches with a mail object in the Active directory / its trusted domain,
name entered in From Address textbox will be replaced by the corresponding active
directory recipient object. If there is more than one match, a dialog which contains
mat ching Active Directory recipients will appear as shown below. You can select one or

more recipient and click OK.

Admin Report Kit for Exchange Server Founds more than one "da"

Do you want to:
(7) Delete this Recipients from the list

@ Changeto

3_, David S. Robinson[david@discovery local]

= Davor J. Robinson[davor@discovery local]

To get more information about the listed recipients under Change to

andthen cick RmReten]

, select the name,

Davor

Robinson

Davor J. Robinson

Business Architect Management

Prolong Solutions

davor Mobile number: 251-3464574890

davor @discovery.local

davorlong.com




If there is no match for the name entered by the user in Active Directory, a dialog will
appear as shown below:

&/ Check Names

Admin Report Kit for Active Directory does not recognize “z"

Do you want to:
Y

@ Delete this recipient from the list

") Changeto Cancel

i (No suggestions) ]

o

Select Delete option in the above dialog to remove the recipient name from To Address
text box Click Cancel button to close this dialog and the unresolved recipient(s) will
appearin red colour.

Address Book

ARKAD provides Address Book feature to search for any mail enabled recipient object
(say, person, distribution list, contact, public folder) you want to send a message to.

Click [@ button and then use the Find Names dialog box to search for the
recipient object you want to send a message to. (Note that you can't use the Find
Names dialog box to search for distribution lists in your Contacts folder.) Select the

object's name in the list and then click Add recipient to...To.



Name i Office Job Title Company

[E=Damen R. ... .. Villent Tec.. ManagerO... Villent Tec...
2 David S.R... Olivic Tech... Editor Olivic Tech...
& Davord. R... 251-84211 Prolong Sol... Business A... Prolong Sol..

To get more information about one of the names in the list, such as department or
phone number, select the name, and then click



How to refresh Data?

Refresh the current report data to view the latest information from the Domain
Controller.

Click On sadicl button in the toolbar available in the report window or press F5 to
refresh report data . Alternatively, you can right -click on the grid, in the right pane of the
report window, and then select 60 Re f r e s hfrordthe canbext menu. The existing data
will be cleared and latest data will be loaded in the report window.



How to Add / Remove Columns?

Click on

sew |

©& Refresh Data

FS

Add/Remove columns...

Reports Pane

to Add/Remove Columns

«1 Add/Remove columns @

Object Name
Fully qualified domain name of object
Domain name (pre-Windows 2000)
DNS name

Description

Domain functional level
Forest functional level

Use this settings for future use

[§elect All ][ Clear All ]

o

| [ Cancel ]

Click 28!t Al | for selecting  all the check boxes.

Click [ Clearall | tor clearing all the check boxes.

You can use the arrow buttons to order the fields. To move a field up by one position in

the list of fields click button. To move a field down by one position in the list of

fields click button

You can retain Add/Re

for future use' checkbox

Click button for  confirming the changes.
Click button for cancelling the operation.

move columns settings for future use by selecting 'Use this setting



How to Use Advanced Filter?

Advanced Filter tool allows you to filter report data based on compound and complex
filter conditions. Unlike Quick Filter, Advanced Filter gives the user the ability to create
filter ¢ onditions that include one or more fields in the report and is also capable of
reporting fields with empty values in the report.

ARKAD allows for complete filter management for advanced filters. You can create new
filters, edit existing ones to suit your needs and delete unwanted filters.

The Advanced Filter tool is available just below the report grid in the right pane as
shown below:

. . 1 »
Advanced Filters: "'NU Filter Applied-- | Y [ |58 |

To apply a filter to the current report, select the filter from the Advanced Filters drop
down and click on button .

To remove a filter applied to the current report, select No Filter Applied from the

Advanced Filters drop -down and click on button.

Create a new filter

Click on ? to create a new advanced filter for the current report

The Filter window will appear as shown below:

Specify a name for the filter. Click Select Fields button to select the fields you want to appear in the
report. Tao filter by field values, you may select a field, and then an operator and a value from the
corresponding drop-down lists, and then click Add to filter to add the filter condition.

Filter Name: | }
Field Operator Values

Saest 3 3 3
( Add to Filter |

[ Save ][ Cancel ]




To set a filter condition, follow these steps.

1) Specifya name for the filter.

2) Click on [ 2#lectFields.. | piton to select the fields you want to appear in the

report. However, this step is optional. ARKAD, by default, displays all the fields of
the report if you choose not to select specific fields of the report.

3) Choose a field name , an operator and a poss ible value from the respective

drop -down lists.

4) click | Addto Fiter Jto add the ~ filter condition.

5) Then the Add to Filter button will change to AND to Filter and OR to Filter

button will be enabled. The selected condition will be added as shown below.

Filter

Specify a name for the filter. Click Select Fields button to select the figlds you want to appear in the
report. Tafilker by field values, vou may zelect a field, and then an operator and a value fram the
comesponding drop-down lists, and then click Add ta filker to add the filter condition.

Filter Marme: i.ﬁ.dminis.tr_a.t.cur Group Filter |

Field O peratar Waluez

| [Dbject Hame] ¥ | !i W | !.ﬁ.dministratnrs |

| AND to Filker { [ '0R! ta Filter ]

Save J[ LCancel ]

6) Click Save to apply the filter to the current report. Also, the filter will be saved to
the filter database, for later use. You can select a filter from the advanced filters
drop -down list and apply it to a report.

The report status label, just above the grid, shows the filter status "Filter:"  that
indicates whether the current report is filtered or not.

For a normal view ,the filter status will appear as | Filter: Not Applied |

For a filtered view ,the filter status will appear as | Filter. Applied |




NOTE:

Click to clear all the filter conditions in the list.

T use [ AND to Filter [ ‘0B to Filter ] and m to

build enhanced filter condition as shown below:

(Field A = Value 1 AND Field B = Value 2) OR (Field C = Value 3 AND Field D
= Value 4)

T Use IEIE to remove the parenthesis

1 Use to delete a condition from the list of filter conditions. This will
remove the currently selected filter condition from the list.

Edit an existing filter

To edit an existing saved filter, select the filter from the advanced filters drop -down list,

and then click on 74 button. The filter window will appear on the screen. You may edit
the fields -list and filter conditions. Also, you can choose to save the filter in a different
name, retaining the original filter, or overwrite t he existing filter with the new filter
conditions and fields  -list.

You can also edit the built -in filters provided in the application. However, once you
overwrite a built  -in filter with a new fields -list and/or filter conditions, you will loose the
original built -in filter. So, it is advisable to save the modified built -in filter to a different
name, which will allow you to retain the original filter and have a customized version of

the filter that suits your needs.

Delete an existing filter

To delete an existing filter , select the filter from the advanced filters drop -down list and
click on 8 button.

However, if the filter, that you had deleted, had been applied to a report, ARKAD
removes the filter from being applied to that report, and then dele tes the selected filter.

NOTE : Built -in filters provided by ARKAD cannot be deleted.



How to UseQuick Filter?

The Quick Filter allows you to view a narrow subset of data by specifying a filter
condition that could either be applied to any of the fields or to a specific field in the
current report.

The Quick Filter tool is available just below the report grid in the right pane as shown
below:

Quick Filter: | &ny Field v f_= vl

Apply Filt er
To filter report data , follow these steps:

1. Select a field from t he f i-d@Wwndliétsinstdad,dfyou want to apply the

filter condition to any of the fields in the current report, select AAny Fifeoind 0

the fi el-doslistdr op
2. Select an operator from t he ope r-dowrnlistdésidalfieldsgirop  -down.
3. Type in a filter condition in the edbwntlst.box, besi de
NOTE : You can use wildcard characters such as A*0 and A?0 in the fi

The filter condition can include regular characters as well as wildcard characters

as given below:

Filter Condition Description Example

a* Character starting with a [Object Name] = a*

finds object name
beginning with a, for
example ARKAD,
Administrator, and so
on.

a? Character starting with a and [Object Name] = a? Finds
maximum of two characters object name that has only
including a two characters, starting

with a, for example AD
and so on.

a?d* Minimum of three characters, [Object Name] = a?d*
the first character being a, finds object name
middle character may be any beginning with a, that has
single chara(;ter and the last any single character in the
character being d middle and ending with d

followed by zero or more
characters.

Click on to apply tke filter condition.

Remove Filter

To remove the quick filter

button.

that had already been applied to the current report, click on




How to read the Report Status labé&l

ARKAD displays a report status label  (just above the grid in the right pane of the
report window) where you can see the following information in the specified order:

1) Report generation time  -stamp
2) Report status

3) Filter status

The report status  label is shown below:

lGenerated on: 12 Jul, 2006 3:49:35 PM Status: Completed Filter: Not Applied

The report status label consists of three panes as mentioned earlier.

Report generation time - stamp
The first pane shows the date and time on which the report was last generated in the
format dd MMM, yyyy hh:mm:ss AM/PM. This time -stamp information will help you

identify if the report contains latest domain information.
Report status

The second pane in the report status label shows the status of th e report collection
process.

The following table shows the possible messages that might be displayed in this pane:

Status message Meaning

Completed Report collection completed successfully without any
error(s)

Completed with errors Report collection was completed. However, some errors

(see note) were encountered during data collection.

Cancelled Report collection was cancelled. No errors were encountered
during data collection.

Cancelled with errors (see The report collection was cancelled and some errors were

note) encountered during data collection.

Error The report collection was aborted and report data was not

collected. This can happen if ARKAD determines that target
domain controller does not meet necessary system
requirements criteria fora g iven report. For instance, all
RSoP reports require the target domain controller to be
running Windows 2003 Server.

Not Collected The report collection was aborted due to an unrecoverable
error, and as a result, the report data was not collected.

This can happen if one or more files that ARKAD depends on
are missing or are not registered properly.

NOTE: The report status pane switches to a hyper link when error(s) occur during data
collection. You can click on this pane (second pane) to view error(s) tha t were
encountered during the previous data collection.




Filter status

The third pane in the report status label shows whether any filter has been applied, or
otherwise, to the current report. This filter status pane applies to both Quick Filter and
Advanced Filter tools.

The following table shows the possible messages that might be displayed in this pane:

Status Message Meaning

Not Applied No filter (both Quick Filter and Advanced Filer) has been applied to
the current report. Therefore the report data is not filtered.

Applied A filter (either Quick Filter or an Advanced Filter) has been applied to
the current report. Therefore the report data is filtered.




How to Configure SMTP Servér

ARKAD provides the option to e -mail the reports generated using Power Reports tasks.

For e -mailing reports, ARKAD requires SMTP Server, From E -mail Address, To E -mail
Addres ses (recipients separated by semicolon) and the e -mail report format. ARKAD
maintains a single SMTP Server and a From E -mail Address for use by all Power Report
tasks. You can specify a separate set of To e -mail Addresses (recipients), e  -mail report
format , subject and body of the message for each Power Report task.

You can set SMTP Server and From Address by clicking Tools -> Configuration Settings
menu in the ARKAD main application  window, as shown below:

Configuration Settings

., E-mail Settings
Z‘Q Specify the SMTP Server name and Sender (From) e-mail address to send the generated reports to
users through e-mail.

= ARKAD Settings

SMTP server is the server used for sending e-mail. Enter a valid SMTP server
E-mail Settings

‘eigf Profile Manager SMTP Server:  RD45S

Enter a valid e-mail address for From Address field that will be displayed in
the e-mail containing the generated report.

From Address:  admin@vyapin.com|

e.d., someone@example.com

[ QK ] [ Cancel J




How to Configure Profile Manage?

Profile Manager

ARKAD creates a user profile in Windows Stored User Names and Passwords applet,
and Directory Server user context for report generation using Built -in Reports and Power
Reports feature.

The stored user profile will be useful for generating reports using ARKAD under the
following scenarios:

Using an alternate user account  to connecttothe Directory Server.

The stored user profile persists for all subsequent logon sessions on the same computer
where ARKAD is installed. The stored user profiles are visible to the application under
other logon sessions on the same computer.

The stored user profile created by ARKAD is restricted to the Windows User Profile context. If

the Windows User Profile is maintained locally, ARKAD stored user profile is accessible only

by the same user in the same computer. If the user, who creates ARKA D stored user profile,
has a Roaming user account in the enterprise, the ARKAD stored user profile can be accessed

by the same user in any computer in the Windows enterprise.

The stored user profile is a generic credential of Windows Stored User Names and
Passwords applet and can be used by ARKAD application only. The credential
information is stored securely in a 256 bit encrypted format in Windows Stored User
Names and Passwords applet.
Using the Profile Manager Dialog shown below, new profile can be created and
available profiles can be  removed from the profiles list.

Configuration Settings

Profile Manager
ARKAD can store user credential information as user profiles for SQL Servers and Directory Servers
using Windows Stored User Names and Passwords applet. To add a user profile, click Add. To delete a
user profile, click Remove.

= ARKAD Settings :33 Add.. % Remove
E-mail Settings

W ofile Manager Profile Name Description

€ SPACENET\alec
€ DISCOVERY \adminuser
€7 PATHFINDERsamuel

ﬁ sqllogin2

[ QK J [ Cancel




Click Add buttontoadd a new profile and a dialog will appear as shown below:

-

Vﬂ MNews User Profile

Create a new user profile and store it in Windows stored
usernames and passwords applet,

*

User name: pathfinderadministrator
eqg., domainlusername

Password: * escecccee

Confirm Password: ™  geesseees

Description: 'pathfinder's organization admin user account|

_(*Mandatory Fields)

[ oK ][ Cancel ]

Click Remove  button as shown in the Profile Manager dialog,to remove available
profiles.



Object Reports (Working with Reports)

How to view Domain Reports?

How to view Sites Reports?

How to view Organizational Unit Reports?
How to view Computer Accounts Reports?
How to view Users Reports?

How to view Groups Reports?

How to view Contacts Reports?

How to view Foreign Security Principals?

How to view RSoP _ Reports?

How to view Group Policy Object Reports?

How to view Starter GPOs Reports?

How to view WMI Filter Reports?

How to view Password  Settings Objects Reports?




How to view Domain Report®

I

Mew Reports

Object Reports...
Built-in Reports... 3

Forest Reports...

Permissions Reports...

Custom J
Insight Reports...

AD Surmnmary Reports...

G 4 ) b B

Duick Reports...
Power Search... 3

Terminal Services Reports...

Select Compare Reports...

option under New Report button. The Connection
Manager will appear on the  screen, which will allow you to select a domain and a
corresponding domain controller . The report window will be launched after the domain

and the selected domain controller are validated.

Select and expand the domain node in the left pane of the newly la
window, and then click on

unched report
Domain

Domain report

Click on A tab to view the following information:
domain name of object, Domain name (pre
Description, Domain functional level, Forest

{Object Name, Fully qualified
-Windows 2000), DNS name,
functional level}.

The output would be displayed as shown below:

VE Pomai .‘
i3 Export | | Q) Refresh @ E-mail | (B Add/Remove columns
(-3 researchiab local (RESEARCHLAB)

| Find

General | Domain Controllers | Trusts | Managed By | Obiect | Security | Auditing | Group Policy | Delegated Pen ¢ >

»»»»» Organizational Units
----- 1% Computer Accounts

27 Foreign Security Principals
=/ RSoP

= Group Policy Objects

B} Starter GPOs

S WMI Fitters

3 Password Settings Objects

Generated on: 21 Apr, 2014 4:42:34 PM

Status: Success

Filter: Not Applied

Fully qualified
. domain name
of object

Object Name

Domain name
(pre-Windows
2000)

DNS name

Domain
functional
level

Description

researchlab

<

researchlab.local | RESEARCHLAB

researchlab.local

Researchlab: Do... |Windows Server...

Quick Fiter: | Any Field

Advanced Fiters: |

-

S
|

YI¥I8

Click on : Denegooiae: I tab to view the following information:

gualified domain name of object, Domain controller, Global Catalog, Read

{Object Name, Fully
-Only

Domain Controllers (Win 2008), Site Name, Operating System, Service Pack,
FSMO role(s), IP Address}.



The output would be displayed as shown below:

|3 Export | O Refresh IQE-mail | B3 Add/Remove columns | Find ‘
4§ researchlablocal (RESEARCHL. # | General | Domain Controllers | Trusts | Managed By | Obiect | Securty | Auditing | Group Policy | Delegat * [»
""" % Domain Generated on: 16 May, 2014 12:01:58 PM Status: Success Filter: Not Applied
""" E Sttes Gk Fully qualified Global Read-Only -~
..... Organizational Units Na::e . domain name of  Domain controller Catalog Domain Site Name
----- ol Computer Accounts ohiect Eonbote
..... & Users researchlab | researchiab.locall | rd30.researchlab.local | Yes No Default-First-Site-Name:
..... 2, Groups £
----- Contacts
----- 27 Foreign Security Principals
..... _gJ RSoP =
----- 3 Group Policy Objects <« 1 ] »
----- '} Starter GPOs —
..... S WMI Fiters | Quick Fitter: [An/ﬁeld '][’. 'J
« T » AdvancedFilters:[ 'l ??‘?]
Click on Tt tab to view the following information: {Object Name, Fully qualified

domain name of object, Trusted/Trusting Domain (s), Trusted, Trusting, Trust
Direction, Trust Type, Trust Attributes, Created, and Modified}.

The output would be displayed as shown below:

|3 Export | O Refresh \QE-mail | B2 Add/Remove columns

| Find

- researchiablocal (RESEARCHLAB) | _General | Domain Controllers |  Trusts | Managed By | Obiect | Securty | Audting | Group Policy | Delegated Pemnissions |

. [ RSoP
----- 3 Group Policy Objects
----- ' Stater GPOs <

[ 54 Domain Generated on: 21 Apr, 2014 4:46:45 PM Status: Success Filtter: Not Applied
..... E Sites 3
. Fully qualified 5

;o Object P Trusted/Trusting g Trust
..... (&3] Organizational Units Moo - :?:;:m ;ame Domain(s) Trusted Trusting Direction Trust Type
----- & Computer Accounts e
,,,,, & Users researchlab researchlab.locall | vsslab.local Yes Yes Bidirectional NT S (Uplevel)
,,,,, % Groups child.researchlab... | Yes Yes Bidirectional NT S (Uplevel)
..... Contacts
44444 27 Foreign Security Principals

44444 & WMI Fiters

----- :ﬂ Password Settings Objects Quick Filter: [""’y Field

-]l

)

Advanced Filters: l

@) 778

Click on
qualified domain name of object, Managed By}.

tab to view the following information :

{ Object Name,

Fully



The output would be displayed as shown below:

_General | Domain Controllers | Trusts | Managed By | Object | Security | Auditing | Group Policy | Delegated Pemmission
{ Generated on: 21 Apr, 2014 4:48:04 PM
..... B8 st - :
' Or:;izaﬁmal i ObjectName & z:g;uaiﬁeddomam name of gy
‘‘‘‘ 1% Computer Accourts researchlab researchlab.locall
..... & Users
AAAAA &anps
‘‘‘‘‘ Contacts
««««« 27 Foreign Security Principals
..... =/ RSoP
----- 2 Group Policy Objects
- B Starter GPOs
----- F WMI Fiters
<<<<< 5 Password Settings Objects Quick Fitter: [Mﬁdd -] [5
Advanced Filters [
Click on Ub'eCtItab to view the following information: {Object Name, Fully qualified
domain name of object, Object class, Created, Modified, Original USN, Current

USN }. The output would be displayed as shown below:

; > 8 =
!:\'3 Export | (O Refresh |53 E-mail | B3 Add/Remove columns ] Find l;

""" (54 Domain Generated on: 21 Apr, 2014 4:50:02 PM Status: Success Fitter: Not Applied

[ Stes Fully qualified
<<<<< Organizational Units Object Name  « domain name Object class Created Modified Original USN g
of object

..... & Users researchlab

----- 2 Group Policy Objects

<<<<< B} Starter GPOs

f WMI Filters

----- :ﬁ Password Settings Objects

3 ,

1=
Click on % tab to view the following information: {Object Name, Fully qualified
domain name of object, Owner, Name, Type, Permissions, Inherited, and Apply

To}.



The output would be displayed as shown below:

i3 Export | Q) Refresh @ E-mail {Add/Remove columns

~~~~~ Contacts

~~~~~ __EJ RSoP

~~~~~ 2 Group Policy Objects
vvvvv '} Stater GPOs

..... WM Fiters

Find

Bﬁj researchlab local (RESEARCHLAB)

General | Domain Controllers | Trusts | Managed By | Object | Securty | Audiing | Group Policy | Delegated Pemmissions |

~~~~~ 27 Foreign Security Principals

Generated on: 21 Apr, 2014 4:51:33 PM Status: Success Fitter: Not Applied
Object - Z:Irvlfa?nu::ﬁnz Name Type Permissions é
Name of object
researchlab researchlab.locall | BUILTINWA BUILTINVAdmini s |Allow Write All Properties
BUILTINVAdministraters | Allow List Contents
BUILTINVAdministrators | Allow Read Permissions
BUILTIN\Administrators | Allow All Validated Writ...
BUILTIN\Administrators | Allow Modify Owner
BUILTIN\Administrators | Allow Modify Permissic... | ~

<

|

»

----- :ﬂ Password Settings Objects

Quick Fiter: [ Any Field

B

Advanced Fiters: | -No Fiter Applied-

v
v

]
NCNEdR AR

Click on

tab to view the following information:

domain name of object, Owner, Name, Type, Permissions,

To}.

The output would be displayed as shown below:

(i3 Export | O Refresh QE-maiI {E3 Add/Remove columns

----- 27 Foreign Security Principals
..... =/ RSoP

----- 2 Group Policy Objects

----- Q Starter GPOs

----- S WMI Fiters

-3 Password Settings Objects

{Object Name, Fully g

ualified

Inherited, and Apply

| Find

(-5 researchiab local (RESEARCHLAB)

Gma'dIDunmComoletslestslManagedByIOhedISeuﬂyl AUdﬂin9|GrmpPoicy|r" ’Peml'su'ons|

Generated on: 21 Apr, 2014 4:52:43 PM Status: Success Filtter: Not Applied

Object Fully guaﬁﬂed %

4 domain name Owner Name Type Permissions
Name 3
of object

researchlab researchlab.local | BUILTIN\Administrators | Everyone Success | Modify Permissions
Everyone Success | Write All Properties
NT AUTHORMTY\A icated Users | Success | Delete Subtree
NT AUTHORMY\Authenticated Users | Success | Modify Permissions
NT AUTHORITY\A icated Users | Success | Write All Properties

Quick Fiter: [Any Field

Advanced Fiters: [ -No Fiter Applied—

- =
NN AR AR

Click on

tab to view the following information:

qualified domain name of object, Block Policy Inheritance, Group Policy Object

Links, No Override

, and Disabled}.

{Object Name, Fully



The output would be displayed as shown below:

General | Domain Controllers | Trusts | Managed By | Object | Securty | Audting| Group Policy | Delegated Pemissions
Generated on: 21 Apr, 2014 4:54:52 PM
Fully qualified
ObjectName = domainname  CPC8POICY  Grous oy Object Links NoOverride  Disabled
Z Inheritance
of object
researchlab.local | False Default Domain Policy False
False Forwarded Events Group Policy Object

researchlab

ﬁ Password Settings Objects

Click on [Fheento Femen: I Tab to view the following information: {Object Name,
Fully qualified domain name of object, Name, Delegated Task

The output would be  displayed as shown below:

3 Export | (@ Refresh |5 E-mail | ) Add/Remove columns | Find ])
E=-ij researchiab local (RESEARCHLAB) | _General | Domain Controllers | Trusts | Managed By | Obiect | Securty | Auding | Group Policy | Delegated Pemissions !
""" (5 Domain Generated on: 21 Apr, 2014 4:56:34 PM Status: Success Fitter: Not Applied
- Stes Fully qualified L
----- (&) Organizational Units Object Name . domain name Name Delegated Task
----- 1% Computer Accounts otobect
..... & Users researchlab researchlab.local | NTAUTHORMY\ENTERPRISE DOMAIN... | Read all user information
2, Groups 5-1-5-21-2016690531-1711533783-2... | Join a computer to the domain
----- Contacts 5-1-5-21-2016690531-1711533783-2... | Reset user passwords on user accounts
----- 27 Foreign Security Principals
- = RSoP

----- & Group Policy Objects




How to view Site Reports?

-

New Reports

| Object Reports..
Built-in Reports... »
Forest Reports...

Permissions Reports...
Custom »
Insight Reports...

i b B B

AD Summary Reports...
Quick Reports...

NS

Power Search... >
Terminal Services Reports...

Compare Reports...

Select option under New Report button. The
Connection Manager w ill appear on the  screen which will allow you to select a domain
and a corresponding domain controller . The report window will be launched after the
domain and the selected domain controller are validated.

Select and expand the domain node in the left pane of the newly lau nched report
window, and then click on Sites.

Sites report

Click on : tab to view the following information: {Object Name, Fully qualified
domain name of object, Description}.

The output would be displayed as shown below:

g ab. \B)) |
136 Export | O Refresh |5 E-mail | B Add/Remove columns  Find .‘
=55 researchiab local (RESEARCHLAB)| General | Location | Object | Securty | Audting | Group Policy | Delegated Pemissions |

""" (35 Domain Generated on: 21 Apr, 2014 5:01:45 PM Status: Success Filter: Not Applied
""" E Sttes Object Name « Fully qualified domain name of object Description

2;93“13“0"3‘ Units \/Sites/Default-First Ste-Name
----- i mputer Accounts

..... & Users
----- 82, Groups

Default-First-Site-N r

local/Config

----- &’ Foreign Security Principals
- =/ RSoP

----- & Group Policy Objects

----- E Starter GPOs

-5 WMI Fitters

""" 5 Password Settings Objects Quick Fiter: [ Any Field D E—

o B[F v




Click

on

il tab to view the following information:

{Object Name, Fully qualified

domain name of object, Location}.

The output would be displayed as shown below:

| Find

Add/Remove columns

' Statter GPOs
- WMI Fiters
-3 Password Settings Objects

Generated on: 21 Apr, 2014 5:03:44 PM Status: Success Filter: Not Applied
Object Name 4 Fully qualified domain name of object Location

tion/Sites/Default-Fi

Default-First-Site-Name r .local/Config

-]

@778

Quick Fiter: [Any Field

Advanced Fitters: [

Click on

|

il tab to view the following information:

{Object Name, Fully qualified

domain name of object, Object class, Created, Modified, Original USN, Current

USN

The output would be displayed as shown below:

Bs

[

i3 Export | @) Refresh |

@ E-mail | EJAdd/Remove columns

(-3 researchlab local (RESEARCHLAB) | Gene

----- 3 Password Settings Objects

Fully qualified
. domain name
of object

Object Name Original USN Current USN

414262

Default-First-Site-N researchlab.local/( site 5M10/2012 410 AM | 9/18/2012 12:14 P | 4113

« m

»

g

e -J(@)[7 78|

gl

Click on

: tab

to view the following information: {Object Name, Fully qualified

domain name of object, Owner, Name, Type, Permissions, Inherited, and Apply
To}.




The output would be displayed as shown below:

=]
(i3 Export | O Refresh \Ei E-mail | B Add/Remove columns | Find ‘
£ researchlablocal (RESEARCHLAB)| _General | Location | Object| Securty | Auditing | Group Policy | Delegated Pemissions |
""" 3% Domain Generated on: 21 Apr, 2014 5:06:34 PM Status: Success Filter: Not Applied
""" F Stes Fully qualified -
----- Organizational Units Object Name domain name Owner Name Type » Permissions hher’__J]
@ Computer Accounts of object
..... % Users Default-First-Site-Name| researchlab.local/( RESEARCHLAB\Enter NT AUTHORMY\Authentic... | Allow List Contents No
82, Groups NT AUTHORMY\Authentic... |Allow | Read Permissions | No
----- Contacts NT AUTHORMY\Authentic... |Allow | Read All Properties | No
----- 27 Foreign Security Principals NT AUTHORTY\ENTERPRL.. |Allow | Read Permissions | No
""" =/ RSoP NT AUTHORMY\ENTERPRL.. | Allow | Read All Properties | No
""" & Group Policy Objects NT AUTHORTY\ENTERPRL... | Alow | List Contents No -
----- ] Starter GPOs < n ' ’
- WMI Filters
----- gﬁ Password Settings Objects Quick Fitter: [Ary Field 'J L=
Advanced Filters: [-No Fitter Applied—

Auditing ;

domain name of object, Owner, Name, Type, Permissions, Inherited, and Apply
To}.

Click on tab to view the following information: {Object Name, Fully qualified

The output would be displayed as shown below:

i3 Export | O Refresh \@ E-mail | Add/Remove columns [ Find 2
(-5 researchiab local (RESEARCHLAB) | General | Location | Object | Securty | Audting | Group Policy | Delegated Pemissions |
""" (55 Domain Generated on: 21 Apr, 2014 5:09:49 PM Status: Success Fiter: Not Applied
""" i stes Fully qualified
----- (&) Organizational Units Object Name 4 domain name Owner Name Type Permissions Inherited
..... 1% Computer Accounts of object
..... & Users Default-First-Site-Name | researchlab.local/ RESEARCHLAB\Enterprise Everyone Success Delete Subtree | Yes
..... a Groups
----- Contacts
----- 27 Foreign Security Principals
..... =/ RSoP
----- =L Group Policy Objects
----- ' Starter GPOs 7 i S
----- & WMI Fiters
..... | Password Settings Objects Quick Fitter: [""Y Field '.][‘ ".]
Advanced Fiters: |~No Fiter Applied— v] AR Ak

Click on

tab to view the following information:

gualified domain name of object, Block Policy Inheritance, Group Policy Object
Links, No Override, and Disabled}.

{Object Name, Fully




[£] Sites - Group Policy (researchlab.local (RESEARCHLAB))
(3% Export | O Refresh \QE-mail IAdd/Remove columns
| i researchlab local (RESEARCHLAB) | General | Location | Object | Securty | Audting

(34 Domain Generated on: 21 Apr, 2014 5:19:42 PM Status: Success

Sites
(&) Organizational Units Object Name 4 Fully qualified domain name of object

Group Policy

Object Links No Override

Default-First-Site- local/iC ion/Sites/Default-Fi Site GPO False

Quick Fiter: | Any Field
Advanced Fitters: [

Click on is0eeaated Remissons I tab to view the following information: {Object Name, Fully
gualified domain name of object, Name, Delegated Task}.

The output would be displayed as shown below:

i3 Export | | O Refresh JQE-mail \Add/Remove columns
| £33 researchlab local (RESEARCHLAB)|_General | Location | Delegated Pemissions |

@ Domain Generated on: 21 Apr, 2014 5:24:33 PM Status: Success Filter: Not Applied

! Sttes Object Name 4 Fully qualified domain name of object Name

g Organizational Units Default-First-Site-Name | r locallC ion/Sites/Default-First Ste-Name | RESEARCHLAB\adminuser3 | Manage Group Policy links
.48 Computer Accounts

- & Foreign Securty Principals
-3, Group Policy Objects
- ] Statter GPOs

-5 WMI Fiters
.5 Password Settings Objects Quick Fitter: | Any Field




How to view Organizational Unit Report®

-

New Reports

I Object Reports...

!ﬁ_ﬁ Built-in Reports... >
_ﬁ Forest Reports...

% Permissions Reports...

=" Custom »
Eef Insight Reports...

Q AD Summary Reports...

7@ Quick Reports...
Power Search... »
Terminal Services Reports...
Select CompareRepotts: option under New Report button. The
Connection Manager  will appear on the screen which will allow you to select a domain

and a corresponding  domain controller.  The report window will be launched after the
domain and the selected domain controller are validated.

Select and expand the domain node in the left pane of the newly launched report
window, and then click on Organizational Units.

Organizational Unit General Report

Click on I tab to view the following information: {Object Name, Fully qualified
domain name of object, Description, Street, City, State/province, Zip/Postal
Code, and Country/region}.

The output would be displayed as shown below:

Organizational Units - General (researchlab.local (RESEARCHLAB)) [fo-a ==
15 Export | (3 Refresh ;‘3 E-mail Add_-’Remove columns Find @
154 researchlablocal (RESEARCHLAB) | General | Managed By | Object | Securty | Audting | Group Policy | Delegated Pemissions | Members | Deleted Objects |

(34 Domain Generated on: 21 Apr, 2014 5:27:00 PM Status: Success Fitter: Not Applied

f8 stes Fully qualified S [+
() Organizational Units Object Name » domain name Description Street City State/province Code Country/region
-8 Computer Accounts . Stobct L

2 Uses Australia_South | researchlab.local/4 This ou contains ... | Australia
g 32) Groups Austraha_Somh_Wj researchlab.local/ Desc 450025 ;Australia

Contacts Bulk Data | researchlab.local/E P

?)’ Foreign Security Principals Bulk_Users researchlab.local/4 AD Objects 1
- = RSoP Child ADCT | researchlab.local/s This OU contains... Mumbai | Maharastra 564578 | India =
: _z£ Group Policy Objects Domain Controllersf researchlab.local/t Default container... [

e S R e e

g Ator(GROs Group OU | researchlab.local/¢ | L
-5 WMI Fiters 3 T = - 2 - = 1

o Production Departr researchlab.local/4 This OU contains... | Finland B |
-4 Password Settings Objects ol ) e

!
Quick Fiter: [Any Field A= -
Advanced Filters: PP B 1




Click on tab to view the following information: {Object Name, Fully
gualified domain name of object, Managed By}.

The output would be displayed as shown below:

brganizatioﬂal Units - Managed By (researchlab.local (RESEARCHLAB))
13 Export | O Refresh L:J E-mail |FE) Add/Remove columns Find
=34 researchlab local (RESEARCHLAB) | General | Managed By | Object | Security | Auditing | Group Policy | Delegated Pemissions | Members | Deleted Objects |
-4 Domain Generated on: 21 Apr, 2014 5:57:21 PM Status: Success Fiter: Not Applied
E Sites Object Name = Fully qualified domain name of object Managed by i~
(<2l Organizational Units ADCT researchlab.local/ADCT_Workshop/ADCT_Test OWADCT Andrews
-1 Computer Accounts
) E, Ehers ADCT_Bulk researchlab.local/ADCT_Workshop/ADCT_Bulk =
>>>> “% s ADCT_Child_OU | researchlab.local/ADCT_Workshop/ADCT_Bulk/ADCT_workshop1/ADCT_Child_OU Andy J. Wong
&3 Contacts ADCT_Child2 researchlab.local/ADCT_Workshop/ADCT_Bulk/ADCT_workshop1/ADCT_Child2 Francis 3
E)’ Foreign Security Principals ADCT_Test__pU researchlab.local/ADCT_Workshop/ADCT_Test OU Travis . Willis
3’ RSoP ADCT_Workshop | researchlab.local/ADCT_Workshop
_é Group Policy Objects ADCT_workshop1 | researchlab.local/ADCT_Workshop/ADCT_Bulk/ADCT_workshop1 Adminuser3
- B Starter GPOs Australia_North | researchlab.local/Australia_North Ben Rohrer
T‘ WMI Fitters Australia_South researchlab.local/Australia_South -
»»»»» :é Password Settings Objects
Quick Fitter: [MY Field '][‘
Advanced Fitters: |
Click on tab to view the following information: {Object Name, Fully qualified

domain name of object, Object class, Created, Modified, Original USN, Current
USN}.

The output would be displayed as shown below:

[E] Organizational Units - Object (researchlab.local (RESEARCHLAB)) =
|3 Export | |0 Refresh @ E-mail Add/Remove columns Find @
(i researchlab local (RESEARCHLAB) | General | Managed By | Obiect | Security | Audting | Group Policy | Delegated Pemmissions | Members | Deleted Objects |
(55 Domain Generated on: 21 Apr, 2014 5:53:45 PM Status: Success Filter: Not Applied
@ stes Fully qualified oiidind (4]
(&3] Organizational Units Object Name « domain name Object class Created Modified Usfl Current US
-1 Computer Accounts oloojc . =
R Users ADCT researchlab.local/4 organizationalUnit | 11/26/2013 11:15AM | 3/28/2014 11:43AM | 2351661 2638975
QJ Groups ADCT_Bulk researchlab.local/A organizationalUnit | 6/24/2013 4:26 PM 3/28/2014 11:45AM | 1766001 2638983
--[25] Contacts ADCT_Child_OU | researchlab.local/4 organizationalUnit |8/29/2013 3:07 PM | 3/7/2014 2:43 PM 2081338 2571324
- 87 Foreign Security Principals ADCT_Child2 researchlab.local/A organizationalUnit | 10/4/2013 2:27 PM | 2126/2014 11:42AM | 2196117 2548889
- 5[ RSoP ADCT_Test_OU | researchiab.local/d organizationalUnit | 11/22/2013 5:57 P | 3/28/2014 11:42AM | 2339529 2638970
2 Group Policy Objects ADCT_Workshop | researchlab.localid organizationalUnit | 9/18/2012 5:28 P | 2/26/2014 11:4T AM | 415273 2549026
B Stater GPOs ADCT_workshop1 | researchlab.localld organizationalUnit | 8/24/2013 3:04 PM | 3/28/2014 11:41 AW | 2069252 2638963 [
-5 WMI Fiters < I ] gl
- ;7] Password Settings Objects
Quick Fiter: [Any Field -= ~
Advanced Fitters: v ‘ TP




Click on |isEcuy] tab to view the following information: {Object Name, Fully qualified
domain name of object, Owner, Name, Type, Permissions, Inherited, and Apply
To}.

The output would be displayed as shown below:

e

[E] Organizational Units - Security (researchlab.local (RESEARCHLAB)) ==
i3 Export | |0 Refresh 5@ E-mail Add/Remove columns Find @J
(-5 researchlab local (RESEARCHLAB) | General | Managed By | Object | Securty | Auditing | Group Policy | Delegated Pemissions | Members | Deleted Objects |
""" ;ﬁ% Domain Generated on: 21 Apr, 2014 6:01:12PM Status: Success Filter: Not Applied
8 Stes — | Fully quaiified -
(&) Organizational Units Tone w | domain name Owner Name Type Permissions Inherited
| Computer Accounts ‘ ofobiect .
2) Users Bulk_Users researchlab.local/d RESEARCHLAB\Dq BUILTINVAccount ... | Allow Delete Computer Object No
.88, Gioiips BULTINAccount ... |Allow | Delete User Objects No [
--[@5] Contacts BUILTIN\Account ... !Allow Create InetOrgPerson Object |No
vvvvv 27 Foreign Security Principals BUILTIN\Account ... | Allow | Create User Objects No
EJ RSoP BUILTIN\Account ... | Allow Delete InetOrgPerson Object | No
24 Group Policy Objects BUILTINVAccount .. | Allow Create Group Object No
””” il Stmter GPOa BUILTINVAccount ... | Alow | Delete Group Object No =
””” & WMIFiters < u | »
- -3 Password Settings Objects
Quick Fiter: [Any Field '][’ ']
Advanced Fiters: [~No Fiter Applied— - ‘ 7 PR ‘
Click on tab to view the following information: {Object Name, Fully qualified

domain name of object, Owner, Name, Type, Permissions, Inherited, and Apply
To}.

The output would be displayed as shown below:

| : OrgamzztlonalUmts - Auditmg (résearcﬁiab.l&ca’l (RESEARCHLAB)) :'
(i3 Export | (O Refresh {;! E-mail | (B Add/Remove columns Find @
-3 researchlab local (RESEARCHLAB)| General | Managed By | Object | Securty | Audting | Group Policy | Delegated Pemissions | Members | Deleted Objects |
-4 Domain Generated on: 21 Apr, 2014 6:04:21 PM Status: Success Filter: Not Applied
(@ stes Fully qualified B
(] Organizational Units Object Name domain name Owner Name Type 4 Permissions Inherited
.18 Computer Accounts Sfonect -
5 Users ADCT_Workshop | researchlab.local/4 RESEARCHLAB\ad Everyone Success Write All Properties Yes [
g!) Groups Everyone Success Modify Permissions Yes
- Contacts Everyone Success Write All Properties Yes
-7 Foreign Securtty Principals Everyone Success  |Write All Properties | Yes
5 EJ RSoP Everyone Success Write All Properties No
2 Group Policy Objects Everyone Success Write All Properties No
-~ I Stater GPOs NT AUTHORMY\Auth... | Success | Write All Properties | Yes =
----- & WMI Fiters 7 = ‘ -
----- :ﬂ Password Settings Objects
Quick Fiter: |Any Field |
Advanced Fiters: [-No Fiter Applied— - ab Ak ‘




Group Polic

Click on tab to view the following information: {Object Name, Fully
gualified domain name of object, Block Policy Inheritance, Group Policy Object
Links, No Override, and Disabled}.

The output would be displayed as shown below:

.j argani-z‘aﬁonafl.}rfrts -b'(-'uoup Policy (rsearchlablocal(RESEARCHlAB))
i3 Export | 3 Refresh @Email B Add/Remove columns Find @
£33 researchlab local (RESEARCHLAB) | General | Managed By | Object | Securty | Auditing | Group Policy | Delegated Pemissions | Members | Deleted Objects |
i :ié Domain Generated on: 21 Apr, 2014 6:08:08 PM Status: Success Fitter: Not Applied
E e Fully qualified domai Dlock Gi Policy Object Ny 5
> ity z ] ully qualified domain : roup Policy Obje o 2
(5] Organizational Units Object Name Al ame of pbiset rt;hq Links Oveicide Disabled |
{ Computer Accounts iactance |
5 Users ADCT_workshop1 researchlab.local/ADCT_Work False
----- $2, Groups | Australia_South researchlab.local/Australia_Sot False |
--[@5] Contacts Australia_South_West| researchlab.local/Australia_So False =
----- 2 Foreign Security Principals Bulk Data researchlab.local/Bulk Data | False link GPO False False
- 5[ RSoP Bulk_Users researchlab.local/ADCT_Work False
""" 2k Group Policy Objects Domain Controllers | researchlab.local/Domain Con False Default Domain Controlle... | False False -
i ‘% 3;:;8;;3')05 Group OU researchlab.local/Group OU | False
o it . Production Departmen| researchlab.local/ADCT_Work False ADCT_Test_GPO False False -
- 71 Password Settings Objects
Quick Fiter: [Any Field =
Advanced Fiters: || P |
. i Delegated Permissions I . N . .
Clickon : ‘| tab to view the following information: {Object Name, Fully
qualified domain name of object, Name, Delegated Task}.
The output would be displayed as shown below:
I7] Organizatonat Uit - Delgated Permissions (searchiablocal RESEARCHLAB)
139 Export | (O Refresh ?ﬂ E-mail Add;’Remove columns Find
=i researchlab local (RESEARCHLAB) | General | Managed By | Obiect | Security | Auditing | Group Policy | Delegated Pemissions | Members | Deleted Objects |
3 :% Domain Generated on: 21 Apr, 2014 6:10:42 PM Status: Success Filter: Not Applied
-8 Stes Fully qualified -
... L"@ Organizational Units Object N\ame « domain name of Name Delegated Task
--JM4 Computer Accounts ohiect | 2
!} Users ADCT_Bulk researchlab.local/ADCT| NT AUTHORIMY\ENTERPRISE ... | Read all user information =

5$-1-5-21-2016690531-17115... | Reset user passwords on user accounts

= ADCT_Child_OU | researchlab.local/ADCT| NT AUTHORMY\Authenticate... | Generate Resultant Set of Policy (Planning)
""" 27 Foreign Securtty Principals NT AUTHORMY\Authenticate... | Generate Resultant Set of Policy (Logging)

- = RSoP ADCT_Child2 researchlab.local/ADCT| NT AUTHORMY\ENTERPRISE ... | Read all user information

-2 Group Policy Objects 5-1-5-21-2016690531-17115... | Reset user passwords on user accounts

] g Staiter. GROs ADCT_Workshop | researchlab.local/ADCT, NTAUTHORMY\ENTERPRISE ... | Read all user information

# WHIRes S$-1-5-21-2016690531-17115... | Reset user passwords on user accounts -

1111 fﬂ Password Settings Objects

Quick Fiter: [ Any Field =

Advanced Fiters: [~No Fiter Applied— @7 7 8




Click on tab to view the following information:
qualified domain name of object, Member Type, Member Name}.

............................

The output would be displayed as shown below:

{Object Name, Fully

3 Export | |G Refresh \@E-mail | BB Add/Remove columns
53] researchlab local (RESEARCHLAB) | General | Managed By | Object | Securty | Audting | Group Policy | Delegated Pemissions
% Domain Generated on: 21 Apr, 2014 6:17:25 PM Status: Success Filter: Not Applied
""" E Stes Fully qualified =
~~~~~ Organizational Units Object Name  « domain name Member Type Member Name Member Description 3
..... /& Computer Accourts of object
..... & Users ADCT researchlab.local/4 User admin 1. AD Object
..... % Groups Organizational Unit | Child ADCT This OU ins the of pr ion team
..... Contacts Contact Daniel Bruce TEst
~~~~~ 27 Foreign Security Principals Contact Eddy Thomas Test_Contact
- 5[ RSoP User last user. AD Object
""" & Group Policy Objects User Michael W. Blake | AD Object
""" ] starter GPOs User New user1. AD Object
-----  WMI Fiters - -
4 User ouside scope. AD Object -
- ;13 Password Settings Objects
Quick Fiter: | Any Field A=~
Advanced Filters: [ v] TIFIB

.......................................... N

Click on i Deleted Dbiects 1515 1 view the following information:
GUID, Created, Deleted, Last known parent}.

{Object Name, Object

The output would be displayed as shown below:

@ Export | |O; Refresh IQE-mail !Add/Remove columns

=54 researchiablocal (RESEARCHLAB) | General | Managed By | Object | Securty | Audting | Group Policy | Delegated Pemissions | Members
(54 Domain Generated on: 21 Apr, 2014 6:37:.06 PM Status: Success Fiter: Not Applied
E Stes Otpjed Name & ObjectGUID Created Deleted Last known parent

""" greations ity ARKAD_workshop | 557f4fc8-beBe-474% 4721/2014 6:34 P | 472172014 6:35 PM | OU=Chid ADCT,0U=ADCT,0U=ADCT_Test_OU,0U-=...
.48 Computer Accourts

..... & Users

----- Contacts

&7 Foreign Security Principals
- =[ RSoP

-3, Group Policy Objects

- ] Starter GPOs

% WMI Fiters

-7 Password Settings Objects

Quick Fitter: [Mﬁdd
Advanced Fiters: |

A= -]

-|(@)|7 1718

attribute would be set only on a Windows Server 2003

NOTE: The "Last known parent"

domain controller  and later.



How to view Computer Accounts Report8

W

New Reports

[ Object Reports...

@5 Built-in Reports... »
_ﬂ Forest Reports...
% Permissions Reports...
= Custom »
@f Insight Reports...
Q AD Summary Reports...
C@ Quick Reports...
Power Search... »
Terminal Services Reports...

Compare Reports...

Select

option under New Report button. The

Connection Manager  will appear on the screen, which will allow you to  select a domain

and a corresponding  domain controller . The report window will be launched after the
domain and the selected domain controller are validated.

Select and expand the domain node in the left pane in the newly launched report
window, and then click on Computer Accounts.

Computer Accounts Reports

Click on i tab to view the following information: {Object Name, Fully qualified
domain name of object, Computer name (pre -Windows 2000), DNS name, Role,
Description, Trust computer fo r delegation, Account is disabled, Last Logon}.

The output would be displayed as shown below:

Computer Accounts - General (researchlab.local (RESEARCHLAB)) [oll-e =
|3 Export | (O Refresh |53y E-mail Add_-"Rernove columns Find @
-3 researchlab local (RESEARCHLAB) | General | Member Of | Operating System | Location | Managed By | Obiect | Securty | Auditing | Deleted Objects | Addtional Attributes |

;‘.i Domain Generated on: 21 Apr, 2014 6:38:43 PM Status: Success Filter: Not Applied
[ Stes -
= A Z 2 Fully qualified Computer name Trust
(<) Organizational Unis 3:5 :1 4. domain name (pre-Windows DNS name Role Description computer for
& Computer Accounts of object 2000) delegation
?‘ Users T ] T T
by RD14 | researchlab.local/( RD14 | RD14.researchla... | Workstation or Ser... No ([
% s RD30 ‘ ; jab.e IERDSO ‘ d30. hiab :D in Controll .\ ‘
2 ... | Domain /e
Contacts D. | researchlab.local : :r researcl | main Controller S |
Qs Foreign Securty Principals RD34 ‘ researchlab.local/( RD34 | RD34.researchla... | Workstation or Ser... No | =
-3 T T T 1 1 1
! RSoP RD35 ‘ researchlab.local/C RD35 ‘RDBSAresearchla... | Workstation or Ser... No
_'; Group Policy Objects RD43 ‘ researchlab.local/d RD43 ‘ | Workstation or Ser... |Test Workstation | No m
@ Starter GPOs RD58 ‘ researchlab.localmi RDS6 ‘ | Workstation or Ser... |Desc |No
f WMI Fiters RD71 ‘ researchlab_localld RD71 ‘ RD71.researchla... jWorkstation or Ser... No
1 Password Settings Objects RD78 \ researchlablocali( RD78 \ RD73.researchla... | Workstation or Ser... No =
<L . . " . J »
Quick Fiter: [Any Field =~
Advanced Fiters: [-No Fiter Applied- v 77 B
Click on tab to view the following information: {Object Name, Fully
qualified domain name of object, Member of, Active Directory Folder, Primary

group name}.



The output would be displayed as shown below:

T 'Vomputer Ak:counb-::‘;' ber Of ( | jocal : -*
(i3 Export | O Refresh "TJ' E-mail Add/Remove columns Find @
15 researchlab local (RESEARCHLAB) | General | Member Of | Operating System | Location | Managed By | Object | Securty [ Audting | Deleted Objects | Addtional Attrbutes |
(55 Domain Generated on: 21 Apr, 2014 6:47:31 PM Status: Success Fitter: Not Applied
-8 Stes Fully qualified Active B
----- (&) Organizational Units Object Name « domain name Member of Directory Primary group name
_____ 1% Com puter Accourts of object Folder —
e !) Users ADCT_PC_001 researchlab.local/A researchlab.local... | Domain Computers
..... &?, Groups dc099 researchlab.local/4 Domain Users researchlab.local... | Domain Computers =
Contacts qazxc researchlab.local/d ADCT_Distribution Domain Computers

- &2 Foreign Security Principals RD14 researchlab.local/( researchlab.local... | Domain Computers

=/ RSoP RD30 researchlab.local/l researchlab.local... | Domain Controllers
2 Group Policy Objects RD34 researchlab.local/( researchlab.local... | Domain Computers
B E Stater GEOs RD35 researchlab.local/( researchlab.local... | Domain Computers
-5 WMI Fiters
= RD43 researchlab.local/A researchlab.local... | Domain Computers
- 771 Password Settings Objects
RD56 researchlab.local/A researchlab.local... | Domain Computers -

Quick Filter: [/’ﬂ)’ Field '][’ '] ]
Advanced Fiters: | il - | ’? T T_

Click on (e v I tab to view the following information: {Object Name, Fully
qualified domain name of object, Operating System, Version, Service Pack]}.

The output would be displayed as shown below:

[E] Computer Accounts - Operati ngSystem (researchlab.local (RESEARCHLAB)) ;
|3 Export | |y Refresh @ E-mail | (B Add/Remove columns Find @
(-5 researchlablocal (RESEARCHLAB) | General | Member Of |/ Op

""" % Domain Generated on: 21 Apr, 2014 6:50:38 PM Status: Success Filter: Not Applied
""" & stes Fully qualified — 4
""" (&) Organizational Units Object Name 4 domain name S)?stem 9 Version Service Pack
.y Computer Accounts ofobject
& Users RD14 researchlab.local/( Windows Server... |6.2 (3400) 1
..... ;g) Groups RD30 researchlab.local/l Windows Server... |6.1 (7601) Service Pack 1
--[@5] Contacts RD34 researchlab.local/C Windows Server... |6.0 (6002) Service Pack 2
----- ,5’ Foreign Security Principals RD35 researchlab.local/C Windows Server... | 5.2 (3790) Service Pack 2 5
- 5[ RSoP RD43 researchlab.localid
""" b Group Policy Objects RDS6 researchlab.local/4 B
..... 3t

E Starter GPOs RD71 researchlab.local/ Windows 7 Enter... | 6.1 (7601) Service Pack 1
..... S WMI Fiters .

s Y % RD78 researchlab.local/( Windows Server.. | 6.3 (9600)
- 24 Password Settings Objects pE

RD83 researchlab.locali( Windows 7 Enter... |6.1 (7600) 1=
Quick Fiter: [Any Field ~|[=
Advanced Fiters: -No Fiter Applied—

Click on tab to view the following information: {Object Name, Fully qualified
domain name of object, Location}.



The output would be displayed as shown below:

Computer Accounts - Location (researchlab.local (RESEARCHLAB)) == E=m
(i3 Export | | Refresh @ E-mail Add/Remove columns Find
(-4 researchlab local (RESEARCHLAB) | General | Member Of | Operating System | Location | Managed By | Object | Security | Auditing | Deleted Objects | Additional Attributes |
:ié Domain Generated on: 21 Apr, 2014 6:53:03 PM Status: Success Fitter: Not Applied
""" E Sttes Object Name  a Fully qualified domain name of object Location Cr
@ Organizational Units ADCT_PC_001 | researchlab.local/ADCT_Workshop/ADCT_Bulk/ADCT_workshop1/ADCT_C| Site A |
1% Computer Accounts T
.... g) ers dc099 researchlab.local/ADCT_Workshop/TestADCT/dc099 Main Building
____ 82, Groups qazxc researchlab.local/ADCT_Workshop/gaz<c Lab |
Contacts RD14 researchlab.local/ComputersRD14 5
..... 3_; * Foreign Security Principals RD30 researchlab.local/Domain ControllersRD30
..... _;J RSoP RD34 researchlab.local/ComputersRD34 L3
- 3% Group Policy Objects RD35 researchlab.local/ComputersRD35
- 5| Starter GPOs RD43 researchlab.local/Australia_SouthRD43
""" “'E‘ WMI Fitters RDS6 researchlab.local/Australia_NorhRDSS
rﬁ Password Settings Objects RD71 researchlab.local/Computers/RD71 ¥
Quick Fiter: [Any Field | ER
Advanced Fiters: | - [@ 7B
Click on : LEE ik tab to view the following information: {Object Name, Fully

qualified domain name of object, Managed By}.

The output would be displayed as shown below:

[E] Computer i&cwnts-ﬁanage& (researchlab.local (RESEARCHLAB))
(i3 Export | | Refresh @ E-mail Add/’Remove celumns Find
-3 researchlablocal (RESEARCHLAB) | General | Member Of | Operating System | Location | Managed By | Object | Securtty | Auditing | Deleted Obiects | Additional Attributes |
Generated on: 21 Apr, 2014 6:55:33 PM Status: Success Fitter: Not Applied
Object Name « Fully qualified domain name of object Managed By E]
ADCT_PC_001 researchlab.local/ADCT_Workshop/ADCT_Bulk/ADCT_workshop1/AD( Daniel J. Holder i
dc099 researchlab.local/ADCT_Workshop/TestADCT/dc099 Adminuser1
qazxc researchlab.local/ADCT_Workshop/gaz«c Adminuser3
RD14 researchlab.local/ComputersRD14 ;.
RD30 researchlab.local/Domain ControllersRD30
- =[ RSoP RD34 researchlab.local/ComputersRD34 —
----- _a Group Policy Objects RD35 researchlab.local/ComputersRD35
""" E Starter GPOs RD43 researchlab.local/Australia_South/RD43
""" ’f WMI Fitters RD56 researchlab.local/Australia_North/RDSS Ben Coulson
""" 1 Password Settings Objects RD71 researchlab.local/Computers/RD71 B
Quick Fiter: [Any Field |
Advanced Fiters: | || PP B
Click on tab to view the following information: {Object Name, Fully qualified

domain name of object, Object class, Created, Modified, Original USN, Current
USN}



The output would be displayed as shown below:

7] Computer Accounts - Object (researchiablocal (RESEARCHLAE)
i3 Export | | @ Refresh @ E-mail | ) Add/Remove columns Find
=5 researchiab local (RESEARCHLAB) | General | Member Of | Operating System | Location | Managed By | Obiect | Securty | Auditing | Deleted Objects | Additional Atributes |
""" :% Domain Generated on: 21 Apr, 2014 6:53:58 PM Status: Success Filter: Not Applied

----- Sites i |
..... E Organizational Uit g::::‘ - Zﬁ'n'f;.‘n"ﬂ';ﬁnf: g:j:sd Created Modified Original USN Current USN E
..% Computer Accounts gfovlect . ! E

,,,,, 2, Users ADCT_PC_001 | researchlab.local/d computer | 2/2412014 11:08 AW | 2126/2014 4:02 PM | 2536014 2549089
..... 82, Groups dc099 researchlab.local/d computer | 1/22/2014 12:10 P | 2/26/2014 4:04 P4 | 2489052 2549101 =

..... Contacts gazxc researchlab.local/d computer 7/10/2013 415 PM 2/26/2014 4:01 PM | 1827540 2549083
vvvvv 27 Foreign Security Principals RD14 researchlab.local/C computer | 10/10/2012 415 PM | 10/10/2012 4:28 PM | 516989 517068 i

[ RSoP RD30 researchlab.local/l computer | S/10/2012 428 AM | 412172014 5:50 PM | 12293 2724660

& Group Policy Objects RD34 researchlab.locali( computer | 7/26/2013 3:05 P | 8/5/2013 5:43 PM | 1923074 1971281

""" % Sy RD35 researchlab.local/{ computer | 7/22/2013 3:31 PM | 7/22/2013 3:32 P | 1902739 1902751
""" ¥ W RD43 researchlab.local/d computer | 9/10/2012 4:37 P | 10/28/2013 3:05 PM | 378024 2273924 -
] Password Settings Objects (=]

<| m | »
Quick Filter: [Pnyﬁeld ““=
Advanced Fitters: o
Click on Secunty tab to view the following information: {Object Name, Fully qualified

domain name of object, Owner, Name, Type, Permissions, Inherited, and Apply

To}.

The output would be displayed as shown below:

A S ek g —|
[5] Computer Accounts - Security (researchlab.local (RESEARCHLAB)) =
|3 Export | | Refresh @ E-mail | B Add/Remove columns Find g
(-5 researchlab local (RESEARCHLAB) | General | Member Of | Operating System | Location | Managed By | Object | Securty | Audting | Deleted Objects | Addtional Atributes |
Generated on: 21 Apr, 2014 7:02:46 PM Status: Success Filter: Not Applied
Obiect Fully qualified o
Naf\e 4 domain name Owner Name Type Permissions Inherited ‘——]
18 Computer Accounts pLOoRC I
. !’ Users ADCT_PC_001 | researchlab.local/A RESEARCHLAB\Dq BUILTINVAccount Operators | Allow Full Control No
..... &3) Groups Everyone Allow Change Password |No
..... Contacts NT AUTHORMY\Authenticat... | Allow Read All Properties | No
vvvvv &7 Foreign Security Principals NT AUTHORMY\Authenticat... |Allow | Read Permissions | No
""" 5/ RSoP NT AUTHORMY\Authenticat... | Allow  |List Contents No
""" 5 Group Policy Objects NT AUTHORITY\SELF Alow | Create AllChid O... |No
""" T stater GPOs NT AUTHORTY\SELF Allows | Wrie PersonalIn... |No
----- < WMI Fiters - -
e NT AUTHORMNSELF Allow Validated write ... |No
- 243 Password Settings Objects ‘ e
< m ] »

Quick Fiter: [Any Field BIE
Advanced Filters: [—No Filter Applied—

7 7%

Click on

tab to view the following information: {Object Name, Fully qualified

domain name of object, Owner, Name, Type, Permissions, Inherited, and Apply

To}.



The output would be displayed as shown below:

; (i3 Export | O Refresh \@ E-mail | B Add/Remove columns | Find
£ researchiab local (RESEARCHLAB) | General | Member Of | Operating System | Location | Managed By | Object | Securty | Auditing | Deleted Objects | Addtional Attributes
“““ E Domain Generated on: 21 Apr, 2014 7:05:01 PM Status: Success Filtter: Not Applied
""" Stes Object Fully qualified A
..... {2 Organizational Units Name ~ domainname Owner Name Type Permissions Inherited |
_____ . C er A of object
,,,,, & Users RD14 researchlab.local/( RESEARCHLAB\D¢ Everyone Success Write All Properties | Yes
AAAAA % Groups Everyone Success Modify Permissio... | Yes U
..... Contacts NT AUTHORITY\A { Users Write All Properties | Yes
~~~~~ &’ Foreign Security Principals NT AUTHORMY\Authenti Users Modify Permissio... | Yes
“““ 5J RSoP NT AUTHORMY\Authenticated Users | S Delete Subtree | Yes
""" _2h Group Polcy Objects RD30 | researchlablocalll RESEARCHLAB\DG Everyone Success | Write All Properties | Yes
""" E Starter GPOs Everyone Success Write All Properties | Yes
----- & WMI Fiters = =
Everyone Success Modify Permissio... | Yes
----- ﬁ Password Settings Objects ik
4ila . ] »
Quick Fiter: &uﬁdd '][‘,‘ ']
Advanced Fiters: [-No Fiter Appiied— @7 78
Click on &= I tab to view the following information: {Object Name, Object

GUID, Object SID, Created, Deleted, Last known parent}.

The output would be displayed as shown below:

@ Export | O Refresh IQE-mail 1Add/Remove columns

- researchiablocal (RESEARCHLAB) | General | Member OF [ Operating System | Location | Managed By | Object | Secury [ Audting | Deleted Obiects | Aditi
""" (55 Domain Generated on: 21 Apr, 2014 7:12:43 PM Status: Success Fitter: Not Applied

..... E Sites Object
(&) Organizational Units Name
----- 1% Computer Accounts RDG5 ecB9be75-22a8-46( 5-1-5-21-201 42172014 7:10 PM | 4/21/2014 7:11 PM | OU=ADCT_Child_OU,0U=ADCT_work...
..... & Users

..... a Groups

--[25] Contacts

..... &f Foreign Security Principals
..... = RSoP

----- &, Group Policy Objects

. ] Starter GPOs

4. Object GUID Object SID Created Deleted Last known parent

Quick Fiter: [kuﬁdd '][=

v) Ll
| Mfraai s | | @)|? 7|

NOTE: The "Last known parent"  attribute would be set only on a Windows Server 2003
domain controller and later.

Click on :Addtional Attibutes: o1 16 view the following information: {Object Name, Fully
qualified domain name of object, Account is disabled, Last Logon}.



The output would be displayed as shown below:

i3 Export | @ Refresh igE-mail | B3 Add/Remove columns | Find z
General | Member Of | Operating System | Location | Managed By | Object | Securty [ Audting | Deleted Objects | Addtional Atirbutes |
Generated on: 21 Apr, 2014 7:03:32 PM Status: Success Filter: Not Applied
Object Name  « Fully qualified domain name of object ::::ub':: & Last Logon
RD43 researchlab.local/Australia_SouthRD43 True
RD56 researchlab.local/Australia_NorthRD56 True
RD71 researchlab.local/Computers/RD71 False 1/15/2013 12:39 PM
RD78 researchlab.local/ComputersRD78 False 2/25/2014 2:26 PM
RD83 researchlab.local/ComputersRD83 False 9/26/2013 7:09 PM
RD84 researchlab.local/ComputersRD84 True 4/11/2014 6:00 PM
vvvvv E Starter GPOs RD84-WINT researchlab.local/Computers/RD84WIN7 False 9/30/2013 1:07 PM Ei
..... ? WMI Filters RD85 researchlab.local/ComputersRD85 False 472112014 6:53 PM
..... :a Password Settings Objects VM-DE-WIN7-1 researchlab.local/Computers/VM-DE-WIN7-1 | False 3/20/2014 7:21 PM
VM-JP-WIN7-1 researchlab.local/Computers/VM-JP-WIN7-1 | False 3/18/2014 7:26 PM f_
Quick Filter: [Pny Field '][= ']
Advanced Bters @) |77 B




How to view Users Report®

-

New Reports

I Object Reports...

ﬁ_ﬁ, Built-in Reports... >
_'i\_x Forest Reports...
% Permissions Reports...
=" Custom »
got Insight Reports...
Q AD Summary Reports...
7 Quick Reports...
Power Search... »
Terminal Services Reports...

Compare Reports... .
Select P P option under New Report button. The

Connection Manager  will appear on the screen, which will allow you to select a domain
and a corresponding  domain controller . The report window will be launched after the
domain and the selected domain controller are validated.

Select and expa nd the domain node in the left pane of the newly launched report
window, and then click on Users.

Users report

Click on 3-..99.'33'3!«5] tab to view the following information: {Object Name, Object GUID,
Object SID, Fully qualified domain name of object, First Name, Initials, Last
Name, Display Name, Description, Employee ID, Employee Number, Office,

Telephone Number, Phone Numbers (Others), E -mail, Web Page, Web Page
Address (Others)}.

The output would be displayed as shown below:

Users - General (researchlab.local (RESEARCHLAB)) =N =)
i Export | (@ Refresh | = E-mail B3 Add/Remove columns Find @
- researchlab local (RESEARCHLAB)| General ‘Address I Account ] Profile I Telephones | Organization [ Member Of l Dial-in I Object [ Security l Auditing I Addtional | * | > | |
3 §‘§ Domain Generated on: 22 Apr, 2014 1:28:35 PM Status: Success Fitter: Not Applied
E e : ; ; Fuly qualited First o Last ; &
(&3] Organizational Units Object Name Object GUID Object SID doma_m name Hame Initials fame + Display Name | |
1% Computer Accounts ! ! | ploblect | ! ! -
= 5 Users AndyJ. Wong il 7820035—87132:42@&1-521-20166905 researchlab.locallLlAndy | J _VWong ,:,‘f’?dyJ- Wongr
&2, Groups Travis | Willis | 203093¢-bb30-4c§ S-1-5-21-20166905 researchiablocall Travis || | Wills |TravisE Wi
- Contacts Noel P. Taboada | d40ce99d-7696-46] 5-1-5-21-20166905 researchlab.localll Noel P :Taboada vNoeI P. Taboaq;
s i_f Foreign Security Principals SystemMailbox{blj 85ﬂ614f—4adrr4a01; 51-5-21»20166905: researchlab.localle _SystemMaiI... .
- 5[ RSoP Kitles E. Sharon | f6a57e72-ee6f-4ads S-1-5-21-20166908 researchlab.localll Kitles E Sharon Kitles E. Sharoi
b Group Policy Objects Pavely D. Ryan | 168569-6235-489¢ 5-1-5.21-20166905 reseﬂrchlab_locallLTrPavely o [ryan V:VF'aveiy D. Ryan
- B Ster PO veanR Rosser | @o101762 400|152 2o resmenapiosavan[R[Rossier [ vian R Fser
: E:; ‘;?:slmf::tr:fssmings Objects Esan C. Reason | 1e298a30-fd1d-434 S-1-5-21»2016690§ researchlabAIocallL; Esan c ;ﬁeiso?w :_E.san C. Refso |
o e esle = .
Quick Filter: [NTY Field 'H= v]
- - |y | Advanced Fiters: S P || B




Click on tab to view the following information: {Object Name, Object GUID,
Object SID, Fully qualified domain name of object, Display Name, Street, PO
Box, City, State/Province, Zip/Postal Code, Country/Region}.

The output would b e displayed as shown below:

Users - Address (researchlab.local (RESEARCHLAB)) o] -a-| =)
i3 Export | | Refresh :6 E-mail Add,-’Remove columns Find @
-3 researchiab local (RESEARCHLAB)| General |} Address | Account | Profile | Telephones | Organization | Member Of | Dialin | Obiect | Securtty | Auditing | Addtional Accol ¢ | *

i ;’a Domain Generated on: 25 Apr, 2014 4:09:31 PM Status: Success Filter: Not Applied
i stes Fully qualified B
(&) Organizational Units Object Name  « Object GUID Object SID domain name Display Name Street PO Box |
»»»»» 1% Computer Accounts | of ofpect 4
1\ Users AlisonJ. Thomas ‘ d81656fb-fd7d—47f€ 5-1-5-21-20166905 researchlab. Iocall;ﬂ Alison J. Thomas | 154, Wall st 7895
2 A‘,ls,tﬂ,” G”!\Aloms \ ecce135b—9788—44: S-1 5—21 20166905 researchlab IocalIA Alistair G. Norris ‘254, STThomas st |48759
Andrews a d1566a7b-a3fMSJ S-1-5-21-20166905 researchlab.locali4 Andrews .158, Kent st .
- &2 Foreign Security Principals Andy J. Wong ‘ mzooassnuzq S-1-5-21-20166905 researchlab. IocaIIL Andy J. Wong 309,Middle Zhen... | 71889
- =] RSoP Andy Murray ‘f4b3b22d 7fb2-4321 51-521 20166905 researchlab.local/d Andy Murray " :

= Group Policy Objects

Banner Bruce | 0&142314-39&&4bt 5-1-5-21- 20166905 researchiab. Iocallﬂ Banner Bruce '258,Akin Adesol... 60614
- B Starter GPOs B 3 R =

Ben Coulson ‘ 1288b799—bbd7—46. S-1-5-21-20166905 researchlab.! IocaIIA Ben Coulson 110 Eglin Street 75489

-5 WMI Fiters ‘ T :
S « : Ben Rohrer 32702207-f06d—4675 51-521-20156905 researchlab,locaUA Ben Rohrer -
- -4 Password Settings Objects < : ‘m I i
Quick Fiter: [Any Field Y= -
« m it Advanced Filters: l TP B "
Click on l tab to view the following information: {Object Name, Object GUID,

Object SID, FuIIy qualified domain name of object, Display Name, User logon name, User

logon name (pre -Windows 2000), Log On To, Account is locked out, User must change
password at next logon, User cannot change password, Password never expires, Store
password using reversible encryption, Account is disabled, Smart card is required for
interactive logon, Account is trusted for d elegation, Account is sensitive and cannot be
delegated, Use DES encryption types for this account, Do not require Kerberos
preauthentication, Account expires, Account expiration date}.

The output would be displayed as shown below:

Users - Account (researchlab.local (RESEARCHLAB)) ol ===
i3 Export | |0 Refresh % E-mail Add/Remove columns Find @
-5 researchiab local (RESEARCHLAB)| General | Address | Account | Profile | Telephones | Organization | Member Of | Dialin | Object | Securty | Auditing | Additional Accour| ¢ | »

(53 Domain Generated on: 22 Apr, 2014 2:07:27 PM Status: Success Fiter: Not Applied

E Sites ~
(&3] Organizational Units Fully qualified 5 User logon name

5 i 3 Z Display User logon 5
1% Computer Accounts Object Name 4 Object GUID Object SID doma_ln name Narie i (pre-Windows
of object 2000)

: ‘5 Users

82, Groups Francis 968331 ad-6e88—49| 5-1-5-21 20166905 researchlab. IocaIIL Francis | francis@researc... | francis ‘E’
; Contacts Gavin T.Haslett | 87703b72-6959-40¢ S-1-5-21-20166905 researchlab. IocaIIL Gavin T. Haslen gavin@researchl... | gavin L3

+ : sy e ez !
> ;‘;’e'sn SecumyBincleals Guest 3caB8eal-0f09-4ca S-1-5-21-20166905 researchiab. IocaIIL | Guest
= 0 T T

= ) . llia S. Lessev | b1cesf90-c22c-4c8 S-1-5-21-20166905 researchlab. IocaIIL lia S. Lessev | ila@researchiab... | ilia

7 Group Policy Objects e - e = I

E Starter GPOs JasonG.Jones | 1155f944—bd26—49|] S-1-5-21 201669051 researchlab. IocaIIL Jason G. .Iones jason@researchl... | jason

(? WMI Filters Kathy Q. Donaldsol 14709062-0835-4(13 5-1-5-21 20166905! researchlab. Iocalll. Kathy Q. Don... |kathy@researchl... _kathy

:a Password Settings Objects Keith G. Miller 1a064224-4f3&4a&' S1~5—21-20166905 researchlab. Iocallh Keith G. Miller ‘ keith@researchl... keith

Kitles E. Sharon f5357e72-ee6f-434& S-1-521-20166903 researchlab. Iocal/L Kitles E. Sharon | kitles@researchl... | kitles -
< | H | »
Quick Fiter: [/‘uyﬁeld 'H’ ']

7 m 1 Advanced Filters: [—No Filter Applied— v] AR ?1




Click on tab to view the following information:

{Object Name, Object GUID,

Object SID, Fully qualified domain name of object, Display Name, Profile Path,

Logon Script, Local Path, Connect to}.

The output would be displayed as shown below:

Users - Profile (researchlab.local (RESEARCHI;AB))

i3 Export | |3 Refresh ‘@ E-mail | B Add/Remove columns

Find

(-5 researchlab local (RESEARCHLAB)

General | Address | Account [} Profile | Telephones | Organization | Member Of [ Dialin | Obiect | Securty [ Audit! + [

:i‘i Domain Generated on: 22 Apr, 2014 2:15:56 PM Status: Success Filter: Not Applied
[ stes Fully qualified B
-{&) Organizational Units Object Name  « Object GUID Object SID domain name Display Name Profile Path
-8 Computer Accounts ‘ otobect ! 3
S’ Users Adminuser3 6c76e6b0-3265-407 S-1-5-21-20166908 researchlab.local/l Adminuser3 E
% 5!) Groups Andy J. Wong 7f92c0a5-67e2-420 31-521-20166905 researchlab.local/l Andy J. Wong %Home%\%
Contacts Bennoit L. Loffet | d7eda7fe-1678-4bq 5-1-5-21-20166908 researchlab.local/l Bennoit L. Loffet | %Home%\%
&7 Foreign Securty Principals CHILDS 3e09138d-c086-44 S-1-5-21-20166905 researchlab.localll
- 5[ RSoP David R. Clarke | 067d3b6e-f660-4bb S-1-5-21-20166905 researchlab.localil David R. Clarke | %Home%\%
<2k Group Policy Objects DiscoverySearchM d1e61caa-dd31-45 S-1-5-21-20166905 researchlab.local/l Discovery Searc...
% Starte;GPOs Esan C. Reason | 16298a30-fd1d-484 S-1-5-21-20166905i researchlab.local/ll Esan C. Reason %Home%\%
- WMI Fitters | i
753 5 Exchange Online-4 82169f18-03a8-4b7| S-1-5-21-20166905 researchlab.localil
- Password Settings Objects ;
FederatedEmail.4c| 7efdb529-f5b7-48e( S-1-5-21-20166905 researchlab.local/l Microsoft Excha... =
< ‘ T ‘ ] »

Quick Fiter: [Any Field
Advanced Filters:

1"

Click on tab to view the following information:

{Object Name, Object

GUID, Object SID, Fully qualified domain name of object, Display Name, Home,

Home Phone (Others), Pager, Pager Number (Others), Mobile,

Mobile Number

(Others), Fax, Fax Number (Others), IP Phone, IP Phone Number (Others),

Notes}.

The output would be displayed as shown below:

1

Users - Teleph hlab.local (RESEARCHLAB))
|3 Export | Oy Refresh r:“v E-mail Add,r'Remove columns

=&

Find

-5 researchlab local (RESEARCHLAB)

General | Address | Account | Profile | Telephones | Org

(55 Domain
@ Sites
(&3] Organizational Units
.18 Computer Accounts
5 Users
% Groups
Contacts
- 3.’ Foreign Security Principals
= RSoP
-2, Group Policy Objects
- B} Stater GPOs
-5 WMI Fiters
- ;] Password Settings Objects

< m

ization | Member Of | Dialin | Object | Securty | Audt ¢ [> |

Generated on: 22 Apr, 2014 2:21:26 PM Status: Success Filtter: Not Applied

Fully qualified S -

ObjectName  Object GUD Object SID domain name pRoy: Home =
. Name

of object =
L - I - - =
Adminuser3 6c76e6b0-3265-401 51.5.21-20166905 researchlab.local/l Adminuser3 i
Andy J. Wong 7f92c0a5-67e2-420 5-1-5-21-20166905 researchlab.localil Andy J. Wong | (03) 5616251
Bennoit L. Loffet | d7eda7fe-1678-4bq S-1-5-21-20166905 researchlab.local/l Bennoit L. Lof... | (207) 662-7886
CHILDS 3e09138d-c066-441 5-1-5-21-20166905 researchlab.localll !
David R.Clarke | 067d3bBe-f660-4bb S-1-5-21-20166905 researchlab.local/l David R. Clarke | (511) 895-4853
DiscoverySearchM d1e61 caa-dd:ﬂfi 5-1-5-21-20166905 researchlab.local/l Discovery Se... ‘
Esan C. Reason | 16298a30-fd1d-48a S-1-5-21-20166908 researchlab.local/l Esan C. Reas... | (511) 895-4853
ExchangeOnIine-r 82169f18-03a8-4b7| 5-1-5-21-20166905} researchlabjocallli
FederatedEmail 4c| 7efdb529-f5b7-48e( S-1-5-21-201669085 researchlab.local/l Microsoft Exc... -
< | 1 | »

Quick Fitter: IPny Field

Advanced Fitters:




Click on tab to view the following information: {Object Name, Object
GUID, Ob ject SID, Fully qualified domain name of object, Display Name, Title,
Department, Company, Manager, Direct Reports}.

The output would be displayed as shown below:

Users - Organization hlab.loca (RESEARCHLAB))
|3 Export | |0 Refresh '-:"3 E-mail | [E1Add/Remove columns Find @
=3 researchlablocal (RESEARCHLAB)| General | Address | Account | Profile [ Telephones | Organization | Member Of | Dialin | Object | Securty | Auditing | Addtional Acc| + | »

:ii Domain Generated on: 22 Apr, 2014 2:26:34 PM Status: Success Filter: Not Aoplied

g E Stes Fully qualified Displa Z:
-(&] Organizational Units Object Name & Object GUID Object SID domain name Na:\ey Title Department
-1 Computer Accounts i | L of object ‘

g} Users Andy J.Wong 7f92c0a5-67e2-4201 S-1-5-21-20166905 researchlab.local/l Andy J. Worg Software Engin... | Development
SQJ Groups Bennoit L. Loffet d7eda7fe—1678—4bc: &1-5—21»20166905: researchlab.local/l Bennoit L. Loffet | Team Lead Development
-[&] Contacts CHILDS 3609138d-c066-44f 5-1-5-21-20166905 researchlab.locall

S - > o | | P -
-7 Foreign Securiy Principals David R.Clarke | 067d3b6e-f660-4bb S-1-5-21-20166905 researchlab.local/l David R. Clarke | Team Lead Qualty Control |
-5/ RSoP DiscoverySearchl d1e61caa-dd31-45 5-1-5-21-20166905 researchlab.local/l Discovery Sza...
=P " : 1
i Group Pokcy Objects Esan C.Reason | 1298a30-fd1d-484 5-1-5-21-20166908 researchlablocalfl Esan C. Reason | Production Engi... | Production
B Stater GPOs Exchange Online-4 8216918-03a8-4b7) S-1-5-21-20166905 researchlab.localll
5 WMI Fiters i =
FederatedEmail 4c| 7efdb529-f5b7-48e( 31-5-21-201669051 researchlab.local/ Microsoft Exch...

- ;1] Password Settings Objects

Francis 968331ad-6988—49i 51—521-20166905 researchlab.local/l Francis -
< | T | )
Quick Fiter: [ Any Field <=~
il m |y | Advanced Fiters: - ‘7 P *,‘
on tab to view the following information: {Object Name, Object GUID,

Object SID, Fully qualified domain name of object, Member Of, Membership
Group GUID, Membership Group SID, Membership Group FQDN, Primary group
name}.

The output would be displayed as shown below:

Users - Member Of (s hlab.local (RESEARCHLAB))
i3 Export | (O Refresh 3& E-mail Add/Remove columns Find [E_ﬂj
-5 researchlablocal (RESEARCHLAB)| General | Address | Account | Profile | Telephones | Organization | Member Of | Dialin | Object | Securty | Audting | Addtional Account [+ [ >

§a Domain Generated on: 22 Apr, 2014 2:34:52 PM Status: Success Fitter: Not Applied
E Sites " h N -
- Object 2 g Fully qualified domain Membership Membership
(€] Organizational Units Name & [[Obsect GUE Obect SO name of object MenkierOF Group GUID Group SID [
/& Computer Accounts Francis 968331ad-6e88-491 5-1-5-21-20166908 researchlab.locallUser Ac| Remote Deskiop... |bf7ab107-7e3.. | S-1-5-32-555
- &, Users Gavin T. Haslett 87703b72-6959-40 S1-5—21-20166905§ researchlab.local/User Ac
&8, Groups Guest 3ca8Beal-9f09-4cal S-1-5-21-20166905 researchlab.local/Users/G Backup Operators | 05516ef0-g82... | 5-1-5-32-551
feorkacts [ | Guests 6d0de39-06d... | 5-1-5-32-546
-E{ Foreign Security Principals : T T
1a S. Lessev C = researchiab.local/User
-/ RSoP llia S. Less b1ce8f90-c22¢c-4c8 S-1-5-21-20166905 res hlab.local/User Aci
- =[ RSo ! 1
3L Group Policy Objects Jason G. Jones| 1155f944-bd26-498 S-1-5-21-20166905 researchlab.locallUserAq
g Starter GPOs ¥ :WDonald f479926?-038.5—4¢3 5~1~5—21: 1669055 researcﬁlgl%Loga!{l.};erAt:f CN=SPFR,0U=S...
rf WMI Fiters Keith G. Miller | 1a084224-4f35-4a8 3-1—521-20166905 researchlab.local/User Ac CN=SPFR,0U=S...
- 3 Password Settings Objects Kitles E. Sharon f5a57e72-eebf-4a4g 5-1-5-21-20166905 researchlab.local/User Ac CN=SPFR,0U=S... -
& gs Obj X
< | m ] )
Quick Fiter: [Any Field A=~
P m |7 Advanced Filters: v ’ ? Y| B




Dial-in

Click on tab to view the following information: {Object Name, Object GUID,
Object SID, Object GUID, Object SID, Fully qualified domain name of object,
Remote Access Permission, Call -back Option}.

The output would be displayed as shown below:

[E] Users - Dial-in (researchlab.local (RESEARCHLAB)) ==
|3 Export | | O Refresh E@ E-mail Add/Remove columns Find @
-5 researchiablocal (RESEARCHLAB)| General | Address | Account | Profile | Telephones | Organization | Member OF | Dialin |Object | Securty | Auditing [ [+ |
3 ;iﬁ Domain Generated on: 22 Apr, 2014 2:40:53 PM Status: Success Filter: Not Applied
E = e 3 5 Fuly gualiﬁed Remote Access
i @J Organizational Units Object Name 4. Object GUID Object SID do_maxn name of Permission
-1% Computer Accounts object L=
- & Users Francis 968331ad-6e88-49fe-| 5-1-5-21-2016690531-17| researchlab.local/User A Deny Access {i}
82, Groups SavinTiHaslettt  |87703072:6959-40d8S-1:6:21-2016630631-17| researchidbicaliiser gNlow Access
=] Contacts Guest 3caB8eal-9f09-4caf-§ 5-1-5-21-2016690531-17; researchlab.local/Users| <Not set= (Control ...
-2 Foreign Security Principals llia S. Lessev b1ce8fo0-c22¢-4c8f-g 5-1-5-21-2016690531-171 researchlab.local/User A Allow Access
RSoP JasonG.Jones | 1155(944-bd26-4987- S-1-5-21-2016690531-17, researchlab.local/User A Deny Access
b Group Policy Objects Kathy Q. Donaldson %f4709062—03a5—4d32- $-1-5-21-2016690531-17| researchlab.local/User 4 Allow Access
B Starter GPOs Keith G. Miller | 12064224-4135-4a8d- 5-1.5-21-2016690631-17. researchlab.locallUser A <Not set= (Control .. | ~
r«gﬁ WMI Fitters T = -
- 53 Password Settings Objects
Quick Fiter: [ Any Field -|[=
7 m | Advanced Fitters:
Click on tab to view the following information: {Object Name, Object GUID,

Object SID, Fully qualified domain name of object, Object class, Created,
Modified, Original USN, Current USN}.

The output would be displayed as shown below:

" (=] Users - Object (researchiab.local (RESEARCHLAR))
(i3 Export | (O Refresh ‘-"T& E-mail Add/Remove columns Find @J
(-3 researchlab local (RESEARCHLAB)| General | Address | Account | Profile [ Telephones | Organization | Member Of | Dialin | Obiect | Securty | Audting | Additional Al [ |
""" (55 Domain Generated on: 22 Apr, 2014 3:02:50 PM Status: Canceled Filter: Not Applied
""" EE Stes : ; : Fuly qualified Sk : (4
(&3] Organizational Units Object Name » Object GUID Object SID doma'ln name s Created Modified [
- Computer Accounts ! ! olobec -
! E) Users Adminuser3 64:7696!)0—3265—40‘1; 5-1-5-21-20166905 researchlab.localll user 9/5/20126:59 PM | 4/21/2014 10:49 ...
Groups AndyJ. Wong 7f92c0a5-67e2-420) S-1-5-21-20166908 researchlab.local/l user 9/4/2012 5:56 PM | 6/26/2013 5:05 PM
Contacts Bennoit L. Loffet d7eda7fe-1678—4b& S-1-5-21-20166905 researchlab.local/l| user 9/412012 5:56 PM | 6/26/2013 5:05 PM
----- & Foreign Securty Principals CHILDS 3e09138d-c066-44 51.5.21_20166905{ researchlab.local/luser | 8/23/2012 3:43 P | 12/26/2013 4:59 ...
- 5/ RSoP David R Clarke | 067d3b6e-660-4bh 5-1-5-21-20166905 researchlab.localll user | 9/412012 557 Pt | 612612013 5:05 PIf
””” 5 Group Policy Objects DiscoverySearchM d1e61caa-dd31-45 5-1-5-21-2016&05!: researchlab.local/l user 9/28/2012 12:11 ... [10/25/2012 4:29 ...
-~ B Starter GPOS |Esan C.Reason | 16298a30-fd1d-484 S-1-5-21-20166908 researchiablocalll user | /42012 5:57 P | 101472013 3:13 PIf [
‘_# WMI Fiters a7 - = : ] s
----- ] Password Settings Objects
Quick Fiter: [Any Field =
4 I [ » Advanced Filters: i




Click on

/| tab to view the following information:

{Object Name, Object GUID,

and Object SID, Fully qualified domain name of object, Owner, Name, Type,
Permissions, Inherited, and Apply To}.

The output would

be displayed as shown below:

- & Users
-8, Groups
-[@5] Contacts

- =] RSoP

- @ Starter GPOs
- WMI Fiters

-y Computer Accounts

-7 Foreign Security Principals

- 24 Group Policy Objects

Users - Security (researchlab.local (RESEARCHLAB)) [folfe =
(i3 Export | |0 Refresh “*& E-mail | B Add/Remove columns Find @
[=1-3i4 researchlab local (RESEARCHLAB)| General | Address [ Account | Profile | Telephones | Organization | Member Of [ Dialin | Objed] Security \Auditing | Additional Accou * | *

zal ii Domain Generated on: 22 Apr, 2014 3:06:59 PM Status: Success Filter: Not Applied

- Sites i S
‘E _ y Object . Object Fully quakied i

""" (&) Organizational Units Name 4 Object GUID sp domain name Owner Name Type Permissions =L

of object |5
Andy J. Wong 7f92c0a567e2-420{ S~1»5~21-201é researchlabJocal)Lt RESEARCHLAE BUILTINVAccount ... ?Allow ?l;ull Control i
BUILTIN\Administ.. | Alow | List Contents
VBUILTIN\Administ... ?Allow ‘:WModify Permissm..:

BUILTIN\Administ... %Allow | Modify Owner

‘ BUILTINVAdminist... %AIIDW jrAII Validated Wrﬂ..:
BU IL:I'IF(\Acirrﬁn ;st 1 AIIow QV Write All VPropei'ties

| BUILTINVAdminist... ;Allow ;Read Permi;sions -

Ve P - m . - »

- 7F] Password Settings Objects

e
@77 B

Quick Fiter: [Any Field
Advanced Fiters: [-No Fiter Applied—

Click on

tab to view the following information:

{Object Name, Object GUID,

and Object SID, Fully qualified domain name of object, Owner, Name, Type,
Permissions, Inherited, and Apply To}.

The output would be displayed as shown below:

Users - Auditing (researchlab.local (RESEARCHLAB))
i3 Export | | O Refresh ‘3 E-mail Add/Remove columns Find @

=4 Domain

& Stes

73 {. Users
52, Groups
Contacts

- =[ RSoP

- ] Starter GPOs
& WMI Fiters

=)

[=-i3 researchlab local (RESEARCHLAB)

General [ Address IAccount | Profile ] Telephones ] Organization I Member Of ] Dialin ] Object ] Secunty’ Auditing lAdditionaI Accour * | *

-(&] Organizational Units
-1 Computer Accounts

1\’ Foreign Security Principals

2, Group Policy Objects

-5 Password Settings Objects

Generated on: 22 Apr, 2014 3:09:23 PM Status: Success Filter: Not Applied
; -
3::’::1 . gﬂjlgct 2:3“1 EEE::T::M Owner Name Type Permissions |
Andy J. Wong ‘ 7f92c0a5-6762-4 5-1-5-21-201é researchlab.locall': RESEARCHLAB\D-} Everyone ‘ Success ‘ Modify Permissio...
: Everyone Success : Write All Propertieg
|NT AUTHORIT... Success ‘ Write All Properties.
NT AUTHORIT... f.Success :Delete Subtree
NT AUTHORIT... Success [ Modify Permissio...
| | VRESEARCHLA... :Successrerull Control 7
Bennoit L. Loffet| d7eda7fe-1678-¢ S-1-5-21-2016 researchlab.local, RESEARCHI.AB\D: Everyone | Success ‘Wr'neAII Properties.
:VEver;/one iv Successj Modify Perrnrirssio“:
NTAUTHORIT... |Success | Modify Permissio... ™
<[ W ] »
Quick Fiter: [Any Field o=

Advanced Fiters: [-No Fiter Applied-

NCNEAEZE ]

Click on

i Additional Account Info ]

tab to view the following information: {Object Name,

Object GUID, Object SID, Fully qualified domain name of object, Last Logon,
Password last set date, Password expiration date}.

NOTE : ARKAD calculates the last logon date and time by adding the local time zone
information. This time zone information is retrieved from the local computer on which
ARKAD is run. Also, last logon value for a user can be displayed as empty value if it is
not set in the directory or if the current user context or specified user context does not
have sufficient privileges to read the attribute from the directory.




The output would be displayed as shown below:

P

Users - Additional Account Info (researchlab.local (RESEARCHLAB))

3e09138d-c066-44f S-1-5-21-20166905

|3 Export | O Refresh E@ E-mail Add,/Remove columns Find U
(-5 researchlab local (RESEARCHLAB)| Dialin | Object | Security | Audting | al Accourt Info | Effective PSO | Deleted Objects | Additional Attributes | [+ [ |
- Generated on: 25 Apr, 2014 5:02:53 PM Status: Canceled Filter: Not Applied
S:f::’ 4 Object GUD Object SID Zﬁ'n'fa‘.‘n"ﬁ'éﬁrfﬁ Last Logon ::fz:::“’ fast 3
of object
Adminuser1 8eb39e7<>7fdf-4bbi 51-5-21-2016690511 researchlab.local/l| 4/22/2014 11:06 ... ’ 10/26/2013 12:34 PM
Adminuser2 1182ead2-87f1-428 S1-5—21-20166m5¢ researchlab.local/l 4!25!25%:12:40 £6f20I2013 11:01 AM
Adminuser3 6c76e6b0-3265-401 51-521.2015690d researchlab.localll] 4/25/2014 5:01 PM ‘gsr2012013 11:01 AM
----- &7 Foreign Security Principals AndyJ.Wong | 7f92c0a5-67e2-420 5-1-5-21-20166905 researchiab.localll | 91412012 5:56 PM
- = RSoP Bennoit L. Loffet | d7eda7fe-1678-4bq S-1-5-21-20166905 researchlab.local/l §9/4/2012 5:56 PM
""" 2 Group Poliey Objects CHILDS researchlab.locall 1272612013 4:59 P14

- ] Starter GPOs

|
David R. Clarke | 067d3b6e-f660-4bb 5-1-5-21-20166905 researchlab.localll

| 91412012 5:57 P

-

- WMI Fiters 7 =

jﬁ Password Settings Objects

Quick Fitter: [/‘ﬂ)’ Field
Advanced Fitters:

i Effective PSO [Win 2008)

Click on tab to view the following information

{Object Name,

Object GUID, Object SID, Fully qualified domain name of object, Resultant PSO,

PSO Precedence, PSO Description}.

The output would be displayed as shown below:

Users - Effective PSO (researchlab.local (RESEARCHLAB)) ol o=
(i3 Export | |G Refresh @ E-mail | ) Add/Remove columns Find @J
=3 researchlablocal (RESEARCHLAB)| Auditing | Additional Account Info | Effective PSO | Deleted Objects | Additional Attributes | A
(54 Domain Generated on: 25 Apr, 2014 4:37:48 PM Status: Success Filter: Not Applied
ﬁ Sites = 3
= : . % : Fully qualified domain name of Resultant PSO 2
(&) Organizational Units Obiect Name biect G e S0 object PSO Precedence| |
= Computer Accounts Andy J.Wong 7f92c0a5-672-420( S-1-521-2016&0é researchlab.local/User Accounts/Ang Internet Enable... | 2
Er Users Bennoit L. Loffet | d7eda7fe-1678-4bq 5»1-521-2016&@ researchlab.local/User Accounts/Bej Internet Enable... |2
88, Groups CHILDS 3e09138d-c066-44 51.521.2016690d researchlab.local/Users/CHILDS
ntact: | !
Cortacts David R. Clarke 067d3b6e-f660-4bb S-1-5-21-20166905 researchlab.local/User Accounts/Dal Password nev... | 4
- &7 Foreign Security Principals T
-1 RSoP DiscoverySearchM d1e61caa-dd31-45 S1-5~21-2016@0é researchlab.local/Users/DiscoveryS
.. = RSo !
_./ . " Esan C. Reason | 1e298a30-fd1d-484 S-1~5-21-2016690§ researchlab.locallUserAccountsIB‘ Remote Login ... |1
-2k Group Policy Objects ] i
T Exchange Online-4 82169f18-03a8-4b7 S-1-$21-2016690d researchlab.local/Users/Exchange ( -
-} Starter GPOs
| ]
5 WM Fiters Sl il | k
- ] Password Settings Objects Quick Fiter- [ Any Field ,]{= v]
i — |y | Advanced Fiters: KR \

NOTE: Effective PSO (Win 2008)

i

Click on

report is applicable only for

l tab to view the following information:

Windows Server 2008.

{Object Name, Object

GUID, Object SID, Created, Deleted, Last known parent}.




The output would  be displayed as shown below:

| QExport | [ Refresh \@E-mail | B Add/Remove coluﬁns l Find | |
= researchiab local (RESEARCHLAB)| Organization | Member Of [ Diakin | Object [ Secury | Audting | Addtional Account Info | Effective PSO | Deisted Objects’| [ |
----- (54 Domain Generated on: 25 Apr, 2014 4:21:17 PM Status: Success Fiter: Not Applied
| Stes Object Name » Object GUID Object SID Created Deleted Last known parent
"""" (& Orgarizational Units Mark Rohades ba3cbad5-cec5-4af 515-21-20166&34 4/22/2014 6:02 PM | 4/25/2014 4:17 PM | OU=ADCT,0U=ADCT _Test_...
Q.:CU:I:JH * mic D. henry f7dea7e9-a49c-4bb S-1-5-21-20166905 1/22/2014 12:17 ... | 4/25/2014 4:18 P | OU=TestADCT,0U=ADCT_...
& Groups
Contacts
- &7 Foreign Security Principals
..... =[ RSoP
- 5k, Group Policy Objects
- B Stater GPOs
-5 WMI Fiters
jﬂ Password Settings Objects
Quick Fiter: [Any Field “l= -
< 1 v | Advanced Fiters: '] Tl A
NOTE: The "Last known parent"  attribute would be set only on a Windows Server 2003
domain controller and later.
Click on tab to view the following information: {Object Name, Object
GUID, Object SID, Fully qualified domain name of object, Employee ID,

Employee Number, Employee Type, Department Number, Division, Car License,
House Identifier, Room Number, Assistant, Secretary}.

The output would be displayed as shown below:









































































































































































































































































































































































































































































































































































































