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Active Directory Change Tracker

Change Auditing, Tracking and Analysis for Active Directory

1.1 About ADChange Tracker

audits, tracks and analyzes all changes made to your Active Directory configuration. The tool
audits all changes made to your Active Directory by periodically collecting only the changed
data, reporting what exactly changed, along with the new and old values, when the change was
made, where the change happened in your Active Directory and the tool also determines who
made the change by looking up the Security Event logs of your audit-enabled Active Directory.
Active Directory Change tracker records and maintains the entire history of all tracked changes
along with the relevant Event log data in a SQL server database for future reference and
analysis. A powerful search tool helps you analyze all past changes on any predefined search
criteria. Changes can be selectively tracked (such as only OUs) and a powerful email
notification mechanism lets you configure different types of changes (such as Created, Deleted,
and Modified) and get them notified to different end users based on the OUs/containers where
the changes happened.

1.2 System requirements

For latest information on system requirements, click System Requirements page in our
website.



https://www.vyapinsoftware.com/system-requirements/Active-Directory-Change-Tracker.pdf
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1.3 Who can use ADChangeTracker?

Organizations running Microsoft Active Directory can greatly benefit from ADChangeTracker. It
is a powerful Change auditing tool for Active Directory Administrators. System Administrators
can monitor changes to Active Directory Servers across the enterprise network in any location.

Users that would benefit from ADChangeTracker:

uSystems management personnel
uCIOs and CSOs
uSecurity and Systems Audit personnel

uSystem Administrators

Organizations that would benefit from ADChangeTracker:

sCompanies having enterprise network based on Active Directory

1.4 How to purchase?

You can purchase ADChangeTracker online from our website http://www.vyapin.com/. Please
contact our Sales department at sales@vyapin.com for sales and price related queries.

1.5 How to register the software?

Once you purchase the software online or through any one of our resellers, you will receive a
sale notification through e-mail from our sales department. We will send you an e-mail with the
necessary instructions to activate the software.

In case you do not receive an e-mail from our sales team after you purchase the software,
please send the following information to our sales department at sales@vyapin.com with the
sales order number:

= Company Name: End-user Company Name
= Location: City & Country for the Company Name given above

Please allow 12 to 24 hours from the time of purchase for our sales department to process
your orders.


http://www.vyapin.com/
mailto:sales@vyapin.com
mailto:sales@vyapin.com
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Register Active Directory Change Tracker

License Type: 15-day Evaluation Copy

To register the software, copy and paste the license key in the textbox below:

[ Apply ][ Cancel

Register screen

Perform the following steps to register the software:

1. Download evaluation/trial copy of software from the respective product page available
in our website at http://www.vyapin.com/

2. Install the software on the desired computer.

3. You will receive a license key through e-mail as soon as the purchase process is
complete. You can also request the license key by using the Request license key...
button in About dialog.

4. Click 'Apply" in Help -> About ADChangeTracker...-> Register license Key... button to
see the Register dialog (as shown in Image 1).

5. Copy the license key sent to you through email and paste it in the 'License Key' textbox.
For help on how to copy the license key, click 'See example' link in the Register dialog
(as shown in Image 2).

b -y

How to copy license key @
- BEGIN LICENSE KEY (COPY BELOWS THIS LINEJ----{SEE.;{ and then Copy thﬁj

How to copy license key screen

e Select Help -> About ADChangeTracker... from toolbar.


http://www.vyapin.com/
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e The About ADChangeTracker dialog will appear as shown below:

About ADChangeTracker
Active Directory Change Tracker v3.0.1

Copyright @ 2811 - 2826 Vyapln Software Systems Private Limited.
All rights reserved.

Email: support@vyapin.com Web:  www.vyapinsoftware.com
View License Agreement

Computer Name: rdsd

Full Computer Name: rdsd

Program Folder: c:\Program Files (xB5)‘\ADChangeTracker
Application Data Folder: |[C:Users\PublichDocuments\aDChangeTracker

Product:
License Type: 15-day Ewaluation Copy
License Description: | qthis software is meant solely for evalustion purposes ~
W
You are on IIIIE}': 1 of 15
Remaining Days: 14
Register license key...

About screen

2. Getting Started

2.1 Configure Active Directory auditing

This section provides step-by-step procedures for enabling auditing of changes to objects in
AD DS. This process consists of two primary steps:

e Step 1: Enable audit policy.

e Step 2: Set up auditing in object SACLs by using Active Directory Users and
Computers console.

Step 1: Enable audit policy.

1. Click Start, point to Administrative Tools, and then Group Policy Management.
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2. In the console tree, double-click the name of the forest, double-click Domains, double-click
the name of your domain, double-click Domain Controllers, right-click Default Domain
Controllers Policy, and then click Edit.

3. Under Computer Configuration, double-click Policies, double-click Windows Settings,
double-click Security Settings, double-click Local Policies, and then click Audit Policy.

4. In the details pane, right-click Audit directory service access, and then click Properties.
5. Select the Define these policy settings check box.

6. Under Audit these attempts, select the Success, check box, and then click OK.

Step 2: Set up auditing in object SACLs.

The following procedure presents an example of just one of many different types of SACLs that
you can set in AD. You can configure additional SACLs based on the operations that you want
to audit.

To set up auditing in object SACLs

1. Click Start, point to Administrative Tools, and then click Active Directory Users and
Computers.

2. Right-click the organizational unit (OU) (or any object) for which you want to enable auditing,
and then click Properties.

3. Click the Security tab, click Advanced, and then click the Auditing tab.

4. Click Add, and under Enter the object name to select, type Authenticated Users (or any
other security principal), and then click OK.

5. In Apply onto, click This object and all descendant objects.

6. Under Access, select the Successful check box for Write all properties. If you want to
audit creation and deletion of objects, select the Successful check box for Delete, Delete
subtree and Create all child objects too.

7. Click OK until you exit the property sheet for the OU or other object.

2.2 Change Application Data folder
location

ADChangeTracker enables you to change Application Data folder location, where its
application settings and error log are stored, at any time after installing ADChangeTracker
software. To change the Application Data folder location, perform the following steps given
below:

1 Select About ADChangeTracker from Help menu
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Help |

Contents F1

Tips...

| About ADChangeTracker...

2 The About ADChangeTracker dialog appears as shown below:

About ADChangeTracker
Active Directory Change Tracker v3.0.1

Copyright @ 2811 - 2826 wWapin Software Systems Private Limited.
All rights reserved.

Email: support@vyapin.com Web:  www.vyapinsoftware.com
View License Agreement

Computer Name: rdad

Full Computer Name:  rdad

Program Folder: C:\Program Files (xB&)\ADChangeTracker
application pata Folder: |cC:\users\PublichDocuments\aDchangeTracker

Product:
License Type: 15-day Evaluation Copy
License Description: | this software is meant sclely for evalustion purposes A
L
You are on day: 1 of 15
Remaining Days: 14
Register license key... Close

3 Click ... button to change Application Data folder location of ADChangeTracker
application. The Browse For Folder location dialog will appear as shown below:
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-
Browse For Folder - ‘ g

a8 Computer -

I = Floppy Disk Drive (4:)
4 &, Local Disk (C)

[ i inetpub
L OEMSettings
[= ) PerfLogs
I= ) Program Files
I= ) ProgramData 3
= ) Users
= 1) Windows
= Local Disk (D) |
[ = Mew Volume (E:) o
I I €l Network
- B Control Panel -

o) s

4 Select a desired folder location and Click OK. The folder location can be local drives or
mapped network drives.

5 ADChangeTracker provides an option to copy or move the existing ADChangeTracker
application settings and error log to the new location once you change the Application
Data Folder. Once you specify the new Application Data folder location, ADChangeTracker
will prompt you to copy or move existing ADChangeTracker application settings to the
new location as shown below:

C - ~ — e |
opy or Movedata.. S s S s
‘/'-\"--] Do you want to Copy or Move all application settings and data from the old folder location to the new folder location?
L S 4 Click the appropriate button below.
Lcopy | [ move | [ Gose |
L e———— = e e — = = e = I e

6 Click the desired action (Copy / Move / Close) to proceed. ADChangeTracker will use the
new Application Data folder location henceforth.
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2.3 How to get the change made by value
successfully?

ADChangeTracker reports the 'Change made by' value for all AD objects' changes in the
Active Directory. The ‘Change made by’ is retrieved from the event log of the domain controller
in which the change is made. This feature is applicable for Windows Server 2008 or later
operating systems only.

In order to report the ‘Change made by’ value successfully, please ensure the following points:

a. Select the ‘Use Security event log in DC to retrieve additional Change data (Who &
When)' checkbox in the Add domain or Edit domain dialog.

b. Enable the Audit directory service access Policy and set to success in Default
Domain Controllers Policy as shown below.

l' Group Policy Management Editor

File Action Wiew Help

Policy = | Policy Setting
1 Audit account logon events Mot Defined
= | Policies ks " habbafina

; Software Settings Audit directory service access Success
= || Windows Settings =

- Nal?we Resolution :olicdy Audit object access Mat Defined
=l Scrlpt_s (Start_up,l'S ukdown Audit policy change Mat Defined
==Y S_ecurlty Settings S N
. - Audit privilege use Mot Defined
= Account Palicies ) ) )
Audit process tracking Mok Defined

B j Local Palicies ) :
=B &t Policy Audit syskem events Mot Defined

j:] User Rights Assignime
5 Security Options
jj Ewvent Log
1 Restricked Groups
5 System Services
a4 Reqistry
4 File System
o Wired Metwork (IEEE 802
| Windows Firewall with &
j Mebwork List Manager Pa
[+ ;,.ll_f wiireless Metwork {IEEE &
| Public key Palicies =
| Software Restriction Poli
| Mebwork Access Probectic
| Application Control Polici
g IP Security Policies on Ac

HEHHE

= &

[+

EEHME

FHE

| Advanced Audit Policy Ce
T _'lJ «
| | [

c. Select Write all properties, Delete, Delete subtree and Create all child objects
properties for the OU or domain in which you wish to track changes as shown below.

10
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- Active Directory Users and Computers
Fil=  Action Wiew Help
& NP 40 XEc=HF RS TR
: Active Directory Users and Comput | MName | Type | Description |
[ - [ . A= | b |
SN ADCT_Bulk Properties 1 )
. n Advanced Security Settings for ADCT_Bulk
General I M
Groupory T emissions  Audiing | D R Auditing Entry for ADCT_Bulk
5{ SELF Ta view or edit details foran —— opject | Properties |
52 Authe
82,5vST  pudiing entries:
'y L) s Mame: I Authenticated Users Change-;l .
S METY I
3? - Type Marne:
39-‘3- Success Adminuzer, | Apply onto: IThis object and all descendant objects j tand all des...
Eeo Success Evemone ant Organizat...
Access: Successful  Failed .
Success Evemone ant Organizat...
Success Everyone List conkents O (| ;l tand all des...
Permission ET— Authentica Read all properties - a t and all des...
Full con Write all properties O
Read Delete O
dite Delete subtree O
Create Read permissions O O
Delete Madify permissions O O
fodify owner O O
For specia ) )
oV ma—, Add... | Al validated writes O O re defaults
all extended rights O O
. Leanabo W Include inheritable auditi Create all child objects k 7 E -
. &pply these auditing entries ko objects |
what are the requiements e [~ andjor containars within this container el
only —
Managing auditing J Lol

[0]4 I Cancel | -

d. Disable firewall protection to read event logs: Ensure that the target Domain Controller
is not protected by Windows firewall to read event logs by remote clients.

3. ADChangeTracker Features

3.1 Collect Data

11
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3.1.1 How to Collect Event Logs?

The Collect Data feature allows you to collect the list of all the events made in Active

Directory. You can check for various changes in Active Directory like addition or deletion of
objects, modification of properties.

]

Collect Data

Select button in the toolbar. The Collect Event Logs window will be launched.

Collect Event Logs
Step 1 of 4: SQL Server Settings

Enter a SGL Server name and the user credential having sufficient privileges to connect, create and delete
database.

S0L Server: |

e.q., MS50LSRV1

Mote: ADChange Tracker will create a database named ADChange Tracker-<Cument_Computer_MName:
(ADChange Tracker-RD84% in the given SGL server.

@fg.ﬂ\uﬂﬂenﬁcaﬁun Mode:
(®) Windows Authentication {uses currently logged on user)

() SQL Server Authentication

Mext = Cancel

User Authentication

To connect to SQL Server, ADChangeTracker uses the relevant user accounts based on the
authentication mode as listed below:

A. Windows Authentication:

In this method, ADChangeTracker uses the currently logged on user account while

tracking changes using ‘Track Now’ or the Run as account while using ‘Track at
scheduled intervals’.

B. SQL Authentication:
In this method, ADChangeTracker uses the specified SQL user account and password
while tracking changes. ADChangeTracker stores the SQL user name and password
as a user profile in 'Stored User Names and Passwords' applet for its usage.

12
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Note: ADChangeTracker expects the user account to have sufficient privileges
to create, add to and delete database in the SQL server.

Collect Event Logs
Step 1 of 4: SQL Server Settings

Enter a SGL Server name and the user credential having sufficient privileges to connect, create and delete
database.

SQL Server:  |rd23

e.q., MSSOLSRV1

Mate: ADChange Tracker will create a database named ADChange Tracker-<Cument_Computer_Mame=
(ADChangeTracker-RD 84 in the given SQL server.

@f? Authentication Mode:

() Windows Authentication (uses currently logged on user)

(®) 50L Server Authentication
User Mame: | zqllogin3

Password:  |sssssssss

Mesd = Cancel

Specify the SQL Server name, authentication mode, user name and password in the above
screen and Click Next button.

13
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Collect Event Logs

Step 2 of 4: Event Selection

Select events to find changes in Active Directory. You can collect the changes immediately or at

scheduled intervals.

|:| DS Access

=[] Logon/Logaff

--Dﬂ;:c:ourrt Lockout

--DIPsec Extended Mode

--DIPsec Main Mode

- ]IPsec Quick Mode

=[] Logoff

[#] 4634 - An account was logged off.

[«/] 4647 - Uzer intiated logoff.

=-[+]Logon

[+/]4624 - An account was successfully logged on.
[#] 4625 - An account failed to log on.

‘ || 4648 - A logon was attempted using explicit credentials.
.. [W]4675 - §10s were fitered.

f-[_|Network Palicy Server

i-[_|Other Logon/Logoff Events

i-[_|Special Logon

-

=1

]

< Back Mext =

Cancel

Select event IDs to find events in Active Directory and Click Next button.

Collect Event Logs
Step 3 of 4: Domain Controller Selection

scheduled intervals.

(®) Specfy Domain Controller
DC Mame:
() Select Domain Controller

Domain Mame: | —SELECT A DOMAIN—

Select everts to find changes in Active Directory. You can collect the changes immediately or at

Domain Controllers:

[ Select Al
Log an as cument user

User Name: voyageradminuser]

Password: sesssssssss

< Back Mexd =

Cancel

14
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a. Inthe Specify domain controller, click Add button to add a domain to the list using DC
Name textbox.

b. The list of domains available in the network will be loaded in the Domain Name
dropdown.

C. Select a domain from the Domain Name dropdown.

d. The list of domain controllers for the selected domain will be loaded in the Domain
Controller Name dropdown.

€. Select a domain controller from the Domain Controller Name dropdown.

Collect Event Logs
Step 3 of 4: Domain Controller Selection
Select events to find changes in Active Directory. You can collect the changes immediately or at A
scheduled intervals.

() Specify Domain Controller

(®) Select Domain Controller
Domain Mame: | VOYAGER W Befresh

Domain Controllers:

Select All
Log on as cument user

User Name: voyager\adminuser]

Password: sesssssssss

< Back Mead = Cancel

Specify user name and the corresponding password to connect to the specified server and
Click Next button.

15
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Collect Event Logs
Step 4 of 4: Audit Event Logs

Select a suitable option to find changes in Active Directory. You can collect the changes immediately or at A
scheduled intervals.

Collection Mode

(@ Collect now () Collect at scheduled intervals

Date Range: | Al available dates v

< Back Finish Cancel

Select Collect now option to collect events in Active Directory domain immediately upon
clicking the Finish button.

Collect Event Logs
Step 4 of 4: Audit Event Logs

Select a suitable option to find changes in Active Directory. You can collect the changes immediately or at A
scheduled intervals.

Collection Mode

) Collect now (@) Collect at scheduled intervals

Task Mame: |ADChangeTracker-AuditingVOYAGER

Run As: | VOYAGER ‘\adminuser2

Schedule Task: | Daily w | Start ime: | 6:49PM =

Date Range: | Last hour W

< Back Finish Cancel

16
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Or select Collect at scheduled intervals option to collect changes made to Active Directory
domain at scheduled intervals.

Change the task schedule settings as required and set the password for the specified Run As
user and Click Finish to save the task details .

Events will be collected since the last time a collect data was performed. The collecting
process will only collect the event data and store it in the application's change history
database.

3.2 Search Reports

3.2.1 How to Search Change History?

The Search Change History is a powerful feature that allows you to locate specific changes
from the past actions such as ‘all newly created user accounts between a time period’ and
stored in the application's Change History database. You can specify a search criteria based
on the different search options available.

Y

L,
Search

Change Histore.., Chl+4lt+C

. . . Events... Ctrl+ 8t +E
To launch 'Search Change History' window, click menu

in the toolbar. The 'Search Change History' dialog will appear as shown below:

e Specify the Date range, Object type, Change type and a field based Filter criteria
to find specific changes in the application’s Change History database.

e Select the desired Domains to perform your search on.

e Optionally, you can save this search by specifying a name for your search and clicking
on the Save button. This will save the search for a future use. You can thus maintain a
list of your saved searches for repeated use in the future.

e Click on Generate button to begin search.

17
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-

Search Change History @
: A Search for A0 change by zpecifuing a suitable criteria using date range, change type., filker
J‘ query and domains.

Template Mame:  User Object Changes - =
Dake range: From: 11/16/2013 =  Too 12/18/2013 -
Shaw arly : Uzers -

Change tvpe: Added Modified Deleted

Cluick. Filter: 0
A Field =

Damainz: .
Drarnain Marne

L RESEARCHLAB
[ EL vovaGER

Reset

If you want to use an already saved search, select the name of saved search from the drop
down list. This will load the saved search’s settings. Once you load a saved search, you may
click Generate to perform a search.

After the data collection process is complete, the report would be generated in a report window
as shown below:

E@Search Reports EI@
|Zp Export | 2] Refresh @ E-rnail El Show Event Yiewer fields Find l[.]_'J
Search Template Mame: szer Object Changes E]
E;m:in Egiﬁ;t Object Path glzi::t ?:pa;ge E;o;:rty Old % alue MewYalue Change made by E:ange ade | ‘|
. ephen walther i d 4 n
.HESEAHEHLAB wgr;z;Lnowicz E&ngszﬂicz,DU: Ul Added RESEARCHLAB adminuser3 ;,2\,;” 320131235
RESEARCHLAB  Steve Jobs chhfﬂt'a’jamtch user Eﬁ::'g?dg"a'“e P.0. Box 489556 RESEARCHLAB\adminuser3 | 1oy - 2012 1233
RESEARCHLAB Darisl). Holder | olell 1 luser | podiedValie |y, Darisi@riab.com | RESEARCHLABhadminusai3 | o) /2012 1233
RESEARCHLAB Afison J. Thomas | T oTy oo fuser | foited [Value | Toephons | yootasiuss | 4saea0zi4 | RESEARCHLABadminussid | fy) /20 12
RESEARCHLAB Willom olak | po G0y o o Juser | fediedlVabee pg oy | agsas 480240 RESEARCHLABAadminusar3 | g /o1 1228 1

EventViewer Reference

[om]

Source: Microsoft-Windovws-Security-Auditing
Category: Directory Service ACcess

Date & Time: 121372013 12:54:06 P
Event ID: 4662

S

18
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3.2.2 How to Search Events?

The Search Events is a powerful feature that allows you to locate specific events that
occurred over a time period and stored in the application's Events History database.

a

L
Search ™

Change History.., Ctrl+4lt+C

. ] Events... Ctrl+A/t+E .
To launch 'Search Events' window, click menu in the

toolbar. The 'Search Events' dialog will appear as shown below:

e Specify the Date range and Event IDs to find in the application’s Events History
database. You can also select multiple events for search.

e You can also perform the events search for the entire database by selecting the All
dates in the application database option.

e Select the desired Domains to perform your search on.

e Optionally, you can save this search by specifying a name for your search and clicking
on the Save button. This will save the search for a future use. You can thus maintain a
list of your saved searches for repeated use in the future.

¢ Click Generate button to begin search.

Search Bwents @

Search for Event D details by specifying a suitable criteria using date

\ range and domains.
A

Template Mame: D50 and Logon/Logaff Events -

1]

Date range: @ Al dates in the application databaze

From: |11/16/2015 Tor |12016/2013

Ewvent |0z Event D o

5138

| 4624
| 4634

D amairns: .
Domain Hame

VI [Z5RESEARCHLAR
SWOYAGER

Bezet

If you want to use an already saved search, select the name of saved search from the drop
down list. This will load the saved search’s settings. Once you load a saved search, you may
click Generate to perform a search.

19
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After the data collection process is complete, the report would be generated in a report window
as shown below:

E—g Search Events Reports E@
| Export | [#] Refresh @ E-rmail Find @
Search Template Name:  D5C and Logon/Logolf Events (]
. Report o
Egﬂ:m :gﬁ:e generaled IEDvant Eﬂg‘;r;g:n Change made by Source Categomny Usger Computer

3 |RD30 RESEARCHLAB\RDA0S og !
RESEARCHLAB |RD30 | 11/20/20137:25 4534 | 11/20/2137:25 | RESEARCHLABYRD30S | Microsoitiwindows-5¢ Logoff 1030 researchisb
RESEARCHLAE |RD30 | 1172072013725 4pp4 | 11/20/20137:25 o, Micrasoftwindows-5¢ Logon 1030 researchisb

Fud

RESEARCHLAB |RD30 | 1172172013645 (5141 |11/21/20138:45  RESEARCHLAB adminuser| Microsoftwindows-Ge Directory Service | RESEARCHLAB\admir| rd30.iesearchlab

RESEARCHLAR |RD30 | 11/21/201368:46 5137 | 11/21/20135:46  RESEARCHLAB adminuser| Microsoftiwindows-5e Directon Service | RESEARCHLAB\admir| rd30.researchizb
RESEARCHLAR |RD30 | 1172172013858 |51g1  |11/21/2013853  RESEARCHLAB adminuser| Microsoftiwindows-5e Directon Service | RESEARCHLAB\admir| rd30.researchiab
RESEARCHLAR |AD30 | 1/21/2M3 638 g7 | 11/21/2013 638 RESEARCHLAR adminuser Microsaftiwindows-5e Directony Service | RESEARCHLAB\admin rd3(0. researchiab

Fud

RESEARCHLAR |AD30 | 1/21/2M3 638 g1 | 11/21/22013 638 RESEARCHLAR adminuser Microsaftwindows-5e Directony Service | RESEARCHLAB\admin rd3(0. researchlab

Ferrameinan L meen 1109190363 [ ra s TN SIMABIE  mreramcan om0 L P | i | Carsice | mecmamen s o 1 '
4 n k

Event Wiewer Reference E

-

Date & Time: 1172002013 7:25:15 P
Source: Microsoft-windows-Security-Auditing
[Category: Logoff

Event ID: 4534

T D bl

3.3 History Manager

History Manager

3.3.1 How to cleanup Events History?

The History Manager allows you to clean up any unwanted events and their related data from
the Events History database. The Events History database contains all events from the time
you configured the specified event ID in the application. Please be careful while you perform
cleanups of events as this will permanently delete the selected events from your database. It is
highly recommended that you maintain a full backup of the application’s database at regular
intervals to recover any accidental loss of events data.

=
History Manager
To launch 'Event History Manager' window, click menu in the toolbar. The
'Events History Manager' dialog will appear as shown below:

e Specify the Date range and Event IDs to cleanup specific event ID in the application’s
Events History database.

e Select the desired Domains to perform the cleanup.

e Optionally, you can cleanup the events by selecting a template from the saved
templates.
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e Click on Cleanup button to delete all the events for the selected date range and

domain.
Ewvents Histary Manager @
ar Thiz manager provides the option to clean up the Event [Ds for the
i / zelected date range in the associated databaze.
Template Mame: -
Date range: @ All dates in the application database
From: 11/17/2013 To! [12{17/2013
Ewent [Ds: Event D i
S B4
oS 4724
o 4B24 il
Diormainz: .
Domain Mame
¥ S5RESEARCHLAR
sV OvAGER
Reset Cloze

NOTE:You can also delete the entire events history by selecting the 'All dates in the
application database' option.

3.4 Events Reports

3.4.1 About Events Reports

Events Reports in ADChangeTracker is a powerful feature that enables the user to report the
events data for AD object changes, User logon/logoff activities, Password change
activities and Terminal Services activities based on specific event ID(s) in the security
event log of domain controller. This feature collects the events data and stores in the
application's Events History database. You can view events data by specifying the timestamp,
domain, change type, category and field based filter query that occurred over a time period.

Benefits
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e Reports User Logon/Logoff activities in a domain with valuable information like
Client Name, Logon Type and Workstation Name.

¢ Reports events data with When and Who made the changes for Password change
activities in Active Directory.

¢ Reports Terminal Services Activities of roaming users in a domain with valuable
information like Connected User Name, Workstation Name and Session Type.

¢ Reports What exactly changed, along with Old Value and New Value, When the
change was made, Where the change was made in Active Directory and Who made
the changes in Active Directory objects.

See also

How to generate User Logon/Logoff Reports?

How to generate Password change Reports?

How to generate Terminal Services Activity Reports?
Object Change Reports

Permissions Change Reports

3.4.2 Configure Events Reports

This section provides step-by-step procedure for configuring Events Reports. This process
consists of three primary steps:

>Enable audit policy.

>Configure event ID(s) in application for security event log data collection.

>Set up auditing in object's SACL. This step is applicable for Object Change Reports and
Permissions Change Reports only.

Enable audit policy.

1. Click Start, point to Administrative Tools, and then Group Policy Management.

2. In the console tree, double-click the name of the forest, double-click Domains,
double-click the name of your domain, double-click Domain Controllers, right-click
Default Domain Controllers Policy, and then click Edit.

3. Under Computer Configuration, double-click Policies, double-click Windows
Settings, double-click Security Settings, double-click Local Policies, and then click
Audit Policy.

4. In the details pane, right-click the Policy pertaining to the report as shown in the
following table and then click Properties.

Report Name Policy

User Logon/Logoff Reports Audit logon events
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Password Change Reports Audit account management

Terminal Services Activity Reports | Audit logon events

Object Change Reports Audit directory service access

Permissions Change Reports Audit directory service access

5. Select the Define these policy settings check box.
6. Under Audit these attempts, select the Success check box, and then click OK.

Configure event ID(s) in application for security event log data collection.

For security event log data collection, configure event ID(s) corresponding to each report in
Real Time Events -> Alerts as stated in the following table:

Report Name Event ID(s)

User Logon/Logoff Reports 4624, 4634

Password Change Reports 4724

Terminal Services Activity Reports 4778, 4779

Object Change Reports 5136, 5137, 5139, 5141
Permissions Change Reports 5136

For more information, click How to add an event ID for configuring an E-mail alert?

Set up auditing in object's SACL:

To set up SACL auditing for directory objects, perform the following steps.

1. Click Start, point to Administrative Tools, and then click Active Directory Users
and Computers.

2. Right-click the organizational unit or any object for which you want to enable auditing,
and then click Properties.

3. Click the Security tab, click Advanced, and then click the Auditing tab.

4. Click Add, and under Enter the object name to select, type Authenticated Users (or
any other security principal), and then click OK.

5. In Apply onto, click This object and all descendant objects.

6. For Object Change Reports: Under Access, select the Successful check box for
Write all properties. If you want to report events data for creation and deletion of
objects, select the Successful check box for Delete, Delete subtree and Create all
child objects too.

7. For Permission Change Reports: Under Access, select the Successful check box
for Modify Permissions.
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8. Click OK until you exit the property sheet of the organizational unit or other object.

3.4.3 How to generate User Logon/Logoff
Reports?
To generate the User Logon/Logoff Reports, perform the following steps.

1. Configure settings for 'User Logon/Logoff Reports' as stated in Configure Events
Reports.

2. To launch 'User Logon/Logoff Reports' window, click

o

Ewvents Reports ™

| User Logon/Logoff Repaorts...
E Password Change Reports...

'@ Terrninal Services Activity Reports..,
| | ©Object Change Reports 3

4 Perrnissions Change Reports 3

menu in the toolbar. The 'User
Logon/Logoff Reports' window will appear as shown below:

User LagonfLogoff Reparts @
= Generate | zer Logon/Logoff reports by specifying a sutable criteria uzing date range,
) = domaing, filter query and categaon.
)
Date range: Fror: 10f04f2013 «  Too 11/05/2013 -
Dornaine:

Domain Mame
4| S3RESEARCHLAE

S4YSSLAR
Quick Filter: Y Fiatd - Operator:  Walue
|[LDEIDH Tupe] v| |<> v| 3 (Metwork)
Cateqon: | Logon o | Logoff

3. Specify the Date range, Category and a field based Filter criteria to find the User
logon/logoff events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.
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6. Once the data collection is complete, the report will be generated in a report window
as shown below:

User Logon/Logoff Reparts EI@

[ Export | [Z] Refresh | & E-mail Find 2]

Report Name: User Logon/Logoff Feports (From 11/10/2013 To 12410/2013)

Generated On: 1241372013 6:04:32 P Status: Success Troubleshooting Tips Filter: Mot Applied
Bgm:in Uszer Mame \rfaonﬂ?tation g!il?:l?ltess Logon Type Category Ewvent ID %iorﬁgn.-"Logoff T

| RESEARCHLAB | RESEARCHLABNadminuser3 | RDA0 10 [Rematelnteractive) ]

| RESEARCHLAR |RESEARCHLABNadminuser3 | RD30 10.10.10.40 10 (Remaotelnteractive) | Logan 4524 n/20/2mae4s |
RESEARCHLAE | RESEARCHLAB‘adminuser3 | RD30 - 5 [Service] Logon 4624 11/20/2036:45 [
RESEARCHLAE | RESEARCHLABadminuser3 |RD30 10.10.10.40 10 [Remotelnteractive] | Logan 4624 11/20/2013 6:46
RESEARCHLAE | RESEARCHLAB‘adminuserd | RD30 10101040 | 10 [Remotelnteractive] | Logon 4624 1/20/2m 3 648
RESEARCHLAB | RESEARCHLAB adminuser3 10 [Rematelnteractive) | Lagoff 4634 11/20/2M 3646
RESEARCHLAE | RESEARCHLAB adminuserd 10 [Rematelnteractive] | Lagaif 4634 11/20/2M 3 6:43
EFSFARCHI AR | BESFARCH] ARNadminuzerd B (S ervicel | anif 4574 1/20/20136:58 |~

Quick Filker: |Any Field 'H= ']
Advanced Filters: ST T
Ewent Viewer Reference *®

Date & Time: 11/20/2013 6:43:43 PM
Source: Microzoft-Windows-Security-Audting
Category: Logon

Event ID: 4524

Terrnram A D b e v mmibin 1

3.4.4 How to generate Password Change
Reports?

To generate the Password Change Reports, perform the following steps.

1. Configure settings for 'Password Change Reports' as stated in Configure Events

Reports.
2. To launch 'Password Change Reports' window, click

o

Ewvents Reports

-

User LogonfLogoff Reports...
£ Password Change Reports...

[l
'@ Terrninal Services Activity Reports...
|| Object Change Reparts 3
Permissions Ch Report 3
| Do e menu in the toolbar. The 'Password

Change Reports' window will appear as shown below:
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Password Change Reports @
~ [Generate Pazsword change reports by zpecifying a suitable criteria uzing date range,

& = domaing and filker query.
il

[ ate range: From: 10f01f2013 = Too 10/24/2013 -

Domainz: .
Dramain M ame

SLRESEARCHLAE
[ [ELvssLAB

Quick Filter: [
A Field =

Beset

3. Specify the Date range and a field based Filter criteria to find the Password change
events in the application’s Events History database.
4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.
6. Once the data collection is complete, the report will be generated in a report window
as shown below:
Password Change Reports EI@
2 Export | [3] Refresh | B E-mail Find 2]

Report Name: Pazzword Change Reports [From 11/1/2013 To 12/1/2013)

Generated On: 1241342013 6:07:43 P Statug Success Troubleshooting Tips Filter: Mot Applied
Drarnain Mame Target Account Event D Chatige made by Change made on e

| FESEARCHLAR RESEARCHLAE Alizan : RES C ikl e 1 I519PM =

| RESEARCHLAR RESEARCHLABYEdward 4724 RESEARCHLAR \adminuzer3 11/25/2013 1210 PM
RESEARCHLAR RESEARCHLAR stephen 4724 RESEARCHLAR adminuzer2 11/25/2013 00 PM
RESEARCHLAR RESEARCHLAR \Andrews 4724 RESEARCHLAR adminuzer2 11/25/2013 £:01 PM
RESEARCHLAR RESEARCHLAR Y Williarm 4724 RESEARCHLAR adminuzer2 11/25/2013 802 PM
RESEARCHLAR RESEARCHLAB' sercd 4724 RESEARCHLAR adminuzer2 11/25/2013 £:07 PM
RESEARCHLAR RESEARCHLAR \admin 1 4724 RESEARCHLAR \adminuser2 T1/26/201311:41 AM -

Quick Filker; | Anp Field - ] [ = ']
Advanced Fikers: YT |8
Event Wiewer Reference 3¢

Date & Time: 11/2002013 51919 PM

m

Source: Microsoft-vwindows-Security- Suditing
Category: User Account Management

Event I0; 4724

oo
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3.4.5 How to generate Terminal Services
Activity Reports?

To generate the Terminal Services Activity Reports, perform the following steps.

1. Configure settings for 'Terminal Services Activity Reports' as stated in Configure

Events Reports.
2. To launch 'Terminal Services Activity Reports' window, click

g

Ewvents Reports

-

User LogonfLogoff Reports..,

E Passwiord Change Reports..,

|'§}) Terminal Services Activity Reports..,

| | Object Change Reparts ]

5 Permissions Change Reports ' menu in the toolbar. The "Terminal

Services Activity Reports' window will appear as shown below:

-

Terminal Services Activity Reparts @
—— Generate the Terminal Services Activity reparts by zpecifying a suitable criteria using
) > date range, domainz, filker query and change type.
&
[ ate range: From: 10f15/2013 - Too 1003002013 -
Domains:

Dramain MName

¥ SYRESEARCHLAR
V| [ E5VOYAGER

Quick Filter: Y Fiald - Operator: Yalue :
|['-Mcurkstatiu:un Mame] v| |<> v| ROa4
Change type: [V Beconnect | Disconnect
| Reset |

3. Specify the Date range, Change type and a field based Filter criteria to find the
Terminal Services activity events in the application’s Events History database.

Select the desired Domains to generate your reports on.
Click Generate button to generate the report.

Once the data collection is complete, the report will be generated in a report window
as shown below:

AN

27



Active Directory Change Tracker v3.0.1

Terminal Services Activity Reports EI@

|2 Export | [#) Refresh | B3 E-mail Find 2]

Report Hame: Temminal Services Activity Reports [From 11/11/2013 To 12413/20

Generated On: 12/13/2013 6:11:50 P Status: Success Troubleshonting Tips Filter: Mot Applied
Egm:m Target Computer Connected User Mame \r:l\u"aonr:;statlon gg?:l?xtess geasnlon %:pagge Event|D  Change made on

m

| RESEARCHLAE | rd30. iesearchlablocal | RESEARCHLABYadminuserd "RDP-Teptfl | Fieconnec 3:40 PM
| RESEARCHLAE | d30.researchlablocal | RESEARCHLABadminuser3 |WSSWKS10  |10101082 | RDP-TopH#1 | Disconmect | 4779 | 12/2/20133:38PM
RESEARCHLAE | rd30.researchlablocal | RESEARCHLAB\admiruser2 |YSSWKS14 | 1010.10.41 |RDP-Tep#l | Discomnect |4773 | 11/26/2013 307 PM
RESEARCHLAE | rd30.researchlablocal | RESEARCHLAB\adminuser2 |WSSWKS14 |1010.10.41 |RDP-Tep#l |Reconnect | 4778 | 11/26/2013 306 PM
RESEARCHLAE |rd30.researchlablocal | RESEARCHLAB\admiruserl |WSSWKS18 |1010.10.33 |RDP-TcpH0 |Reconnect | 4778 | 12/3/201311:20AM
RESEARCHLAE | rd30.researchlablocal | RESEARCHLAB‘adminuserd |VSSWKS13 | 10101040 |RDP-TcpH2 |Disconnect | 4773 |12/2/2013333FM
RESEARCHLAE | rd30.researchlablocal | RESEARCHLAB‘adminuserd |VSSWKS13 | 10101040 |RDP-TcpH2 |Reconmect | 4778 |12/2/2013338FPM

BESFARCHI AR | rd30 resparchlah lneal | BFSFARCHI ARMadminuserd | WSSWES1S 10101040 |ROP-Ten#l | Beconnect A77H 12220031212 P
Cuick: Filker: | Any Field hd ] [ = v]
Advanced Filters: T T
Event Viewer Reference *

Date & Time: 12/2/2013 3:40:07 Pt

m

Source: Microsoft-Windows-Security-Auditing
Category: Cther Logon/Logoff Everts

Event ID: 4775

o P -y

3.4.6 Object Change Reports

3.4.6.1 About Object Change Reports

Object Change Reports in ADChangeTracker allows you to view events data for any change
made to your Active Directory objects since the application is configured for event data
collection.

By default, ADChangeTracker collects and reports events data for the following objects only:
Builtin-Domain, Computer, Contact, Domain, Domain DNS, Group, Group Policy
Container, Organizational Unit, User.

See also

How to generate Computer Accounts Change Reports?
How to generate Contacts Change Reports?

How to generate Domain Change Reports?

How to generate Groups Change Reports?

How to generate Group Policy Objects Change Reports?
How to generate Organizational Units Change Reports?
How to generate Users Change Reports?
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3.4.6.2 How to generate Computer Accounts

Change Reports?

To generate the Computer Accounts Change Reports, perform the following steps.

1.

Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Computer Accounts]' window, click Events

(O8]

A

Reports -> Object Change Reports -> Computer Accounts... menu in the toolbar.

The 'Object Change Reports - [Computer Accounts]’ window will appear as shown
below:

Ohject Change Reports - [Computer Sccounts] @
" Generate Active Directony - 'Computer Accountz’ change reportz by specifving suitable
) > a3 criteria uging date range, domainz, filker query and change type.
)
[ ate range: From: 10f13f2013 -« Too 10/25/2013 -
Domains:

Dramain MName

¥ SYRESEARCHLAR
SLWESLAR

Quick Filter: Y Fiald - Operator: Yalue :

|[Ehange made by] v| |= "| researchlabhadminuzerd

Change type:  [V] Added | Modified | Deleted

| Reset |

Specify the Date range, Change type and a field based Filter criteria to find the
Computer Accounts change events in the application’s Events History database.
Select the desired Domains to generate your reports on.

Click Generate button to generate the report.

Once the data collection is complete, the report will be generated in a report window
as shown below:
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Object Change Reports - [Computer Accounts] El@

|5 Export | [@] Refresh | Bl E-mail Find 2]

Report Name: Object Change Reports - [Computer Accounts] [From 10/13/2013 T

Generated On: 1042872013 3:03:27 PM Status Success Troubleshooting Tips Filter: Mot Applied

Egmzm ﬁ::gl Object Path -lu-ﬁé?t %:S:ge EEHEZW Old Y alue Mew Yalus FDvenl Change made by Change made on
3 |CN-RD puter | Mod e i Dess | 5% R \admi 0/28/2013 3,05 P

RESEARCHLAE |RD43 | CN=RD430U=Aust computer | ModfiedValue | Desciiption Testworkstation | 5138 | RESEARCHLAB\adminuser3 10/28/2013 305 P
RESEARCHLAB |ADS6 | CN=RDSEOU=Aust computer | ModfiedValue  Distinguished | CH-RD5G,0U=Aust| CH=RD56,00=4ust 5139 | RESEARCHLARadminuserd 10/28/2013 306 PH
FESEARCHLAE  gazsc | Chegaze.OU=ADC computer | ModfisdValie | Doseription 5 [ CN=RD56,0U=Australia_Morth,DC=researchlab,DC=local
RESEARCHLAE | gazsc | CM=gazsc,OU=ADC computer E’Ifﬂﬁidwame Description TestLab 5136 | RESEARCHLAE\adminuserd 10/28/2013 307 Ph
RESEARCHLAE | qazec | CN=gazve,0U=ADC computer |ModfisdlValie  DisplayName | ADC-PC-001 5138 | RESEARCHLAR'adminuser3 10/28/2013 308 Ph
RESEARCHLAB | gazsc | CM=gazxcOU=ADC computer | Modiiedale | pisplay Name ADCPCO1 5136 | RESEARCHLABadminuserd 10/28/2013 308 Pb —

4 m r

Cuick Filter: | Any Figld hd ][ 'I
Advanced Filters: R TS

Event Viewer Reference

m | ¥

Date & Time: 10/28/2013 3:05:32 PM
Source: Microsoft-Windows-Security-Auditing
'Category: Directory Service Changes

Event ID: 5136

e s b i fndt i, Pindmb el

3.4.6.3 How to generate Contacts Change
Reports?

To generate the Contacts Change Reports, perform the following the steps.

Configure settings for 'Object Change Reports' as stated in Configure Events Reports.
To launch 'Object Change Reports - [Contacts]' window, click Events Reports ->
Object Change Reports -> Contacts... menu in the toolbar. The 'Object Change
Reports - [Contacts]' window will appear as shown below:

N —

-

Ohject Change Reports - [Contacts] @

Y Generate Active Directony - 'Contacts’ change reports by zpecifying suitable a criteria
{/ = uzing date range, domainz, filter query and change type.

[ ate range: From: 10f13f2013 -« Too 10/25/2013 -

Dramainz: .
Dramain MName

L RESEARCHLAB
[C][55vssLAE

Quick Filter: [
Arw Field =

Change type: Added Modified Deleted

[ Bezet ]
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3. Specify the Date range, Change type and a field based Filter criteria to find the
Contacts change events in the application’s Events History database.

Click Generate button to generate the report.

AN

as shown below:

Select the desired Domains to generate your reports on.

Once the data collection is complete, the report will be generated in a report window

Object Change Reports - [Contacts]
|z Export | |3] Refresh @ E-rnail

Report Name: Object Change Reports - [Contacts] (From 10/13/2013 To 1042872

[E=3 BoE 5

Find @

Generated On: 10/28/2013 £:42:02 PM Status: Success Troubleshooting Tips Filter: Mot Applied
Egm:m Object Mame Obiject Path %ﬂ?t %ﬁzge Egﬁ:w 0ldalue Mew Value FDvent Change made by E:amge made i
RESEARCHLAE | Anderson CH=fnderson U4 sontact | ModiisdlValue | Telephane Number | 455-454-95955 5135 | RESEARCHLAB\admin 10/28/2013 641 i
RESEARCHLAB | Anderson CH=Anderson U=t contact | ModfiedValue | Telephone Humber 455-454.050056 | 5135 AESEARCHLAB'adming 10/28/2013 6:41
RESEARCHLAB |James Martin e o contact | ModfiedlValue | Display Name Martin 5136 | RESEARCHLABYadmin 10/28/2013 B:40

i M & | Display Mame _m RESEARCHLAB admind 1 40

CM=Steven OU=AD contact | ModifiedValue | |aet Name Elack

5136 RESEARCHLABadmin| 10/28/2013 6:33

| RESEARCHLAE | Steven
RESEARCHL4E |Stevenl. Black — CN=Stevenl.  lcontact |Deleted 5141 | RESEARCHLAB adming 10/28/2013 6:33
RESEARCHLAB | Taylor Browr CH=Taglar contact | Added 5137 RESEARCHLAB‘admin 10/28/2013638 -
4 n +
Quick Filter: | Any Field '][ ']
Advanced Filters: YT B

Ewent Viewer Reference

Date & Time: 1072872013 6:40:53 PM
Source: Microsoft-Windows-Security -Auciting
'Category: Directory Service Changes

Event ID: 5136

T ran Wi eleh it am el

m]» | ¥

3.4.6.4 How to generate Domain Change

Reports?

To generate the Domain Change Reports, perform the following steps.

DN —

Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

To launch 'Object Change Reports - [Domain]' window, click Events Reports ->

Object Change Reports -> Domain... menu in the toolbar.
Reports - [Domain]' window will appear as shown below:
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Ohject Change Reports - [Domain] @

~ Generate Active Directony - ‘Domain’ change reportz by specifving uitable a critenia
&_’ = using date range, domaing, filker queny and change type.
o

[ ate range: From: 10f14/2013 = Too 10/29/2013 -

Domainz: .
Dramain M ame

SLRESEARCHLAE
[ [ELvssLAB

Quick Filter: [
A Field =

Change type: Added Modified Deleted

[ Beset ]

(98]

Specify the Date range, Change type and a field based Filter criteria to find the
Domain change events in the application’s Events History database.

Select the desired Domains to generate your reports on.
Click Generate button to generate the report.

Once the data collection is complete, the report will be generated in a report window
as shown below:

S

Object Change Reports - [Domain] E@

|z Export | @] Refresh QE—mail Find

o

Report Name: Object Change Reports - [Domain] (From 1041442013 To 10/29/20

Generated On: 10/29/2013 226741 PM Status: Success Troubleshooting Tips Filter: Mot Applied
E;m:in B::}:gt Obiject Path %:jéz:t %;\Daggﬁ Eranrﬁ:rty Old Yalue New Value IE[;'EN Change made by E:ange [rade
RESEARCHLAR | researchiab | DC=researchlab,DE=local domainDNS g"dngggﬁdwa‘“e Description Researchsh 5136 | ReSEARCHLABNadminuserd) oy 2 20 2 254
RESEARCHLAB | rescarchlab | DC-researchiab DC-lzcal domaiiDNG | Hpghizou e | et Secuiy; E‘;fe'ﬁfé'ﬁﬁd[’?ﬁfs 5136 | RESEARCHLABadminusei3| oy 2" 201 259
RESEARCHLAB | reseatotlab | DC-tesearchiah DCHooal domainDNg | M= d/aUE | anzgeq By Chi=bdrministater, 5136 | RESEARCHLAB adrminuser3) Ty 2 2012 258
RESEARCHLAS | reseatchlab | DC-ieseatchlab DC-ocal domainDN | Mgyt 3k | Dbtect decuriy: | Everyorel Denws 5136 | RESEARCHLAB adminuserd| by 212 222

Quick Fiter: | Any Field -l -
Advanced Filters: ? _J j—

Event Viewer Reference >

Date & Time: 10/29/2013 2:55:59 PM

)

Source: Microsoft-wWindowes-Security-Auditing
Categorny: Directory Service Changes

Event ID: 5136

T B eealifim 7 mlssm Pumlmd s

3.4.6.5 How to generate Groups Change Reports?

To generate the Groups Change Reports, perform the following steps.
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Configure settings for 'Object Change Reports' as stated in Configure Events Reports.
To launch 'Object Change Reports - [Groups]' window, click Events Reports ->
Object Change Reports -> Groups... menu in the toolbar. The 'Object Change
Reports - [Groups]' window will appear as shown below:

N —

-

Ohject Change Reports - [Groups] @
- Generate Active Directony - 'Groups' change reports by zpecifying suitable a criteria
{ = uzing date range, domaing, filker query and change type.
ol

[ ate range: From: 10f13/2013 = Too 10/28/2013 -

Dramainz: .
Dromain M ame

<L RESEARCHLAB
[ 55wssLae

Quick Filter: o
Arw Field =

Change type; Added Modified Deleted

[ Beset ]

3. Specify the Date range, Change type and a field based Filter criteria to find the
Groups change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.
6. Once the data collection is complete, the report will be generated in a report window
as shown below:
Object Change Reports - [Groups] =N E=R<=|
|z Export | [Z] Refresh @ E-mail Find @
Report Name: Dbject Change Fieports - [Groups] (From 10/13/2013 Ta 10/26/20
Generated On: 10/28/2013 311:45 PM Status: Success Troubleshoating Tips Filter: Mot Applied
Damain Object  Change Property Ewent Change made o
Mame Object Name Obiject Path Type  Tupe Namme Old Walue Mew Value Iy f
= CT .
CN=ADCT_ Modified(value CN=John 10/28/2013 3:04
RESEARCHLAR |ADCT_ Security Secuits O0=A0CT | TP | Deleted) tembers Michasl OL=A0CT RESE&RCHLAB adminy Pr
RESEARCHLAB | ADCT Distibuion | CN=ADCT Distbu goup | Hagh o9V b embers EMBanrer s o 518 | RESEARCHLAB\admin] 0y 24/2M1311:53
RESEARCHLAB | ADCT_Distibution | CN=ADCT_Distributi group mﬂf‘rﬁdwa'ue Members [C=Robet OU=ADCT_0) 5136 | RESEARCHLAR admin ;,2423201331”5
RESEARCHLAB | ADCT _Secue_orou CN=ADCT_Securs_ growp | HedfedlValie | pocipion | Tes 5136 | RESEARCHLABadming Ly 222013 216
| BESEARCHIAR | ANCT Sacira ooy CH—ARCT CSacire | arcee | Modifiedialue Tact 176 DECEARMHI AR admi | 10/25/2013 216 7
] 3
Quick Filter: | Any Field '“ 'I
Advanced Filters YT B

Ewent Yiewer Reference

m | | X

Date & Time: 107245204 3 11:51:54 AM
Source: Microsoft-Window s-Security - Auciting
Category: Directory Service Changes

Event I0: 5136

Tamrns A Eincd?s dl e el
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3.4.6.6 How to generate Group Policy Objects

Change Reports?

To generate the Groups Policy Objects Change Reports, perform the following steps.

1.

Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Group Policy Objects]' window, click Events

(O8]

A

Reports -> Object Change Reports -> Group Policy Objects... menu in the toolbar.

The 'Object Change Reports - [Group Policy Objects]’ window will appear as shown
below:

Ohject Change Reparts - [Group Policy Ohbjects] @
" Generate Active Directony - 'Group Policy Objects' change reports by zpecifying suitable
) > a3 criteria uging date range, domainz, filker query and change type.
)
[ ate range: From: 10f11f2013 -« Too 1003002013 -
Domains:

Dramain MName

¥ SYRESEARCHLAR
SLWESLAR

Quick Filter: Y Fiald - Operator: Yalue :

|[Ehange made by] v| |= "| “adminuser”

Change type:  [V] Added | Modified | Deleted

| Reset |

Specify the Date range, Change type and a field based Filter criteria to find the
Groups change events in the application’s Events History database.

Select the desired Domains to generate your reports on.
Click Generate button to generate the report.

Once the data collection is complete, the report will be generated in a report window
as shown below:
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Ohject Change Reparts - [Group Palicy Ohbjects] EI@
b Export | [3) Refresh | B E-mail Find 0}

Report Name: Object Change Reports - [Group Palicy Objects] (Fram 10411/2013

Generated On: 10/30/2013 5:55:40 P Status: Success Troubleshooting Tips Filter: Applied
Domai ] ] Ch Propert 0l Evert Ch de -
Ngmgm Object Mame Object Path Obiject Type Typagge NraOnE:W Valus New Walue IDVEH Change made by manga mads
RESEARCHLAE Test GPO CM={84192002-0 groupPolicyContainer B";‘i‘:ﬁlwa‘“ flags 2 B135 | RESEARCHLAB\adminuserd s 2014 08
. . o CREATOR OWNER( '
RESEARCHLAR Test GRO CH={34192002-042 groupPolicyCortainer :Idnéjggd[\falue Bbiect Secuity Bllow; CreateChid,  |5136 | AESEARCHLAB adminuserd oy o0 2012 000
DeleteChild, Self, =
FESEARCHLAB ADCT_Tosl_GP0 CN={34192D02-04% grousPoliyContainer | [Jmiegt’ 2 | Display Kame | Test GPD 5136 | RESEARCHLAB adminuserd oy 2012 238
RESEARCHLAB ADCT _Test_GPO | CH={34192D02-04 groupPolicyCartainsr ModliedMalee| piepiy, 1ame ADCT Test GPO 5136 | RESEARCHLABsdminuserd 11/29/2013 238
RESEARCHLAR Forvarded Events | oy e 7140080 4D groupPolicyCortaing | ModliedlValue g, o 5136 | RESEARCHLABNadminuserd [0/2H2013 243
4 m 3
Quick Filter |AW Field A H = 'l ||2‘
Advanced Filters | Test5 v| ‘l ETa T
Event Viewer Reference >
n
Date & Time: 10/25/2013 2:24:18 PM =
Source: Microsoft-Wincows-Security-Sucditing
‘Category: Directory Service Changes
Event ID: 5136
Tacr s henclifim et dels 1 Pomlobn i

3.4.6.7 How to generate Organizational Units
Change Reports?

To generate the Organizational Units Change Reports, perform the following steps.

1. Configure settings 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Organizational Units]' window, click Events
Reports -> Object Change Reports -> Organizational Units... menu in the toolbar.
The 'Object Change Reports - [Organizational Units]' window will appear as shown
below:
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Ohject Change Reports - [Organizational Units] @
Y Generate Active Directony - 'Organizational Unitz' change repartz by specifving zuitable
é_’ = a criteria using date range, domainz, filker query and change type.

[ ate range: From: 10f14/2013 = Too 10/29/2013 -
Domaing: .
Diomain M ame
S RESEARCHLAE
[T F5vssLaR
[uick Filter: Field - Operator:  Walue
| [Dbiect Name] -] [= »| enC
Change type: Added Modified Deleted
[ Beset ]

-

Specify the Date range, Change type and a field based Filter criteria to find the

Organizational Units change events in the application’s Events History database.

S

as shown below:

Select the desired Domains to generate your reports on.
Click Generate button to generate the report.
Once the data collection is complete, the report will be generated in a report window

Object Change Reports - [Organizational Units]
|5 Export | |&] Refresh Q E-rnail

Report Name: Object Change Reports - [Organization

al Units] (From 10/14/2013 1

[E=Y [Eom =

Find

®

11| OU=ADCT_won

RESEARCHLAB | ADCT_warkshopl

QU=ADCT_workshg organizationalnit

Modified[Value

Hame ADCT subou 5136

RESEARCHLAB Yadmin 10/23/2013 2:30 PM

Generated On; 10/29/2013 24008 Phd Status: Success Troubleshooting Tips Filker: Mot &pplied
Bgm:m Object Name Object Path Object Type ?Spagge F'r:n?‘erty 0ld Value Mew Yalue ‘EDVEM Change made by E:anga nade i

Advanced Filers:

Deleted]

RESEARCHLAB |ADCT_Chid? | OUI=ADCT_Chid2.0 organizationallinit K‘gj‘g‘;ﬁdwa‘“e Managed By CHAlsen . oC7 5136 | RESEARCHLABsdhin 10/23/2013 231 PM

RESEARCHLAB |ADCT_Chid_OU | OU=ADCT_Chid_0f arganizationalUnit | odfiedlvabe | ZIF/Fastal - gyg,e0e 5136 | RESEARCHLABNadmin 10/23/2013 231 PM
Deleted) Code

RESEARCHLAB |ADCT_Chid_DU | OU=ADCT_Chid_Di organizationallinit | HodiliedlValue | Z1P/Postal 45596 513 | RESEARCHLAB\admin 10/29/2013 231 PM |
Added) Code

RESEARCHLAB |ADCT_Bulk OU=ADCT_Bulk, O organizationalUnit | Mediied(Value | gp( jnk LDAP:/ fon={6132 5135 |RESEARCHLABNadmin 10/29/2013 237 PM |~

Quick: Fiter: [ny Field b |

Event Vfiewer Reference

Date & Time: 10/29/2013 2:30:12 P
Source: Microsoft-Windows-Security-Auditing
Category: Directory Service Changes

Event ID: 5135

e Wi el s cledincls

m» | X

3.4.6.8 How to generate Users Change Reports?

To generate the Users Change Reports, perform the following steps.
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Configure settings 'Object Change Reports' as stated in Configure Events Reports.
To launch 'Object Change Reports - [Users]' window, click Events Reports -> Object
Change Reports -> Users... menu in the toolbar. The 'Object Change Reports -
[Users]' window will appear as shown below:

N —

-

Ohject Change Reports - [Users] @

- Generate Active Directony - Users' change reportz by specifving suitable a critenia using
{ = date range, domains, filter query and change type.
ol

[ ate range: From: 10f01f2013 = Too 10/28/2013 -

Dramainz: .
Dromain M ame

<L RESEARCHLAB

[C]l55vssLan
Wuick Filter Field : Operator:  Walue
[[F'rn:npert_l,l M arne] v] [<> "] telephioneM urmber

Change type: || Added Modified [] Deleted

[ Beset ]

3. Specify the Date range, Change type and a field based Filter criteria to find the
Users change events in the application’s Events History database.

Select the desired Domains to generate your reports on.
Click Generate button to generate the report.

Once the data collection is complete, the report will be generated in a report window
as shown below:

AN

Object Change Reports - [Users] EI@
= Export | [3] Refresh | Bl E-mail Find 2]

Report Mame: Object Change Reparts - [Users] [From 10/1/2013 Ta 10/28/2013

Generated On: 10/28/2013 2.56:55 PM Status: Success Troubleshaating Tips Filter: Mot &pplied
Darnain Object Object  Change Property Ewvent Change made o
Narme Name Object Path Tupe Tupe Name Old Value New Value D Change made by P
sbert OU=AD( user .
RESEARCHLAR Raobett C=Foberl DU=AD0uweer | oo p.0 By 513 5136 | RESEARCHLAB\adminuser3 | oy 2020 3 1210
RESEARCHLAE | Fiobert CM=FRiohert OUI=AD( user mfg“j"jdwa'“e E Ml robert@researchlab 5136 | RESEARCHLAB adminusers | [y 20 2013 243
RESEARCHLAB | John Michael |CN=John = s | Modified(Value | Ciy london 5136 | RESEARCHLAR\adminuser3 | 10/20/2013 243
RESEARCHLAB | Lserls CN=Userl50U=Rul user | Modfied(Value | vwieh Page | wiw ADworld com 5136 | RESEARCHLABNadminuser3 | 10/28/2013 2:44
RESEARCHLAB | Userls CN=Userl50U=Bul user | Modified[Value | yieb Page v ADUniv.com |5136 | RESEARCHLAB adminuser3 | 1072872013248 -
‘ n »
Quick Fier: [ny Field - 7]
Advanced Filters: [--Nu Filter &pplied-- '] TIPSR

Ewvent Viewer Reference

Date & Time: 10/28/2013 1 2:10:01 PM

m] s | X

Source: Microsoft-Windows-Security-Auditing
Categony: Directory Service Changes

Event ID: 5136

Tamrs s A edifims b4 En i Pl
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3.4.7 Permissions Change Reports

3.4.7.1 About Permissions Change Reports

Permissions Change Reports in ADChangeTracker allows you to view events data for
Permissions changes made to your Active Directory objects since the application is
configured for event data collection.

By default, ADChangeTracker collects and reports events data for the following objects only:
Builtin-Domain, Computer, Contact, Domain, Domain DNS, Group, Group Policy
Container, Organizational Unit, User.

See also

How to generate Computer Accounts Permissions Change Reports?
How to generate Contacts Permissions Change Reports?

How to generate Domain Permissions Change Reports?

How to generate Groups Permissions Change Reports?

How to generate Organizational Units Permissions Change Reports?
How to generate Users Permissions Change Reports?

3.4.7.2 How to generate Computer Accounts
Permissions Change Reports?

To generate the Computer Accounts Permissions Change Reports, perform the following
steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events
Reports.

2. To launch 'Permissions Change Reports - [Computer Accounts]' window, click Events
Reports -> Permissions Change Reports -> Computer Accounts... menu in the

toolbar. The 'Permissions Change Reports - [Computer Accounts]' window will appear
as shown below:
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Permissions Change Reports - [Computer &ccounts]

-

» Generate Active Directony - ‘Computer Accounts' Permizzions change reparts by
:,D specifwing a zuitable criteria uzing date range, domains and filker queny.

-

[ ate range: From: 10f16/2013 = Too 10031/2013 -

Domainz: .
Dramain M ame

[¥] 54 RESEARCHLAR
[ [ELvssLAB

Wuick Filter. Field : Operator:  Walue
| [0bject Name] »| [ ~| RDme

3. Specify the Date range and a field based Filter criteria to find the Computer
Accounts Permissions change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window

as shown below:

Permissions Change Repaorts - [Computer Accourts]

|5 Export Refresh g E-rnail Find
Report Name: Permissions Change Reparts - [Computer Accounts] [From 10/16/21
| Generated On; 10/31/2013 Z242:59 PM | Status: Success Tioubleshooting Tips | Filter: Mot Applied ‘
o] Object Object  Ch Properly Event Ch =
amain 1=C Object Path Ty;‘: Ty:gge r:raz' 4 0id Value Mew Value ‘DVEH Change made by maadr;g:n —

Marme Name

[

RESEARCHLAR | RDEE

NT AUTHORITYASELFI Alow:
CreateChild, DeleteChild; This
objects onl
FESEARCHLAE| ADSE | CN=RDSS,0U=Aus!| computer g;‘;‘[ﬁwa‘“e Seruy | ] e berticated RESEARCHLAB\admiruser3| 12 (a2
Permissions Users] Allow; GenericRead;

m |

Quick Filter: | £ny Field '][= ']
Advanced Filters: WW 8

Ewvent Wiewer Reference

< b

|

Date & Time: 10/31/2013 224217 PM
Source: Microsoft-Window s-Security -Auditing
‘Category: Directory Service Changes

Event ID: 5136

aors bl et Flsen ) cdded
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3.4.7.3 How to generate Contacts Permissions
Change Reports?

To generate the Contacts Permissions Change Reports, perform the following steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events
Reports.

2. To launch 'Permissions Change Reports - [Contacts]' window, click Events Reports ->
Permissions Change Reports -> Contacts... menu in the toolbar. The 'Permissions
Change Reports - [Contacts]' window will appear as shown below:

g =

Pertnissions Change Reports - [Contacts] @

" Generate Active Directony - 'Contacts’ Permiszions change reports by specifying a
) = zuitable critena using date range, domainz and Ffilter query.

-

[ ate range: From: 10f15/2013 - Too 1003002013 -

Dramainz: .
Dramain MName

¥ SYRESEARCHLAR
SLWESLAR

Quick Filter: Y Fiald - Operator: Yalue :

| [Dbiect Name] +| o | wiliams

3. Specify the Date range and a field based Filter criteria to find the Contacts
Permissions change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window

as shown below:
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Permissions Change Reports - [Contacts]

|59 Export | || Refresh IgE-mall Find @J

Report Name: Pemissions Change Reports - [Contacts] (From 10/15/2013 To 10¢

Generated On: 107302013 6:52:19 PM Status: Success Troubleshooting Tips Filter: Mot &pplied
o Object o Object  Ch: Propert Event Ch o =
omain 15C Obiject Path Tyé? Tyssgg an'::[ Y Old Yalue Mew Value |DVE” Change made by Unange made

Mame Mame

T y
PESEARCHLAR Steven | CN=GtevenDUAD| contect | ot iedlvalie | Bhiect Securly AUTHORIT\Authenticated (5136 | RESEARCHLABaci) bys 20 2012 P21
Users( Allow; GenericRead: E
FESEARCHLAR Anderool CH=nderson O11=A conlact | {1oat =01 e | Gbizct securty. | N SAITHORITY wibentcatesd 5136 | RESEARCHLABSacmin foy 0" 2012 652
FESEARCHLA | Andeiso| Chinderson DU=A contact | i o/ | Dhiect Secury T ORITY Authontioated | 5135 | RESEARCHLABYacin 10 S0/2012 652~
4| m L3
GQuick Filter: | Any Field '“= ']
Advanced Filers: TP B
=

Euvent Viewer Reference

] »

Date & Time: 103072013 6:51:50 PM
Source: Microsoft-wincows-Security-Suditing
Categony: Directory Service Changes

Event ID: 5136

3.4.7.4 How to generate Domain Permissions

Change Reports?

To generate the Domain Permissions Change Reports, perform the following steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events
Reports.

2. To launch 'Permissions Change Reports - [Domain]' window, click Events Reports ->
Permissions Change Reports -> Domain... menu in the toolbar. The 'Permissions
Change Reports - [Domain]' window will appear as shown below:

-

Perrmissions Change Reparts - [Damain] @

] Generate Active Directory - 'Domain’ Permizsionz change reports by specifying a
{ = suitable criteria using date range, domains and filker query.
=

Date range: From: 10f16/2013 «  Tor 10031)2013 -

Damainz: .
Dramain M ame

54 RESEARCHLAE
155 vssLas

Quick Filker: ]
Ay Field =

Bezet
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3. Specify the Date range and a field based Filter criteria to find the Domain
Permissions change events in the application’s Events History database.

Select the desired Domains to generate your reports on.

Click Generate button to generate the report.
Once the data collection is complete, the report will be generated in a report window

as shown below:

AN

Perrmissions Change Reports - [Domain] EI
= Export | |&] Refresh g E-rriail Find
Report Hame: Permissions Change Reports - [Domain] (From 10/16/2013 To 1072
Generated On: 10/31./2013 2:26:11 PM | Status: Success Tioubleshooting Tips Filter: Mot &pplied |
Obiject
Type

Change ma =
on

:Zl;ent Change made by

Deomain Obiset gyt path %:;;‘95 FoPE Ol alue “ NewValue

Harme Mame:

5136 | RESEARCHLABadmir 1F.I,I

m

RESEARCHLAE| researchlab | DC=researchlab,DC: dom

B Evervone| Deny: DeleteChild;
Thiz objects only ]
Evemonel Allow: ReadProparty;
Modified]/alue Thiz objects only ]

1nszg/20m 3
PM

RESEARCHLABadmin

RESEARCHLAR researchlab | DC=researchlab DL domainDHS [y eleted]
Pemmissions |NT AUTHORITY\ENTERPRISE

D0kalM COMNTRONFRS Al S

a m | r
Quick Fiter: [Ary e 53| B
Advanced Fiters: Y| ¥ B
Ewent Viewer Reference *
-

Date & Time: 10,29/2013 2:55:29 PM ‘j
Source: Microsoft-\Windows-Security -Suditing
[Category: Directory Service Changes
Event ID: 5136

T Wediicncdh b e cledencd

3.4.7.5 How to generate Groups Permissions
Change Reports?

To generate the Groups Permissions Change Reports, perform the following steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events

Reports.
2. To launch 'Permissions Change Reports - [Groups]' window, click Events Reports ->
Permissions Change Reports -> Groups... menu in the toolbar. The 'Permissions

Change Reports - [Groups]' window will appear as shown below:
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[

-

Permissions Change Reports - [Groups] @
Generate Active Directony - 'Groups' Permizzions change reportz by specifving a suitable
‘t > criteria using date range, domaing and filter query,
[ ate range: From: 10f15/2013 - Too 1003002013 -
Domaing: .
Diomain M ame
S RESEARCHLAE
[T F5vssLaR
[uick Filter: Field - Operator:  Walue
| [Dbiect Name] | [  »| ADCT_Distibution
[ Beset ]

(98]

Specify the Date range and a field based Filter criteria to find the Groups

Permissions change events in the application’s Events History database.

S

window as shown below:

Select the desired Domains to generate your reports on.
Click Generate button to generate the report.
Once the data collection is complete, the report would be generated in a report

Perrmissions Change Reports - [Groups]

@ E-mail

|'=h Export | |#] Refresh

Report Name: Permissions Change Reports - [Groups] (From 1041542013 To 1043

=]
2]

Find

Generated On: 10/30/2013 4:44:02 PM Statuz: Success Tioubleshooting Tips Filter: Mot &pplied
Daomain Dbiect Name Dbiect Path Object  Change Property Old Value New Value Fvent Ehange made Change made =

Mame Type

qroup

Hame

Type

1 an

i : " NT AUTHORITY\SELF(
RESEARCHLAE | ADCT_Secure_goup| CN=ADCT_Secure | group |1t/ | Jolect beruity tllow: GenericRead: This 5135 | RESEARCHLaB\ad [0 2013 4412
obiects onlw 1
s ey QSRS | L B R N ——
NT AUTHORITYASELF(
RESEARCHLAB | Test Secuity Broup E':JWLEUSLSK,},’E'? wooun | o Velue Dbt S2UY: | Alow; Gereroead: Thi 51% HESEAHCHLAE\ad7”“30”2”13“—
abiects anly | =2
4 I | r
GQuick Filter: | Any Field v”: v]
Advanced Filters: T B
»

Event Viewer Reference

Date & Time: 10/30/2013 4:42:40 P
Source: Microsoft-Windows-Security-Audditing
[Categony: Directory Service Changes

Event ID: 5136

[m] »
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3.4.7.6 How to generate Organizational Units
Permissions Change Reports?

To generate the Organizational Units Permissions Change Reports, perform the following
steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events
Reports.

2. To launch 'Permissions Change Reports - [Organizational Units]' window, click Events
Reports -> Permissions Change Reports -> Organizational Units.. menu in the
toolbar. The 'Permissions Change Reports - [Organizational Units]' window will appear
as shown below:

¥ "

Permnissions Change Reports - [Organizational Units] @

s Generate Active Directony - 'Organizational Unitz' Permizzions change reparts by
} > zpecifving a suitable criteria uzing date range, daomaing and filker queny.

L'

[ ate range: From: 10f01f2013 - Too 1003002013 -

Damainz: .
Dramain M ame

V| Sy RESEARCHLAR
SLWS5LAR

Quick Filter: Y Fiald - Operator:  Yalue

[Obiect Name] »| [= = apcr

3. Specify the Date range and a field based Filter criteria to find the Organizational
Units Permissions change events in the application’s Events History database.

4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window

as shown below:
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[E=3 [EE X
Find l@

Permissions Change Reports - [Organizational Units]

|5 Expart | [2] Refresh | 5l E-mail

Report Name: Pemissions Change Reparts - [Organizational Units] (From 1041420
Generated O 1043072013 3:03:29 PM | Status: Success Troubleshooting Tips Filer: Mat &pplied ‘
Domain Object o Change Froperty Event Change made Change made *
Name Hame Object Path Obiject Type Type Hame OldValue Mew Value D by & —
RESEARCHLAR ADCT Test OU OU=ADCT_Test OL organizationallnit L 36 | RESEARCHLARNAd ;I
1 . |NT -2 I
RESEARCHLAB | ADCT _Teat_0L)| 0LJ=ADCT_Tesl 01 organizalionalln oo | perers e | AUTHORITYAENTERBFISE B136 | RESEARCHLABNad oy 20 201 24
DOMAIN CONTROLLERS! ‘
. OU=ADCT_Child2.0 " . | Modified(yalue | Dbject S ecurity: Everyone] Deny: 10/28/2013 45—
RESEARCHLAB | ADCT Childz | - orgahizationallIrit Added] i F‘el‘missions ¥ Df\elfthwl?;rhis 5136 | RESEARCHLABNad by
. NT
. OU=ADCT_Child2.0 " . | Modified(yalue | Dbject S ecurity: 10/28/2013 &£
RESEARCHLAR |ADCT Chid2 o organizationallrit Deleted] Pemissions ﬁHTﬂ%L{m\E!EFEﬁE 5136 | RESEARCHLARND oy iR
n | :

<

Duick Fiter: | Any Field A= -]
Advanced Filters: TP B

Event Viewer Reference
Event ID: 5136

»

mw

Type: Mocified™alue Sdded)
User: RESEARCHLAB\adminusers

Computer: ri30 researchlab local

Description: & directory service object was modified

3.4.7.7 How to generate Users Permissions

Change Reports?

To generate the Users Permissions Change Reports, perform the following steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events

Reports.
2. To launch 'Permissions Change Reports - [Users]' window, click Events Reports ->

Permissions Change Reports -> Users... menu in the toolbar. The 'Permissions
Change Reports - [Users]' window will appear as shown below:
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-

Permissions Change Reports - [Users] @
Y Generate Active Directony - Userz’ Permizsions change repaorts by specifying a suitable
é_’ = criteria uzing date range, domaing and filker query.

o

[ ate range: From: 10f15/2013 - Too 1003002013 -

Domainz: .
Dramain M ame

SLRESEARCHLAE
[ [ELvssLAB

Quick Filter: [
A Field =

Beset

(98]

Specify the Date range and a field based Filter criteria to find the Users
Permissions change events in the application’s Events History database.

Select the desired Domains to generate your reports on.

Click Generate button to generate the report.

Once the data collection is complete, the report will be generated in a report window
as shown below:

S

Permissions Change Reports - [Users] EI@

|3 Export | || Refresh IgE-mall Find

B

Report Mame: Permissions Change Repoits - [Users] [From 10/15/2013 To 10430,

Generated On: 10430/2013 2:53:29 PM Statuz Success Troubleshooting Tips Filter: Mot Applied
Domain Object Object Change Property Event Change e
Name Name Object Path Type Type Name 0id ¥alue Mew Value I Change made by T —
e AT : : | Ewerpone] Deny; =
Aligtair G. Ch=Alistair G. Maditied[\alue | Object Security: - 10/28/2013 2:44
RESEARCHLAB | o Nenis,0U=ADCT | H57 Deleted] Permissions ExtendedRight [ON 5136 | RESEARCHLAB admin oy
o User-Chanoe-Password:
o 1 . i HT AUTHORITYASELF[
ark Ch=hark Modified(Value | Object 5§ ecurity . 10/28/2013 245
RESEARCHLAR Merowcaynaki | Morowezpnski,0U=d USe0 idded) Pemissions Allow; GenericRead; This | 5136 | RESEARCHLAB \admin o | 4
sk obiects onlw 1
o Ewergonef Deny:
Mark. CN=hark Modified[alue | Object S ecurity. - . [10/28/2013 245
RESEARCHLAE [F— v T Deleted] Bermissions ExtendedRight [OM 5138 | RESEARCHLAB admin by 3
e User-Change-Password:
4| [l ] »
Duick Filier: |ny Field B3|
Advanced Filters: VI F B
Ewent Wiewer Reference *x
Event ID: 5136 -
Type: Modified( alue Added) \é |
User: RESEARCHL ABMadminuser3
‘Computer: rd30 researchiab local
Description: A directory service object was modified. i
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3.5 How to use Advanced Filter?

Advanced Filter tool in Events Reports allows you to filter report data based on complex filter
conditions. Unlike Quick Filter, Advanced Filter gives the user the ability to create filter
conditions that include one or more fields in the report and is also capable of reporting fields
with empty values in the report.

The Advanced Filter tool is available below the report grid in the right pane as shown below:

Advanced Fiters: | -No Filter pplied- - YT

To apply a filter to the current report, select the filter from the Advanced Filters drop-down and

click on ||button.

To remove a filter applied to the current report, select No Filter Applied from the Advanced

Filters drop-down and click on ||button.

Create a new filter

Click on v to create a new advanced filter for the current report.

The Filter window will appear as shown below:

47



Active Directory Change Tracker v3.0.1

-

(7 Fitter [5m]

Specify a name for the Filker. Click Select Fields button to select the Fields wou want ko appear in
the report, To Filker by field walues, vou maw select a field, and then an operatar and a value
from the corresponding drop-down lists,"and then click add to filker to add the Filker condition,

Filter Mame: |

Field Operator Walles

| ~Select-- - | | - -

| Add to Filter |

Save | | Cancel

To set a filter condition, perform the following steps.

1. Specify a name for the filter.
2. Choose a field name, an operator and a possible value from the respective drop-
downs.

3. Click the A @ button to add the filter condition.

4. The Add to Filter button will change to AND to Filter. OR to Filter button will be
enabled. The selected condition will be added as shown below.
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-

(<7 Fitter [5m]

Specify a name Faor the Filker, Click Select Fields button to select the Fields wou want ko appear in
the report, To Filker by figld walues, wou may select a field, and then an operatar and a value
from the corresponding drop-down lists,"and then click add to filker bo add the filker condition,

Fiter Mame:  [Deleted Objects

Field Operator Walues
[[I:hange Type] - ] [ = v] Deleted -

[ AND to Fiter ] [ 'OR' to Filter |

Change Type] = 'Deleted’

Save ][ Cancel ]

5. Click Save to apply the filter to the current report. Also, the filter will be saved to the
filter database for future use.

The report status label above the grid, shows the filter status "Filter:" followed by its current
status.

For a normal view, the filter status will appear as | Filter: Not Applied

For a filtered view, the filter status will appear as | Filter: Applied

Note:
e Click 5 to clear all the filter conditions in the list.

. Usel AND ta Filter [ '0R" to Filter

( )

] and

to build enhanced filter condition as shown below:

e ([Change Type]='Modified (Value Added)' AND [Property Name] = 'Telephone
Number') OR ([Object Name] = 'Alex' AND [Property Name]="E-mail')
¥

o Use ¥ to remove the parenthesis

e Use X to delete a condition from the list of filter conditions. This will remove the
currently selected filter condition from the list.

Edit an existing filter
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To edit an existing saved filter, select the filter from the advanced filters drop-down and then

click the v button. The filter window will appear on the screen. You may edit the fields-list
and filter conditions. Also, you can choose to save the filter in a different name, retaining the
original filter, or overwrite the existing filter with the new filter conditions and fields-list.

Delete an existing filter

To delete an existing filter, select the filter from the advanced filters drop-down list and click the

¥ button.
However, if the filter is already applied to a report, ADChangeTracker clears the filter in the
report and deletes the selected filter.

3.6 How to use Quick Filter?

The Quick Filter in Events Reports allows you to view a narrow subset of data by specifying a
filter condition that could either be applied to any of the fields or to a specific field in the current
report.

The Quick Filter tool is available below the report grid in the right pane as shown below:

Quick Filker: [Any Field ~ H n | o

Apply Filter

To filter report data, perform the following steps:

1. Select a field from the fields drop-down. If you want to apply the filter condition to any
of the fields in the current report, select “Any Field” from the fields drop-down.

2. Select an operator from the operators drop-down, next to fields drop-down.

3. Type in a filter condition in the edit box.
Note: You can use wildcard characters such as “*” and “?” in the filter condition.

The filter condition can include regular characters as well as wildcard characters as

given below:
Filter Description Example
Condition P
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Character starting with a [Object Name] = a* finds object

a* name beginning with a, for example

Adminuser, Administrator.

Character starting with aand  [Object Name] = a? finds object

a? maximum of two characters name that has only two characters,
including a starting with a, for example AD.
Minimum of three characters,  [Object Name] = a?d* finds object
the first character being a, name beginning with a, that has any

a?d* middle character may be any  single character in the middle and
single character and the last ending with d followed by zero or
character being d more characters.

Click on ||to apply the filter condition.

Remove Filter

To remove the quick filter that has been applied to the current report, click the lﬁlbutton.

3.7 How to find data in a report?

You can use the find feature in ADChangeTracker to search for specific data in a report.

To search for data in a report, just type the characters or words you want to find in the find edit
Find Telephone Mumb EJ

box available in the report window and click on

1. ADChangeTracker performs a case insensitive search of the specified search criteria in the
report.

2. The search criteria should not be enclosed within quotation marks.

3. You can use the "*" wildcard character in the search criteria. The "*" wildcard character act
as a place holder for zero or more characters. However, note that you cannot use the "?"
wildcard character in the search criteria.

For instance, if you want to search for 'Domain’ in a report. Type Domain, without quotations,
in the edit box, and then click on Find Button.
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By default, ADChangeTracker adds an asterisk as a suffix to the specified search criteria, if no
wildcard character is present in it. In this case, ADChangeTracker finds a match in the report
for all fields that have the text Domain followed by zero or more characters, that is, Domain,
Domain Controllers, Domain Admins, etc.

For all the matches found, ADChangeTracker highlights the corresponding columns in the grid,
and scrolls the grid automatically to the first occurrence.

4. ADChangeTracker finds additional occurrences of the specified search criteria
instantaneously. To locate other occurrences of the same search criteria in a report you need
to scroll the report grid downwards.

o' Change Reports - [AD Reports] EI@
5 Export | & Refresh ’;._:J E-rail | {3] Show Event Yiewer fields Find Telephone Nurnb L'L.]J
Change History 2 | ShowallChanges | sfa OnlyAdded | 1% Only Modified | % Only Deleted
. . Object  Ch. Propert Oid
Object Mame Obiject Path Clalsasc Typaenga Nraonazr ¥ Yalue Mew Value Change made by
Draniel CN=D aniel D=0 user &‘tﬂﬂﬁf‘d [¥alue | Telephone Mumber BG-7272902 YOV AGER\adminuser3 r
CN=Jlames todified [Value | Country/region . 1
James cameron cameron,OU=ADCT, U&7 Changed) code ER co VOYAGER adminuzers i
James cameron F[‘{f‘fi"fensu - I:'I‘_oi:!i_li_e_dn[\p"alue Country/region Brazil Colombia YOYAGE R\adminuserd ’
James cameron ?[»{:Ja_rﬂens” - m_oi:!i_li_e_dl\falue EE‘T_E”C County | 75 170 WOTAGERSadminuserd r 1
tartin Luther user m_oi:!i_li_e_dl\falue E-Mal martinLEvopager.lon VOYAGE Rbadminuserd r
Micheal J. Thomas | CN=Micheal. | contact | Modified (Value | Telephane Number 544575148 VOYAGERhadminuser |
Stuart L CN=Stuart user | Modiied (Value |p.0. Box 48750 | 46895 VOYAGERbadminuserd |~ ™
« i 3
Event Wiewer Reference 3
-
Date & Time: 12/16/2013 2:18:11 PM L
Source: Microzoft-Windows-Security-Auditing
[Category: Directory Service Access
Event ID: 4662
Type:
P I 3 . =

3.8 How to Export data?

The Export feature helps the user to export report data generated by ADChangeTracker to a
file using various formats namely HTML/CSV/XLSX.

Click on Erc button in the report window or select Export option under File menu to

export report data to a file in the desired format.
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[ Export &Jw

Select the export path, format, file name and table name for the report
to be exported.

Export Path: C-\Users'Public’Documents \ADChange Tracker\Bx |

File Format: |HTML =

File Name:  Today-Show Al Changes

| Export to time-stamped subfolder

0K || Ccancel

Specify a file name to export report data to or accept the default file name. Specify the export
path and select a desired file format. The path refers to the destination location where the
output file generated should be stored. It can be given using the Browse button.

By default, the report will be exported to a time-stamped sub-folder in the format 'YYYY-MM-
DD HH.MM.SS' under the specified export path. This will be useful to avoid overwriting of
existing files, if any, in the specified export path.

In CSV file format, the information is stored as comma separated values. For each report, a
CSV file will be generated. The name of the CSV file will be the name of the report.

In HTML and XLSX file formats, the information is stored in html and xIsx files respectively. For

each report, a file corresponding to the selected file format will be generated. The name of the
file will be the name of the report.

3.9 How to E-mail data?

ADChangeTracker provides the option to e-mail a change report to different users. The change
reports generated after tracking will be e-mailed to the specified recipients.

Click button in the toolbar to e-mail the report to e-mail recipients. E-mail dialog will
be displayed as shown below:
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g — ™
| 5 Specify SMTP Server name, From Address, To address, Subject, Body of the e-mail message, attachment
| format and option to attach the report as zip file format.

[}

SMTP Server: RD45

From:  Administrator @chandrayaan.locall

E To... IADﬂdministlatnr@chandla}'aan.Ic:u:al &

Check

=1

Send
Subject: Today-Show All Changes

Attachment Format: Compress the attachment

Please find the attcahed report genarated by Active Directory Change Tracker.

Regards,
Chandrayaan Admin

For e-mailing reports, ADChangeTracker requires the SMTP Server name, From E-mail
Address, To E-mail Addresses (recipients separated by semicolon) and the report attachment
format.

Specify SMTP server name, from Address, To address, mail subject, mail content, attachment
format and option to compress the attachment.

Click button to send the report by e-mail to the selected recipients.

Check names

ADChangeTracker provides check name feature to check the existence of corresponding mail-
8
enabled recipient object in Active Directory. To check name, click LCheck| putton. If the entered
name matches with a mail object in the Active directory / its trusted domain, name entered in
From address textbox will be replaced by the corresponding active directory recipient object. If
there is more than one match, a dialog which contains matching Active Directory recipients will
appear as shown below. You can select one or more recipients and click OK.
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Active Directory Change Tracker found more than one "da”
Do you want ta:

(7 Delete this Recipierts from the list

@ Changeto

.5 David 5. Robinson[david@discovery local]

;'_ Davaor J. Robinson[davor@discovery local]

To get more information about the listed recipients under Change to, select the name and then

Details

First Name: Dawor

Last Name: Robinson

Display Name: Davor 1. Robinson

Title: Business Architect Department: Management

Prolong Solutions

davar Mobile number: 251-3464574890

davor@discovery.local

davorlong, com

If there is no match for the name entered by the user in Active Directory, a dialog will appear as
shown below:
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|| Active Directory Change Tracker found more than one "da"

&

Do you want to:

H

(") Delete this Recipients from the list
@ Changeto Cancel

5 David 5. Robinson[david @discovery local] E‘I Properties...
;._ Davor J. Robinson[davor@discovery local]

Select Delete option in the above dialog to remove the recipient name from To address text
box. Click Cancel button to close this dialog and the unresolved recipient(s) will appear in red
color.

Address Book

ADChangeTracker provides Address Book feature to search for any mail enabled recipient
object (say, person, distribution list, contact, public folder) you want to send a message to.

Click button and then use the Find Names dialog box to search for the recipient
object you want to send a message to. (Note that you can't use the Find Names dialog box to
search for distribution lists in your Contacts folder.) Select the object's name in the list and then
click Add recipient to...To.
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Find Mames --

Find Mames in: | All Global Address List

Display Name da
Last Mame
Title
Compary

Cffice
Find

MName Office Job Title Company

[#=] Damen R. ... .. Millert Tec... ManagerO... \Vilent Tec...
5 David 5. R... Olivic Tech... Edior Olivic Tech...
.l DavordJ. R...  251-84211 Prolong Sol... Prolong Sol...

Add receipient to...

To get more information about one of the names in the list, such as department or phone

number, select the name, and then click Eipaies..

4. User Profiles

User Profiles

4.1 User Profiles

ADChangeTracker creates a user profile in Windows Stored User Names and Passwords
applet, in order to store the SQL and Directory Server user context for report generation.

The stored user profile will be useful for generating reports using ADChangeTracker under the
following scenarios:

a. Using an SQL Server having a dedicated SQL user account for report generation
using ADChangeTracker (highly recommended)
b. Using an SQL Server where SQL authentication mode is enabled
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c. Using an alternate user account to connect to the Directory Server to retrieve AD
information

The stored user profile persists for all subsequent logon sessions on the same computer
where ADChangeTracker is installed. The stored user profiles are visible to the application
under other logon sessions on the same computer.

The stored user profile created by ADChangeTracker is restricted to the Windows User Profile
context. If the Windows User Profile is maintained locally, ADChangeTracker stored user
profile is accessible only by the same user in the same computer. If the user who creates
ADChangeTracker stored user profile, has a Roaming user account in the enterprise, the
ADChangeTracker stored user profile can be accessed by the same user in any computer in
the Windows enterprise.

The stored user profile is a generic credential of Windows Stored User Names and
Passwords applet and can be used by ADChangeTracker application only. The credential
information is stored securely in an 256 bit encrypted format in Windows Stored User Names
and Passwords applet.

The stored user profile corresponding to the SQL user account will be used by
ADChangeTracker application in order to connect to the SQL Server, if SQL authentication is
enabled in ADChangeTracker SQL settings.

Using the User Profiles dialog shown below, new profile can be created and available profiles
can be removed from the profiles list.

"

ADChange Tracker can store your logon information for Active Directorny Domains using
Windows Stored User Mames and Passwords applet. To add a user profile, click Add.

I:EEI Add... % Remove

Prafile Mame Description

ﬂ sgllogin3
£} PATHFINDER administrator

Click New button to add a new profile and a dialog will appear as shown below:
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™

Create a new user profile and store it in Windows stored
usernames and passwords applet.

User name: PATHFIMDER \adminuser

£.0d., username@domain, domainusername

Fassword: ™ TIITIILL

Confirm Password: ™ gesssssss

Description: For collecting AD data| -

{ *mandatory fields )

Click Remove button in the User Profiles dialog to remove available profiles.

5. References

References

5.1 Database Creation and Cleanup

ADChangeTracker creates databases in SQL Server as per the information outlined below:

ADChangeTracker creates a single application database in the default data storage location
used by the SQL Server during application launch. ADChangeTracker uses the following
naming convention:

ADChangeTracker-<COMPUTERNAME>, where COMPUTERNAME is the name of the

computer running ADChangeTracker.

For example, if the computer running the ADChangeTracker is ‘CLIENT01’, ADChangeTracker
creates 'ADChangeTracker-CLIENTO01' with data ('ADChangeTracker-CLIENTO01.mdf') and log
('ADChangeTracker-CLIENTO1_log.LDF') files stored in the default SQL data folder in the SQL
server (for example, C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\Data).

Database cleanup

ADChangeTracker will delete the application database while uninstalling the
ADChangeTracker application from the computer.
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5.2 Frequently Asked Questions

For frequently asked questions about the product, please refer to the Frequently Asked
Questions section in the website.

5.3 How to uninstall ADChangeTracker?

When you uninstall ADChangeTracker through Control Panel - Add / Remove Programs applet, Windows Installe
from your computer. But, the application related files created by ADChangeTracker remain in the computer. In order
completely, the uninstall wizard provides a set of cleanup options to perform the cleanup operation based your sele

Use this wizard to cleanup the files that are created by ADChangeTracker application selectively and uninstall ADCI
1. Launch the uninstall wizard by clicking Start -> Programs -> Active Directory Change Tracker -> Uni

2. The ADChangeTracker Uninstall Wizard dialog will be shown as below:

ADChangeTracker Uninstall Wizard

Welcome to ADChangeTracker Uninstall Wizard
This wizard helps you to deanup and uninstall ADChangeTracker completely,

This wizard will guide you through the steps to deanup the files that are created by ADChangeTracker application.
Using this wizard you can:

* Cleanup export tasks and task history.

* Cleanup scheduled tasks.

* Cleanup ADChangeTracker application settings.
* Cleanup log files.

* Uninstall ADChangeTracker application.

Click Next to proceed.

3. Select required cleanup options as shown below:
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ADChangeTracker Uninstall Wizard
Step 1 of 2: Cleanup Options

Cleaning up the information based on your selection

@ Uninstall ADChangeTracker application
Removes all application files and uninstall ADChangeTracker application fram the machine.

(") Uninstall ADChangeTracker application and cleanup application settings

Removes all application settings, files and uninstall A0ChangeTracker application From the machine,
Enabling the Following checkbox will remove the change history, Ensure that wou have backop of all
changes for wour reference,

< Back ][ Mext = Finish

Click Next to proceed.

Confirm the cleanup and/or uninstall process.

ADChangeTracker Uninstall Wizard

Step 2 of 2: Cleanup Process

Cleaning up the information based on your selection

Click 'Finish' button to proceed with the deanup process or dick 'Cancel’ button to terminate the uninstall wizard.

Mext = Finish ” Cancel

Click Finish to run cleanup and/or uninstall process. Click Cancel to close the wizard.
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j&‘;’ﬁctiveDirectnr}r Change Tracker = || = | &

Removing Active Directory Change Tracker

ADChangeTracker

Active Directory Change Tracker is being removed.

Pleaze wait...

Once the file cleanup process is complete, the uninstall wizard will automatically run Windows Installer prograr
5. the computer.

5.4 Technical Support

If and when a problem arises, please forward the following information to support@vyapin.com
to revert back to you with a solution.

Error log file - e.g., <Application Data
Folder>\ADChangeTracker\ADChangeTrackerErrorLog.log

The <Application Data Folder> is the common location where ADChangeTracker settings
will be stored in the computer running ADChangeTracker application. The <Application
Data Folder> can be found from the Help -> About screen. The default path of
<Application Data Folder> is as follows:

Windows 11 / Windows 10 / Windows 8.1 / Windows 8 / Windows Server 2022 / Windows
Server 2019 / Windows Server 2016 - C:\Users\Public\Documents
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