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1 General

About ADChangeTracker

System Requirements

Who can use ADChangeTracker?
How to purchase?

How to activate the software?



1.1 About Vyapin Active Directory Change Tracker (ADChangeTracker)

Vyapin Active Directory Change Tracker (ADChangeTracker) audits, tracks and
analyzes all changes made to your Active Directory configuration. The tool audits all
changes made to your Active Directory by periodically collecting only the changed data,

reporting what exactly changed, along with the new and old valu es, when the change was
made, where the change happened in your Active Directory and the tool also determines

who made the change by looking up the Security Event logs of your audit enabled Active
Directory.. Active Directory Change tracker records and mai ntains the entire history all
tracked changes along with the relevant Event log data in a SQL server database for future

reference and analysis. A powerful search tool helps you analyze all past changes on any
predefined search criteria. Changes can be sel ectively tracked (such as only OUs) and a
powerful email notification mechanism lets you configure different types of changes (such

as Created, Deleted, and Modified) and get them notified to different end users based on

the OUs/containers where the change s happened.



1.2 System Requirements

For the computer running ADChangeTracker

Processor Intel Pentium Processor

Disk Space & Memory 512 MB RAM and minimum of 20 MB of free disk space

Operating System
Windows 10/ Windows 8.1 / Windows 8 / Windows 7 /

Windows Server 2008 / Windows Server 2008 R2 /
Windows Server 2012 / Windows Server 2012 R2 with
.NET Framework 4.0 or higher with the latest service
packs.

Database
Microsoft SQL Server 2012 (Enterpris e / Standard /
Developer / Express edition) or Microsoft SQL Server
2008 (Enterprise / Standard / Developer / Express
edition) or Microsoft SQL Server 2005 (Enterprise /
Standard / Developer / Express edition) running in local /
remote computer with latest Service Pack.

Software MDAC v2.5/2.6/2.8

For the computers reported by ADChangeTracker

Windows Server 2012 R2 / Windows Server 2012 / Windows Server 2008 R2 / Windows
Server 2008 / Windows Server 2003 (SP2) running Active Directory.



1.3 Who can Use ADChangeTracker?

Organizations running Microsoft Active Directory can greatly benefit from
ADChangeTracker. It is a powerful Change auditing tool for Active Directory
Administrators. System Administrators can monitor changes to Active Directory Servers

across the enterprise network in any location.

Users that would benefit from ADChangeTracker:

i Systems management personnel
U ClOs and CSOs
U  Security and Systems Audit personnel

U System Administrators

Organizations that would benefit from ADChangeTracker:

U Companies having enterprise network based on Active Directory

U Any company having Windows 2012 R2 / 2012 / 2008 R2 / 2008 / 2003 Active
Directory servers



1.4 How to Register the Software?

Once you purchase the software online or through any one of our resellers, you will receive

a sale notification through e -mail from our sales department. We will send you an e -mail
with the necessary instructions to activat e the software.
In case you do not receive an e -mail from our sales team after you purchase the software,

please send the following information to our sales department at sales@vyapin.com with
the sales order number:

U Company Name: End-user Company Name

U Location: City & Country for the Company Name given above

Please allow 12 to 24 hours from the time of purchase for our sales department to
process your orders.

-

Register Active Directory Change Tracker

License Type: 15-day Evaluation Copy

To register the software, copy and paste the license key in the textbox below:

Apphy ]| Cancel

Image 1 - Activate screen
Perform the following steps to activate the software:

1) Download evaluation /trial copy of software from the respective product page
available in our website at http://www.vyapin.com/

2) Install the software on the desired computer.

3) You will receive a license key through e -mail as soon as the purchase process is
complete. You can al so request the |license key by wusin
button in AAbouto dial og.

4) Click ' Apply ' in Help -> About ADChangeTracker ->Register license Key  button to
see the Register dialog (as shown in Image 1).

5) Copy the license key sent to you through email and pastes it in the 'License Key'
textbox. For help on how to copy the license key, click ' See example' link in the
Register dialog (as shown in Image 2).
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How to copy license key

x|

---- BEGIN LICENSE KEY (COPY BELOW THIS LINE) ----[Se[ec[ and then Copy the]

/ selected text

MHCEAY JKwYBBAGCN1gDolICETCCAmk G Cis GAQQBgjd ¥ Aw GaggJZhl ChW I DAg AB A
3Jm EAI C AR AEEARAAAAAAAAAAARAAAAAAAAEECPS D T2ZmecXIDg U Chivi: NWQ Baglg
«iqé Saslqyql9gzHG YngfabNn4383PIB DrebhspaZ ChWiWA7mesj G Onwrls HI-H2x G LWFi
Jw8Gp/Zahdkibs/bn Elxs5l28s QgD 0az Cafy KOvNSZ24gLF QU Yx2rySk U UsIRe 1 Hgbu C
#Swafpiog3HGrB3 Gy Zzk S4U14gxs3900 P2o NF Bimxf Qiig 1d Lk JAPaTfusb Ht PUlYSZ Qdk
DljALS/T KKgig Lzt 2 EZFriSTAWKeie RSfmnn NSWg:H 0 1 WRN722Aq0b7 ANQOTEQ Y30 F
G7dBf QHpf2+xiskrf RlyviHRvpPZ+s LFrm K342 BTdxXGyk IR40MItg? Ox| Yr3awlgTeon+o
EdHbzns 001 Np19AUF PI0z2v Hil+JXqoom Tq+B GTage SpMEJXCTkWidn 0 QTR THWS Ne
bhdz H3WVD 1 CuTY R2 Mt NoSloy LD35Zbk Yzf P+C PEgiy Rmd0 1Jg 0 ve? siN3whv/L04
JSbbEm/Q02JPRIrMn Ly flah GuXDpJdp Kaalf LE[j9 P Gs O ft U+2xbwF KMdPB+PFZ2W4m U
Jp QExddhigo PhT9w+C Opq8 01 A8 P Ex0A Y uJh? Ron Od HewhdKm A==

---- END LICENSE KEY (COPY ABOVE THIS LINE) -----

Image 2 - How to copy license key screen

Request License Key:

1 Select Help -> About ADCh an g drdmteotbdr.e r é
1 The About ADChangeTracker dialog will appear as shown below:

About ADChangeTracker
Active Directory Change Tracker

Copyright © 2011-2018 Vyapin Software Systems Private Limited. All rights reserved.
Email: support@vyapin.com  Web: www, vyanin, com

View License Agreement

Computer Name: rd71
Full Computer Name: rd71.vsslab.local
Program Folder: C:'\Program Files (x36)\ADChangeTracker

Application Data Felder: ¢.\|Jsers\Public\Documents\ADChangeTracker
Product:

License Type: 15-day Evaluation Copy

License Description:  This software is meant solely for evaluation purposes only.

You are on day: 1of 15
Remaining Days: 14

Reguest license key... ] [ Register license key...

Image 3 - About screen
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i Click Request

as shown below:

Image 4

I i ¢ e nuteon. Khe Reéquest License Key dialog will appear

Enter the details below to request a license key to register the product. The
license key wil be delivered to the e-mail address stated in this form.

" Contact Name:
* Company:
* Email:

* Phone:

(Country Code, Area Code, Phone No )
*Order 1D:

* Full Computer Name: RD72 voyager local

License Type: | (Optional)

e.d.. Single License, Site License

Submit | | Cancel

Request License Key @

-,

I Request License Key image

1 Enter the following details and click Submit to place the license key request
through email.

> > > >

>

Contact Name: End-user of the product.

Company: End-user Company Name.

Email: Email address where the license key has to be sent.
Phone: Phone number with country code and area code.
Order ID:  Order/Transaction ID reference.

License Type: License that was purchased
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2 Getting Started

Configure ADChangeTracker

Configure Active Directory Auditing

Chang Application Data Folder location

How to get the change made by value successfully?



2.1 Configure ADChangeTracker

ADChangeTracker Startup wizard will help you configure the ADChangeTracker
application to  track changes in  Active Directory domain . The following wizard will appear
when you run the application for the very first time.

|

™) ADChangeTracker Startup
Welcome to ADChangeTracker startup Wizard, which will guide you through the

process of configuring ADChangeTracker.

<Back | [ Med> || Fnish |[ Cancel

Click Next to Proceed.
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ADChangeTracker Startup

Step 1 of 2: Domain Controller Connection Settings
You can track changes to different domains by specifying the domain and domain cortroller for each
domain. Click Add to add a new domain. Select a domain in the list to Edit/Delete/Properties to edit
connection parameters, delete the domain and view properties of the domain.

Domain Mame Domain Controller Name Tracking Scope Lser Name
PATHFIMDER. rd45 Spedfic QU(s)

You can add one or more domains in order to track changes by clicking on '‘Add"  button.
Changes are tracked for each domain separately. You may add as many domains as you
would like to track changes on.

Step 2 of 2: SQL Server Settings
Enter a SAL server running SAL Server 2012 / 2008 / 2005 (Enterprize / Standard / Express) edition and
the user credential having sufficient privileges to connect, create and delete database.

SOL Server:  RD26

£.0., M3SQLSRY1

Mote: ADChange Tracker will create a database named ADChange Tracker-<Cument_Computer_Mame:
(ADChange Tracker-VS5SWKS45) in the given SGL server.

@’? Authentication Mode:

) Windows Authentication (uses currently logged on user)
@ S0L Server Authentication

User Mame: sqllogin?

Password: TIIIIIIL

10
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ADChangeTracker uses SQL Server database for its data storage to generate auditing
reports. ADChangeTracker requires an SQL Server running SQL Server 2012 / 2008 / 2005
(Enterprise / Standard / Express editions) to connect and create a database.
ADChangeTracker will conn ect to the specified SQL Server based on the authentication
mode and user credentials to create manage its own application databases. A new
database will be created in your SQL server by the name ADChangeTracker
<COMPUTER>, where COMPUTER stands for the co mputer name that is running
ADChangeTracker application. Thus, each installation of ADChangeTracker will deploy its

own database based on the computer where ADChangeTracker is installed. For example,

if you install the software on 3 different machines, 3 d ifferent databases will be created
and each installed application will track changes separately independent of each other.

Specify the SQL Server name, authentication mode, user name and password in the

above screen .

Click Finish to save configuration se ttings .

11
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2.2 Configure Active Directory Auditing

This section provides step  -by-step procedures for enabling auditing of changes to objects
in AD DS. This process consists of two primary steps:

i Step 1: Enable audit policy.

U Step 2: Set up auditing in object SACLs by using Active Directory Users and
Computers console.

Step 1: Enable audit policy.

1) Click Start , point to  Administrative Tools , and then Group Policy
Management

2) In the console tree, double -click the name of the forest, double -click Domains
double -click the name of your domain, double -click Domain Controllers , rightclick
Default Domain Controllers Policy , and then click  Edit .

3) Under Computer Configuration , double -click Policies , double -click Windows
Settings , double -click Security Settings , double -click Local Policies , and then

click Audit Policy

4) In the details pane, right  -click Audit directory service access , and then click
Properties

5) Selectthe Define these policy settings check box.

6) Under Audit these attempts , select the Success , check box, and then click OK.

Step 2: Set up auditing in object SACLs.

The following procedure presents an example of just one of many different types of SACLs
that you can seti n AD. You can configure additional SACLs based on the operations that
you want to audit.

To set up auditing in object SACLs

1) Click Start , point to Administrative Tools , and then click  Active Directory

Users and Computers

2) Right -click the organizational  unit (OU) (or any object) for which you want to enable
auditing, and then click Properties

3) Clickthe Security tab, click Advanced , andthenclickthe  Auditing tab.

4) Click Add , and under Enter the object name to select , type Authenticated Users
(or any other security principal), and then click OK.

5) In Apply onto ,click This object and all descendant objects

12
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6)

7

Under Access , selectthe Successful check box for Write all properties
want to audit creation and deletion of objects, select the Successful
Delete , Delete subtree and Create all child objects too

Click OK until you exit the property sheet for the OU or other object.

. If you
check box for

13
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2.3 Change Application Data folder location

ADChangeTracker enables you to change Application Data folder location, where its
application settings and error log are stored, at any time after installing ADChangeTracker
software. To change the Application Data folder location, perf orm the following steps given
below:
1) Select About ADChangeTracker from Help menu.
Help
Contents F1
Tips...
| About ADChangeTracker...
2) The About ADChangeTracker dialog appears as shown below

About ADChangeTracker
Active Directory Change Tracker

Copyright © 2011-2018 Vyapin Software Systems Private Limited. All rights reserved.

Email: support@vyapin.com  Web: www.vyapin.com
View License Agreement

Computer Name: rd71
Full Computer Name: rd71.vsslab.local
Program Folder: C:\Program Files (x88)\ADChangeTracker

Application Data Folder: C:\Users\Public\Documents\ADChangeTradker E
Product:

License Type: 15-day Evaluation Copy

License Description:  This software is meant solely for evaluation purposes only. -

You are on day: 1of 15
Remaining Days: 14

[ Request license key... ] [ Register license key...

3) Click ... button to change  Application Data folder location of ADChangeTracker
application.

14
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The Browse for Folder location dialog will appear as shown below:

rlfrowse e
W— - —

4 8 Computer
b <4 Floppy Disk Drive (A:)
4 ﬁ Local Disk (C:)
b0 inetpub
|, OEMSettings
> 1. PerfLogs

I> 1) Program Files

> 1) ProgramData
> 4 Users
> 1) Windows
b|a Local Disk (D) |
P @ New Volume (E:)
b “! Network
» B8 Control Panel

-

4) Select a desired folder location and Click OK. The folder location can be local drives
or mapped network drives.

5) ADChangeTracker provides an option to copy or move the existing

ADChang eTracker application settings and error log to the new location once you
change the Application Data Folder. Once you specify the new Application Data
folder location, ADChangeTracker will prompt you to copy or move existing
ADChangeTracker application set  tings to the new location as shown below:

—

CopyorMovedata- | i s ————

Do you want to Copy or Move all application settings and data from the old folder location to the new folder location?
Click the appropriate button below.

L copy | [ tove | [ Close |

6) Click the desired action (Copy / Move / Close) to proceed. ADChangeTracker will
use the new Application Data folder location henceforth.

15



CHAPTER 2 i Getting Started

2.4 How to Get the Change Made by Value Successfully?

ADChangeTracker reports the 'Change made by' value for all AD objects' changes in the

Active Directory. The 6éChange made byodé is retrieved
controller in which the change is made. This feature is applicable for Windows Server

2008 orlater operating systems only.

The 6Change made bydé field in the report may sometin
after a change is observed in AD (will be empty/blank in the report window). This may be

due to a delay/failure in receiving the Ev ent subscription notification by the ADCT Service
application. Click Refresh button in the report wi nd
field.

I f the 6Change made byd value continues to remain una
points in ordertor  etrieve Change made by value successfully:

a) Sel ect the 6Use Security event |l og in DC to retri
When)é checkbox in the Add domain or Edit domain
b) Enable the Audit directory service access Policy and set to success in Default
Domain Controllers Policy as shown below:
g Group Policy Management Editor M=l B3
File Action View Help
Policy = |Policy Setting
= 17| Audit account logon events Mot Defined
=l ] Policies oot seoponoment tizt Do
B ] Software Settings 1] Audit directory service access Success
E M Wiodawss Settings R o SVeTeE TErDErTes
— NarTne Resaldtion Policy 1olo| Audit object access Mot Defined
=) Scrlpt's (Start'upIShutdown) 2] Audit policy change Mot Defined
= é Security Settings S X
- o 1) Audit privilege use Mot Defined
# 4 Account Policies : ) :
= = \2) Audit process tracking Mot Defined
B i Local Policies - ;
R it Poiicy 1) Audit system events Mot Defined
& | User Rights Assignme
® o Security Options
j‘j Event Log
[ |4 Restricted Groups
& [ 4 System Services
2] 9 Registry
4 File System
=0y Wired Network (IEEE 80z
| Windows Firewall with Ac
::I Metwork List Manager Po
[ Zaf Wireless Network (IEEE £
| Public Key Policies =
| Software Restriction Poli
| Network Access Protectic
| application Control Policie
&, 1P Security Policies on Ac
| Advanced Audit Policy Cc
T & Ll_l‘l | 2]
| | |
c) Select Write all properties, Delete, Delete subtree and Create all child
objects properties for the ~ OU or domain in which you wish to track changes as

shown below:

16
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B Active Directory Users and Computers !EE I

File  Action View Help

OB ENEE EEE EEE R

j Active Directory Users and Comput I Mame I Type I Description -~ |
=~ () - I Aa
BNaoCT bukProperties | b1
: n Advanced Security Settings for ADCT_Bulk X
Generall M
Groupory emissions  Audiing | D [ g ————— =

To view or edit details for an Obiject IFrunertil:s I

82, Authe
82, 5vsT i ies:
N Audting enkries: Name: | Authenticated Users Change. . |

%EE;\ Type I Name ——— I
Rohrcco Success Adminuser! | Apply onto: IThis object and all descendant objects j tt and &l des...
Success Evemone | Bt Organizat...
Success Everyone bt Successtul _ Falled nt Organizat...
i H o]
Success Everyone List contents O o = tt and all des...
Permission Success Authentica Read all properties O - H and all des...
Full con Whrite all properties { \ O
Read Delete O
Wirite Delete subtree O
Create : Read permissions a O
Delete Modify permissions O O
- modify owner a O
;ud[rsai?:‘zs Add... | All validated writes a O e |
all extended rights O O
Leamabo [ Include inkeritable suditi Create all child objects ™ O =

. Apply these auditing entries to objects -
‘What are the requirsments i [~ andfar containers within this container Clear Al |

only
J Apply I

E

Manaqing auditing

| oK I Cancel I

d) Ensure that there is no Event flooding which may sometimes prevent the ADCT
Service application from receiving the subscribed events. For example, ensure that
ARead AI I Propertieso is not selected in objectds
create a flurry of events in DC and will cause Event flooding.

e) Disable firewall protection to read event logs: Ensure that the target Domain
Controller is not protected by Windows firewall to read event logs by remote clients.

f) Ensure that the 'ADCT Listener Servi ce' is running in the computer where AD
Change Tracker application is installed (can be verified in How to view the
subscription status of domain controllers?).

17



3 ADChangeTracker Features

Track Changes
Change Reports
Search Reports
History Manager
Alerts

Service Controller
Events Reports

18



3.1 How to Track Changes?

The Track Changes  feature allows you to track the list of all the changes made in Active
Directory. You can check for various changes in Active Directory like addition or deletion of
objects, modification of properties.

¢4

Track Changes

Select button in the toolbar. The Track Changes window will be launched.

Select Track now option to track changes made to Active Directory domain immediately
upon clicking the Finish button or select Track at scheduled intervals option to track
changes made to  Active Directory domain at scheduled intervals.

Changes will be tracked since the last time a tracking was performed. The tracking process
will only collect the changed data and store it in the application's change history database.
You will have to view  the changes by clicking on the Change Reports button in the toolbar.

Track Changes @

Step 1 of 2: Track option
Select a suitable track option to find changes in Active Directory. You can tiack the changes immediately
or at scheduled intervals.

Track now

@ Track at scheduled intervals

Track for changes to Active Directomy at scheduled intervals and deliver Change Reports
automnatically. Aecommended for regular automatic tracking and reporting of changes to AD
[for example, once a day, twice a day or on a weekly basis).

-

Change the task schedule settings as required and set the password for the specified Run As
user.

19
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Track Changes @

Step 2 of 3: Scheduled Task Settings

Specify how often the scheduled task runs. Click Advanced button to configure additional schedule
options for the task. 'S

Specify an user account that runs the scheduled task, One example of a user account is: domain name\username. If the
scheduled task requires administratar permissions ta run, then this account must be a member of the Administrators group.

0T P A ENE T adminuser 2 Set Password
Schedule Task: [Daily vJ Start time: 12:47 PM =
Schedule Task Daily
Every 1 S daylg)

=|h AL 12:47 PM every day, starting 12/13/2013

[ <Back [ Wew> |

Click Next to proceed to the next step.

Track Changes @

Step 2 of 2: Delivery Options {(optional)

Select suitable delivery option(s) - Export / E-mail change reports. a
&
B

(V] Export
Export Path : C:A\Users\Publich\Documents\AD ChangeTracker\E xpc L—_]
Export Format: @ HTML ) CSV () XLSX
[V] Export to time-stamped sub-folder o

(V] E-mail

SMTP Server : lRDSS
To Address: ladminuserZ@spacenet Jocal
File Format: HTML = Compress the attachment l Message Settings

[@T Finish H LCancel J

20
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U Select Export or E -mail options as necessary.

0 Use Browse button to change the export path.

The export path refers to the destination folder where the report output file
generated should be stored. By default, for each task, a sub -folder with the task
name will be created under the specified export path. All selected reports will be
exported to a time  -stamped folder in the format "yyyy -mm -dd hh.mm.ss", under
the task name folder. If you want to export to the task name sub -folder in the
specified folder (w ithout time stamp folder) instead, clear "Export to timestamped

sub -folder" option.

NOTE: Clearing the "Export to time -stamped sub -folder" option will not create time -stamp
folder and overwrite existing files, if any, in the specified export path.

Click Message Settings button to specify optional e -malil settings as shown below.

Additional E-mail Settings

You can customize the SMTP server, From & To address,
wg Subject and bady of the e-mail message.

-

From: Administrator@spacenet.local

To: |adminuserz@spacenet.local

Subject: Report generated by Active Directory Change Tracl

Please find the attached report generated by ADChangeTracker.

i OK ]I Cancel

Click Finish to save the task details

Once data collection is complete, you can view the changes made to your Active Directory domain
with the help of Change Reports featu re.

21
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3.2 Change Reports
3.2.1 How to Generate ADChange Reports?

The AD Change Reports feature allows you to report all the changes made to your Active
Directory since the last time a tracking was done by the application. Tracking is a process
where all changes made to your Active Directory are detected and synchronized with the
application database. ADChangeTracker will maintain all the timestamps corresponding to
the changes detected during tracking. Based on the timestamps listed in the left treeview

of Change History report window, you can view the changes for a specific date and time.

a

Change Reports

To launch 'AD Change Reports' window, click
Change Reports' window will appear as shown below:

menu in the toolbar. The 'AD

Select and expand the root node in the left pane of the newly launched report window.

5= Change Reports - [AD Reports]
|:3 Export | |&] Refresh |"J E-rrail | 4] Show Event ¥iewer fields

Change History 2 | ShowAllChanges |l OnipAdded | ¥ Only Modiied | % Only Deleted|

Fin

d 2]

Object Name + Object Path Elglsef ?;mpa:ge

Muodified [Value

[ o Z4 RESEARCHLAB(RD30)
0 Today
'{:L) ik tr kR bl TR B ADCT_Distribution CN=ADCT_Distributi group Removed)

Propeity
Mame

Members

Old Value

Banner Bruce

New Valug

Change made by

RESEARCHLAB adminuserd

(‘D 12A13/201312:29:22 PM . CM=flison J Muodified [Value | Telephone .
7@ D —— Alisond. Thomas Thormas,OU=ADET | 45&r Changed) Number 45856456456 | 4585640214 . RESEARCHLAB \adminuser
7 Older Dariel . Hoder | ENDaEll | ser E",?:r']"gfdr"“'“e E-Mal Dariel@iab.com | RESEARCHLAB\adminuser

=25 VOYAGER(RD40) Micheal CN=Micheal

F S Dider Woloszynowicz | Wolaszunowicz,0U4 user Added RESEARCHLAB adminuser.
Steve Jobs N See DCT O E",fa”rf‘gffd{"a'“e P.0. Box 499556 RESEARCHLAB adminuser
0 [ »
>

Event Viewer Reference

Date & Time: 12/13/2013 12:35:25 PM
Souree: Microsoft-Windows-Security-Auditing
Category: Directory Service Access

Event 1D: 4662

Type:

You can also click Show All Changes, Onl y Added, Only Modified; Only Deleted tabs to view the

list of all changes, added, edited and deleted changes.
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3.2.2 Understanding the Change Reports

The Change Reports

contains the following information:

Field Names Description Example
Object Name ) ) ) Administrator
Active Directory object name of
Added / modified / deleted objects.
Object Path Full lified D in N f AD
ject Pal o;eycthual ied Domain Name o CN=Administrator,
jects. CN=Users, DC=Domain,
DC=Com
Object Class AD Object Type

User/Group/Computer
etc.,

Change Type

Type of modification made on AD
object.

Added / Modified / Deleted

Property Name

Attribute / Property name of AD

E-mail, Description,

Value defined for the property
after change.

object. Member Of
Old Value i .

Value defined for the property E-mail:

before change. alec@pathfinder.com
New Value

E- mail:
alecFrings@pathfinder.com

Change made by

The account, who made the
change.

PATHFINDER\ Traineel

Change made on

The actual date and time of the
change.

1/29/2011 3:46 PM
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Sample Reports

Added
. Cbject . Obpct Change Property Old  New Changemade  Change
Domain Name Name Cbject Path Oass  Type  Name \alue Wlue by made on
CheDewbopers,
OLEARKAD CHANDRAYASN 1202011
CHANDRAYAAN Devebpers group  Added 120504
Saple OU,DC= ‘administrator Pl
Crandrayaan DC=local
End of 1eport
Mod ified
Object : Objgct Change Property Changemade  Change
R Object Path s Tye  Name Oldvalue  New Value by T
CN=Paul T. Scholes, Paul@ PauT@
Modfied CHANDRAYAAN 1202011
FRlLE gtﬁ?&%&?gg;n user (\Blue  EMGIl chandraaan chandmaan 120427
: g Changed) ‘administrator Phd
DC=hcal locd local
End Ofrepm't
Deleted
. . Object  Chamge  Property New
Cbpd Neme Cbject Path Clase Type Merne Old Value Value Charge made by
CN=Mec E Frings
Aec E. Frin ‘0ADB c07ed4501-0dc0-4a3e
DELJcO?e%gDSLOch} CHANDRAYAAN
ar53b3d1510526¢3, user Deleted
433e-ar53- ‘administrator
b3d1510526c3

CN=Deleted Objects,

DC=Chandrayaan, DC=local

End of report

Change made
on

12972011
406:36 P
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3.3 Search Reports
3.3.1 How to Search Change History?

The Search Change History is a powerful feature that allows you to locate specific
changes from the past such as o6all newly created
You can specify a search criteria based on the different search options available.

Y
Lt
Search ™

Change History., Ctrl+&&+C

. . . Events.., Ctrl +4t+E .
To launch 'Search Change H istory' window, click menu in the

toolbar. The 'Search Change History' dialog will appear as shown below:

U Specify the Date range, Object type, Change type and a field based Filter criteria to
find specific changes in the amplpmbei cati onds Change

Select the desired Domains to perform your search on.

Optionally, you can save this search by specifying a name for your search and clicking on
the Save button. This will save the search for a future use. You can thus maintain a list of
your sav ed searches for repeated use in the future.

U Clickon Generate button to begin search.

-

Search Change Histary @

‘ i Search for A0 change by specifving a suitable criteria uzing date range, chanage type, filter

o) query and domains.
78

Template Mame:  User Object Changes - :
Date range: From: 11j16/2013 - Too 12/16/2013 -
Show only Users -

Changetype:  [V] Added (V| Modified  [V] Deleted

Quick Filter: [

Any Field =

Damaing: .
Domain Mame

V] 55 RESEARCHLAB
15 VOTAGER

Resst | | Genewate | | Cancel |

If you want to use or edit an already saved search, select the name of saved search from

the drop down | ist. This wildl | oad t hleoeditdahisad s ear chd

25



CHAPTER 3 i ADChange Tracker Features

click on Save again to save the modified search. Once you load a saved search, you may
click Generate to perform a search.

After the data collection process is complete, the report would be generated in a report window
as shown below:

2/13/2013 12:54

RESEARCHLAD | stephen walther Copeiohne, E?ﬁ;!;f:‘dg“"a“e P.O. Box 42545 RESEARCHLAB adminuserd | .

[ S
|7 Search Reports f=ll-e- =
|39 Export &) Refresh @ E-miail E_lshnw Event Yiewer fields Find ﬁ

Search Template Name:  User Object Changes
Domain Object . Object  Change Property Change made i
Name Name Object Path Class Te Name Old Value MNewi Value Changs made by on —

RESEARCHLAB mﬁ:;esglmnwinz \EJNnTnhiizEyi:!licz,[]m uset Added RESEARCHLAB\adminuser3 1Pi;"|3f201312;35
RESEARCHLAB Stevedobs | [\-0"/%0or oy user | footed V™ [P0 oy 53556 RESEARCHLAB\adminuser3 |y /2012 1233
RESEARCHLAB | Dariel J. Holder ﬁ’;'l;i?giﬁ'i[m_[ user E‘fﬂﬁ?’a“e E-Mai Daniel@rab.con | RESEARCHLABNadminuserd| fay 20 2 1233
RESEARCHLAB |Alion . Thomas | Tonieons ot luser | odtied{Valie | Felephone | yopopuseuss | 4595540214 RESEARCHLABNadminusen | Loy | 2012 1232
RESEARCHLAB Wilimoiak | o/t o ¢ luser  poonedVol® (b poy  gses3 | ag0249 RESEARCHLABNadminuser3 | oy /2013 1228 |

Event Viewer Reference

X

Date & Time: 12/ 3/2013 12:54.06 PM
'Source: Microzoft-Windowws-Security-Auditing

ICategory: Directory Service Access

[Event ID: 4562

Tomm

»
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3.3.2 How to Search Events?

The Search Events is a powerful feature that allows you to locate specific events that occurred
over a time period and stored in the application's Events History database.

N
A5
Search -

Change History., Ctrl+Alt+C

. . Events... Ctrl+Alt+E )
To launch 'Search Events' window , click menu in the toolbar.
The 'Search Events' dialog will appear as shown below:
U Specify the Date range and Event IDs to find i n the applicatio
database. You can also select multiple events for search.
U  You can also perform the events search for the entire database by selecting the All dates
in the application database option.
U Selectthe desired Domains to perform your search on.
U Optionally, you can save this search by specifying a name for your search and clicking on

the Save button. This will save the search for a future use. You can thus maintain a list of
your saved searches for repeated use in the future.

U Click Generate button to begin search.

g )

Search Events

Search for Event ID details by specifying a suitable criteria using date

\ range and domains.
A

Template Name:  DSC and Logon/Logoff Events v @
Date range: @ &ll dates in the application database

0 From: 111/16/2013 To! [12/16/2013
Event IDs: Event ID «

] 5138

V] 4624

V] 4634 =
Domains: y

Domain Name

V] 55 RESEARCHLAB

"1 55 VOYAGER

Reset
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If you want to use an already saved search, selec t the name of saved search from the drop

down | i st. This wil]l l oad the saved searchés sett
may click Generate to perform a search.

After the data collection process is complete, the report would be generated in a rep ort window

as shown below:

RESEARCHLAG |RD30 | 11/21/2013545 (5141 |11/21/2013545 | RESEARCHLABNadminuser MicrosoftWindows-S4 Ditectory Service | RESEARCHLAB\adin 1d30 ressarchlab
RESEARCHLAB |RD30 |11/21/2013546 5137 | 11/21/20135:46 | RESEARCHLAB adminuser| MicrosoftWindows-Ge Directory Service | RESEARCHLAB admin rd30.researchlab
RESEARCHLAB |RD30 | 1172172013554 [5141 | 11/21/2013553 | RESEARCHLABNadminuser Mictosoft windows S¢ Directory Service | RESEARCHLABadmin rd30.esearchlab) |
RESEARCHLAB |RD30 | 1172172013634 5137 [ 11/21/20136:34 | RESEARCHLABN adminuser MicrosoftWindows-5¢ Ditectory Service | RESEARCHLAB\admin rd30.researchlab
RESEARCHLAG |RD30 | 11/21/2013634 (5141 | 11/21/20136:3¢ | RESEARCHLABNadminuser Microsoft-Windows-S4 Ditectory Service | RESEARCHLAB\adnin 1430 researchlab

mroraneinan lnnan (11212901200 L ea aa 11/ NMARR.  mrerammin an 0 - war RSP ol Nirantam Carvica | mraramein am 1 0 | ian [

|5 Search Events Reports [
|59 Export | |2 Refresh @ E-mail Find @
Search Template Name:  DSC and Logon/Logoff Events =

| 3 Report M
ggmgm ngz:e gzi'leerated ﬁ;’em rl:nl'alzr;g;n . Change made by Source Category User Computer
RESEARCHLAB RD30  11/20/20137:25 4534 | 11/20/20137:25 | RESEARCHLAB\RD30S  Microsoft™Windows-S¢ Logoff 1d30 researchial
RESEARCHLAB |RD30 | 117202013725 |4g34 | 11/20/20137:25 | RESEARCHLABARD30S | MicrosoftWindows-S¢ Logolf 1d30.researchlab
RESEARCHLAB |RD30 | 11/20/20137:25 4524 | 11/20/20137:25 | Microsoftwindows-S¢ Logon 1d30.researchlab

< [ 1] | »

X

Event Viewer Reference

Date & Time: 11/20/2013 7:25:15 PM

[T S

Source: Microsoft-Windows-Security-Auditing
Category: Logoff

Event ID: 4634

Tamme D Chlmbinrmvlo)
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3.4 History Manager
3.4.1 How to cleanup Change History?

The Change History Manager allows you to cleanup any unwanted past changes and

their related data from the Change History database. The Change History database contains

all changes from the time you started using the application. Please be careful while you

perform cleanups of changes as this will perma nently delete the selected changes from

your database. It is highly recommended that you maintain a full backup of t he applicatic
database at regular intervals to recover any accidental loss of change data.

=

History Manager ™

| Change History,.,  Ctrl+Alt+H

] ] ] Events History.., Ctrl + AL+ )
To launch 'Change History Manager' window, click menu in

the toolbar. The 'Change History Manager' dialog will appear as shown below:

Click on desired history instances and click on Cleanup button to delete all changes for the
selected timestamps.
{Change Histary Manager L

This manager provides the option to clean up the change history instances, their related files in the
— associated database.

Change History: Cleanup

E=-{55 CHANDRAYAAN(d43)

{5 1/29/2011 12:04:57 PM
{5 1/29/2011 12:06:29 PM
{5 1/29/2011 12.07:17 PM
{5 1/29/2011 12:07:50 PM
..-{ ) 1/29/2011 12:08:00 PM

- 55 PATHFINDER(rd45)

i

Close

Select the parent node and click Cleanup in order to delete all of its child timestamp nodes.
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3.4.2 How to Cleanup Events History?

The Events History Manager allows you to clean up any unwanted events and their related
data from the Events History data base. The Events History database contains all events
from the time you configured the specified event ID in the application. Please be careful
while you perform cleanups of events as this will permanently delete the selected events

from your database. It is highly recommended that you maintain a full backup of the
applicationds database at regular intervals to recove
=

History Manager ™

Change Histony.,,  Crl+4lt+H
Events Histany..  Ctrl+Alt+Y

To launch 'Events History Manager' window, click menu in the
toolbar. The 'Events History Manager' di alog will appear as shown below:
U Specifythe Daterange and EventlIDs t o cl eanup specific event | D

Events History database.

Select the desired Domains to perform the cleanup.

Optionally, you can cleanup the events by selecting a t emplate from the saved templates.
Click on Cleanup button to delete all the events for the selected date range and domain.

-

Events History Manager @
- This manager provides the option to clean up the Event IDs for the
— selected date range in the associated database.
Template Name:

Date range: @ All dates in the application database

) From: 0313172013 To! |04/30/2013

Event |Ds: Event ID

V] 4662
] 4776

Domains: :
Domain Name

(V] 25 TREELAB

[ Reset ][ Cleanup ][ Close J

NOTE: You can also delete the entire events history by selecting the 'All dates in the application
database' option.
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3.5 Alerts
3.5.1 About Alerts

Alerts feature enables the user to be notified of the occurrence of specific event ID(s) in

security event log of a domain controller, through e -mail. This feature is powered by a
multitasking listener service called ADCT Listener Service.
Benefits
G ADCT Listener Service runs in background even after the ADChangeTracker application
is closed.

U Multiple domain controllers can be subscribed for multiple event IDs.

U E-malil alert notification can be limited to a thresho Id limit. i.e. (Say, send an email when
the event ID 'X' occurs for 'y' times)

U Provision to add, edit, delete and view properties of specific event ID information.

U  Attempts to reconnect for every one minute if a DC is not reachable.
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3.5.2 How to Add an Event ID for Configuring an E-mail Alert?

The E-mail alerts configuration settings window allows you to create a new alert edit delete
or view properties of existing alerts Configured.

To launch 'E -mail alerts configuration settings' window, clic k

=]

Real Time Events ™

Service Controller.., Alt+E

Alerts... Alt+4

Imenu in the toolbar. The 'E -mail alerts configuration

settings' dialog will appear as shown below:

E-rnail alerts configuration settings
5 Configure email alerts for the corresponding Domain Controllers by providing Event 1Ds, SMTP server name, sender, recipients, threshold

-

counk For Frequency of emails (Say For every 10 events) and description {Optional). Provide description For an event ID so as ko be
reflected in alert email, Select 'Domain Controllers' to view the overall alerts settings.

-5 Domain Controllers

[No alerts settings defined]

[ oK J [ Lancel

Step 1: Domain controller Selection

i

Right click on 'Domain controllers' and click 'Add Domain Controller..." menu. Add domain
dialog will appear as shown below:
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-w Specify a domain controller or select an Active Directory domain from the
ﬁ drop-down list, and then select a domain controller. Check Connect As’
‘4~ option to specify altemate credentials to connect to the DC.

@ Specify Domain Controller
DC Name:
() Select Domain Controller
| —SELECT A DOMAIN—

[ Connect As
User Name: |PATHFINDER"administrator

Password: |

Additional change data [Windows Server 2008 or later only]

Use Securty event log in DC to retrieve additional change data (Who &
O When).
Note: reguires enabling AD auditing

[] Track Group Policy Object changes (GPO)

| Tracking Scope | | ok | [ Cancel

U  Enter a valid domain controller, credentials and settings and click 'OK'.
Step 2: Add Event ID(s) for Domain Controller(s)

U Select a domain controller for which you wish to add an alert and click 'Add'. An add event
information dialog will appear as shown below:

-,

RDSN - Add Event Infarmation e

Ewent ID;

[7] Send E-mail [Dptional)
SMTP Server Mame:

Sender:

Recipients:

Send Alerts for every: events

Description [Optional):

[ Ok, ][ Cancel ]

U Enter the list of Event IDs for collection from event logs
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i

Selectthe Send E -mail option to receive E -mail alerts for specific event IDs. Email alerts
will be sent only for those events for which this option has been set.

If you selectthe  Send E -mail , you must specify the values for 'SMTP Server

Name', 'Sender', 'Recipients' and 'Send Alerts for every __ events'. Value of
'Description’ field can be provided optionally if you wish to append it to the subject
of the E -mail. Click 'OK".

The field 'Send Alerts for every __ events' helps to reduce the  number of alerts if there
are too many events generated (Event Flooding). This also helps to receive a consolidated
list of alerts, instead of one alert for each event.

A sample 'Add Event information' dialog filled with e -mail alerts is shown below:
RDS0 - Add Event Information (3w

Event ID: 4720,4722 4725 4726

Send E-mail [Optional)
SMTP Server Mame: ROS7

Sender: markhenmy@adyenturelab, com
Recipients: willsmith@pathfinder. com:brucewilis@treslab. ¢
om
Send Alerts for every: 1 events
Description [Optional): User Management
DK ‘ [ Cancel

NOTE: You can also select the events using the 'Event ID Selector' with all security
audit category events by clicking the 'Select...' button next to the 'Event ID' field.

A sample 'Add Event Information' dialog filled without e -mail alerts is shown belo  w.
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i

RDS0 - Add Event Infarmation

Ewent D 4654,4977.5451

| Send E-mail (Optional)
SMTP Server Mame:

Sender;

5

Recipients:

Send Alerts for eveny:

Descrption [Optional):

events

0K

\[ Cancel ]

"

Click 'OK' in'E -mail alerts configuration settings' window to complete the process.
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3.5.3 How to Manage Configured E-mail Alerts?

The E-mail alerts configuration settings window allows you to perform the following
operations:
U Add an new event ID for configuring an e -mail alert

U Edit an existing event ID information
U Delete an existing event ID information
U  View properties of specific event ID information

U View every event ID information of all domain controllers

To launc h 'E-mail alerts configuration settings' window, click

sl

Feal Time EBvents

-

Service Controller... Alt+E
Alerts... Alt+2,

menu in the toolbar. The 'E-mail alerts configuration
settings' will appear as shown below:

e

E-rrail alerts configuration settings @

-

count for frequency of emails (Say for every 10 events) and description {Optional). Provide description for an event ID so as to be

Configure email alerts for the corresponding Domain Controllers by providing Event IDs, SMTP server name, sender, recipients, threshold
5’ ® reflected in alert email. Select 'Domain Controllers' to view the overall alerts settings,

[#-33 Domain Controllers

[No alerts settings defined]

[ 0K ] [ Cancel

Add a new event ID for configuring an e - mail alert

To add a new event ID for configuring an e -mail alert, Please follow the steps as outlined in
the previous topic "How to add an event ID for configuring an E -mail alert?0o
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Edit existing event ID informa tion

0 To edit an existing event ID information that corresponds to a domain controller, select
the desired domain controller by expanding 'Domain Controllers' in E-mail alerts
configuration settings window . The entire event IDs corresponding to the domain
controller will be listed.

U  Select the event ID information that needs to be edited and click 'Edit'".
U During the edit operation you can modify the list of fields that make up the specific event
ID information.

Delete an existing event ID Information

U To delete an existing event ID information which corresponds to a domain controller, select
the desired domain controller by expanding '‘Domain Controllers' in E-mail alerts
configuration settings  window. The entire event IDs corresponding to the domain
contro ller will be listed.

U Select the event ID information that needs to be deleted and click 'Delete’.

U The application will prompt you for your confirmation to delete the selected event ID
information, as shown below. Click 'Yes' to delete.

-

Active Directory Change Tracker X4

_| Are you sure you want to remowve the event information with respect to
EventID '5137' 7

View properties of specific event ID information

U To view properties of a specific event ID information which corresponds to a domain
controller, select the desired domain controller by expanding '‘Domain Controllers' in E-
mail alerts configuration settings window.  The entire event IDs corresponding to the
domain controller will be listed.

U Select the event ID information that needs to be viewed and click 'Properties'.
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View event ID information of all domain controllers

To view event ID information of all configured domain controllers, select 'Domain Controllers'.
Entire event ID information will be displayed as shown below:

Mol comiguramon st ——|

Configure email alerts For the corresponding Domain Controllers by providing Event 1IDs, SMTP server name, sender, recipients, threshold
‘& count for Frequency of emails (Say For every 10 events) and description (Optional). Provide description for an event ID so as to be
. reflected in alert email, Select ‘Domain Controllers' to view the overall alerts settings,

Alerts zettings
= 51 Domain Contiollers Domain Controller  Domain Name  User Name Event|D E-mailAlett Recipients
-4 RDS0 jamescameron@adve
8| RD11 176 v ; .
e |amescameron(@adyve
Bl RD20 ;

4720 Yes |amescarnemn@advd
4722 r'es jamescameron{@adywe
id11 RESEARCHLAB RESEARCHLAB\admini 4715 Yes peter@adventure.cor

4719 Mo
4306 Yes peter@adventure. cor

RD20 WSSLAB VG5LAR adminuser? | 5143 No

5142 Mo

5144 Mo

4 n 3

I oK | | LCancel
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3.6 Service Controller
3.6.1 About Service Controller

Service Controller allows the user to view the subscription status of domain controllers.

It can also be used to manage 'ADCT Listener Service' by using the provision to start, stop,
restart and refresh the service.

3.6.2 How to View the Subscription Status of Domain Controllers?

Service Controller window allows you to view the subscription status of domain controllers.

Real Time EBvents ™

| Service Controller  Alt+E ||

. . . Alerts Alt+h,
To launch Service Controller window, click
tool bar . You

menu in the

can view the subscription status of

dom:
in the b ottom pane of the service controller window as shown below:

olo|B|@

Service Name : ADCT Listener Service

Bescnatont Listens to the security event logs of subscribed hosts, defined in Active Directory Change Tracker
Rl [ADChangeTracker).
Status : Running
Host Name 7 Domain Name Status Log Path Name
TREELAB sciibe
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3.6.3 How to Manage 'ADCT Listener Service'?

ADCT Listener Service can be started, stopped, restarted and refreshed using

Controller  window.

To launch Service controller window, click

-

Real Time Ewvents

Service Contraller  Alt+E ||

Alerts Alt+4,
|rnenu in the toolbar. The

'Service Controller' window will appear as shown below:

Service Name : ADCT Listener Service

Description: [ADChangeTracker).

Listens to the security event logs of subscribed hosts, defined in Active Directory Change Tracker

Status : Running

Host Name | Domain Name
TREELA

Here you can Start Stop, Restart and Refresh
located near the top left corner of the window.

the service by clicking the corresponding buttons

Service
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3.7 Events Reports

3.7.1 About Events Reports

Events Reports in ADChangeTracker is a powerful feature that enables the user to report

the events data for AD object changes, User logon/logoff activities, Password change
activities and Terminal Services activities based on specific event ID(s) in the security
event log of domain controller. This feature is powered by a listener Service called ADCT
Listener Service. ADCT Listener Service collects the events data and stores in the
application's Events History databas e. You can view events data by specifying the
timestamp, domain, change type, category and field based filter query that occurred over

a time period.

Benefits

A Reports User Logon/Logoff activities in a domain with valuable information like Client
Name, Logon Type and Workstation Name.

A Reports events data with When and Who made the changes for Password change activities
in Active Directory.

A Reports Terminal Serv ices Activities of roaming users in a domain with valuable
information like Connected User Name, Workstation Name and Session Type.

A Reports What exactly changed, along with Old Value and New Value, When the change
was made, Where the change was made in Ac tive Directory and Who made the changes
in Active Directory objects.
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3.7.2 Configure Events Reports

This section provides step  -by - step procedure for configuring Events Reports. This process consists
of three primary steps:

Enable audit policy.
Configure event ID(s) in application for security event log data collection.

Set up auditing in object's SACL. This step is applicable for Object Change Reports and
Permissions Change Reports only.

Enable audit policy

1. Click Start , pointto Administrative Tools , and then Group Policy Management

2. In the console tree, double -click the name of the forest, double -click Domains , double -
click the name of your domain, double -click Domain Controllers , rightclick Default
Domain Controllers Policy , and then click  Edit .

3. Under Computer Configuration , double -click Policies , double -click Windows
Settings , double -click Security Settings , double -click Local Policies , and then click
Audit Policy

4. Inthe details pane, right -click the Policy pertaining to the report as shown in the following
table and then click  Properties

Report Name Policy

User Logon/Logoff Reports Audit logon events

Password Change Reports Audit account management

Terminal Services Activity Reports Audit logon events

Object Change Reports Audit directory service access

Permissions Change Reports Audit directory service access

5. Selectthe Define these policy settings check box.

6. Under Audit these attempts , selectthe Success check box, and then click OK.

Configure event ID(s) in application for security event log data collection.

For security event log data collection, configure event ID(s) corresponding to each report in

Real Time Events -> Alerts as stated in the foll owing table:
Report Name Event ID(s)
User Logon/Logoff Reports 4624, 4634
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Password Change Reports

4724

Terminal Services Activity Reports

4778, 4779

Object Change Reports

5136, 5137, 5139, 5141

Permissions Change Reports

5136

Set up auditing in object's SACL:

Tosetup SACL auditing for directory objects, perform the following steps.

1. Click Start , pointto Administrative Tools

Computers

2. Right -click the organizational unit or any o

then click Properties

3. Clickthe Security tab, click Advanced

4. Click Add , and under Enter the object name to select
any other security principal), and then click

, and then click the

, and then click  Active Directory Users and

bject for which you want to enable auditing, and

OK.

5. In Applyonto ,click This object and all descendant objects

6. For Object Change Reports :Under Access , selectthe Successful
all properties . If you wantt o report events data for creation and deletion of objects,
select the Successful  check box for

objects too

7. For Permission Change Reports

Modify Permissions

8. Click OK until you exit the property sheet of the organizational unit or other object.

Delete, Delete subtree

Access , select the

Auditing

, type Authenticated Users (or

check box for

and Create all child

Successful

Write

check box for
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3.7.3 How to generate User Logon/Logoff Reports?

To generate the User Logon/Logoff Reports, perform the following steps.

1. Configure settings for 'User Logon/Logo ff Reports' as stated in Configure Events Reports.

2. To launch '‘User Logon/Logoff Reports' window, click
Events Reports ¥
[ User Logon/Logoff Reports...
S, Password Change Reports..,
g) Terminal Services Activity Reports,.,
|| Object Change Reports »
‘4 Permissions Ch Report »
EANC S g ep o menu in the toolbar. The
'‘User
Logon/Logoff Reports' window will appear as shown below:
User Logon/Logoff Reports

Generate User Logon/Logoff reports by specifying a suitable criteria using date range '
é ) domains, filter query and category.

Date range: From: 10]’041’2013 v Toi: 11/05/2013 «

Domains:

Domain Name

v ;; RESEARCHLAB
] 53vs5LaB

Quick Filter: Field - Operator:  Value:

[[Logon Type] v] <> v | 3 (Network)

[¥] Logon [V] Logoff

Category:
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3. Specify the Date range, Category and a field based Filter criteria to find the User

|l ogon/l ogoff events in the applicationébés Events
4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report
6. Once the data collection is complete, the report will be generated in a report window as
shown below:
User Logan/Logoff Reports El@
|i= Export |ﬂ Refresh @E-ma\\ Find

Report Name: User Logon/Logolf Reports [From 11/10/2013 To 12/10/2013)

Source: Microsoft-WWindows-Security-Auditing

Category: Logon

Event ID: 4624

s v L L bt b emd sl v

Generated On: 12/13/2013 6:04:32 PM J Status: Success | Troubleshooting Tips | Filter: Not Applied I
Egﬁ:in User Name \ﬁv:r;islation .E:lj?d?nta o Logon Type Category Event ID %io"gsnhoguff i
RESEARCHLAE  RESEARCHLAB‘\adminuser  RD30 10.10.10.40 10 (Rematelnteractive)  Logon 11/20/20136:43
RESEARCHLAE | RESEARCHLAB\adminuserd 'RD30 10.10.10.40 10 [Remotelnteractive) | Logon 4624 11/20/2013643 |
RESEARCHLAB | RESEARCHLAB\adminuser3 RD30 - 5 [Service) Logon 4624 ,1_‘]:'25-"2013 6:45 1
RESEARCHLAB | RESEARCHLAB\adminuser3 'RD30 10.10.10.40 10 [Remotelnteractive) | Logon 4624 11/20/20138:48 |
RESEARCHLAE | RESEARCHLAB\adminuser3 ‘ RD30 10.10.10.40 10 [Rematelnteractive) | Lagon A 4624 l:' :’20.-’201 3646
RESEAACHLAB | RESEARCHLAB\adminuser3 | 10 (Remotelnteractive] | Logolf 4634 11/20/2013 €:46
RESEARCHLAE | RESEARCHLAB\adminuserd 10 [Remotelnteractive) | Logoff 4634 11/20/20136:49
BFSFARCHI AR | RFSFARCHI AR\adminserd A (S arviral | nnnft 4R34 11/20/2M3658  ~
Quick Fiter: [&ny Field | EE

Advanced Filters: LPIFB |

Event Viewer Reference

Date & Time: 11/20/2013 5:43:43 Ph |j

45
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3.7.4 How to generate Password Change Reports?

To generate the Password Change Reports, perform the following steps.

1. Configure settings for 'Password Change Reports' as stated in Configure Events Reports.

2. To launch 'Password Change Reports' window, click

ﬁ

Events Reports

User Logon/Logoff Reports...

[E Password Change Reports...

@ Terminal Services Activity Reports...

|| Object Change Reports »

M ‘PemmissionsChange Reparts r menu in the toolbar. The 'Password

Change Reports' window will appear as shown below:

-

Password Change Reports @

= Generate Passward change reports by specifying a suitable criteria uging date range,
'é_r_ »  domaing and filker query.

Date range: From: 10/01f2013 « To! 10/24/2013 =

Domains: .
Damain Mame

S5 RESEARCHLAR
[T 55vssLAR

Quick Fiter: [
A Field =

Reset . Generate | [ Cancel

3. Specify the Date range and a field based Filter criteria to find the Password change events

in the applicationds Events History database.

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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alye Qe Reports

[=h Export | [3) Refresh | Bl E-mail

Report Name: Password Change Reports [From 11/1/2013 To 12/1/2013)

Find

Advanced Filters: ‘

‘ Generated On: 12/13/2013 6:07:43 PM I Status: Success | Troubleshooting Tips | Filter: Mot Applied I
Domain Name Target Account Event ID Change made by Change made on - -
RESEARCHLAE RESEARCHLABAlizon RESEARCHLAB adminuser3 11/20/2013 5:19 PM E
RESE&RCHLAE RESEARCHLABNE dward 4724 RESEARCHLAB adminuser3 11425/2013 1210 PM
RESE&RCHLAB RESEARCHLAB stephen 4724 RESEARCHLAB adminuser3 11425/2013 4:00 PM
RESE&RCHLAB RESEARCHLABANndrews 4724 RESEARCHLAB\adminuser3 11/25/2013 4:01 PM
RESEARCHLAB RESEARCHLAB W/iliam 4724 RESEARCHLAB\adminuser3 11/25/2013 4:02 PM
RESEARCHLAB RESEARCHLAB\U serBd 4724 RESEARCHLAB adminuser3 11/25/2013 4:07 PM
RESEARCHLAB RESE&RCHLABadmin 1 4724 RESEARCHLAB adminuser2 11426/201311:41 AM

Quick Fiter: Ay Field -= -

Event Viewer Reference

Date & Time: 11/20/2013 519139 PM
Source: Microzoft-Windows-Security-Audting

Category: User Account Management

Event ID: 4724

Taemms

> [ %
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3.7.5 How to generate Terminal Services Activity Reports?

To generate the  Terminal Services Activity Reports, perform the following steps.

1. Configure settings for "Terminal Services Activity Reports' as stated in Configure Events
Reports.

2. To launch ‘Terminal Services Activity Reports' window,
click

6]

Events Reports ~

User Logon/Logoff Reports...

E Password Change Reports..,

IQ Terminal Services Activity Reports...

| | Object Change Reports »

% Permissions Change Reports >

menu in the toolbar. The 'Terminal Services Activity
Reports' window will appear as shown below:

[ -

Terminal Services Activity Reports @

oy Generate the Terminal Services Activity reports by specifying a suitable criteria using
& > date range, domains, filter query and change type.

Date range: From: 10/15f2013 « Too 10/30/2013 -

Domains: .
[iamain Mame

§3RE5EAHCHLAB
S5 WOYAGER

Quick Filter: Field - Operator:  Value

[[Wn:-rkstation MName] v] [<> v} RDa4

Change tpe: Beconnect Dizconnect

[ Reset ]

3. Specify the Date range, Change type and a field based Filter criteria to find the Terminal
Services activity events in tydatabasepl i cati onds Eve

4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.
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6. Once the data collection is complete, the report will be generated in a report window as
shown below:

Terminal Services Activity Reports i E'!.L

[ Export | [#) Refresh | & E-mail Find (0]
Report Name: Terminal Services Activity Reports [From 11/11/2013 To 12/13/20
Generated On: 1271372013 6:11:50 PM I Status: Success Troubleshooting Tips | Filter: Mot Applied ‘
Domain ‘Workstation  Clent Session Change o
Target Computer Connected User Mame N R ra s Type EventID Change made on —

N ame

RESEARCHLAB rd30.researchlab.local  RESEARCHLABY“adminuserd WSSWKS10 10101082 RDP-Tcp#l  Reconnect 7 12/2/2013 3:40 PM
RESEARCHLAB | rd30.researchlab.local | RESEARCHLAB‘adminuserd WSSWKS10 10101082 |RDP-TcpB1 | Disconnect | 4779 12/2/2M3338PM
RESEARCHLAB | rd30.researchlab.local | RESEARCHLAB\adminuser2 WSSWKS14 10101041 |RDP-TcpH1 | Disconnect | 4779 11/26/2013 3:07 PM

RESEARCHLAB | rd30.esearchlablocal | RESEARCHLABNadminuser2 WSSwWKS14 10101041 |RDP-Tcp#l | Reconnect 4778 11/26/2013 306 PM
RESEARCHLAB | rd30.researchlab.local | RESEARCHLAB“adminuserl  WSS5WKS18 10101033 . RDP-Tcpl0 | Reconnect 4778 12/3/201311:20 &M
RESEARCHLAB | rd30.researchlab.local | RESEARCHLABNadminuserd  W5SSWKS13 | 1010.10.40 ' RDP-TcpH2 | Disconnect | 4773 12/2/23 339 PM
RESEARCHLAB | rd30.researchlab.local | RESEARCHLABNadminuserd WS5WKS13  |1010.1040 |RDP-TcpH2 | Reconnect 4778 12/2/2013 3:38 PM
BESFARCHI AR |1d30 tesearchlab local  BFSFARCH| ABM\adminuserd  WSSWESTS 110101040 [ BDOP-Ten#tl | Beconnect 4778 127220131212 P

Quick Fiter: | Any Field v=  ~]
Advanced Filters: . ‘ |

Event Viewer Reference

Date & Time: 12/2/2013 3:40:07 PM

Source: Microsoft-Windows-Security-Auditing

Category: Cther Logon/lLogotff Events

Event ID: 4775

Trmns Dmmammemt
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3.7.6 Object Change Reports

Object Change Reports in ADChangeTracker allows you to view events data for any change
made to your Active Directory objects since the application is configured for event data
collection.

By default, ADChangeTracker collects and reports events data for the following objects
only: Builtin -Domain, Computer, Contact, Domain, Domain DNS, Group, Group Policy
Container, Organizational Unit, User.
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3.7.6.1 How to generate Computer Accounts Change Reports?

To generate the Computer Accounts Change Reports, perform the following steps.

1. Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Computer Accounts] window, click Events Reports
> Object Change Reports -> Computer Accounts... menu in the toolbar. The 'Object
Change Reports - [Computer Accounts]' window will appear as shown below:

=~ Generate Active Directory - 'Computer Accounts’ chanage reports by specifying suitable
{_ > A criteria using date range, damains, filker query and change hpe.

Date range: From: 10/13f2013 « To 10/28/2013 -

Domains: .
Damain Mame

SLRESEARCHLAR

] 55vssLan
Cuick Filter: EieldE Operator:  Walue:
[ [Change made by] v] [= v} researchlab\adminuzer3

Change type: fdded Modified Deleted

[ Reset ]

Object Change Reports - [Computer Accounts) @

-

3. Specify the Date range, Change type and a field based Filter criteria to find the Computer
Account s change events in the applicationés

4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as

shown below:

Event s
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e

|5 Export @ Refresh @ E-mail

Report Name: Object Change Reports - [Computer Accounts] (From 10/13/2013 7

ot Compuericnel e

R t
RD43 | CN=RD43,0U=bust computer

3,01

odi ue

™o 3 b
ModifiedValue
P

Description

Generated On: 10/28/2013 3:09:27 PM | Status: Success l Troubleshooting Tips ] Filter: Not &pplied J
Domai Obiject ’ Obiject Ch Propert Event &
N:mgm N a:'ig Object Path Ty;eec U:gge N:g:' Y 0ld Value New Value le en Change made by Change made on

TestWorkstation | 5136

RESEARCHLAB admi
RESEARCHLAB\adminuser3 10/28/2013 3:05 Pk

RESEARCHLAB (RD56 | CN=RDS6,0U=Aust computer

ModifiedValue
Clocieaedt

Distinguished
i

CN=RD56,0U=fust

CN=RD5E,0U=Austt 5133

RESEARCHLAB‘adminuser3 10/28/2013 3.06 Pb|7

RESEARCHLAB | gazec | CN=gazxc,0U=ADC computer Eo.c_li‘fi_eﬂ[\/alue Description 5 | CN=RDS6,0U=Australia_North,DC=researchlab,DC= locall ]
RESEARCHLAB |qazxc | CN=qazxc,0U=ADC computer |ModiiedValue | pescription Test Lab 5136 | RESEARCHLAB\adminuser3 10/28/2013 3:07 Y
RESEARCHLAB |qazve | CN=qazwc,0U=ADC computer |ModfiedValue | Display Name | ADC-PC-001 5136 | RESEARCHLAB\adminuser3 10/28/2013 3:08 Ph
RESEARCHLAB |gazxc | CN=gazxc,0U=4DC computer Pfl??lifile‘dl\’due Display Name ADC-PC-01 5136 | RESEARCHLAB\adminuser3 10/28/2013 3:08 Ph ~

<

m

] »

Quick Filter: [Any Field v][

Advanced Filters: \

I Event Viewer Reference

Date & Time: 10/28/2013 3:05:32 PM
Source: Microsoft-Windows-Security-Auditing
'Category: Directory Service Changes

Event ID: 5136

Tarme MG AEs s i Pynlmd s

> | %
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3.7.6.2 How to generate Contacts Change Reports?

To generate the Contacts Change Reports, perform the following the steps.

1. Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Contacts] window, click Events Reports -> Object
Change Reports -> Contacts ... menu in the toolbar. The 'Object Change Reports -
[ Contacts]' window will appear as shown below:

-

Object Change Reports - [Contacts]

N\ Generate Active Directory - 'Contacts' chanage reports by specifying suitable a criteria
»  using date range, domains, filter query and change type.

>

Date range: From: 10/13/2013 + To: 10/28/2013 «

Domains: v
Daomain Name

V| S3RESEARCHLAB

1155 vssLAB
Quick Filter: [
Any Field =
Changepe: (V] Added (V] Modied  [¥] Deleted
Reset

3. Specify the Date range, Change type and a field based Filter criteria to find the Contacts
change events in the applicationbs Events History

4. Select the desired Domains to generate your re ports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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RESEARCHLAE

e[

MatinJ

|:3 Export @ Refresh @ E-mail Find
Report Name: Object Change Reports - [Contacts] (From 101372013 To 10/28/2
Generated On 10/28/2013 E:42 02 PM | Status: Success Ltoubleshooting Tios | Fiter: Mot Apclied |
Bmm Object Name Object Path ?:;d g::“e :;o::w 0ld Value New Value E"EH Change made by E:""'“E made -E
RESEARCHLAR | Arnderson CH=ndereon.0U=A contact | Modilied!/alue | Telephone Numbes | 466-454.96855 5136 | RESEARCHLAR\aduin| |0/28/20136.41 |7
AESEARCHLAD | Anderson CH=hnderson,0U=4 contaet | ModifisdlValue | Telephone Number 455:454-360956 | 5136 RESEARCHLAB adminy | 0/28/2013 B:41
Jarnes Martin CN=lames contact | ModiiedlValue | Digplap Name | Martin 513 | RESEARCHLAB\adminy 10/28/2013 640

RESEARCHLAE | Steven CH=Steven OU=AD| contacy | ModiliediValue | Last Name Black. 513 | RESEARCHLAB\admin, 10/28/20136:33
RESEARCHLAP |Stevenl.Black  CM=Stevenl _ |conlact |Deleted 5141 | RESEARCHLAB'admin, 10/28/2013 633
AESEARCHLAB | Taylor Brown CN=Taylor _  lcontact | Added 5137 | RESEARCHLAB'adwin, |0/28/2013638
< | T | »
Quick Fiter. [ Any Field B 1)
Advanced Filters: | -] ? 7B
>

Event Viewer Reference

ate & Time: 10/28/2013 £:40:53 PM
ource: Microsoft-Windows-Security-Auditing
egory: Directory Service Changes

vent ID: 5136

P R T A PR Ry

[ »
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3.7.6.3 How to generate Domain Change Reports?

To generate the Domain Change Reports, perform the following steps.

1. Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Domain]' window, click Events Reports -> Object
Change Reports ->Domain...menuint  hetoolbar. The 'Object Change Reports - [Domain]'
window will appear as shown below:

-

Object Change Reports - [Domain]
N\ Generate Active Directory - 'Domain’ chanage reports by specifying suitable a criteria
> using date range, domains, filter query and change type.

o

Date range: From: 10/14/2013 + To: 10/29/2013 ~

Domains: .
Domain Name

VI 55 RESEARCHLAB
S5VSSLAB

Quick Fiter: [}
Any Field -

Change type:  [V] Added (V] Modified [V Deleted

3. Specify the Date range, Change type and a field based Filter criteria to find the Domain
change events in the applicationbs Events History

4. Selectthe desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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bject Change Reports - [Domain) == FCE ="
|5 Export | [3) Refresh | Bl E-mail Find Q
Report Name: Object Change Reporls - [Doman] (From 10/14/2013 To 10/28/20
| Generated On: 10/23/2013 2.57:41 PM | Status: Success | Iroubleshooting Tips | Fiter. Not Applied |
Domain Object 3 Object Change .. Property Event Change made
Name Name Obiject Path Typs Typs Name Old Valus MNew Value D Change made by | 0

Researchlab

doman

Everpone| Deny:
leelg:ﬁlgg ]hls

Ch=Administrator,

RESEARCHLAR  resesichlab DC-resesichlabDC-kocal domanDNS | 1I53/a 34 Descrpion RESEARCHLAB adrinuser3) Tayo 2013 254

10/29/2013 2:55
PM

FESEARCHLAR  resesichiob | DC-teseaichlsb DC-local| domanDNS | }iogfedYalue  Dbiee: Secuiy

Permissions RESEARCHLAR \adminuzes3

Managed By

RESEARCHLAR rescaichlab | DCerescatchlab DCmlocal domamDHS | e 21

RESEARCHLABNadrinuser3| by 20122 00
10292013255
PH

ModifiedValue Object Secuity:  Everyone] Deny.

RESEARCHLAE  resesrchlah | DC=teseaichlsh DC=local domanDNS Delated] Parmissions I}elaheﬂhwlgj;]’hrs

RESEARCHLABNadminuses3

RESEARCHLAS ressarchiab D o “® ManagedBy  Ch=Adniristiator Ch 5136 ARCHLAB adminuserd| 1or23/201

Quick Fiter: | &ny Field

Advanced Filters:

Event Viewer Reference E3
-

Date & Time: 10/28/2013 2:55:59 Pu E

Source: MicrosoftWindowes-Securty-Audting
Categony: Directory Service Changss

Event ID: 5136

-
Turrms b riifion e dmb 1 Dl
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3.7.6.4 How to generate Groups Change Reports?

To generate the Groups Change Reports, perform the following steps.

1. Configure settings for 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Groups] window, click Events Reports -> Object
Change Reports -> Groups... menu in the toolbar. The 'Object Change Reports - [Groups]'
window will appear as shown below:

Ohject Change Reparts - [Groups] @

=~ Generate Active Directary - 'Groups' change reports by specifying suitable a criteria
&7 > usging date range, domains, filter query and change type.

Date range: From: 10/13f2013 «= To 10/28/2013

Domains: .
[iamain Mame

£ RESEARCHLAR
] &y vwssLAB

Quick Filter: Ol

A Field =

Change type: Added Modified Deleted

[ Reset ]

3. Specify the Date range, Change type and a field based Filter criteria to find the Groups
change events in the applicationbs Events History

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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\_éf] Refresh @ E-mail

RESEARCHLAB ADCT_ Security

Modified[\ alue
Added)

Members

|55 Export Find @
Report Name: Obiect Change Repotts - [Groups] (From 10/13/2013 To 10/28/20°
Generated On: 10/28/2013 3:11:45 PM | Status: Success | Troubleshooting Tips | Filter: Not Applied |
Domai ;s q Object  Ch: Propert Event Ch. i 2
N:::m Object Name  « Object Path Ty;laeec Ty;:ge N[:rﬁ:' i 0ld Value New Value IDven Change made by Onange mace. e

RESEARCHLABS admint |

. |CN=ADCT_ Modified(Value CN=John v

RESEARCHLAB | ADCT_ Security Secuit 00=ADCT | 9°“P | Deleted] Members Michael OU=ADCT 5136 RESEARCHLAB adminy PM [
RESEARCHLAB | ADCT_Disibution | CN=ADCT_Distbut gioup | ot o2 | Members ENBannet vl Not 5136 | RESEARCHLABAading 301 2+/2013 11:53
RESEARCHLAB | ADCT_Distribution | CN=ADCT_Distibuti group g"::fj‘eldl\’a‘“e Mermbers CN=Robert,OU=ADCT_0 5136 | RESEARCHLAB\admin ;[323’20‘33305
RESEARCHLAB | ADCT_Secure_giou CN=ADCT_Secure_ gioup | ModHedValue | pegeion | Test 513 | RESEARCHLABadming Loi2%/2013 218
RECEARCHI AR | ANCT Cariwa araid PN-ANCT Caciws | araon | ModifiedValue | Rascrintion Taot E128 RECEARCHI ARY adrin:

4l

1

10/25/2013216 7
| [t

Quick Fiter [ Any Field

Advanced Filters: |

I Event Viewer Reference

Date & Time: 10/24/2013 11:51:54 AM
Source: Microsoft-Windows-Security-Auditing
Category: Directory Service Changes

Event ID: 5136

Tarms MnAifim S dmliim Al

i » |
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3.7.6.5 How to generate Group Policy Objects Change Reports?

To generate the Group Policy Objects Change Reports, perform the following steps.

1. Configure settings for '‘Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports - [Group Policy Objects]' window, click Events Reports

-> Object Change Reports -> Group Policy Objec ts... menu in the toolbar. The 'Object
Change Reports - [Group Policy Objects] window will appear as shown below:

Generate Active Directory - 'Group Policy Objects’ change reports by specifying suitable
> oa criteria using date range, domains, filter query and change type.

>

Date range: From: 10/11/2013 v To: 10/30/2013 ~
Domains: Domain Name
VI 55 RESEARCHLAB
[C][F5vssLaB
Quick Fiter: W1 Fiyq. Operator: ~ Value:
[[Change made by] vJ [= v! *adminuser”

Change type:  [V] Added [V] Modified

Object Change Reports - [Group Policy Objects]

3. Specify the Date range, Change type and a field based Filter criteria to find the Group

Policy Objects change events in the applicati onds Events

4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.

Hi

story

6. Once the data collection is complete, the report will be generated in a report window as

shown below:

dat ab as
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Object Change Reports - [Group Policy Objects]
|3 Export E Refresh @ E-mail

Report Name:  Object Changs Fleparts - [Gioup Policy Objects] [From 10/11/2013

Find

Generated Ore 10/30/2013 5:55:40 P Status: Suceess ‘ Troubleshooting Tips ‘ Fiter: Applied
il . B N [l -~
Eg:n Object Name Obyect Path Object Type ?:::ge Efﬁ:’ o eﬁm New Value FDVR“ Change made by glange made
RESEARCHLAB Test GPO CN={34192002-08] groupPoicyContainer *D‘:lﬂi:;“:"’”“ flags 2 SI36 | AESEARCHLAB adminuserd oy 0 201 o 00
| " | . CREATOR OWNER( y
RESEARCHLAB Test GPO CN={34192002.08] groupPolicyCantaine: | Modified(Value | Object Securiy: Alow; CreateChid,  |5136 | RESEARCHLABachinuserd 10/ 2072013506
Added) Pemissions - P -
| | [  DeleteChid, Sek, s
RESEARCHLAR ADCT_Test GPO | CN=(34192002-047 groupPolicyContainer E"gl‘;':;dl"""“’ Display Name | Test GPO SI36 | AESEARCHLAB adminuserd oy 2012 0
RESEARCHLAB ADCT_Test GFO | CN={34192002 042 proupPolicyContainer r:::':]dw* Display Mame ADCT_Test GFO 5135 | RESEARCHLAB\acminuser3 ;E;'Bm” 238
TESEAHEHLAB Forwarded Events| . 71A00BE4D) crovpPoiicyContainer | HodiiedlValue g, 0 5135 | RESEARCHLAB\adminuserd l?j'zsmw‘au -
4 m »
Quick Fiter: Ay Field BE LIE)
Advanced Fiters: | Test 5 ‘ ARk
Event Viewer Reference *

Date & Tme: 100252013 22418 PM
Source: Microsoft-Windovrs-Security-Audiing
Category: Directory Service Changes

Event ID: 5136

KA i~ Ak Ll am Pondd i

P
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3.7.6.6 How to generate Organizational Units Change Reports?

To generate the Organizational Units Change Reports, perform the following steps.

1. Configure settings 'Object Change Reports' as stated in Configure Events Reports.

2. Tolaunch 'Object Change Reports - [Organizational Units]' window, click Events Reports
> Object Change Reports -> Organizational Units... menu in the toolbar. The 'Object
Change Reports - [Organizational Units]' window will appear as shown below:

-

Object Change Reports - [Organizational Units] @

-~ Generate Active Directary - 'Organizational Units' change reports by specifying suitable
&7 > a criteria uging date range, damaing, filker query and change type.

D ate range: From: 10/14/2013 ~ To! 10/29/2013 -

Domains: .
Damain Mame

£ RESEARCHLAR

] 55vSSLAR
Lltiickifike: Field : Dperator: Walue
| [Object Name] - B ~| aoc

Change type: Added Modified Deleted

[ Reset }

3. Specify the Date range, Change type and a field based Filter criteria to find the
Organi zational Units change events in the

4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:

applica
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|5 Export sz Refresh @ E-mail Find @

Report Name: Obiject Change Reports - [Organizational Units] (From 10/14/20131

Generated On: 10/29/2013 2:40:06 PM | Status: Success | Troubleshoating Tips ‘ Filter: Not Applied |
ggmzin Obiject Name Obiject Path Obiject Type %;299 S':rﬁ:“y 0ld Value New Yalue :EDvenl Change made by E:ange made o

Name
» L . | ModifiedValue i -

RESEARCHLAB | ADCT_workshop1 | OU=4DCT_workshd organizationalnit Deleted) Name ADCT sub ou 5136 | RESEARCHLAB\admin 10/29/2013 2:30 PM
RESEARCHLAB |ADCT_Chid2 | OU=ADCT_Chid2,0 organizationallUrit g"\;’;‘gﬁdw""“e Managed By %E:ﬂi‘l’gd;mm_ 5136 | RESEARCHLAB\admin 10/29/2013 2:31 PM
RESEARCHLAB | ADCT_Chig_0U | DU=ADCT_Chid_0f ogarizationalunit | S 2 | EFIFeta | gagumos 513 | RESEARCHLAB\adrin 10/29/2013 231 PM |
RESEARCHLAB |ADCT_Child_OU | DU=ADCT_Child_0l organizationalUnit Egﬂgdwame %:;’;P“‘a' 48596 5136 | RESEARCHLAB admin 10/29/2013 2:31 PM |:’
RESEARCHLAB | ADCT_Bulk 0OU=ADCT_Bulk,0U organizationalUnit | Modified[Value | gPLink [LDAP://en={34192 5136 | RESEARCHLAB\admin 10/29/2013 2:37 PM | ~

Quick Filter: | Any Field

Advanced Filters: |

)
LR AR

=]l

I Event Viewer Reference

Date & Time: 10/29/2013 2:30:12 PM
Source: Microsoft-Windows-Security-Auditing
Category: Directory Service Changes

Event ID: 5136

Tamms MAadifin e tnbin 0 drimdh
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3.7.6.7 How to generate Users Change Reports?

To generate the Users Change Reports, perform the following steps.

1. Configure settings 'Object Change Reports' as stated in Configure Events Reports.

2. To launch 'Object Change Reports
Change Reports

window will appear as shown below:

Ohject Change Reparts - [Users] @
Y Generate Active Directary - 'Users' change reparts by specifying suitable a criteria using

&7 > date range, domains, filter query and chanage type.
Date range: From: 10/01/20153 « Toi 10/28/2013 «
Domains: Domain Mame

S4RESEARCHLABR

) &4 vssLaB
Quick Filter: Field : Operatar: ~ Walue:

{[F"ropert_l,l Mame] v] <o * | telephoneMumber
Change type: || Added Modified ] Deleted
| Resst | [ Genewate | [ Cancel

- [Users]' window, click Events Reports
-> Users... menu in the toolbar. The 'Object Change Reports

3. Specify the Date range, Change type and a field based Filter criteria to find the Users

ch

ange events in the applicationés

4. Select the desired Domains to generate your reports on.

5. Click Generate button to generate the report.

Event s

6. Once the data collection is complete, the report will be generated in a report window as
shown below:

Hi

-> Object
- [Users]'

story
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|i=p Export @ Refresh @ E-mail

Report Name: Object Change Reports - [Userg] (From 10/1/2073 To 10/28/2013

Find

Generated On: 10/28/20132 2:56:55 PM

| Status: Success

| Troubleshooting Tios

Obiject
MName

Daomain
Name

RESEARCHLAE  Robert

Obiect Path

Object

Type

CN=Hobert OL=AD( user

Change

Type
ModifiedV alue
Deleted)

Property
MName

P.0 Box

I Filter: Mot Applied

Ol Value

48562

New Value

Event
D

5136

Changs made by DC:ange mads
ESEARCHLABNacminuserd ;,':1““"‘*” Sl

| Event Viewer Reference

RESEARCHLAB | Robeit CM=Robert OU=AD user rﬂ;ﬁdw““ F.O Box 513 5136 | RESEARCHLABNadminuser3 :,[,',,’295"”‘2‘”
RESEARCHLAB Rotert  CH-RoberOU=AD(user  omrod Vol |y rosert@researchizh|5136 | RESEARCHLAB\adninuser3 |y <01 2 43
RESEARCHLAB |John Michasl |CN=lon = ier Modified(Value: | Ciry lordon 51356 | RESEARCHLAB\acminuser3 1072072013243 m
RESEARCHLAB |Userls CM=User1 5.0U=Bul user Modified(Valie |yeb Page | wiw ADworld.com 5136 | RESEARCHLABNadminuser3 10/28/2013 244
RESEARCHLAB | Lsers CN=User 5.0U=Bul user | ModiiedValue [yeb Page wow ADUniv com |5136 | RESEARCHLAB\acminuserd | 10/28/2013244
< mn »
Quick Fiter. [Any Field Bl - @)
abvanced Flers. [-H4g Fiker Applid- =)
>

Date & Time; 10/23/2013 12:10.01 PM
Source: Microsoft-Windows-Security-Audiling
‘Category: Directory Service Changes

Event ID: 5135

s s Mm% dmle 1 Pombimbim sl

[ »
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3.7.7 Permissions Change Reports

Permissions Change Reports in ADChangeTracker allows you to view events data for
Permissions changes made to your Active Directory objects since the application is
configured for event data collection.

By default, ADChangeTracker collects and reports events data for the following objects
only: Builtin -Domain, Computer, Contact, Domain, Domain DNS, Group, Group Policy
Container, Organizational Unit, User.
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3.7.7.1 How to generate Computer Accounts Permissions

To generate the Computer Accounts Permissions Change Reports, perform the following steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events Reports.

2. To launch 'Permissions Change Reports - [Computer Accounts]' window, click Events
Reports -> Permissions Change Reports -> Computer Accounts... menu in the toolbar. The
'Permissions Change Reports - [Computer Accounts]' window will appear as shown below:

Permissions Change Reports - [Computer Accounts] @

=~ Generate Active Directory - 'Computer &ccounts’ Permissions change reports by
{_ > specifying a suitable criteria using date range, domains and filter query.

Date range: From: 10f16/2013 « To: 10/31/2013 =

Domains: .
Damain Mame

BL RESEARCHLAB

] 55vssLan
Cuick Filter: EieldE Operator:  Walue:
| [Object Name] »| [=  ~| rD5s

3. Specify the Date range and a field based Filter criteria to find the Computer Accounts

Per mi ssions change events in the applicationos

4. Select the desired Domains to generate your reports on.
5. Click Generate button to gen erate the report.

6. Once the data collection is complete, the report will be generated in a report window as
shown below:
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| Export | 2] Refresh | gl E-mail Find
Report Name: Pemissions Change Reports - [Computer Accounts] (From 10/16/21
| Generaled On 10/31/2013 2 42:59 PM | Stalus: Success Iroubleshaoling Tips | Filter: Not Applied

Domain Object " Object  Change Fropesly Event Change o
Mame Name Obiect Path Typa Tyos Name 0id Value New Value D Change made by

MT AUTHORITYWSELF( &low:

CreateChid, DeleteChild, This

abjects only | 10/31,/2013
Securty | NT AUTHORITY\buthenticated RESEARCHLABNadminuserd)| 545 pyg
Permissions | sers Allow, GenericRead, =
i

RESEARCHLAB| ADS6 | CN=FDSE 0Usbust computer Hogiegt’ %

<

Quick Fiter: | Ay Feld B3| C )=
Advanced Filters: { - J ‘ ‘ T 7B
IEventViewer Reference *x
ate & Time: 10/31/2013 2:4217 PM |%

ource: Microsoft-windows-Securty-Audting
ategory: Directory Service Changes
ID: 5136

Tarmrns Rl libim ad dmb im0 bl
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3.7.7.2 How to generate Contacts Permissions Change Reports?

To generate the Contacts Permissions Change Reports, perform the following steps.

1. Configure settings for 'Permissions Change Reports' as stated in Configure Events Reports.

2. To launch 'Permissions Change Reports - [Contacts]' window, click Events Report
Permissions Change Reports  -> Contacts... menu in the toolbar. The 'Permissions Change
Reports - [Contacts]' window will appear as shown below:

3. Specify the Date range and a field based Filter criteria to find the Contacts Permissions
change events in the applicationbés Events

4. Select the desired Domains to generate your reports on.
5. Click Generate button to generate the report

6. Once the data collection is complete, the report will be generated in a report window as
shown below:

Hi

story
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